od9 sy AnyConnect SSL VPN J ISR4k
wlgwodsle lJp o> 96 |JpeJso
lJpzossle

| Jp, 9506

lJpobJole |l wlwsé

lJodoule | OEdp0
I Tl jwosé
lJodasy
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lJodasule
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lJp 9500
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IJpcbdule IUIgul usé

lJecbJule
w9os Cisco vio oJ9u s pgy96 wldesluose 1Joldss:

- 10S XE (ISR 4K) oy Cisco

- AnyConnect Secure Mobility Client

- £pds6 SSL IJglpd

1 douss Iiuvlaess Jdpdalz IJgle (PKI)

lJpdoule 1Jp g pd
ouwow Idpedsele 1Jglyo WO o3l ldpuwens 1Js luosble Idolez sldedsole 1Jebss IJeldss:

- p9go Cisco ISR4451-X/K9 pE IJluosl) 17.9.2a
- AnyConnect Secure Mobility Client 4.10.04065
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S99, 050 lduvods |Jglos |blo,sé (VPN) J SSL 1Usgp 9SS wyulpz Cisco 10S XE JJye9d
EU W& JJP.JUUE)P IJs u-Uu'Jlu U,DSLJ-UUMU p-19] |6 ,D'Jlu E_JnS U'uu_)uu SUp u3L9-.S_) USUDSJ
gU w8 pu edld w9lwd VPN J SSL swp wepdsu bogsé pl@ lJosuosd Ulpuo (SSL-enabled).
ouse w9leé SSL VPN Jdpuwegsesu ldogssso logule w99 VPN ||pu wluwogsle JuoJs
VPN Ualuao uublro Cisco I0S XE SSL: spdu Jdpuwegsesu lJuolisssu lJyueed wuvdd |r°U
ou ldpusd Ig Ls 99¢& &3¢ p IUlueyue ped Idoudlb IJvgldo IJJlgudIss. Jel cose Idyveds
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e9zo IUgsple 1Jpspezé Cisco 4461 Integrated Services
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e9zo IUgsple 1Upspezé Cisco 4451 Integrated Services
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e9zo IUgsple 1Jpspezé Cisco 4431 Integrated Services
Router

Cisco 10S XE Cuteno 17.7.1a

IJodosy

lLuwe IJogbslbs JJuvwdd

y \' N\ Gigo/0/o
E f_‘).( SSLVPN Tunnel LII :ﬁ_ /J

( ISR 4451 105-XE Router
Anyconnect Client | P"'/

IJoYssule

1. opdsu Ipuob$6 sldedss o sldpeluwwd (AAA) sodssu Idpuob$6 99skse IJegssd
9lupl9s lywe puwede IJs Bless Idoslole 1dpedss.

aaa new- nodel

!

aaa aut hentication |login default |ocal
aaa aut horization exec default |ocal

aaa aut horization network default | ocal
|



usernane test password ciscol23
2. §p wlouuble TrustPoint Joowso Jvolso 1Jogso: I3 Jp oo p92926 wIded JJpol> 86

IJpeedss. spdud Idyz9e IJs wuwzsd IJvolys J PKI JJeuo9d £Js 058> pu IJedluosd 29
logble [Juolss.

crypto pki trustpoint SSL

enrol | nent node ra

enroll ment url http://x.x.x.x:80/certsrv/nscep/ nscep. dl |
subj ect - nane cn=ssl vpn. ci sco. com

revocati on-check crl

rsakeypair SSL-Keys

3. od9su pdwyz SSL.

crypto ssl proposal SSL_Proposal
protection rsa-3des-ede-shal rsa-aesl28-shal

4. oJd9su ywslywd SSL 9l wesgle p 9o,z SSL 9u9bs 96 PKI.

crypto ssl policy SSL_Policy

ss|l proposal SSL_Proposal

pki trustpoint SSL sign

ip address local y.y.y.y port 443

Y.YY 09 guslo IP J GigabitEthernet0/0/0.

5. (ltesbs) Bp vodssu Blises 9009d Jsluvss Jswp luvesleol JJudS Ipudure. wodsy
Blispé 1J9o9d 030 pu IJuwdle 1J9z06 IJes spdu 1Jsuosd [Jsol o gJIJ wdd VPN.

b dJ I0u)luos: wp) zese Y6 pi9) Idoslule goy 088 VPN (IJu IJdled) Bl Je swp
oJ9su oS IdpSuwe.

ip access-list standard split_tunnel _acl
10 permit 192.168.10.0 0.0.0.255

6. louvle wepe eulssy IPV4.

ip local pool SSLVPN POOL 192.168.20.1 192.168.20.10

SESU wgpee suldsu IP 1Uss wpe lugule gugly IPV4 Jg psd AnyConnect leole louold
AnyConnect wuglz.

7. 8p wogpsd w296 9236 IUlwodold sldow 1Ugluoé « AnyConnect (WebDeployment) Lo ey
>Jsd WebVPN 1U¢l o w3ldy6 Idepess 9ozpesd pdud wg)syd IUgpsd 1Us 31Y)6 Idoposs
JJpeseo.


/content/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

I woE)HSsY Lo9,6 AnyConnect 90JW wg s IUgpsd Jpl 09 pzao:

crypto vpn anyconnect bootfl ash:/webvpn/ anyconnect -w n-4. 10. 04065- webdepl oy- k9. pkg sequence 1
!

crypto vpn anyconnect profile sslvpn_client_profile bootflash:/sslvpn_client_profile.xn

8. v Jysu wog EISJ-

crypto ssl authorization policy SSL_Author_Policy
rekey time 1110

client profile sslvpn_client_profile
mu 1000

keepal i ve 500

dpd-interval client 1000

net mask 255.255.255.0

pool SSLVPN_POOL

dns 8.8.8.8

banner This is SSL VPN tunnel.

route set access-list split_tunnel _acl

Sp 028> weet IP 9 DNS 98506 IJuO Idpdume: 9p! 1Us 3JY Lopu wor IJozasd.

9. vdssu Vldy bloys swp pu gdldo uuwe glgole lUgoed [Ublo,s.

interface Virtual - Tenpl atel type vpn
i p unnunbered G gabit Et hernet0/0/0
ip ntu 1400

ip tcp adjust-mss 1300

Sewed o) €8, 1dpdp eds g09lo IP po 1Uslzos IJos wp odssuol (GigabitEthernet0/0/0)
Iswp wedsu wogse IPV4 eds oddd 1Jglzos.

10. 8p wodssu pdd o) SSL 9pblu§6 wog SSLIUss wp luublde wedzwo pe pedple
IJpuob§6 sldowss o slJslde 1Jblo,s.

crypto ssl profile SSL_Profile

mat ch policy SSL_Policy

aaa aut hentication user-pass |ist default

aaa aut horization group user-pass |list default SSL_Author_Policy
aut henti cati on renote user-pass

virtual -tenplate 1

logvle w9259 AnyConnect wpuwlgess pz)) w9osSle AnyConnect. sop w99s) Juoluod pu
pJ og)ys9 XML Jpjze 1Uglue wd. sop Luly pdud IJog)s 1UIled wosl Idpuwows.



IJoedd pu lJuoes

luwogse 03l ldGuwe Joldss gpd Idodssy vuvdd Lozse.

1. Check the ssl connection parameters for your anyconnect connection
sslvpn# show crypto ssl session user test
Interface : Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect W ndows 4.10.04065



Username : test Num Connection : 1

Public IP : 10.106.52.195

Profile : SSL_Profile

Policy : SSL_Policy

Last-Used : 00:03:58 Created : *05:11:06.166 UTC Wed Feb 22 2023
Tunnel [P : 192.168.20.10 Netmask : 255.255.255.0

Rx | P Packets : 174 Tx | P Packets : 142

2. Verify the SSL session status

sslvpn# show crypto ssl session

SSL profile name: SSL_Profile

Client_Logi n_Name Cient_| P_Address No_of _Connections Created Last_Used
test 10.106.52.195 1 00: 03:32 00:03: 32

3. Verify the tunnel statistics for the active connection

sslvpn# show crypto ssl stats tunnel

SSLVPN Profile name : SSL_Profile

Tunnel Statistics:

Active connections : 1

Peak connections : 1 Peak tinme : 5d12h

Connect succeed : 10 Connect failed : 0
Reconnect succeed : 38 Reconnect failed : 0

IP Addr Alloc Failed : 0 VA creation failed : O
DPD tineout : O

dient

in CSTP frames : 129 in CSTP control : 129

in CSTP data : 0 in CSTP bytes : 1516

out CSTP frames : 122 out CSTP control : 122
out CSTP data : O out CSTP bytes : 1057

cef in CSTP data franes : 0 cef in CSTP data bytes : 0
cef out CSTP data frames : O cef out CSTP data bytes : 0
Server

In IP pkts : O In IP bytes : 0O

In IP6 pkts : O In IP6 bytes : 0

Qut IP pkts : 0 Qut IP bytes : O

Qut IP6 pkts : 0 Qut I1P6 bytes : 0

4. Check the actual configuration applied for the Virtual-Acces interface associated with client

sslvpn# show derived-config interface virtual-access 1
Bui | di ng configuration...

Derived configuration : 171 bytes

1

interface Virtual - Accessl

description ***Internally created by SSLVPN context profilel***
i p unnunbered G gabit Et hernet0/0/0

ip ntu 1400

ip tcp adjust-mss 1300

luwed bl 1Jisble sl oJlzol
S99, o3l IJd e Idpedsple IJos spdud |uwaeéslpol Jlgwedgiled i'a]olc lJodssu sluadlzol.

1. wuopse lgble SSL JJwgpse pu 9226 IUluwodold sldee:

debug crypto ssl condition client username <username>



debug crypto ssl aaa

debug crypto ssl aggr-auth nessage
debug crypto ssl aggr-auth packets
debug crypto ssl tunnel errors
debug crypto ssl tunnel events
debug crypto ssl tunnel packets
debug crypto ssl package

2. weuo IJislo, 1Jluoldss Jlgueduldd I2ble lo old SSL gl oJlzol:

show crypto ssl authorization policy

show crypto ssl di agnose error

show crypto ssl policy

show crypto ssl profile

show crypto ssl proposa

show crypto ssl session profile <profile_nane>

show crypto ssl session user <usernane> det ai

show crypto ssl session user <usernanme> platformdetail

3. DART pu gpsd AnyConnect.

HOH HH H H KR H


https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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