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Configuration > Policies > Signature Definitions > sigl > Active Signatures

Threat Profile | B Edit Actions @ Enable @ Cisable GRestUre Default | ﬂMySDN | B Edit o Add ﬁ Delste  BE Clone |BEprrt -

Filter: Is\g j(s] ;I |

ID 1 Mame Enabled | Severity ety || B=2 | Signature Actions | Type Engine | Retired

Rating | RR [ Alert and Log Deny Other |

1000/0  IP options-Bad Option List v i Infor... 75 18 E Alert Default Atarnic IP Active
1006/0  IP options-Strict Source Rouke il @ High 100 100 E& Alert Drefault Abomic IP Active
1018/0  Lurk Malware Communication v Medium a5 71 E& Alert Default Shring TCP Active
1019/0  ®sShelll601 Malware Communication Il Mediurn 95 71 E& Alert Drefault String TCP Active
1020{/0 BB Malware Communication v Medium 95 71 E& Alert Default Skring TCP Active
10210 Murcy Malware Communication v Mediurn g5 63 @ Alert Default  Service HTTP Active
1022/0  QDigit Malware Communication ~ Medium 95 71 E& Alert Drefault String TCP Active
1027/0  Cisco 105 Software Smart Install Denial of Service v Medium an 60 E Alert Default Skring TCP Active
1030/0  Symantic IM Manager Administrator Console Code .. Il @ High 80 &0 E& Alert Default  Service HTTP Active
1032/0  Microsoft Windows MPEG Layer-3 Audio Decoder S... v @ High an 90 E& Alert Default Skring TCP Active
1039/0  Microsoft Windows Remote Desktop Protocol Yulne,.. Icd @ High 80 80 E& Alert Drefault Multi String Active
1039/1  Microsoft Windows Remote Desktap Protocol Wulne. .. v @ High 80 80 E& Alert Default  Mulki String Active
1040/0  DMSChanger Malware 2 @ High an a0 @ Alert Deefault Atarnic IP Active
1044/0  Metasplait Shellcads Encoder e @ High 95 95 E& Alert Default  String TCP KL Active
1044/1  Metasplait Sheflcods Encoder 2 @ High an a0 E Alert Default  String TCP KL Active
1044/2  Metasploit Shellcode Encoder il @ High 95 95 E& Alert Default  String TCP XL Active
1044/3  Metasploit Shellcode Encoder v @ High a5 95 E& Alert Default | String TCP KL Active
1044/4  Metasploit Shellcode Encoder Il @ High 95 95 E& Alert Default  String TCP 8L Active
1044/S  Metasploit Shellcade Encoder v @ High 95 95 E& Alert Default | Skring TCP XL Active
1044/6  Metasploit Shellcode Encoder v @ High a5 95 a Alert Default  String TCP 8L Active
1044/7  Metasplait Shellcads Encoder ~ @ High 95 95 E& Alert Default  String TCP KL Active
1044/6  Metasplait Shellcode Encoder v @ High a5 95 E Alert Default  String TCP KL Active
1044/3  Metasploit Shellcode Encoder Il @ High a5 95 E& Alert Default  String TCP XL Active
1044/10 Metasploit Shellcade Encoder v @ High 35 95 E& Alert Default  String TCP KL Active
1051/0  Movell Groupiwise Internet Agent HTTP Request R... I @ High 85 83 E& Alert Drefault String TCP Active
1052/0  Adobe PDF Remaote Code Execution v @ High S0 90 E& Alert Default  String TCP Active
10550 Cisco WebEx WRF File Buffer Crverflow 2 @ High an a0 a Alert Ceefault | Mulki String Active
1057/0  Cisco WebEx Player \WRF File Buffer Overflow I~ @ High a0 a0 E& Alert Default String TCP Active
1057/1  Cisco WebEx Player WRF File Buffer Overflow 2 @ High an a0 E Alert Deefault String TCP Active
1058/0  Cisco Webex WRF File BuFfer CrverFlow e @ High a0 a0 EA Alert Drefault Mulki String Active
1080/0  IBM Informix Long Username Buffer Overflow v @ High a5 95 E& Alert Default Shring TCP Active
1088/0  Oracle %DE FTP Buffer Crverflow il @ High a0 a0 E& Alert Drefault String TCP Active
1101/0  Unknown IP Protacol v i Infor... 75 18 E& Alert Default Atarnic IP Active
1102/0  Impossible IP Packet v @ High 100 100 a Alert Crefault Atomic IP Active
1104/0  IP Localhost Source Spoaf I~ @ High 100 100 E& Alert Drefault Atamic IP Active
11270 Cisco 105 ISAKMP Yulnerability v @ High g5 85 E Alert Default Atamic IP Active
1134/0  Microsoft IE Selectall Remaote Code Execution ~ @ High a0 a0 EA Alert Drefault Mulki String Active
1140/0  Samba Marshaling Code Remote Code Execution V... v @ High a0 a0 E& Alert Default Service SME A, Active
1184/0  Adobe Acrobat Reader Buffer Cwerflow o2l @ High a0 a0 E& Blert Drefault String TCP Active
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Configuration > Policies = Signature Definitions > sigl > Releases

| B Edt Actions @ Enable @ Disable @Restore Diefault | ﬂMySDN | B Edit & Add ﬁ Delete B2 Clane ‘gExport -

Select: (5741 LI Filter: Is\g Marme LI |
i+ -~ n n
ID 45735 Mame Enabled | Sewerity Fids_\ity Ees I Slanatre Actions I Type | Engine | Retired
e Rating | PR | aertandlog| Dery [ other |

272505737 Ink Denial Of Service v Medium a0 67 g, Alert Default  Service HTTP Active
2732/0ls735 mote Code Execution el @ High 85 83 @ Alert Default String TCP Lowt Memory Retired
2736/0[5739 Theme Remate Code Execution I~ @ High 85 85 @ Alert Default String TCP Active
2744/0[5740 Internet Explorer Memary Corr.., V¥ @ Hgh 5 85 £, Alert Default  String TCP Low Memary Retired
2747 /01 =k Internet Explarer Memary Corr,.. 2 @ High a5 85 q Alert Default String TCP Lows Memary Retired
2765/0  Microsoft FrontPage Information Disclosure el Mediurn &0 60 @ Alert Default String TCP Ackive
2769/0  Microsoft Active Directory LDAP Service Denial of S... I~ Medium 85 63 @ Alert Default Atomic [P Active
2771/0  Microsoft Internet Explorer Memary Corruption ul... v @ High a0 80 @ Alert Default String TCP Low Memory Retired
2772/0  Microsoft Sharepaint %55 Elevation of Privilege v @ High a5 85 q Alert Default  Service HTTP Low Memory Retired
2773/0  Microsoft Internet Explorer Use After Free el @ High 85 83 @ Alert Default String TCP Lowt Memory Retired
27740 Microsoft Internet Explorer Memary Corruption wul. .. ~ @ High 85 85 @ Alert Default String TCP Law Mernory Retired
2775/0  Microsoft Windows Internet Explorer Memary Corr... v @ High 85 83 Q Alert Default String TCP Lows Memory Retired
2777]0 Microsoft Internet Explorer Use After Free Vulnera... v @ High a5 85 q Alert Default String TCP Low Memory Retired
4155/0  Microsoft Internet Explorer Remote Code Execution el @ High 85 83 @ Alert Default String TCP Lowt Memory Retired
4156/0  Microsoft Internet Explorer Remate Code Execution ~ @ High 85 85 @ Alert Default String TCP Law Mernory Retired
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