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u9bé [Jyuolsé
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S92z 03l ldpuweows Jsdso spz ISE pg Prime Infrastructure JJzuo9d eJds lpdluss 1956
Judlb IJuolss 1Jpuos§ gdsol.

Iecbdole IJlul jusé

lJeobdolo

w9os Cisco g_;ig') oJ9o s pgy96 wldesluose 1Joldss:

* ISE py Cisco.

o IJowsé 1wl uss J Cisco Prime.

o w8 AAA JluwdIs s udds Judlb IJuolss JJpuols§6 pélud ISE.

* &J9su SNMP g s NADs (Iz0;6 1Jso9J s 1duvwds) pod Idpeedle 9izoj6 WLCs.

lJedoule [Jpuuesed

ouwowd Idpedypele 1Uglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

* uuwy ISE 3. 1.
+ Cisco Prime Infrastructure. |J]_o>l, 3.8.



+ C6816-X-LE |J>s suved wyulpz Cisco IOS® 15. 5.
* zol; Windows 10.
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lJodosy

lLuwe ldotbsbs Jduveodo

Primary Admin
and PSN Primary MnT
10.4.21.47 10.4.21.55

@ @

e

i‘[- I Tet/11 < /\7
<o \
PC Switch Prime Infrastructure
10.4.21.51 10.85.174.226 10.4.18.130
lJodssule

oJ9su ldpwsd

1. odosu zols 1Usuesd 1Js 1duvwds (NAD) Jo ol 86 AAA p8lud ISE. B o3l IUsJsd lue
ouwuede ol uuudsd:

aaa new-model

radius server ise3l

address ipv4 10.4.21.47 auth-port 1812 acct-port 1813
key Cisc0123

aaa server radius dynamic-author
client 10.4.21.47 server-key Cisc0123

aaa group server radius ISE



server name ise3l

aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa accounting dotlx default start-stop group ISE

dotlx system-auth-control

2. o d9su wedu IJizoss b 1dpe9d:

device-tracking policy DT1
tracking enable

device-tracking tracking auto-source

3. Jp wodysy switchport Jpol>§6 dot1x 91,818 voz wedw IJzols wo:

interface TenGigabitEthernetl/11
device-tracking attach-policy DT1
authentication host-mode multi-domain
authentication order dotlx mab webauth
authentication priority dotlx mab webauth
authentication port-control auto

mab

dotlx pae authenticator

4. 8p wodasu pzope RO SNMP glzouble SNMP Joduss pobdole dgvodle 1Ugluos o
(ltosbsl spdud wdosu peope RW):

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source TenGigabitEthernetl/16

snmp-server source-interface informs TenGigabitEthernetl/16
snmp-server enable traps snmp authentication Tinkdown Tinkup coldstart warmstart
snmp-server enable traps aaa_server

snmp-server enable traps trustsec authz-file-error

snmp-server enable traps auth-framework sec-violation
snmp-server enable traps port-security

snmp-server enable traps event-manager

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold
snmp-server host 10.4.18.130 version 2c public udp-port 161

5. 9p vodssu lJsuosd IJs Telnet lg SSH zos Spdu J Prime b6 [Jgolj:



username admin password O cisco!123
aaa authentication login default Tocal

Tine vty 0 4
transport input ssh
Togin authentication default

6. (ltwshs) Jlouoldle SSH sdjpe w9s) pdulz RSA. 31 Jp Yo Jss NAD glzs: Sluwwgspe 030
lJgbsle Jlugvlso.

pdlebbs: cobdo weue IUizes pzldl wp wdssuo Bud lousle RSA. webdd ppl 131 i
Jrs IJzol) pzld wpe wdsswo vese Jl wogly Ideeld 1Ueszys.

ip domain-name cisco.com
crypto key generate rsa



odosu lJowss IUluuluss J Cisco Prime

7. 1uo1W6 zolj IJuvwds Vs IUpgiow > 116 1Ulzos6 > 12036 Iduvwds > edles jlkiss (+) > |LolWds
zoly:

slalis Prime Infrastructure

Cisco

f | Inventory / Device Management / Network Devices

Device Groups Device Groups

All Devices
T Admin State ¥ Groups & Sites v
Add Device
ty Admin Status Device Name 4 |PAddress

i Bulk Import

All Devices
v Device Type

» Switches and Hubs No data is available

» Location (i

User Defined

IJz89d 1Uldjlesd 1desl> [Jpld 1deg o0 os:
lJogwes JJizojs lJuudIdsé:

« glo:]ol IP 19 DNS.
« SNMP: pzepg RO pbdoy - olds po odssue lsuol B 1Upes JIWLC.
+ Telnet/SSH: 9 og EXEC gupdsy vslule lgwels 1y og.

lJogwoé |JUs WLC:

« ¢lo: ol IP Iy DNS.

« SNMP: pzepe RO oy - olds po odssuo lsuol B 1UpesJ/WLC.
B 03l Ui loe suwegpd Cisco pucle:

b. §uwpe glp:



Add Device X

* General Parameters

General — / ® IPAddress | 10.88.174.226 |
O DNSName | |
* SNMP
License Level | Full v | (7]
™
Telnet/SSH . Credential Profile | --Select-- v @
[ ]
[ ] . - -
. Device Role | Select " o
HTTPHTTPS
Add to Group | --Select-- bl | (7
Civic Location
m | Verify Credentials | | Cancel
u|u6| ju.u‘o SNMP:
Add Device X
* SNMP Parameters
* General vy Version | y2c A ‘
* SNMP Retries | 2 |
* SNMP v [
* SNMP Timeout | 10 | (Secs)
. &
SNMP Port | 151 |
Telnet/SSH *
. * Read Community | I ‘ (7]
[ ]
HTTPHTTRS . * Confirm Read Community | — |
Write Community | R ‘ o
Civic Location Confirm Write Community | . |

m | Verify Credentials ‘ ‘ Cancel




oldol. guwpe Telnet/SSH:
Edit Device X

Telnet/SSH Parameters

* General 4 Protocol | §5H2 - ‘
*CLI Port | 22
* SNMP “
* Timeout | &0 (Secs)
.
Telnet’/SSH ~ +/ . Username | 54min
.
™ Password | .....ccesesersssens
.
HTTR/HTTPS Confirm Password | .....cceecenranenes
Enable Password | .......coeeerenenns (7]
Civic Location
Confirm Enable Password [,

* Mote:MNot providing Telnet/SSH credentials may result in partial collection of inventory data.

Update & Sync Verify Credentials Cancel

8. oz Iopld zese IJzdsd Idebdovs: s pu lu lpdluss IUsuosd 9218 IJpzeses opl
IUI2u2s sldpdepdlo eds Ideslds:

© Lub Prime Infrastructure , - _

A | Inventory [ Device Management / Network Devices

- Device Groups
Device Groups S

All Devices Saleted 1
= or +r S X Admin State  w Sync Gioups & Sies v Export Device Revoke Cerlificane Show | Quick Fit
[+ Reachability Admin Stats Davice Name 4 IP Addross DNS Nama Device Type Last Inventory Collection Status
Al Darvicas
v Dévicd Typd
¥ Switchos and Hubs (i Managed MXC TACMOT-6816-015v..  10.88.174.226 1 10.88.174.226 Cisco Catalyst CES16-X-LE Fine...  Completed
* Locaton
Usar Defined

9. >pg Prime pg ISE.
b.luowd lJs b > g9lbe > g9lp ISE.

alosl B 1élses IUpouusds: 235 [0olds glp ISE &p lod) B398 loodl:

© !u Prime Infrastructure Q, - roy - ROOT-DOMAIN £
f | Administration | Servers [ ISE Servers e owm
== Select a command - v | |60
N

eldel. B vogwss JJ 1Jedsd slud) pdb.



edlebé: sz lousle IJlouold pdlod £85 ISE IUIwlwss sldelusss (I Tedw)
JJPJlLéHJé-



pdlebs: coos ldpsole cduos) |ds 443 &) o loe suwobse luvogpde I Bog
psule O ISE o sduwuw IJesuosd.



] I 1 I ¥ =
e aseo.  Prime Infrastructure

A | Administration / Servers / ISE Servers / Add ISE Server

Server Address 10.4.21.55
Port 443
Username admin
Password
Confirm Password
HTTP Connection Timeout 30 (Max:300 secs)

Jlogl bze [Js wodes ¢bp ISE. o §ad 2lJs 1Jghe lue spdu 1d9unsd [dse 9sop eru2 139 (el
puwodd Iy luwluws [MnT] Iy lugs [mnT]):

© M Prime Infrastructure ), * 0y - ROOT-DOMAIN - L3
A Administration / Servers / ISE Servers @ecowmQ
- Selecta command - v || Go
Server Address Port Retries Version Status Role
1042155 443 1 310518 Reachabla Primary

odosu v 9bé lJuolsé
10. sgv wdssu u¥bé IJuolss Jlgle puol> 96 dot1x (RFC 3850). 9spdy weldsyd 3J lel pu
edld wdssu prsy 1Jauesd IJs Iduveds (NAM) oo Cisco lg 1Jlwowdlss oo p9zo wble

IJouvésd IJluods. ould 1JIdes) oo 1dbJs 1Jpos s wodl IJodase zos Jl udse wlolz odo
lJgbsle W 03l 1UsJdsJ.

lJozow pu lduoes
ozl pu ISE

codds ISE bJo RADIUS po NAD 9o ol Ieuucdse wuele.

oop luolds NAD 9eodssuo J RADIUS (s ISE > [31)6 > w9l I bods > 12056 1 suds.



1. 1oedd 1Js e pdsle > RADIUS > zJuwle 1Ug pd 1 poliné.

Sl o0 Ilz 2duws epd IJpuwotse IJpuluing B oo Iduodes. wup pubhds pedsple
lJzJuwé eg Prime Infrastructure.

= Cisco ISk Operations - RADIUS

Live Sessions

Last Updated: Thy Apr 14 2022 13:04:40 GMT-0400 (Eastern Daylight Tama)

2. 288 pu pErd 2duws IUgpd B IJepdsle > RADIUS > I uzdle I el iné:

= Gisco ISt Operations - RADIUS
Live Logs
Misconfigured Supplicants Misconfigured Notwork Dovices Clhiont Stepped Responding
U 0
Time Status Session 10 Repea..  Identity Endpeint 1D
w x
[CRl 0ASEAEEZ000000ZF1E1S30A0
T 0% 1% AT [Fastarn Mdinkt Timal

ez o NAD

3. Jlee wluosd eduwd Idgpd B NAD. soblod pesd eduws Idepd pe persd 2duws Iged

s ISE:

MXC.TAC.M.07-6816-01#show authentication session int Tel/1ll detail

Interface:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Method status Tist:
Method

TenGigabitEthernetl/11
a036.9fb9.67ea

Unknown

10.4.21.51

ivillega

Authorized

DATA

multi-domain

both

N/A
OA58AEE20000002F1E163DA0
0x00000023

0xD9000001
POLICY_Tel/11

State



dotlx Authc Success

Je2d8 po Iwoss Uigulguss J Prime

4. lyowd lJs Idublgus > i>_9|o lJeol9wé > 1Jgpdle sldpwespsu. swpe &0 suglo MAC
Judbé lJyuolsé:

e ule prime Infrastructure

M  Monitor / Monitoring Tools / Clients and Users

Track Clients Identify Unknown Users
MAC Addiess 1P Address 1P Typse Usér Nami Type &  Vendor Location Device Name Inteiface Interta... VLAN Protocel Status Association Time
O a0 369 b96T ea 1042151 IPvd ivillega i -] intel C.. Unkneren MXC TAC MO TenGagabit o 023 Dizassoci Apr 06 2032, 12:35:29 PM

5. 3l $po wldudy V9ol pueys olluosd eduws gpd IJpuwedsp 9pedsple Elsp ISE:
© Ml Prime Infrastructure = _

A | Meniter { Monitoring Teols { Clients and Users | a0:36:9f.09:67 ea

Cverview ISE Events Troubleshoot and Debug Lacation

» Attributes

EQ_ &

» Client Attributes
Mt Mone

General Session Security
Usar Hame  iviliéga (1 Satus  Nsassociated Authenticating 15 tse-31

VLANID 0 Authentication Methed 50213

MAC Address  al 36 576567 e
Auth Skatus
Authorization Profile Name Permitic

1 Poture Status Lninown

VLAN Mame  Digia Moi &

W Address 1042151

Vendol  Intal Intertace  TenGigabitEd

Emdpoint Type W & Intgrface Description [t TrusiSec Security Growp  Data Not Avadable
Hostame L Switch Mame  MXC.TAC M 07-5816-01 ivil Audit Session 10 JASRAEE2) 0BOD0ZECAL
Media Type  VWiad Windows AD Domain  Dista Not Avadal
COP DM ID [ Swilch IP Address  Dila Mol Available EAPType Usknonn
R Wired Speed  1Gbps
Model On Hetwork  ho
ol

Traffic
Last Accounting Time  2022-Apr-07. 224821 UTC

Bytes TufRx 00

6. ould Lsol £dlps wudse puwpeld Lluwp ISE Jlgue,ls izl aduws Iged Judlos Idoolss
030. SpJdud weass Il 1Jjpus lJds ouuegspeoe Prime Infrastructure Jzdo IJlesle po ISE:

A | Monitor [ Monitoring Tools [ Clients and Users | a0:36:91:b9:67:aa @owm|[
Crverview SE | Events = Troubleshootand Debug | Location
L 4 Hours hd
Bitibent T
Aad T
BT

Autnentication Records

X recends

Date Stabws Fallure Reason 15

Ape 14, 2022 09.04 FM



lweduuld IJlgble gl oJlzol

1. ool IUlouold wsu ISE g Prime Infrastructure ol wogsle Izooble Jlouold. 131 e s
ould loold Bspdoud lvegslp puwblo Idowog lel oo ISE I9 Pl Jozsss p9de 1JpuivdJs.

2. 0288 pu Vo IJpuwds 1Uss wp wdssuo Vs 1Ugbys 9 Vs £9>6 ISE MNT (IJpuwds
lJIe,)l s 09 443):

ise-31-1/admin# show ports | include :443
tcp: 0.0.0.0:80, 0.0.0.0:19444, 0.0.0.0:19001, 0.0.0.0:443

131 1o 1Jpwds eyl B 1dIE)lz Blo 3JY sgus 1o ISE MNT Usso Ipods 1ede9z.

I3l Jp s3I0 o0l 181z 19 JIo IJpuds s, porz: Bo3l sgus o ISE MNT Usso 3Jd 1Jpuuds
!p(é_.JéL B pod 030 IJelJs: o sywolbse lade pe 1) psule l9 1Wee 21Js TAC pg ISE )89
b s2ue Jel ldpsule Jp sz



pdlebo: Jl ouwegse £856 ISE MNT |Jl weuo 1dpuldsc 9dl wogs bys$s Jooz IJeulds
WOs £926 ISEMNT ¢ 1Jpsyz6 O ddsd wowse ISEdly §uupe pize Idpulds.

3. ow) Idpuwds s wp wdysuo Vs 1Ugbo 9 Llguwgsle Telnet pu ldouso IJiuuluuL§6 J
Prime:

prime-testcom/admin# telnet 10.4.21.55 port 443
Trying 10.4.21.55...
Connected to 10.4.21.55.

Bl Yy [lz lzeol) Telnet posodl o <ISE MnT IP/FQDN>, Woil sgus i ool Jlo olzel.

I3l JIo 1ele [ool, Telnet gl sl Bes pelods <ISE MnT IP/FQDN>, Gl 3Jd sgus Suvd
ool spdu 1o $Jsu 03l @roulbl @glse ACL Bis 2036 1J i ds 1Jg wslbod Jssd 9 e
Sole> 23b IJzplss.
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



