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] Deployment Licensing Certificates Loaging Maintenance Upgrade & Rollback Health Ghecks Backup & Restore Admin Access Settings

Cortificate Managemant

Certificate Signing Requests

(] A Cortificate Signing Requests (C5As) must be sent 10 ond signad by BN extsmsl authoriry, Glick * euport” 10 downkond one o more CSRs 30 that they may be signed by an external sutharity. After a request has
benn signad, elick “bind” 1o bind the rogwest 1o the signed cenificate isssed by that authority. Once o GSR is bound, it will be removed fram this list

C1

nl

O Frigndly Name Cortificate Subject Koy Longth  Portal gro...  Timostamp #  Host

Gertificate Autharity >
Mo dats svsilsble

|Jglo9s 4. 235> TACACS s [Jluwegsle.
Usage

Certificate(s) will be used for TACACS b

Allow Wildcard Certificates L] :_w
1Jg k96 5. 23> Uvodle PSN IJes ¢p o pdso TACACS+ Jol.

Node(s)
Generate C5R's for these Nodes:

Node CSR Friendly Name

ISET ISETHTACACS

IJ21096 6. loJl 289 19,298 wldpedsple IUpuluws.



Subject

Commaon Name (CN)
SFQDNS

Organizational Unit (OU)
CX

Qrganization (0)
Cisco

City (L)
Raleigh

State [ST)
MNerth Carolina

Country (C)
us

IJg 1096 7. 1,0 Iuwe DNS 98 09lu IP wzo luwpe IJp9 098 IJwssd (SAN).

Subgact Alternative Name [SAN]
CNE Name ISEN.lab

IF fucddross 10.228.253,.209

lJglo9s 8. 168, W93 luuile &p wuoS)-



Successfully generated CSR(s)

Certificate Signing request(s) genarated:
ISETHTACACS

Click Export to download CSR{s) or OK to return to list of CSR(s) screan

] 4

o spdod Ideuesd eds Iduiel>s (CRT) p9.9gé pu osiss IJwsgsue (CA).
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Cortificats Management -
! Sysiven Cariificains Trusted CertifiCAtes 4 ru s meavery it is recommended 10 axport and bacisp ail your srusmed sertificarss
Agdmin Certificase Node
- Bostart A o Intamal CA corificates brd
| Trusted Gortilicatos = ;
(] (] Friendly Name ~  Trusted For Serial Number  Issued To Issued By Valld From Explration Date  Status

OCSP Chent Profila
Infrastrisciure

2 Conificats Signing Ll Amazon root TA Cisea Services 06 6C 9F CF ... Amazon Root CA 1 Amazon Root CA 1 Tue, 26 May 2015 Sun, 17 Jan 2.. @ Emn

Roquisti
O Raot GA - [ lsco ECC Reot A Clsco ECG R A Thu, 4 Apr 201 Man, ¥ i Eni
A R e s { 51 Claco ECC Root CA 2099 Gisco Services = Clsco ECC Root CA  Clsco ECC Root G u, 4 Apr 2013 on, 7 Sep 2 @ En
Satiings
[  Cisco Licensing Root CA Cisco Services 0 Cisco Licensing R... Cisco Licensing R.. Thu, 30 May 2013 Sun, 30 May 2... @ En:
Cartificate Authority Y ] Cisea Manutscturing CA SHAZ f""rf::":‘:‘um 02 Cisea Manufactur.. Ciseo Root CA M2 Mon, 12 Nev 2012 Thi, 12 Nev 2. @ En:
K [  Gisco Root GA 2048 Ercpolink SF FB 78 28 2.. Glsco Root GA 20.. Glaco Root GA 20.. Fri, 14 May 2004 Man, 14 M @ Dis
il b Infrastructure g = s S "’ * ] "
(] Clsco Root CA 20595 Cisco Sarvices 01 9A 33 58 7... Clsco Root CA 20... Cisco Root CA 20.. Tue, § Aug 2016 Sun, 9 Aug 20... B End
[]  Cisca Root CA M1 Cisco Services 2602 0E 73 4... Cisco Root CAMY  Cisco Root CA M1 Tue, 18 Mov 2008 Fri, 18 Now 20... @ En:
Inf
] Cisco Root GA M2 ["n;ﬂi'r“'f;“"’ 0 Cisco oot GA M2 Cisco Root GA M2 Mon, 12 Nov 2012 Thu, 12 Nov 2. B En:

L Clsco RXC-R2 Cisco Sarvices o1 Clsco RENC-R2 Cisco RXC-R2 Wad, 9 Jul 2074 Sun, 9 Jul 2034 B Eng

lJglogs 2. 23> I bol>é Uuob.)ﬁ culdesze ldpuoss (CA) IJos s9ew bdo wadse uuolsé
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Import a new Certificate into the Certificate Store

* Certificate File | Examinar.. | ISE SV5Lab CA.crt

Friendly Name @

Trusted For: (7)
Trust for authentication within ISE
[ wrust for client authentication and Syslog

[_‘ Trust for cariificate based admin authentication
Trust for authentication of Cisco Services

Trust for Mative IPSec certificate based authentication

oo

D Validate Certificate Extensions

Description

m Ganeel

lo@) eds buwld. sgw o obo, IJivolss IJlo Uopu Iduuobsle 1Jese98 wol.
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0
Certificate Management w
i Systam Carticates Trusted CertifiCates ar: suser ey s moommensd i sxpor nd backip sl your wwstad caribcates
Admin Cenificate Node
W Riktait | impart %> show intarmal CA cortificates Al v
| Trusted Certificates
(] Friendly Name ~ Trusted For Serial Number  lssusd To Issued By Valid From Expiration Date  Status
OCSP Client Prodile
Infrastructure
2 Cenifests Sigaing Clsco Servicas
Raquasts [J  CNsSVS LabCA, OUsSVS, OsCisco, Le.. ot o Z0CO 7402 .. 5VS LabCh SVS LabCA (T) Man, 28 Apr 2025 Sat, 28 Apr 2. @ Ena |
v1 AdminAuth
n Endpoinis
Default self-signed server cenificate i 0236 30 F4 6. ISEZimosvscom  ISEZtmosvscom  Fri, 11 Jul 2025 Sum, 11 Jul ... @ Ens
Infrastructure
Cartificats Authosity ¥ ( DigiCert Global Roat CA Cizeo Sendces 0838 E0 56 0. DigiCen Glabal R.. DigiCen Global R.. Fri, 10 Nov 2006  Mon, 10 Mov ... [ En:
DigiGert Global Root G2 GA Gisco Sendoes 033AF1E6 .. DigiGen Global R.. DigiCert Global .. Thu, 1 Aug 2013 Frl, 15Jan 20.. @ Ens
DigiCert roat CA Crdabng 02 AC 5C 26 ... DigiCert High Ass... DigiCert High Ass... Fri, 10 Nov 2006 Mon, 10 Nov B En
- ’ Infrastructure e b b o o - =
Endpaints

DigiCert SHAZ High Assurance Semver ... 04 E1E? A4 . DigiCert SHAZ Hi... DigiCert High Ass... Tue, 22 Oct 2013 Sun, 22 Dct 2., 8 End

Infrastructure

ool bdo wadse Iduvoelss Ides e (CSR) o ISE
ey wIVSE bdu wadse Idyuolss (CSR): spdud wowse Iduvoelsé 1Jpsded eds ISE.
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CSR I3 op logilie B 1096 1U ulw$6 9lod) 898 yulb 1 uolss.
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Cartificste Mansgomont v

Certificate Signing Requests

14 System Cortificates

dmin Cenificats Node

b4 Hn Genarate Certificate Signing Requests (GSR)

Trustod Cortificates
[ A Genificas

pats (G5

Ra) mus

nd signod by an extemal authority, GRek * expon” to downland ons of mone G5Hs 30 th

hoy mury be algned by an exiemal ashariy, After o request has

QESP Clleni Profide baen signed, it weill bo remevesd from this iist
& Caortificate Signing

Roquests fa & Expont m Delate Y
E- Cortificate Periodic Check

Sattings ] Friendly Name Certificate Subject Key Length  Portal gro.. Timestamp - Host
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Certificate Managament Y Bind CA Signed Certificate
] System Cartlicatas
* Cortificate File Examinar... | I5E1.lab.crt

Admin Gertificate Noco
a$ Rostart

Truated Cenificates

Frigndly Nama

QOSP Client Profite

a Cortificate Signing
Requests

£ | Gertificate Periodic Gheck
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Certificate Autharity »
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Warning

Tha cedificate you are importing or generating matches an existing certificate. (Both
certificates have the same subject.) If you proceed, the existing certificate will be
replacead, and the new cerbidecate sall be gresen the same roles and Portal fag, ol
applicable, as the existing certificate

Do you wish to replace the existing cerificate?

-
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Introduction
i Context Visibility TAGACS Ll Device Administration Overview
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Operations N
K o 1. Prepare 2. Define 3. Go Live & Monitor
I Paliey
4. Administration Authorization Roles Configure Devices Real-time Monitoring
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o ha TACACS
Al Work Centers Matwork Accens Guest Access Trustsec wvon e .
Auditing
Examine reports to check access and authorization is
Pradiler Posture Dawice Administration Passivelld 23 intended,
Interactive Help Overview w ninistration,
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Identities g,

Wsar Identity Groups
Ext 1d Saurcos.
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Network fesources ¥ authentication
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Poticy Elements
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Settings
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Network Device Group

Location Atlama
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Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

Mo

IJ 1096 4. e wslole Ilgepls wlpeslile AD Join slose ISE JJs AD. ¢28d po 1JzlJs
JJduegdd pu luel wepd.

Join Domain

Pleate specily the credentials required to Jokn ISE node(s) to the Acthve Directory
Cumeain.

* A0 User Kame () sddmidnistrator

£y P.B‘E'Eﬁ“{ll'lj Seanamia

Specity Organizaticnal Unit ()

Fistore Credentlals ([
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name Diguiag SID Type

Filter Filter Filter

Retrieve Groups... | 2 Groups Retrieved.

] Name ~  Group SID Group Type
[[]  svslab/Users/Device Admin 5-1-5-21-4125682916-2670386087-26956193... GLOBAL
[]  svslab/Users/Device RO S-1-5-21-4125682916-2670386087-26956193... GLOBAL

= bk ldentity Services Engine Administration / Identity Management

[ ] Idantities Groups External Identity Sources Identity Source Sequences Settings
"
Alowed Domains PassivelD Groups Mtributes Advanced Settings
Gertificate Authenticat...

Mame SID
L Active Directory

8 IVUsorsDavico Admin §-1-5-21-41 25882916 2670386087 - 2655619308,
] LoaP

wws lab/UsorsDevice RO §-1-5-21-4125682016- 2670 3B0087- 269561 0305-..

ChBEG

RADIUS Token
REA Securll
SAML Idl Providders
Soclal Login

REST

o d9s0 pdBle o5 TACACS+ Shell

weJI Tzoj6 Cisco 10S. IJos ouvoésp puvessle Ileeshle JJowds o w@9p lzoss Cisco
NX-0OS Lcouds ane)fo O lJso9d IJ,ouuoo;) IJs 1J>9) (RBAC). Ws ISE: spdud wgssy
o9uosIle TACACSH+ Jbgly Idpuwegspsu gds lzojo Cisco NX-OS Clwegsle 1dpeole
lJpube,dé po u9g Nexus.

Seodd 1Ubsl) 1deess6 puwwdl £Js lz036 NX-0S Lo lubes NX-0S Ul wlwss. [oole po
IJigbsle IJuulisgs opl:

* network-admin - szw9s 29) puw99d IJuveds 1Jeess puwedl eds 9009d Jlpd JJ9)leo
9ldIolus |Us gpse IUIsloy eds 1dpesd: 098, Bs uwsld Izols 1Ubloys IJIde, )l os
(VDC) v sb =!:>I Jlpo |._Jiﬁ_o_j6 (eds uwwsd ldpold: N?XUS 7000) wewos eds IJgdss pu
pule3 VDC. |guwgsp I1Jley NX-OS CLI show cli wule byl Idgbeds-admin JJlbJle eds



Blisps 1Ulsl oy 1JI1eds 19,6 Josl 19,

* network-operator - s pog 39, puwdsd IJuvuds 1deess puwudl vzl 1Jssesd 1UJle]
JJ&sles IJis zpse 19le) e 1Jpead: pugd, B 9228 IJopde B 1dsuasd eu we>
(VDC) IJId el oss Wb I3l dlpe 1Uizess (sds uwwsd IJpeld: Nexus 7000) weoos eds
IJes>ss pu wdlb 1J9Losd gw wes (VDC). Iuwegse 1Jie, NX-OS CLI show cli syntax roles
network-operator Jg, o 9lispd IJEIPJ IJIlpds 1Jpe9e8,6 Jodl 1U>g,.

9083 3JYi sup wzasd pdV wg)ysd TACACS - pw99d NXOS gpdou [dpuwless NXOS.
I>,6 NX-OS

IJglo96 1. 10w pJb w8 Ig) 9luwpeo 51,6 NX-OS.

1296 2. 225 |Usles pu wessu Iduwele JSlispsd pouwsds. 25 puwdsd pu gsb 29, IJubodé
UOPU |.J|po|ro |qu'bo)-35.
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IJz 96 3. 108, eds buwld Jedb pJud 1Jog ss.
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1Je 95 1. o0 91206 puwoise ISE: loodd 10s pold;s IJgpd > 1516 1Jizess > £oluo, IUousl s >
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Sedud 1986 wessle IJB8IJe 1JEluos w9, Idpuwcise. Spdud wrass oo ldgshle
lJp9l 886 pg 39, IJpuvwgsp IU3s w)ys> wdysuwo.

IJg96 2. 235 [les pu wessu lduvele JB8lisps pouwsds. 225 glod Idoybgsd pu Esb 29,
Ioibods Lopw Idpole Idpuie,Js.
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w2t ol oy lpdluss Isuasd 1Js loueld 9228 IJoede sepdo wuvdd Lozise:



Odpst $9LS wodISU purtEde PISE SUESS) L)Y puolb§6 AAA 9l Sss0
Jigwegsle vslole Jlgopls Ideedsé wadl oo TACACS loule Ig)le wessyle IJodssu:
Jozouw 98J guwleo gz [Jzols.

odysy ¢lbe TACACS+

IJgb9s 1. IJodsse 1Jisds.

POD2IPN2# sho run tacacs
feature tacacs+

tacacs-server host 10.225.253.209 key 7 "Flwhg.123"
aaa group server tacacs+ tacacs?2



server 10.225.253.209
use-vrf management

wIJd9syu TrustPoint

IJglo96 1. §p wlouile ouwpssd plcle: Bs gldod. lpuegsp joe pdlese ECC.

<#root>
POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

IJg96 2. b 03l Ludls & @s.

<#root>
POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

IUg 96 3. §p wotuse lJpdolz IUgle CA.

<#root>
POD2IPN2(config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MT cwNTAWWhcNMzUWNDI4MTcwNTAwWWjBgMQswCQYDVQQGEwIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVIMXEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEvxnJTy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/A0v9grDa3qQw
VwvV4MBbJhFM3s0J/ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/W1niy5S+7s4FFxsCf20COWfBAsnrsOtatIIhmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdTbtPBf11HRHTKNIo3qy04UADL?2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAxtNVU6bEBROz+LWniACzupm
+gh23SL43uW5A31iSw/BuUlE9p7B0e80oDNKU6gXT10jKyLP/gC7j8AeP031i r+KZui8



b8X41Yn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ39g9ZgRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTA01xh60I4QnK+MNQKpTjt/E4
ydH10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEP1i 5sw
839g9EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAgAHMBkKGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(8:3A:(7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

POD2IPN2(config)#

IJgbo9é 4. louble bdo Juolss 0956 1Upzod.

<#root>
POD2IPN2(config)#

crypto ca enroll ec521-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:



yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no

The certificate request will be displayed...
————— END CERTIFICATE REQUEST-----

lJgb9é 5. [uwes,l> Jvolsé 0956 1Jpeed [Jpe9 986 pu Swd CA.

<#root>
POD2IPN2(config)#

crypto ca inport ec521-tp certificate

input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDAhQ
TOQySVBOMjEUMBIGA1UEBRMLRKRPMjYOOTBQNFQwgZswEAYHK0ZIZzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgGboTsd3urjY6YJ7wx5/5uokFOn3D0n
ISOEjaUgihe3jzXicHE5uQhZbJH1xk0iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3hjYSBjZXI0aWzZpY2FOZTACBgNVHREBAF8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQCENSCAOKqr4w4+695ZjJuzqFL3msod0QKOEdgxpQ4+pEa5msRtKO1i8
mms2X/Px3/EShxoHrZO1PUXNTyZ1idXpGd/yTrdQAT15JzpW4pEudrbCIMZEEYtqoP
wD+40E8VvKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
1iToeYy2Q0cTesSZCKvRBV6EwW]5JuSLemURYB4GHY+LT+A9UNmEUM2n+0OSVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6
INoaOGVQONrT1+1FT8ADIdZ/Ukd5Ubhc9bh/sYzf4MWtkK1wVO16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta630dip/fEYp8UMRG9InDh23gDjqrojWL7k
1R/bZpc+baMyYXd/2pohHMSNOSKN3zNrJTTnuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65 fIKD+pYXIhSPIWN8rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch



1fKuuebdZkbwz72r70yyX/U=
————— END CERTIFICATE-----
POD2IPN2(config)#

28 pu wuwesd uvolss 0956 1Jpeyd.

<#root>
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80E6GF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:C5:13
purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(C7:37
purposes: sslserver sslclient

POD2IPN2(config)#

oJsso TACACS+ TLS



O3Sy Bp viple vessile IJodosy o030 pu edld 9226 IJozdpe wluwegslp vslule
lJlgwpls 1Jpzdss.

1Jg1096 1. 9 wodssu B9lse IJozde Vs Idsuod (TACACS) el es.
<#root>

POD2IPN2 (config)#

tacacs-server secure tls

196 2. §p LSSy pud ISE |Us o093 TLS 1U3s wp wdssu ¢lbpe ISE wo.

<#froot>

POD2IPN2(config)#



tacacs-server host 10.225.253.209 port 6049 tineout 60 single-connection

IJgboss 3. ol dass ehse ISE eJs IUpzsd wodbs 1Ueds Jleuold TLS.

<{froot>

POD2IPN2(config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

IUgo96 4. lo ble pze9eé 910 TACACS.

<#root>
POD2IPN2(config)#

aaa group server tacacs+ tacacs?

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

lJglo9s 5. w299 pu lJodssu.

<{froot>
POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs2
server 10.225.253.209
use-vrf management

1Jglo96 6. Izew) IJpuwwgse lJoess 9ud wdaso puolb 96 AAA.

<#root>



POD2IPN2#

test aaa group tacacs2

user has been authenticated
POD2IPN2#

oJdgsu AAA

23Syt wlds po vele puold§6 IJpuweese 80 wed Bud pulugs wdssule AAA.



lJglbes 1. odosu puol> 96 AAA g6 wes.
<#root>

POD2IPN2(config)#

aaa aut hentication login default group tacacs2

1Jg1096 2. G wodssu IJodasye g0 wes J AAA Les ltoul Ile).

oEdS): olds po o elJé IJegosd os "aaa_author_status_pass_add.

<{froot>
POD2IPN2#

test aaa authorization comand-type config-conmands default user



conmand "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"
user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD

IJ2b096 3. o J9su loy AAA 908950 config-command.

<#root>
POD2IPN2(config)#

aaa aut horization config-comands default group tacacs2 |oca

POD2IPN2(config)#

aaa aut horization conmmands default group tacacs2 |oca

ltool) sluve Juuldd lgble 9,09J IJpuwegse lJs NX-OS
sluodlzol

IJozdd
lJopd odosu bbLs Idgoel; J Cisco NX-OS. wzolz IUs IJwzdd pu woed [Jodssu.
IUg 1096 1. w3905999J SSH s wzsd 1Usged 1Us Tzo36 NX-0S Jisgly pgoduds.

¢096 2. ol lo eds 1116 ¢lo by (CLI 33w lo 1pumoged sodds euds s Ile) spsu:
eds wrosddelld: szo 1o sdso o> puvedes pdoc ldegwless Sl eds kool leuald
ewolu IP gbs (eds uvwsd Idpeld: 10.225.253.129) 9JJu wp s 8 o0 Jlbol, IJedssy Idzbis
Cubgsdo.

POD2IPN1# ping 10.225.253.129 vrf management

PING 10.225.253.129 (10.225.253.129): 56 data bytes

64 bytes from 10.225.253.129: icmp_seq=0 tt1=254 time=0.817 ms
64 bytes from 10.225.253.129: icmp_seq=1 tt1=254 time=0.638 ms
64 bytes from 10.225.253.129: 1icmp_seq=2 tt1=254 time=0.642 ms
64 bytes from 10.225.253.129: icmp_seq=3 tt1=254 time=0.651 ms
64 bytes from 10.225.253.129: icmp_seq=4 tt1=254 time=0.712 ms

---10.225.253.129 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss



round-trip min/avg/max =
POD2IPN1#

POD2IPN1# show running-config
% Permission denied for the role

luweduuld IJigble 5l odlzol

IJozdd pu wors wdssu NX-OS.

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

0.638/0.692/0.817 ms

JIbol, louoldle IJeguegse 9ldsg, (IJbsl): iuwegsp 030 1Jigle,.

show users
show user-account [<user-name>]
A sample output is shown below:
POD2IPN1# show users
NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 .

POD2IPN1# show user-account Admin-ro
user:Admin-ro
roles:network-operator
account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

16526 (10.189.1.151) session=ssh *

030 0 Igble L8386 Vs Iuued il gble TACACS+ 9l oJlzol:

debug TACACS+ aaa-request
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process_aaa_tplus_request:Checking for state of mgmtO port w
process_aaa_tplus_request: Group demoTG found. corresponding
process_aaa_tplus_request: checking for mgmtO0 vrf:management
process_aaa_tplus_request:port_check will be done

state machine count 0

is_intf_up_with_valid_ip(1258):Proper IOD is found.
is_intf_up_with_valid_ip(1261):Port is up.
debug_av_11ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_1ist(807) :Done printing Tist, exiting function
tplus_encrypt(659) :key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259) :interface ip_type: IPV4
non_blocking_connect(369): Proceeding with bind
non_blocking_connect(388): setsockopt success error:22



2016 Jan 11 03:03:08.656694 TACACS[6288]: non_blocking_connect(489): connect() is in-progress for serv
2016 Jan 11 03:03:08.679815 TACACS[6288]: tplus_decode_authen_response: copying hostname into context

Bp wopdsu wuopse lgble SSL.

touch '/bootflash/.enable_ss1_debugs'

Ibol) ppussle pdBd wuozse IJigble.

cat /tmp/ssl_wrapper.log.*

U 9lzod IJpuwwese IU)uu9pess (GUI) Juble IJogbgsd ISE: luwwd IJs IJgpdsle > TACACS
Livelog. swpe IJodlb zese bdole puol> 96 TACACS 9ldodgs o ouli 9599, ) IJovdlosd
pEJIPIL L OLLSJS6 29d Uwww wers/Bubd pEleds pesus.
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