2 J950 [Jezod og SXP 9 IBNS 2.0 JJ vodle
IJpuwowso lds 1Jogse

lJpzogsle

| wed ol I Jizble gl lzol

lJp 95,00

SueW o3l IJp oo lp)lele wdsy peodle Cisco wluwwgsle SXP 9 IBNS 2.0 Jduvedle
lJpuwewsd [Js [Jegss.

IJecbdole 1Jlul jusé
lJpdyole |dpuuegspd

ouvows Idpedsple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse Ioldso:

* Identity Services Engine (ISE). IJl_o>l, 3.3 Patch 4
* 1Jpz9d Cisco Catalyst Switch 3850

op logvle Uro&Jg,olu |,J_9|J)o WIS o3l IJpwews pu UlaoJo 1J 092926 WS wSiS6 pgpdso gluoo.

u)lu arogse |.JICOJO |.Jf0uuua)|00 k9._S o5l I.Jrouuuu) uu'J_SgSu forouuja (ldu)luDgS) l)l \.Jluu

peJ9ple luwlgussd

oz wwsluwle Idozde s Idogss Idlplele Idos sudsel pos) eduwd Isuesd luweelud
Jb,909 p236 9lzale wdlbs IJuolss. golwegsle JEo Jusluwss pouluwds: Spdu Idzes wsu



l2lele IJoble 1Jpgoduds 91b,900 glpsle peswé Jouudsd odo lJuwsluvle.

S wbusd wwsluwle Ioedpe eds 1slzole 90990 puwdsds wuvdd lusluws go 16
P86 LS IJuelss suuuish I ple eds Idedule. wodss JJ pusluws wede po
Blexs 9lzas 19 1Ye) 9l wesloszss @b wesd Jswss vldsse odd 1d@sles.

Sogpes Blgs uwsluws IJogde Siss wede (wslo Uisb e)0): 522¢ subgd cdsse IJuinb.
slple slzs 9 1YUe). wsupl sz Idpuwgsdou Jlplele IJos sop oubgsdol uoluwbs lsle
pesuo wlos weuo IUlpdle pg lplele 1)l os6 236 puvedl.

Session-started — Always Authenticate via 802.1x
Y Terminate 802.1X
AAA-Server-Down -@
/ S Authorize Port

Authentication-failure _@* No-Response ———— Assign Guest VLAN

\ 802.1X-Failure = ————* Assign Guest VLAN

EVENT CLASS ACTION

L)”*le}‘”O |JuaJ|p U|J03§0
w6 gles eds wdasu wsluws IJozde S 1Jogss

o uwsluwle ldogde guded IJoblp oluwedsle 2o 9 b glple. swuopu wdosy
wsluws wede Ol gbsle jssywsse:

1. louble Vslo Idogdpe:
e Bisé IJopde IJuiob IUpbdsws Jouuusb vog lJoede. spdu v sdsw JIJ Bisé
U9k pog336 Sop wdsspeol £Js luol Lopses 19 ¢lbiss. spdud wessy pl I3l Il IJ 19
s Is Jlszv 1o $dou ks pu Iduingl wozsel JIs sop lewol IJdiss Lozszs. waJl po
3Jde spdo Jdpuwdsdsu luvosle Bisé 10e,)luoss Jl cogspy b 9sope cdsseol
slispel eds iool UOTSTo.

2. logule vog IJuzJe:
S2o9s woz lJwede eds Bless 9lers I9 1. wouops JJ Bless Bisé wpdp 9238 $918
lJs ouvésd 1dozdd pu lduisb slele les 19 1Je,. sop wudse Ilplele soudssol
ClJosose.



3. :;',Jo.._,g_s,j wvog lJugdp:
l2sulc Op vobosy voz IJoedp eds 9lzod Jouuushbo.

Defined under
class-map
command

Defined under

POLICY » policy-map
command
Applied with
- * service-policy
d
| INTERFACE | s

wdosu vog lduedp wldogss

Se9d oy £500 wpb 2383 JJpuohb @6 IJedssole 1J8s806 lJs web z38>.

switch#authentication g, 0 uplb >8>




e iber POLICY Gi
A Sassion it would meds a new MAC policy-map type control subscriber POLICY_Gi1/0/1

ad.dress l.eamt on the purt event session-started match-all -
10 class always do-until-failure
10 authenticate using dot1x priority 10

* Do 802.1X authentication, Preceding ' e

Aoy S event authentication-failure match-first
10" indicates sequence no. of this action.

= The do-untill-failure + authenticate
dot1x means: No matter the endpoint is
capable of 802.1X or not unconditionally
expect for EAPOL frames.

+ 10 class DOT1X_NO_RESP do-until-failure
10 terminate dot1x

20 authenticate using mab priority 20

20 class MAB_FAILED do-until-failure o

10 terminate mab

If MAC Authentication fails, then strop
MAB and initialize authentication restart
timer to 60 seconds.

20 authentication-restart 60
Lo 30 class always do-until-failure

10 terminate dotlx

20 terminate mab

30 authentication-restart 60

This event activates when the switch

receives an EAPoL frame. This statement event agent-found match-all

is useful when dot1x times-out and later | .

- e
the end host initiates an EAP session. A5t s vl

10 terminate mab
20 authenticate using dot1x priority 10

| » 10 is sequence number of this class.

* “always” means execute following
actions unconditionally.

| * “do-untill-failure” executes actions
| sequentially until any one fails on its way.

| An Authentication failure event to activate

this section. Match first exits the event

| processing once a match is made.

| On no response from the end-point,

terminate 802.1X and attempt for MAB

| authentication with priority 20

| If both 802.1X and MAB authentication

fails per session, then terminate both

| authentication methods and wait for 60

seconds to retry an authentication

' Similar to authentication priority dot1x

mab command, if EAP frames received
after MAB, then stop MAB and do 802.1X

SISy uwsluws [Jezde Cldosss
lJodsy

o J9su lJpwsd
WS-C3850-48F-E#tshow s, o AAA

08bd ool §6 AAATX LoV Bl preses IV, lLoss prds

peeses AAA IJIV Gl oss Juuod Wb peds Juveds wdgs o AAA

JJpd 039, puwg9d username 0 xxxx

ISE1 J¢l>p RADIUS

eusly IPv4 10.127.197 .xxx auth-port 1812 acct-port 1813




pIClz puwstle IUsuosd IUpzes xxxx@123

I
I
AAA pep9gd ulbd radius ISE2
luwe |JEbe ISE1
!
!
!
!
aaa new-model
AAA 2Jwi-id puived
I
IJesd Issulesds Juuod $b, ¢he AAA
lJg psd 10.127.197 .xxx server-key xxxx@123
dot1x system-auth-control
!
oubgésd WS-C3850-48F-E#show | s POLICY_GI1/0/45
Policy-Map Type Control Subscriber Policy_Gi1/0/45
wwsluwo IJpuveyd Vs Idozde po usg 1Ugspo-lduwsluve_Gi1/0/45
ouvesd WS-C3850-48F-E#show | sec policy_gi1/0/45
Policy-Map Type Control Subscriber Policy_Gi1/0/45
eduwé gpd 1S - 0p woe pblugs [JIJJ
lJ8is6 10 slispel pos IJWvd
10 puob 96 wluwwgsle dot1x priority 10
pLob 86 IUgser s IUpcblod sl
5 class DOT1X_FAILED do-until-failure

10 |yole dot1x



lelé cubésd 1Jpuol> 86 60 9086l JJpgesl 20
10 class DOT1X_NO_RESP do-until-failure
10 Jyole dot1x
20 o086 Llguegsle 1JlsJssé MAB 20
20 class MAB_FAILED Do-to-Failure
10 |yole ple
lehs oubgsd ldpuolb 86 60 9981 Jpesh 20
40 Lo slispl Ved zos IJvyvd
10 |yole dot1x
20 |uole plo
30 lglé wyvgsd IJpuol> 96 60
wpe ldewy) eds glpd IJe>e match-all
lJ8iso 10 slispel pos IJOyvd
10 |yole ple
20 pol> 96 wlywwgsle dot1x priority 10
puob 96 1Uzse - wele IJpble$s IJJJ
lJ9iso 10 slispel zos IJwyvd
10 couvshb $lde [Jg>es default_linksec_policy_must_secure
wwsluwo IJpuveyd Vs Idozde po usg 1Ugspo-lduwsluve_Gi1/0/45
WS-C3850-48F-E#show Run Interface gig1/0/45
b louvle IJoYdysu...
lJodssu Idzlds 1 303 wlse
I
9lzoé GigabitEthernet1/0/45
switchport access vlan 503
lJsue9d s 9ung Switchport

puosS Ids oe IJizhs Jeduws IJsuesd



leJl® eJuwé gpd 1Us09J

IJoede IJodyliss Vs ldpuwds J Access-Session

plol

Jls92> ebusd Blse eds IJbsl, J CTS

dot1x Pae Authenticator

wwsluwo [dpuveyd Vs Idozdp po g 1Ug>po-lduwsluvse_Gi1/0/45
wolsé

WS-C3850-48F-E#show v uvgsd CTS

I

ISE2 J§lisps w9950 CTS

wpdsy CTS sxp

louold CTS SXP 10.127.197.xxx JJpd 0,95 Jl 892> 9028 998w luebl) pde,y wose IJulbs,) 0
cts sxp default source-ip 10.196.138.yy

JJpo IJp,9) Il o)l oss J CTS sxp xxxx@123

wdosy ISE

IJglogs 1: logile ywsluwle 1Jpuolb 86 9ldeys o eds ISE

Status  Fule Mame Conditions Use Hits  Actions

Oplions

Status  Rule Name Gonditions Profiles Security Groups Hits  Actions



lJglbgs 2: od9su gol; SXP gds ISE

Overview Components TrustSec Policy Policy Sets SXpP Integrations Troubleshoot Reports Settings

—
SXP Devices

SXP Devices > SXP Connection

All SXP Mappings » Upload from a CSV file

- Add Single Device
Input fields marked with an asterisk (*) are required.

MName
switchb)|

IP Address™
10.196.138.132

Peer Role*

LISTENER ~

Connected PSNs*®

isesec =

N
SXF Domains*
default = -
Status®
Enabled e
Passward Type*
NONE A4

Password

U 1096 3: o dsso JJps 1de,9, 1Jeles oo eslsle SXP

dis Identity Services Engine ‘Work Centers / TrustSec

P! Bookmarks Owverviaw Componeants TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Sattings

=

S2  Dashboard Genersl TrustSec Settings B
SKP Settings

T " in

1! Context Visibility rustec Matin Setings

TCIE fmcem SRt B8 Publish 5P bindings on peGrid @ Add Radius and PassivelD mappings into SXP 1P SGT mapping table

X Operations

SHP Sattings
O Policy AGI Settings Global Password
2. Adminisiration Global Passward
Al Work Centers This global password will ba overriden by

the device specific passward

Timers

Interactive Features

IJo2dl pu lJuors



ol osJ WS-C3850-48F-E#show access-session interface gig1/0/45
lJglzoé: GigabitEthernet 1/0/45
[IF-ID: Ox1A146F96
euwslu MAC: b496.9126.decc
gl IPVB: ¢, p)9d
guslo IPVA: ¢y pg )9 d
luwe IJpuwegse: >s9sl 123
IelJé: pd9 o
IJeeld: IJeslule
9PE pUPS Oper: p oS 9les
pdclz IJopdp DIR: JJlopl
poJo luwole Idgdwo: £6) pu9dd,)
&) lJgduws 1Jpuive,ds: 0000000000000b95163d98
P& 2duwsd IJgpd: Es) pEI9S
lJedwo: 0x6f00001
IJuog IJzlJs: Policy_GI1/0/45
lJuvsluwle |Jpzdsé:
SlJo 1Jg>06: DEFAULT_LINKSEC_POLICY_MUST_SECURE (1JisJs.s6 150)
uog I,Jirol.;,: STv oi,o..go
elds IJielo: hoolb ¢s) lew
ooz Il e
Blisps 21Js Il udou:
2lJs 1Jlgwdow
dot1x Authc vele
WS-C3850-48F-E#
WS-C3850-48F-E(config)#do show cts sxp conn

SXP: .orodo



leds luosly poe9pe: 4

Jded 1der9) Il e,luoss t pzesed

wwduwds ldpdlose IJlde,)luoss: sy pesu

luwe uvduwds ldplose IJIe,lnss: g Slod JJobosd
su03, IP 1l e, lo.s: 10,196,138,y

1,6 1dpdeszs Jlglss pzlsds Idleuold: 120 &l
w96 1JBe,6: 120 &9lo

lelss p2lods cuvgsd IJpdbe [Jpdese

2 leosh cuvdund IJubs) JJouods): €8) pESU

2 leesh cuwduwd IJobs) JUluvos)b: £s) pesu
IPlJulbs, : 10,127,197 ,xxx

IP 1Jp o, : 10,196,138,y

21J6 1Jpgl s : cubgsd

luosl 1peigbo : 4

lpdluse CONN : Idubods 1J,) e s0 IPv4-IPvB-Subnet
svuw lJluwbl) 1 120 wlusé

IJsoe Ipeds © puvepe SXP

18 wErs IJle ol - 1

o9l0 9§ TCP eds : 1

JJpod py9) w999 TCP: none

P98 Ilzoeh B> Idouvgsd

lJp36 p0d I3 wéss) JJzlJs: 0:00:00:22 (dd:hr:mm:sec)
lepelds num |ooldle SXP =1

OxFF8CBFCO090 VRF:. fd: 1. IP IJulbs,: 10,127,197 ,xxx
cdbp:0xFF8CBFC090 <10.127.197.145. 10.196.138.yy> tableid:0x0

WS-C3850-48F-E(config)#



sbo, o8 Iduwed ldudvl obosy L8se [Jedles Guest:

Overview Stepa
2 il 0 i
Bt Step 1D Latency (ma)
11001 Received RADIUS Access-Rogquest
Givya1 23 nnz RADIUS croatnd & now sossion ]

Ba:9E26DECT Evaluating Policy Group i

Evaluating Serice Selection Policy 1
Enapcint Prafile Insgl-Dovice
Extracted EAP-Response jidentity 22
wthentication Pe o ? > -. .
Authentication Pallcy New Policy Set 1_copy >> Authentication Rule 1 Proapared EAP-Request propoiing EAP-TLS with challenge 2
Authorizstion Pokiey Naw Pobicy Sat 1_copy => Aulborization Rl 1 alld EAP-Key-Name attribute recabved ]
turned RADIUS A “Chasen
At on Result PormtAccoss Roturned RADIUS Accosa-Chasionge ]
11001 Recelved RADIUS Access-Request 16
11018 RADIUS s ro-using an gxisting session 0
e Exiracied EAP-Response/MAK requesiing to use PEAR B
Authentication Detalls N stiad
12300 Prepared EAP-Request proposing PEAP with challenge o
Source Tim 2025-06-23 14:01:01.632
12625 Valid EAP=Key=Name stribute recoived o
A Timestamp 2025-08-23 14:01:00 632 11006 feturned RADILS Access-Chasenge 0
Pulicy Server Baaac 11001 Recelved RADIUS Access-Reguest 5
1018 RADIUS is re-using an existing session o
Event 520
35503 Extractod EAP-Responses contsining PEAP challenge- B
[Tr— divya123 i response and accepting PEAR as negotiated
61025 Open s0cure connection with TLS puer 1
User Type User
12318 Successtully negotisted PEAP version 0 ]
B4:96:91:26:0E:CC 12800 Exiractad first TLS record; TLS handshake siasted 2
Calling Station Id B4-96-91-76-DE-CC 12808 Exiracied TLS CheniHelle message 1
12806 Prepared TLS Serverbillo message
Endpoint Prafile Inted-Device
12807 Frepared TLS Centificate message o
tian ldantity P ph— 12808 Propared TLS ServerkoyExchange message 18
12810 Prepared TLS ServerDone message o
Frofiled 12305 Propared EAP-Requost with anathes PEAP challenge ]
At Session ki 000000000000000BES 163098 108 Rutumed RADGIES Accsss-Challenge °
11001 Racabunc BANIIS frraee. Ramiaet 4
Prepared TLS ServerHello message a
Endpaint Prafile Ined-Device
Prepared TLS Centificate mossage a
Austhiili Iearnal Usavs Prepared TLE ServerkeyExchange message i
Store
Prapaced TLS ServarDond mossape a
Identiny Group Profied Propaced EAP-Ruquast with anothes PEAP challenge a
it Seesion W 000000000000000B95 163038 Rutmmae RATHU Ancass-Clallsngs L
Received RADIUS Accoss-Roquest &
Authentication Method dotlx
RADIUS is rb-using 8m axisting 3883500 a
P PEAP (EAP-MSCHAPYZ) - Extracted EAP-Respanse containing PEAP challange - |
fesponse
Sarvice Type Framad
12305 Preparsd EAP-Request with anosher PEAP challenge [
Fanrork wwiena 11006 Returmed RADIUS Access-Chalionge L]
HAS 1Pvd Address 10.196.138.132 1601 fecehved RADIUS Access-Request ]
nma RADIUS Is re-using an existing session [
NAS Port i GigabitEtherngt1/0/45
12304 Extractod EAP-Rexponas co < PEAP challerge - N
NAS Part Typd (LT response
12305 Prepared EAP-Request with anothes PEAP challenge Q
Authorization P PrmitACCess
11006 Returasd RADIUS Acesss-Challange a
Security Group Guens 11001 Recelved RAMNUS Access-Request L]
Rasponss Tine 229 millssconds noa RADIUS I3 re-using an existing session [
13304 Extracted EAP-Response containing PEAP challerge - s
v response
Successiully negotiated PEAR varsion 0 (1]

lpwod ol IJIgble 9l odlzol
pdue o3l debug gJs IJpBdule 1o swes dotlx |uool):

» debug dot1x all

ouvesd Iduioe

dot1x-packet:EAPOL pak rx - IJlesl): w9g 0x1: 25,06 0x1 >>> EAPOL [Jpwedpd w9luwlos

IJpzsJ
dot1x-packet: |JlbsJ: 0x000

dot1x-ev:[b496.9126.decc. Gig1/0/45] jo90 Jv S« Syuwd 2o& woe gduwd gpd J
b496.9126.decc >>> dot1x ju9u Jjud



dot1x-ev:[b496.9126.decc. gig1/0/45] dot1x wsle lJeol> 86 J 026000007
(b496.9126.decc)>>>> dot1x usle

7AUTHMGR-5-START: Ll 'dot1x' JJg psd (0496.9126.decc) s $lo gig1/0/45
AuditSessionID 0A6A258E00003500C9CFC3

dot1x-sm:[b496.9126.decc. gig1/0/45] u i, 'IEAP_RESTART gJ.s IJg psd 02600007 />>> b o
pu ldepsd lebs wubesd esble EAP

dot1x-sm:[b496.9126.decc. Gig1/0/45] sep wuiy RX_REQ gJs IJg psd 0x2600007>> (d.s
loebly 2506 EAPOL oo IUg psU

dot1x-sm:[b496.9126.decc. gig1/0/45] < e sd AUTH_START J 0x2600007>>> Lse g0JS6
lJpol> 96

dot1x-ev:[b496.9126.decc. gig1/0/45] |, wlJ 256 EAPOL >> bJo 1Jogsé
dot1x-packet:EAPOL pak Tx - IJlosl): u9e 0x3: 0x0

dot1x-packet: |JbbgJ: 0x0005

dot1x-packet:,0; EAP: g, 0x1: lbgJ 0x1: 0x0005

dot1x-packet: [Jy9¢g: 0x1

dot1x-packet:[b496.9126.decc. gig1/0/45] g6 EAPOL o, 4udé |Js IJgpsd 0x2600007

dot1x-ev:[Gig1/0/45] w e vl e pkt saddr =b496.9126.decc. daddr = 0180.c200.003. pae-ether-
type = 888e.0100.000a

dot1x-packet:EAPOL pak rx - [Jl_osl): u9g 0x1: 0x0 // |yweglewd [Jogso

dot1x-packet: |JbbgJ: 0x000a

dot1x-sm:[b496.9126.decc. Gig1/0/45] sepe IUlG o)yesd EAPOL_EAP J 0x2600007>>> EAPoL
Packet(|voelos EAP) IJos wp odBsol swp lesh bdo IUs 1Ughbe

dot1x-sm:[b496.9126.decc. gig1/0/45] s e IUly lesls o EAP_REQ J 0x2600007>> | uczlué
IJbspc s50p lesls b EAP

dot1x-ev:[b496.9126.decc. gig1/0/45] L, wlJ 2506 EAPOL JJghz

dot1x-packet:EAPOL pak Tx - IJlosl): u9e 0x3: 0x0

dot1x-packet: IJlbbgJ: 0x0006

dot1x-packet:, 05 EAP: pog, 0x1: OXE5 IJbgJ: 0x0006

dot1x-packet: IJo,9g: 0xD

dot1x-packet:[b496.9126.decc. gig1/0/45] 2506 EAPOL e, wJé |Js 1Ug psd 0x2600007>>> ¢ o
bLuvld bdo EAP

dot1x-ev:[Gig1/0/45] v e |uwodle PKT saddr =b496.9126.decc. daddr = 0180.¢200.003. pae-
ether-type = 888e.0100.006 /EAP < p oJds luvoglesd

dot1x-packet:EAPOL pak rx - |Jl_osl): ¢9g 0x1: 0x0

dot1x-packet: |JlbbgJ: 0x0006

|

|

|



|| oul IJJe s, pu ia)lo EAPOL-EAP 9 EAP_REQ zs¢ swp wobd lJJdus) pu ldpedsple wsu
IJpzod slJepsd

1131 dp cove Idizsle wes 3J9 Bszo IJeedd eu seole IJosdse sldeedsple IJpuwds zos
IJlo

|

|

|
dot1x-packet:[b496.9126.decc. gig1/0/45] «J9s wele EAP >>>> EAP Success pu [Jgl e

dot1x-sm:[b496.9126.decc. gig1/0/45] & i, EAP_SUCCESS J 0x2600007>>> ¢ i,y 25& ozl
EAP

dot1x-sm:[b496.9126.decc.gig1/0/45] swp IJlo oyzsd AUTH_SUCCESS gJs IJg psJ
0x2600007>> s p Uiy wele IJpuol§6

/DOT1X-5-SUCCESS: pc lJpuols 86 wuzle JJgpsd (b496.9126.decc) e s lslzos gig1/0/45
AuditSessionID 0A6A258E00003500C9CFC3

dot1x-packet:[0496.9126.decc. gig1/0/45] J v e wslule pclz EAP go luolws |Us $lispes
IJuwele >>> Cslole Idpvolz IUlolvss Idos wp IdIgvd ool woluwbs [JEe

7AUTHMGR-5-SUCCESS: vzz lJowss e JJepsd (0496.9126.decc) s lslzos gig1/0/45
AuditSessionID 0A6A258E00003500C9CFC3

dot1x-ev:[b496.9126.decc. gig1/0/45] v wJ8s Authz Success JJgpsd 0x2600007
(b496.9126.decc) >> yzle [Jowwys o

dot1x-ev:[b496.9126.decc. gig1/0/45] |, wld g6 EAPOL >> |, ywlJ velz EAP |Js 1Jg psd
dot1x-packet:EAPOL pak Tx - IJlosly: u9e 0x3: 0x0

dot1x-packet: |JbgJ: 0x0004

dot1x-packet:,0; EAP: pg, 0x3: lbgJ OXED: 0x0004

dot1x-packet:[b496.9126.decc. gig1/0/45] g6 EAPOL o, 4udé |Js 1Jgpsd 0x2600007



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



