luwegse wble cuozse IJigkle Jlpwed il
2 bole ISE sl_oJlzol

lJp 95,00

SLED 031 908 §6 ISV 10 SUEHs 988wu2 Ebl Lsupl 0p SYILIU o SyIUD showlogging i, po 21
I|J CLI.

IJpobdole 1Jlgsluvss

o900 Cisto Llo wdau Jssd perds wldpslose IJoldss:

o erple 1Jogss (ISE).

9lzoé Lulo, 1Jigle, (CLI).

lJpdsule Idpuwegspd



ouwows ldegdselo 1Uss B o3l IJpuwous [Js luesl, Identity Services Engine (ISE) 3.3.

op logble Idpedsele 191508 B o3l Idpuwews pu 12036 1092936 B wsisd pepdsd ¢luos. wile gose 1Jizoé |in}uoé)p6
B 03l lJpwows wodssu ppuwse (1Beluos). Il Yoo svwdod 3ss IJoivésd: Bulds po Bopd Jloles, Idpeeed Jis

io.

peJ9ple Iuwlpuss

Swogd 1ISE Lusé pesusd Jogisu pdule Idgwed: 1Jpduods B 030 IUpdlJs. 9Jezdsd 3JI: luuwese 9lzos ulo, 1Jisle,
(CLI) Jouldss oyl IJigble Bs 1gde IJdeds wluvegsle 1Jisle,show logging B> IJouiésJ.

S0 1auidds

Seodb ez, g3ple 1Jogss (ISE) po Cisto wpzdsle Jogiso huwlisd Iduved Ipeds. wole s bouses [JpundJs: loe

Suwobsg luvegpdo [ooly ley Iusluusshow logging o suigoe Sluveduuld IUigble sluodlzol:

1- IaE_J) |J._',Jb|p

SEu2 "ped> IJuble" puuble 1Juble: pel sose JIJ g0 IJigble Idpuliné. ouwlesd psié lJouvesd 030 gJs wpass
Jpuuldd 1Jpoed s oldoble pod 1dpuuldd 1Upoed 86 wedple ISE.

et 1 s0asd 1 aEda Idokla:

Spdud 1Jsuo9d 1Js 03l 1Jpzd> pu 8lz08 b, 1Jisle, (CLI) Lluueésle oso 1Jisle):
« show logging system <L ogFile>

Ald Jag e 10oskla 1 s b

SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan 02 2024 16:36:28 anaconda/anaconda.log
1012889 Jan 02 2024 16:36:28 anaconda/syslog 564 Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages 548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17
2024 20:11:11 secure 0 Jan 02 2024 16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#

pold: pedsple 29d €306 wbus ISE - show logging system ade/ADE.log tail



adieds: Jlole wubgsd Idowwesd: sues Idupgl wouwlbs gds Ctrl +C p)6 9lz6.
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puwess wuoest IJigble iy 1ldoooe. lowdd [Js IJgedss > luvad ol IJigble sluadlzel > peldz wuoese IJigble > odssy
wved Jouorse 2 1Jeds8: 108 B98 puwess Iduwed wew luve 1Jpdo: 235 puwess Iduwed 1ds wbdwo Lp lud) B9

- Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Gonfiguration

> SSPT33A.luisagar.com
Debug Log Configuration

Debug Level Configuration

Operations
Policy

og Filter Enable

Administration
Component Name A Log Level Description Log file Name Log Filter

Work Centers
INFO e filter s g Disabled

Active Directory Active Directory client internal messages  ad_agent.log

OFF
Interactive Help admin-ca P CA Service admin messages Ise-psc.log Disabled
admin-infra ERROR infrastructure action messages Ise-psc.log Disabled
admin-license WARN License admin messages Ise-psc.log Disabled

al-analytics INFO Al Analytics al-analytics.log Disabled

anc DEBUG Adaptive Network Control (ANG) debug... ise-psc.log Disabled

api-gateway TRACE API Gateway native objects logs api-gateway.log Disabled

apiservice INFO ISE API Service logs apl-service.log Disabled

eOb.
lesh Idpdsy
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leshle ouoese IJIgble IJuo,9,86 9oubsbol wuw,gs.

Jgwedsle dlde i_9 odysuor spdod Idluedld [Js I0g adsd>lmand il \Jighls sloadizei>ag Il Cuar e IJiFhls>cd s adad &g s
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= ity Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools ~ Download Logs | Debug Wizard

57 Dashboard

Debug Profile Configuration

Context Visibility
Debug debug ter the help of
Operations

Palicy

Status. Node Applied

DISABLED

Interactive Help DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

DISABLED

L\ﬂj\’cu @JJ ngﬁ_n UQQAC&C

ould lJBed weun 1910 1de2336 pumwodl 19 1od, Ws8 loalds Jlo ble 1J@sldo 1Jgluos .



=yl Identity Services Engine Operations / Troubleshoot

Bookmarks Download Logs Debug Wizard

Caslibosrd Dsbug Profila Gonig
Context Visibility

Add New Prafile
Oparations

Policy AD Troubleshaoting

Administration

Wark Centers

Intaractive Help

drop-d

Component Name Description Log fila Name
accessiilter v RBAGC rescun Ise-psc.log
wo Diractory TRACE A itlog
INFO
IN
INFO
INFO

INFO

apl-sa
[

INFO a caservice.log

INFO

ARN

INFO - Celk d log messages

INFO

INFO

collectoriog

clacosmnt Debug MET

cliant-wobapp INFO nt Pro T vor dobup mas
WARN ; or an M&T nodes
INFO
INFO

INFO

luol9s Slde 2os>

G

a0 @l

p0 ¢JlJ ©pdisu Bldur suove purss IJpdso 1J3s Bpo wogssdo uhis Ipdesd. 235 dld=: 3lud) B9 &8 “uat st Jighls.
e g6 Idos sy wbosd Id8Ide edsol &p lud) 9§ guik:



I |dentity Services Engine

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> Debug Modes

Context Visibility Debug Log Configuration

Debug Nodes

Operations

Policy AD Troubleshooting

Choose on which ISE nodes you want to enable this proflla
Administration

Work Centers

Ed Host Name Persona Role

~ SSPT33Alulsagar.) Administration, Monitering, Policy Se STANDALONE
Interactive Help

e8> wuoese IJlghle

IUlo: sz 1o seess Idélde eds 1gd6 1dpesus Jo:

‘#ik’ Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Prafila Canfiguratian

Debug Profile Configuration

Context Visibility
Del Wizard contains predefined debug templates with the heip o ch you ca u ot Issues on ISE nodes. You can configure th 0 log severity leve d o s Inside the template.

Operations

Policy

Administration

i
Work Cantars Description Status Node Applied

Active Dirsctory

Intaractive Halp

ENABLED

IJozdd pu
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ulyh Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashbeard Debug Profile Configuration :
> Debug Nodes

Context Visibility

Debug Nodes

', Operations

Palicy AD Troubleshooting

le this profile.
Administration

‘Work Centers

Host Name Persona Rale

SSPTI34 luisagar.com Administration, Manltaring, P STANDALONE
Intaractiva Help
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‘Jub Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
Debug Log Configuration N Ode LlSt

Context Visibility

Operations

Policy

Node Name ~  Replication Role
Administration
STANDALONE
Work Centers

Interactive Help

lebo lJogssu Ids IUIVe,luas



g Bl Joo ouwedsp eshy 18195 1duach s Idig s b luas 1oole opdsy Bldw sde S ssd coag st \Wighls, L)y
debug prOf”eternplate ‘éhd ﬁuﬁa\a Jde U?‘i‘JO‘Q SURE 1Je !EJH\QD\ U\JQJ\&‘;S‘ @@\ XL 1Jes g Qh\a.ld yIe) |JP°P &30 lLJ‘”UC')Ir"
gl 18198 1oaah s Ik luag B 2lds wpdsy dalde sl wp sgd cuar ¢ 1igbls.

JdauosJ eds nggplu uu) udu0§J|9|puJo pg226: I)ag_ Udgulw Cisco Ujuu,o@ 2 $98) 03l Ip oo puody s

sigd 1302 sd 1 aEds Idauug ¢d:


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

Spdoud 1Jsuo9d 1Js 03l 1Jpzd> pu 8lz08 b, 1Jisle, (CLI) Lluueésle oso 1Jisle):

« show logging application <logfile>

GEua ecdd\ﬁt \dg&é\e \d@&ﬂjd)g

SSPT33A/admin#show logging application 11947 Jul 18 2024 12:20:28 ad_agent.log 96501 Jul 18 2024 13:29:33 collector.log 116751 Jul 18
2024 13:30:00 guest.log 196958 Jul 18 2024 13:01:20 ise-€elasticsearch.log 5136021 Jul 18 2024 13:31:24 ise-psc.log 172755 Jul 18 2024
13:29:04 profiler.log 10596813 Jul 18 2024 13:31:10 prrt-server.log 28496 Jul 18 2024 12:37:04 redis.log 3489 Jul 18 2024 12:36:44
replication.log

pold: pedsple 29d ¢306 | SE Guest - show logging application profiler.log tail

puld: pedyple 29d 506 ISE Guest - show logging application guest.log tail

o6 1Us Iduee g0 ouwlds pesus: luvegse IJps Tunluuss Jduee guol. pold: pedgele gu I1SE - show logging application
local Storefiselocal Store.log | include 70000\ NOTICE\



SSPT33A/admin#show logging application local Stor efisel ocal Store.log | include 70000\ NOTI CE\ 2024-07-18 00:03:28.668 -
05:00 0000423187 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionld=14667, SysStatsUtilizationCpu=5.41%,
SysStatsUtilizationNetwork=ethO: rcvd = 2052\; sent = 4062 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1577511\; sent = 115782 \;rcvd_dropped = O\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd = 2024-07-18
00:08:46.369 -05:00 0000423194 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionl d=14667, SysStatsUtilizationCpu=1.36%,
SysStatsUtilizationNetwork=ethO: rcvd = 1959\; sent = 3012 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1576019\; sent = 114411 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd =
SysStatsUtilizationDi sk Space=8% /opt, SysStatsUtilizationDiskSpace=1% /mnt/encpart, SysStatsUtilizationDiskSpace=8%
/opt/podman/containers/storage/overlay, AverageRadiusRequestL atency=0, AverageT acacsRequestL atency=0, DeltaRadiusRequestCount=0,
DeltaT acacsRequestCount=0, SysStatsUtilizationL oadAvg=0.40, SysStatsCpuCount=16, SysStatsProcessM emoryMB=18082,
ActiveSessionCount=0,

#dics: 031 110, show logging application local Stor elisel ocal Storelog | ©iuaso 70000\ Iuie) A JI sgod wule £Js puvess
IJouoese 19 luosh ISE (Unlwd). spdod wadl po 3JY ouivgsd o3l 1Jie, show logging application



local Stor efisel ocal Store.log | sued "Iig!s 70000"

adigds: Jloole ldouwzsd: Soes IJuoéb wouwlbs eds Ctrl + C p)6 9lza6.



o 10y

SSPT33A/admin#show logging application guest.log | include portalwebaction

oz

o show: sop luwegsle o3l 1Jle, Jesuo 1dpedsele.

«logging: Uiy IJs Iduwedle 19 pdUle 1Juwzd.
o application: wesss IJobousyd is lJepdso lJos w6 8o uvedlwol.
o guest.log: sga> pdd IJyuzd IJpuves guest.log.

o CuEsl s§9p 03l IJzse pu Iip) wouedss IUptiele Jouoeso BEb 1w, IJos cblud vesse pesu 1y IJps
luwluwssé pesus.

«  portalwebAction: IJJJpé IJILuluss 19 1dupl JJwze guo wopu IJluclz pu 1Jie) IJuslwd (show logging application
guest.log).

Ider & g8 1dadd 1akd 9o

Il Jp edo poldsl po luwe IUgved 1pess Bspdod IJouodess JJlble gds 1Jgsble 1loaldss. 03l pold: lody 10 Jos



IUpeszle:

ise3-3a/admin#show logging application | include pxgrid 14059847 Jul 18 2024 20:46:09 pxgrid/pxgrid-server.log 5367398 Jul 12
2024 23:59:39 pxgrid/pxgrid-server.l0g.2024-07-12-1 16261440 Jul 13 2024 23:59:44 pxgrid/pxgrid-server.l0g.2024-07-13-1 16261440 Jul 14
2024 23:59:49 pxgrid/pxgrid-server.l0g.2024-07-14-1 16261794 Jul 15 2024 23:59:53 pxgrid/pxgrid-server.l0g.2024-07-15-1 16261625 Jul 16
2024 23:59:58 pxgrid/pxgrid-server.l0g.2024-07-16-1 16261479 Jul 17 2024 23:59:45 pxgrid/pxgrid-server.l0g.2024-07-17-1 0 Jul 12 2024
15:42:36 pxgrid/pxgrid_dbsync_summary.log 0 Jul 12 2024 15:42:36 pxgrid/pxgrid_internal_dbsync_summary.log 16744 Jul 15 2024 20:45:49
pxgriddirect-connector.log 2841 Jul 15 2024 20:45:44 pxgriddirect-service.log 6277 Jul 12 2024 16:33:53 pxgriddirect-service.log.2024-07-12-1
ise3-3aladmind
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