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ip radius source-interface vlan1000

wed ¢glbpe RADIUS 6 on-for-login-auth

wpd gbpe RADIUS 8 oo pesu-in-access-req

Swuoeu bdu 1Usuo9d 25 Juwpes ¢l e radius

W peod Ebe uuoW IJBdb, 31 wuuws® mac ietf oy 1Jzlds IJeJsl
¢ RADIUS RAD1

gusly IPv4 <ISE Server IP> 1Jpu85 1812 access-port 1813
lJewle <secret-key>

dot1x system-auth-control

cd9su Blises IJogde B¢ 1dsuosd Jlghs IJeszse Jdpuwegse Iels lgls wozsoo IUs prgd
!p)b EP@J |SE

Slisps lJozde Vs 1Uyuosd IJpsuwes J ip access-list

10 ;8o UDP s pelJ eq

20 ;8o TCP is peld eq

30,80 w9999 UDP Jis uble wposs wuvésd EQ BOOTPC Jis Iubps wposs wubésd
¢luod o EQ

40 ,8 o IP Jis pLosb <ISE Server IP>

50 Iduwelz wluwoesle ks wy9e9dsd EQ www

60 oo sz TCP s eq 443

Ip wopdsu wedw IJezol slehé wozse HTTP eds IJpesd.

woz wedw IJizoj6 <luwpe woz wedw IUlzoj6>
wedsu ldogdw

Sy <interface name>

<lowe voz wedw IJzoli> 1Jglue LIS wop Igols

ip http server
ip http secure-server

ouisd gjeé Secure Client

Ip woujsd Profile Editor 9 Secure Client Windows 9 Compliance Module Webdeploy Files 39!
ou software.cisco.com

VIS yinsb Idoze gu luwp Idpuoz: [Jow Secure Client 5.

IJuobes 1 ssuwss JJouisdle > 1diely > lely wdlbs IJuelss > 1Jg psd 1Ulew (wel B 3JY
AnyConnect) > IJg psJ IUlpw 5> yulez €p5J AnyConnect VPN

+ Cisco-secure-client-win-5.1.x-webdeploy-k9.pkg



https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

 Cisco-secure-client-win-4.3.x-isecompliance-webdeploy-k9.pkg
* tools-cisco-secure-client-win-5.1.x-profileeditor-k9.msi

odosy ISE

IJglb9s 1. wepsd IUgjpd eds ISE

Jogesd gie vui) IUssy 1JElues o Secure Client 9 Compliance Module g Js ISE: oo @d 1ds
oJ; 1Jg pd > Posture > Client Provisioning > Resources > Add > Agent Resources (91>
IJsIsd) pu 1,00 Idpeds.

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Resources From Local Disk

Agent Resources From Local Disk

Category Cisco Provided Packages

Choose File) cisco-secure-.. deploy-k9.pkg

~ Agent Uploaded Resources
Name Version Description

CiscoSecureClientDesktopWindows 5.1... CiscoSecureClientDesktopWindows Cisco Secure Client for ...

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Resources

Name Type Version Last Update Deseription

Lak Profile AgentProfile Mot Applicable 2024/07/26 17:23:41
Agent Configuration AgentConfig Neot Applicable 2024/07/26 16:00:49
NAM Profile AgentProfile Not Applicable 2024/07/26 16:00:00
CiscoSecureClientComplianceModuleWindows 4.3.4164.... CiscoSecureClientCo... 4.2.4164.8192 2024/07/26 15:58:44 Cisco Securs Client Win...
CiscoSecureClientDesktopWindows 5.1.4.074 CiscoSecureClientDe... 5.1.4.74 2024/07/26 15:56:27  Cisco Secure Client for ...

Not Applicable

5.0.3061.0 2023/07/04 04:24:14

IJg 096 2. [uusle o wgrsd NAM oo bls oz, pJd IJog ) sud
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1Jgb9s 3. wepsd pdud wg)swd NAM eJs ISE

Jogesd pdo wgrsd NAM Configuration.xml gJs ISE Jpdo wg)ys Idydsd lowdd 1Js lesl>
IJepsd > 1Jesh> > eshs IUgdsd po IUSrue Idpeds.

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Policy
Agent Ressurces From Local Disk

Agent Resources From Local Disk

Customer Created Packs

Agent Profile

New Profile

12096 4. logile pdd wg)sd Jdsung
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Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Provisioning Policy
Resources Resources

Client Provisioning Portal
{] Duplicate il Delete

~ : Version
Agent resources from Cisco site

Agent resources from local disk asecureClientCo... 4.3.4164...
Native Supplicant Profile 1itConfig Mot Applic...
'e Supplicant Pro... Not Applic...

e JAgentlessWind... 5.0.3061.0

AMP Enabler Profile
JsXSPWizard 2.7.0.1

NAM Profile AgentProfile Mot Applic...

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy

Resources

. A Agent Posture Profile
Client Provisioning Portal

Name
Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log
Operate on non-802.1X wireless

Enable signature check

o0 Suvpe w9w9dad 1o Jl wouw luols * Jduwele JJsdsd wldlouold wepse [ e.

IJgb9s 5. lugile odysu IU9dsd




Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Pro r \
Resources ReS O U I’CG S

Client Provisioning Portal

{] Duplicate i Delete

Agent resources from Cisco site
Agent resources from local disk
Supplicant Profile 1tConfig
Agent Configuration re Supplicant Pro...
Agent Posture Profile Vind...

AMP Enabler Profile

MAKM Profile AnentProfile

22> 25p6 196 Iduplose JJosldd sldgpsd Iles Idos wp crpsdol Jopu coass 1U9zss
lJuploss: 22> 9z3le ISE Posture gNAM 9 DART.



Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisic . :
New Agent Configuration
Resources

Client Provisioning Porta

ct Agent Package: CiscoSecureClientDesktopWindows 5.1 w
>onfiguration Name: Agent Configuration

Description:

Description Value Notes

Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection
ISE Posture

VPN

Zero Trust Ac

Network Access Manzger

Secure Fi Posture

Network Visibility

o2 wpasd pdB IJogrsd e, 1suoe 9o wersd NAM 3108, 898 LuwlJ.



Overview Network Devices Client Provisioning Policy Elements Posture Policy

Umbrella
Client Provisioning Policy Start Before

Logon
Resources g

Diagnostic
and Reporting &8
Tool

Client Provisioning Porta

Profile Selection

* |SE Posture Paosture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Customer
Feedback

1J21096 6. usluws w9s) IJgpsd

Sp wlugble oz ©9Bds) gpsd Juble IJougsd Windows 9255 s Idsdsd 1Uss op
lousldo B 1Jglogs I wlu$s.
Overview Network Devices Cllent Flﬂ"l‘lbﬂlﬂg Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Cilgnt Provisloning Pollcy . - . .
Client Provisioning Policy

Rule Namo Identity Groups Operating Systems Othor Conditions Rosults
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JJzuwosd eds pedsele 29d Jsdss lugble pusluws IJsuoe suiasboo: bze 1ds sdsd oy
lJo g J ISE o3l.

IJ¢ b9 8. |olds zolj yvwJs

Jluol s g0sle IP Jdezsd 9pBelz Luy RADIUS 1 e ivesd: loodd 1Js bhs > 9l I buds.

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server 5S¢

Network Devices
aaa

Network Devices

Name

Description

IP Address 1P : 10.197.213.22

Device Profile

Model Name



https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
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Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Device Type All Device Types b
Network Devices

Default Device

Device Security Settings

RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
Shared Secret
Use Second Shared Secret

Second Shared Secret

CoA Port

U196 9. pJd wg s IJoys o

Jlousle o8 wguosue lelhs worse JUsuoess: luwdd IUs Iduwsluws > guluo) [duwsluws >
lJouolse.

Engine Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization
For Policy Export go to
Authorization Profilas
LUOWNoaadone ALLs
/7 Edit {] Duplicate @il Delets

Profiling Profile

% Cisco
Posture =

&% Cisco
Client Provisioning

d Cisco

wew ldpole Idpuive,Jé: 223 po¢d wj9ss Idgesd pe Slses Idoede Os 1Usuosd (ACL) Jlglss
lJusgso.




Dictionaries Conditions

Authentlcation

Authorization

Authorization Profiles

Results

Redircction

Authorization Profile

* Name

Redirection
le ACLs

Downloadab
Description

Prafiling

* Access Type
ACCESS_ACCEPT

Posture

Cliant Provisloning Metwork Device Profile #2kCisco ~@

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

v Common Tasks
CWaA, MDM, NSP, CPP)

Client Provisioning ACL redirect-acl ~  Value Client Provisioning Portal (defi ~

Static IP/Host name/FODN

Suppress Profiler CoA for endpoints in Logical Profile

IJglb9s 10. Idesesdydlo Idpuwesz wol

loodd s IJuwsluws > goluo, duwsluws > Idoolisg > 1Jeuolb 96 > Idosgosdsdle 1deuwese
wolc 2 lgsble ouwduvd EAP.

Dictionaries Conditions Results

Authantication Default Network Access

Allowed Protocols

Allowed Protocols

MName

Authorization Default Network Access

Description | pefault Allowed Protocol Service

Profiling

Postura




Dictionaries Conditions Results

Authentication
Allowed Protocols

¥

Authorization

Proflling

Posture

Cliant Provisioning

A

IJgbogs 11. ¢

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
Require cryptobinding TLV

Allow PEAPv0 anlv for legacy clients
M Allow EAP-FAST

EAP-FAST Inner Methods
8 Allow EAP-MS-CHAPv2

Allow Password Change Retries 3 (Valid Range O to 3)

= Allow EAP-GTC

Allow Password Change Retries 3 (Valid Range 0 to 3)
= Allow EAP-TLS

Allow Authentication of expired cenificates to allow cenificate renewal in Authorization Policy

Use PACs Don't Use PACs
Tunnel PAC Time To Live
] 4 I ] 90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
~ Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning
Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live

® Enable EAP Chaining

& Allow EAP-TTLS

é Active Directory

wp lugople IJozdd pou woed ISE |Us peld Active Directory 9w e weass pepesslo Idpeldle: 3

Jip Wiey Juinslo 1Jegasd.

31,6 > Dby6 1Jogsé > puols) [Jogséd 1Jglzsé > Active Directory

Engine

ldentities Groups

External Identity Sources
<
Certificate Authenticat
Active Directory
“y PRAD

LDAP

ODBC

RADIUS Token

RSA SecurlD

SAML Id Providers

Soclal Login

External ldentity Sources

Connection

Administration / Identity Management

Identity Source Sequences Settings

Allowed Domains PassivelD Groups Attributes

* Join Point Name

Domain

Diagnostic Too

ISE Node ISE Node R... Status Domain Controller Site

f——] PRIMARY Operationa R . Dofault-First-Site

Na.
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Ip wlouvle pgp9ed vog £ds ISE Jpuolb 96 bdy dotlx. luwdd lJs IJuwsluws > pgesgle

Policy / Policy Sets

Engine

Policy Sets

2>> Active Directory Jpe o>, 0956 Juog IUpol>96.

Sp wodssu d9les wiasd pod9s luweubl IJs 21Js IUsuog €5y p1996 9, o9l 9§86
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IJoedd pu lduogs
lJglogd 1. wujsd 9226 Secure Client Posture/NAM |Jyplosé oo ISE 9o wswol

23> uldbs |=JQO|..§6 lJos cpe puob@wol ey gJld dotix: pg 1J9o9d IJs Blers w9 s o
lJoueed IJlsds. lowwd IJs 1Jgpdsle > RADIUS > I wedle 1J el iyé.

eds 1Jpzad: 2> guslu URL Jlglss IJwgzse 98lkses Idopde B 1guesd IJos uvsoe
obosyoel eds v ebs lJuoelss.

ol osd Switch#show Authentication Session Interface te1/0/24
lJ9lzoé: TenGigabitEthernet1/0/24

lIF-1D: 0x19262768

£u9lu MAC: X4X6.XXXX. XXX

gw9lu IPVB: s, pg 199

eusly IPv4: <client-ip>

lowe IJpuw s e: host/DESKTOP-XXXXXX.XXX

IzlJs: pd9 o

Jeeld: IJoslule

9,08 pU S Oper: p o s 9les

p9clz Idozdpe DIR: Jdlopl

pods luwole IJgduwe: €5, pu9dd,

&) lJeduws Idpuibeyds: 16D5C50A000002CF067366B
&) 2dwo IJg pd: 0x000001f




lJp 8w o: 0x7a00017
lJuogz IJezlds: Policy_TE1/0/24

lJovsluwle 1Jpedss:

SlJo 1Jg>pé: Default_Linksec_POLICY_SHOULD_SECURE (IJlsJssé 150)
woz IJlslu: szw wleswol

2lJs 1Jislo: houlb és) Tew

wog lJghpe:

Slisps IJopde s 1Usosd Jlghs wozse URL: Blisps Idezde S 1J9uosd (ACL) 1dprods

lelxé w9zso URL:
https://ise33.xxxx:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee39fd08-
7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

Blisps IJepdp B 1Usuo9d (ACL) J ACS: XACSACLx-IP-permit_all_IPV4_TRAFFIC-57f6b0d3

Slisps 2lJs IJlwdoo:
elJe IJlgwdse
dot1x Authc uzlz

9lzos Slesé wslule wgde IJzol; Switch#sh1/0/24

boys guslo lduvods job bo s guslo Lo uvilan gp, 1Jelds [Js Isuwl)
ARP X.X.X.X b496.91f9.568b TE1/0/24 1000 005 4mn Reachable 39 S sglod O

eds u9bs IJuolss: w29l pu 2IJd py9) Iduslule IJos weo lglhs wozsool |Us ISE Posture
uress pd eele IJesss (ISE)) slud, W98 was Jouisd euwles lesh IJubeds eds udlbs
lJoolss.

Google Chrome isn't your default browser Set as default

CcISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

win-5.1.4.74 |
Device Security Check WPTsDtDORO

Your computer requires security software to be installed before you can connect to the network. 3.0 MB » Done

Unable to detect Posture Agent .
0 Full download histo

- + This is my first time here
1. You must install Agent i
accessing the network] Click here to download and install

Agent
2. After installation, Agent will automatically scan your device
before allowing you access to the network.
3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
network.

_-"'o_ You have 4 minutes to install and for the compliance
check to complete

+ Remind me what to do next

lud) eds cuvésd Jovwse obosd NSA.

A
IO. Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to Check vour Internet connection. Windows Defends martScreen is

unreachable and can't help you decide if this .

4

Publisher: Cisco Systems, Inc

co-secure-client-ise-network-assistant-win-5.1.4.74_pk3-



Sldlue 089 NSA Clgwesgle cussd "gpsd IJgpsd Ilpd" o0 ISE soowse 1Usuog 99206 NAM
9odysy pdV wgHsd NAM.xml.

rovisioning ® Cisco Secure Client - Downloader

, The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Csco Systems, Inc. Csco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

wp ouvesd pbldos [ghé ldogugsd ved vowse NAM. bl 96 ugp.



I ) . Lo
o Client Provisioning ownloadi

The Cisco Secure Client - Downloader update checks have
\ been completed. [
evice Security Check

yur computer requires security software tg

B " Cisco Secure Client

o You must restart the system for the configuration changes to take effect
for:
Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes No

|Jglbgé 2. EAP-FAST

wee lebs oubgsd IUdpussw) soumesd 289d Idpuweésp ©89p NAM Lo ol 96 JJ pu
lJpwoése sldzols o ¢JIJ EAP-FAST.

I3l wpo puolb 86 Ldbs IJuolss wuvdd Lozse: Blu NAM sg,00 Iuol pouods 9lu 19ess
IJuplbsé Jdsuoe w99p woubesd Ideuve IJuosss Jdsuoe ss.



"% Cisco Secure Client = >

AnyConnect VPN:
Ready to connect.

£ () alualy,
ng uuaJIo ISE Live. U99p U 9o lJuolsé I.JTL', wldauoed IJs L§Ig>6 lJoo9J {:_@J IJP&BJE:.

U0 sY90 w9099 lJpol> 96 EAP-FAST | woubl [Js odssy pdd wgysd NAM gozle
vosegs EAP-Sequence.



AuthenticationStatus

|dentityPolicyMatchedRule

AuthorizationPolicyMatched...

IssuedPacinfo

EndPointMACAddress
EapChainingResult
ISEPolicySetName

|ldentitySelectionMatchedRule

AuthenticationPassed
Default
Unknown Access

Issued PAC type=Machine Authorization with expiration time:
Sat Jul 27 01:29:06 2024

B4-96-91-F9-56-8B

User and machine both succeeded

Dot1x Policy

Default
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o@9p 1U9zs6 IJupelss Secure Client Posture (9,086 1Ug psd 1Ulpws) couvgsd Iz o
Posture (9_ogs6 IUgpsd) 9swp 9,28 £dlpd Juudys luwaobl [Js vog 9u08s6 ISE.



AnyConnect VPh:
n Lise a browser to gain aliess.

| W Coannect

Web Authentication Required
Network:
ﬁ# Connected { b
Nl ) |
wired - R —

ISE Posture:
Compliant.
Metwork access allowed. Scan Again
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C:\ProgramData\Cisco\CiscoSecure Client\Network Access Manager\System

» ThisPC > Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client > Network Access Manager > system

e

Name Date modified Type Size

2 configuration 7/26/2024 4:53 PM {ML Document 7 KE
' internalConfiguration 7/27/202412:27 AM XML Document 3 KB
|2 userConfiguration 7/27/202412:27T AM XML Document 1 KB
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AnyConnect VPN:
Ready to connect.
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1 I ' I ' "
asco Oecure Client

Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all

SEHU2 Ve pe9ble |y wlisd olosd JJ gbgo §lee NAM Loudssol.
IJ¢bo9s 3. wuoese IJigble gds 1Jpzod

pdue 03l spoub gds lJpbelz 1u swoz)s dotx g redirection wads.

debug ip http all

oJle debug ip http

debug ip http url

set platform software trace smd switch active RO aaa debug

set platform software trace smd pclz vl RO dot1x-all debug
set platform software trace smd switch active RO radius debug

set platform software trace smd switch active RO auth-mgr-all debug
set platform software trace smd switch active RO eap-all debug

set platform software trace smd switch active RO epm-all debug

ok wuopse lgble lgls wozsoe SMD Jowwe wovlez IJuble 1Jigwlus ouvl RO EPM
set platform software trace smd switch active RO webauth-aaa debug

set platform software trace smd switch active RO webauth-httpd debug
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show logging

show logging process smd »l¢Js
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* 9UPESO

* o9l

o el

* Runtime-AAA
* Jolygw |

* NSF-zJwé

* UISUMIS

* gpsJ-WebApp
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
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