luvwéale OpenAPl Jlgwoglhé pedyple Juolss
ISE ¢Js ISE 3.3

lJpzogsle

| 9300

lowedildd iz ble gl o, Jl>ol

lJp 9500

S 03l 1 wews lz)le luveesle OpenAPl Jbshs Luolss pzyd £30le 1Josss (ISE) o Cisco.

lJg s

B p9lzod IJogdsile 1Jpeslsrs B loly GioJs I pduumle slsheol. s@sp Cisco ISE 3.1
slzole wypeé wbousdle OpenAPl puuw 96 IJos ogpd eds wubbse b6 39,6 zslé IUubolsé.
ppl S99, 9lz06 9236 9o Jlisso Jepdsle Iduboble IJos woywe JNJeldss sldielo: ppl
Swwles Idpuwdsdso Bs Syu0 ppbhuwle lelo §9s6 9ldedlb gds wolsd Iduvods.

IJecbdole IJlul jusé
lJeobdolo

9,0 Cisco Uiy odyy Jrsd P96 Lldpslose IJoldss:

o e Edplu 1Jogsé pu Cisco (ISE)
* 9lz06 wyped wbousyle REST
* olsesu

lJpdovlo Idpuuwespd



. ISE 3.3
- lse9o 3.10.0

UID |uu.u|£ IJPE_JBPlU IJS'_).)O \_96 03l |Jr0u.uuu.) p-19] IJICO_)O |J|0323.)O L_9..S u..SgSO PEI‘,J‘SO a|uoo
u.)lu E.I‘O‘SE. Ulao_)o Urouuua)po l._9;5 03l |Jpwuu) uud}._Su PPLJ”BE_ (ll._9u_)|u0g5) |.)| -Jluu

lJodsso
lLuwe ldogbsbs Jdubods

OpendPl over 443

GET Ffapifa

Client ISE

|JPCJDJO
lJodssy eds ISE

121096 1: [Uol9s 2uwle puwdsd Sleed woprs wbusdle pdeyes

Jluolds puwdsd APL Iuedd 1Js 1dhs -> 1doble -> 1J1L6 -> 1 puussdss -> 1Jpuwads e90
IJbbssw -> |uolus.

= inb Identity Services Engine Administration / System

P! Bookmarks Depleyment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

8BS  Dashboard

Administrators
Ll Context Visibility

A Operations

0 Policy » sers
O  Swws Hame Deseription First Name  LostMame  Emoil Address Admin Groups
4. | Administration)
( B Enabled & admir Dedault Admin User Super Admin
C satt
Al Work Centers g I — B Enablod  Apind ERS A I
1 1

1Jgb96 2: wpdsu 9lz06 wyped lJobosdle lJpdeses eds ISE

Sue ogbsd 9lzos wypes IJobosile IJpdeyzs wuvdd 19e)luos eds ISE. Jopdsy ol
lJgsh: loodd Ids bl > uble > lesble 9lzed wyped IUobousile > lesble 306 APLL wussd
gsble slzgos wypzs Idobosdle IJpduses. o) b8 edb.



= =i dentity Services Engine Administration / System

P Bookmarks

B%  Dashboard

Chen Provisianieg
! Context Visibility FIRS Masie AP Settlngs

9 Operations Ovorviow AP Service Settings AP| Gatowsy Soatngs
) Palicy

~ AP Sarvice Seltings for Primary Administration Node

4. Administration

@l ERS (Re
- .
Al Work Centers
Prolecals
Interactive Help Endpoint Scripes w AP Sarvice Satting for All Other Nodes

W ERS (Read)

@) Open AR (Road)

~ CSRF Check { only for ERS Setlings )

SRF Check for Enb

opdso OpenAPI
IJg 1096 3: Iwe Jld 9lzos wypes IJobusdle IUpdeges ISE OPEN API

loedd IJs bLs > uble > |esble 9lzos wypzs IJobousdle > ulbys glps. 16 9) 998 Vo
Lowlb jsho 9lzes wypze lJobousyle.

= ol |dentity Services Engine Administration / System

Ji  Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings

8%  Dashboard

API Settings

1 Comtaxt Visibility

Creerviow AP Servica Saltings AP Gataway Sattings

3 Operations

) Palicy APl Services Overview
e
Protling

Wark Centers

ful Services (ERS) and OpanAP|

n
Protaseds

7 Interactive Help Endipoint Scripts

Jjslye OpenAPI
IJzuesd eds zese uioble IJuble Jg 6 pesws

Suwd 9lgod wyped IJobousile (AP) zese uuoble 956 ISE pgsus.

IUsbo96 1: IJpedsele IUplbdows Jlpuesgle lzos wypzs wlbosdle (API).



b,s96 leuol,
https://<ISE-pan-IP>/API/v1/certs/system-
certificate/<ISE-Node-Hostname>

URL

wslole IUlgoels lovedsle vslule leoeb guvle AP e o9z

Jwod: Idobosdljson

lJeoslo lsssuvs W9t ldpeuwss: IJobusg/json

lJg 9o 2: 235 p9 98 URL IUss swpe luwweslpo Jluwenlb guoble 956 ISE pesus.

p—

Cisco ISE API - Certificates ™

[ hEtps:110.106.33.02:44240 - Inferred Url v ]

certs-api-controller mecensas L
Certificates A
fapifvl/carts /certificate-signing-roaquest Gel all Conilcate Sigeing Requests rem PAN WV .
fapifvlfoarts/certificate-signing-request Gesarate a Cerificate Signing Reguest (C5R) v .

fapifvi/carts/cartificate-signing-request/{hestNamel/{id} Geithe o v

m fapifvlfearts feartificate-signing-requast/{hosthamal/{id} Dek o
Japifvljeerts eertificate-signing-requast fexport/{hostname)/{id} Expor a C5R for a ghen CSR 10 and hosiname o
fapdfvlfcerts/certificate-signing-request/interaediate-ca Generate o intermadiats CA CSR (cortficate signing raquest o
fapifvlfenrts/ise-root-en/roganerate Ringuoerits sbn intemal CA cerificate chain inchiding root (A on tha primary PAN and subbrdinate Cis on the PSs [Applicable ooly for itemal CAsecrica) v B
Japdfvl/certs /reneu- certificate Minew cielicstin of OCSP reipondsr and Cinco ISE Masibging Senics v B
fapdfvl/certs/signed-certificate/bind Bnd CASinad Cenficat v B

I fapifvlfcarts/system-certificate/{hostName} } system cortificates of a paricular node ool

API URI

lJglo9é 3: oul pold gds e Python. o uwi 1Jpzwss 9duoBo. luwewsde IJ ISE ip. username.
dJroé. tx_9]o CJroJk_9 ~._J|g§¢";_9¢ JQQJ@BO.

ol eu lJlouold 1Jes> wsu ISE gldgol; 1Uds suved pold ,p) python.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name_=="_ man

url ="

https://10.106. 33. 92/ api/vl/certs/systemcertificate/l SE- DLC- CFMEO2- PSN



headers = {
"Accept": "application/json",

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)

"Cont ent - Type":

"application/json"

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)

print("Return Code:")
print(response.status_code
print("Expected Outputs:')
print(response.json())

9950l sds peld gds Idusle

Return Code:
200
Expected Outputs:

{'response’: [{'id": '5b5b28e4-2a51-495¢-8413-610190e1070b, ‘friendlyName': ‘Default self-signed saml server certificate - CN=SAML _ISE-DL C-CFMEQ

)

e lJpwsses.

IJzuesd eds Juolss uble Jed6 pesud zuve IJpg s

o099 9lz06 wypzd IJobousyle 030 wlosd Jbols uble Jg@36 pesuwo luvoubl [Js luve

lJpuos 9ldpe,rd Idpzrsu.

IUg 96 1: Ipedsple 1Uplbdss Jluuesgle 9lz0s w)ypzs wlbusdle (API).

bb,s90 lzwob
https://<ISE-pan-IP>/API/v1/certs/system-
URL certificate/<ISE-Node-Hosthame>/<ID-of-

Certificate>

wslulo IUlgwels

lovedsdle wslule leopb guvle AP e o9z

IJewslo IUsissuvs

Swod: Idobosljson
u9e ldpzess: IJobosslison

lJglo9é 2: 255 p998 URL IU3s swp luwwesleo Jluwesly Guolsé £956 pesué luwoubl [Js luvpe

IJeuos 9lJperd 1dprao.




Cisco ISE API - Certificates @ &

Servers
| MIEpE:N10,106,33.92:44240 - Infurred U~

certs-api-controller e cers am v
Certificates ~
Fapi/vl/carts/cortificate-aigning-roquast Gel ol Cerificate Signing Requasts from PAN v B
Fapifvlieerts feertificate-signing-request Gonerstea G ing Request (CSR) v B

Japi vl/eerts/ cortifieate- signing-raquest/ {hosthame]/ {id}
m Japifvlfcerts/ certificate-signing-request/{hostMame}/{id} Des
fapifvifcerts/certificate-signing-request/ecpert/{hostnane}/ {id} Expent

fapifvifcertsfcortificate-signing-request/internediste-ca G

fapifvlfcarts/isa-root-ca/ragenarate R el alo chain including 101 CA o thy subcedinate CAS on the PSNs (Appcabive onky for intemal CA senies) v B

) fopiivi/certe/ranau-cartificate Renew cortifates of OCSP responder and Clsca 1€ Massaging Sanice o
Japaivi/eerts signed-sartificate/bind Bind CA Sigud Cortficas v @
Japisvlfeerts/systenscartificate/{hosthane} Got al system cerificates of a partioular node v B

[ TSI fapsivijcerts/systen-certificate/ {mosthame}/{id )I(.-: system cortiScats of a partoular node by (D A B
This AP1 proviges details of & sysiem cerificate of a pamCular noce based on ghven hostname and ID

AP| URI

lJglo9é 3: oul pold eds ,pj Python. louwi 1Jpzwss 9duoBo. luwewsde IJ ISE ip. username.
Jdps. b JpJud Llseyy Joudsso.

AR eu lJlouold 1Jes> wsu ISE gldzol; 1Uss subed pold Hpe) python.

<#root>

from requests.auth import HT TPBasicAuth import requests requests.packages.urllib3.disable_ warnings() if __name__ =="__main_ ":url ="
https://10.106. 33. 92/ api/vl/certs/systemcertificate/l SE-DLC CFMEO2- PSN 5b5b28e4- 2a51- 495c- 8413- 610190e!
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")



pdlzbo: 1Upg 9 09 pu peozle 9206 wypzo IJobousdle (API) s 1Jglbss 3 ey
lJzuo9d eds zpse uuoblo IJoble Jg 936 pesusd: eds uwosd lJpold. 5b5b28e4-
2a51-495c-8413-610190e1070b o9 "iol>6 ¢l>p saml 3lesé IJe99se - CN=SAML_ISE-
DLC-CFMEO02-PSN.cisco.com".

9950l sds peld eds Iduslog Idewsdes.

Return Code:
200
Expected Outputs:

{'response’: {'id": '5b5h28e4-2a51-495¢-8413-610190e1070b', ‘friendlyName': 'Default self-signed saml server certificate - CN=SAML_ISE-DLC-CFMEQ:

lJeuesd eds Blisps wdlws IJgvoble 1Je9esd wol

S 9lzed wypzs IJubusyle (API) zese Iduvoble 1psess wol Jpzeses ISE.



lJglo9s 1: Idpedyple lUplodsws Jlgwwsgle 9lzod wyped wbosdle (API).

b,s90 leuol,

certificate

URL https://<ISE-pan-IP>/API/V1/CERTS/Trusted-

wslole IUlgoels lovedsle vslule leoeb guvle AP e o9z

Iwod: IJobosdlison

lJeoslo lsssues W9t lJpeuwss: IJobusg/json

lJglo9é 2: 255 p9 98 URL IU3s swp luwwesleo Jlgue b Idgveble 1Jeses 9 wol.

J3pa /vl cartsf cartificate- signing- requast /internedista-cs Generate an intermediate CA CSR (certficats signing requast

Japdivlfcarts/ise-root-ca/reganarate Fogensrate enne internal A certiicats chakn Inchading rect 4 on the primary AN and subordinale CAs on the BStis (Applicabla only for intemal £A sendc
Japifwlfcarts/renow-cortificate Ronew certficates of OCSP responder and Cisco ISE Messaging Senvice

fapifvlfcarts/signed- certificate/bind Bind CASigred Contifcate

fapifwlfcarte/systen-cortificate/ {hostName]} Gol all system cortificatos of a pariicular node

fapifvlfcarts/systen-cartificate/ {hostName}/{id} Gat system cortificate of & particular nade by 1D
fapifvl/certs/systen-certificate/{hostName}/{id} Updats data for mxisting sysh
m fapifvlfcorts/systen- certificate/ {hostName}/{id} Dalato Systom Carshieats by 1D and hestaama

fapifvifcerts/systen- certificate/export Export

fapifvlfcerts/systen-certificate/generate -selfsigned- cortificate Gerarato silsigoed carfican in Ciica 15E
fapifvlfcerts/system-certificate/import Impon systees cerficats in Cico 158
I .a'apuu;cenu_.'n..;ted-cepunutgI-- i1 68 o iuated CartiBesRes

API URI

lJglo9é 3: oul pold eds e Python. louwg ldpeoss sduoBe. luwowsde |J ISE ip. username.

Jdps. b JpJud Llseys Joudsso.

ol eu lJlouold 1Jes> wsu ISE gldgol; 1Uds suved pold ,p) python.

<tfroot>

from requests.auth import HT TPBasi cAuth import requests requests.packages.urllib3.disable warnings() if __name__ =="

https://10.106. 33. 92/ api/vl/certs/trusted-certificate

" headers = {

"Accept": "application/json", "Content-Type": "application/json"
} basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"

__main_":url ="




) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")

99sel sdss pold eds Iduglog IJpesbes. (pg39e9)

Return Code:

200

Expected Outputs:

{'response’: [{'id": '147d97cc-6¢e9-43d7-9928-8cd0fa83e140', ‘friendlyName': 'VeriSign Class 3 Public Primary Certification Authority’, 'subject: 'CN=Ver

IJzoo9d eds Ubolss 96 puwe [Jper

SpIdu J9lzod wypes IJobosdle oo g0 wBluosd Jvolds &80 wuwews IUS peyd pzao.

IJzbo96 1: 1dpgJsele IUpbodyes Jluuesgle 9lz0s wypzs clbusdle (API).

b,s80 lewel

https://<ISE-pan-IP>/API/v1/certs/trusted-
certificate/<id-of-certificate>

URL

wslole Idlgwpls lvegsle wslole lew el puwle APL e o9z

Jwod: Idobosdljson

IJewslo Isissuns u9¢€ IJpzess: IJobosd/json

lJglo9é 2: 235 p9 98 URL IU3s swp luwwesleo Jluwesh pedyple IJoui,.
Cisco ISE API - Certificates ¢

Servers
| PIEPSIH10,106,33.92:44240 - Inferred Un w

certs-api-controller e censan hd
.
Japhivl/earts/cartifiente-signing-request Gul ol Cartficats Signing Requasts bom PAN v
Japifvljeerts/certificate-signing-request Ganeits a Cotiicats Siging Request (CSH v
fapdfvlfcerts/certificate-signing-request/{hosthame}/{id} Gel e cerificass signing regeest for a given ID v B

fapifvifcerts/certificate-signing-requesty/{hosthame}/{1d]} Dt the ceis

o
Sapifvlfcertscertificate-signing-request/export/{hostname}/{id} Exp v ol
fapifvlfcerts/cartificate-signing-request/intermediate-ca Ganws an inlkmeSes CA CSR (cambeaty signng rigues! AV |
Japdfvi/certs/ise-rect-ca/regenarate Regeneute sntis inssrmal CA coicato chain including o0 CA en the primary PAN and subcedinate CAS on the PSNs (Appicabis onty for inemal CAsenics) ' B
fapiiviicarts/ ranaw-cartificate Renew cortificates of GCSP responde and Cisco 15E Messaging Sarvice v o
Saphivifeerts [signed-cartificate/bind Bind CA Signed Conficat v
Sophivl/eerts/ systen-cortificate/{hosthame} Catal system certficates of a particular nods v

I ,a.n,q_\,-'rl.f<=.—u,.r=;-=t¢.-.-4;.—!1.uuu;{nsne.'a.—.e],f-;_m}l-' t systemn cericate of o particullar node by ID Al




lJglo9é 3: oul pold gds L Python. [uuwi 1Jpzwss 9duoBo. luwewsde IJ ISE ip. username.
ddpé. a&b dlodd v|g§&3o JQQ\.@@SO.

AR ou lJlouold 1Jzss wsu ISE 9ldzol; 1J3s suved pold e python.,

<tfroot>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate/147d97cc- 6ce9-43d7-9928- 8cdOf a83e140

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")



eIz IJpg 8 09 pu izl 91206 wuprs IJobosdle (AP B 1Jgbs 3 pu IJzuosd eds Blises wrese Iuvoble
1Up98:986: £Js uwwsd Idpeld. 147d97cc-6ce9-43d7-9928-8cd0faB3e140 09 "o ze 1Jou0388 Iiuwluws 1Jgle po IJdiss
3 W VeriSign”.

99spl sds peld eds Idusleg Iewsdes.

Return Code: 200 Expected Outputs: {'response’: {'id": '147d97cc-6ce9-43d7-9928-8cd0faB83e140, 'friendlyName': 'VeriSign Class 3 Public Primary Certifi

lowodld IJigble gl oJlzol



Jlgweduild igble IJigble sl odlzol IJpeeddd wolzole wypes IJobusdle IUpdogzs:. $p wosssy Log Level J
TaskServiceClient |Js DEBUGIN Debug L og ConfigurationWindow.

Jupdsu wuoese Uié]olm loodd 1Js 1dgadeie => g iica Jighls sloadize) -> aglde Coag st Iighls > adsee wgd Jighls -> g3
ISE -> ag 3.

Identity Services Engine Operations / Troubleshoot

J| Bockmarks Diagnostic Tools Download Logs Debug Wizard

5% Dpashboard Debug Profile Cosfiguration

IS0 -DOL-CPME01 - PAN, shieid com

I Context Visibility I Debug Log Configuration

Debug Level Configuration

I Policy
i Filter Enable
F 1 Agdministration
Compenont Nama Loy Level Deseription Log file Name Log Filter
il Hork Centacs accesstilier INFO) HBAL resource access filter se-psc.log Disabled
Active Directory WARN Active Directory client infemal messages  ad_sgent.log
Interastive Help O Sumin-ca INFO CA Servec DUmin MEssges S RLET Digabdad
8 INFO so-psc.log Dissbled
INFO £0-psc.log Disabidod
INFO) ai-nraly Disabded
D anc INFO Adaptive Metwork Control (ANG) debug...  kse-psc.log Disabled
api-gateway INFD AP Gotoway native obijects logs api-gatoway log Disablod
Io P v I I DEBUG
INFO Drizabdad
INFO

agar st Ighls 208 API

Joujsd uvedle ouozse Uit]ols:. loedd 1Js 1deadeiea => pacdiid 1Jighls sloadizes) => oagdies 1t ied -> £@% | SE PAN -> oagdics

cioar st \JiEdls,

;b Idantity Services Engine Operations / Troubleshoot

P Bookmarks Diagnostic Tools Download Logs Debug Wizard
B® pashboard ISE-BGL-CFMED 1 -PAN

ISE-BGL-CFMEOZ -MNT

i Context Visibility
I BE-DLC-CFMEDT-PEN Debug Log Type Log File Description Size
‘Oparations
X P 1SE-DLC-CFMEOZ-PSN
Application
) Policy ISE-RTP-CFMED 1 -PAN
i ]
. Administration 1SE-RTP-CFMENZ-MNT
v 2 k)

Work Centers

M

Interactive Help

ailgd pgdia \dauaz sz



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



