ozl pu wdysu woug golj IP Jpl>o post-
MAB gJ.s 1Jpzs]

IJedase s C1000
IJodase s ISE
121096 1. | _old6 zolj
L2196 2. | _ol96 1, 86 0l

lJp 9500

S o3l lJpuwows wdsd cedy zols IP we> odssu MAB 9lJedad 1depzepds JeuvdJs
lJlouold v puol> 96 MAB.

IJecbdole IJlgul jusé



lJeobdolo
w9 os Cisco yig oJ9y s pgy96 wldesluose 1Joldss:

+ wdysu peud dple 1Jogss ey Cisco
* oJJysu Cisco Catalyst

lJpdouvlo Idpuuwespd
ouwowd Idpedypele 1Uglo WO o3l ldpuwews 1Js luesble Ido)lez ldedsole 1Jebss Ideldss:

* lJouoese 1 J ldentity Services Engine Virtual 3.3
+ C1000-48FP-4G-L 15.2(7)E9

oe logule IJPEJ_%:IU I.ngyo B 03l lJpuwows pu 1Ulz0s6 1Je92956 Bs wsisé pgpdss ¢luos.

u.)lu t,osg I._Jlao_)o U,ouuu@po ._9‘5 o3l |JPL)Uuu.) uu-J_9.5u ,o,ou.u_ga (IdUJluos) IBlIJlge

lLuwe IJogbslbs

S8 0l IJpwows IJodysu 9ldoe 8y Jeuol> 86 MAB gJs ol Idpgblb.

£ K &

Win10 PC1 (MAB) Win10 PC2 (Capture PC) Winl10 PC3 (Gateway)
192.168.10.10 192.168.10.20 192.168.10.100

Vlianl2 192.168.10.254

emorz‘um;a I Gilfﬂ/

- Vlan 14
1.xx.101
G1/0/1
C1000-48FP-4G-L Core Switch ISEv

ILuwe ldetlbslbs Jdyveds

ped9ple luwluss

eds IEp pu wele puol> 8 MAB. [l luo wes lels wpowss (I9 lUéle wasosd IJJud Suuwgo)
Win10 PC1. JI spduol ltouly louold Iduslus (Win10 PC3) wozle. soze o3l Ilduwdsd és)
lJpw9 e |Js 929> webuo Vs gwslu IP gJs Win10 PCH1.

Swp wpdsu wedw zolj IP 9pwodvdle ARP 1JglLo6 wo wuvdd lWe,)lios eds 1Uglzos
lJos op wdgsuel MAB. gus louold Jposge, Windows o pe9ed Catalyst pg wpdso wedu gol)



IP: ould lzepld io SYoubd zluw Windows 929> welyuo Vs gugly IP. szoe 03l ouwew ©dds
w2888 ARP (wewslo IP JJesuvd 0.0.0.0) Ibole olwdé I 1Jgloé wodo IJIUss: swp
lJogled peo Joghuo Vs gusly IP.

lJodssy
S9uot pold lJodysy odl yudsd we 9o golj IP wes> wdysy MAB.
IJodsso s C1000

03l 09 IJg> IJbus JJodssy b C1000 CLI

aaa hew-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/4
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/2
Switch port access vlan 12

Switch port mode access
authentication host-mode multi-auth
authentication port-control auto
spanning-tree portfast edge

mab

// for packet capture
monitor session 1 source interface Gil/0/2
monitor session 1 destination interface Gil/0/3



lJodssy Vs ISE
IJgo96 1. |uolds zol;

lowdd 1Js bl > 1zoj6 IJubuds: lud, B9 ) luolds Jluolds zol; C1000.

* IJlgwpe: C1000
* gu9ly IP: 1.x.x.101

= il Identity Services Engine Administration / Network Resources

)| Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM i

. shbot
Dashboard Network Devicos . N B

ow Novwork Dovice
Dta
! context Visibility !

Mewwork Devices

Dev
A Operations

I Poiicy

F | Administration

Work Centers

HIP Address =i 1.1 o 3z I
Interactive Features

) Prafil i € v

dol N

fiware Versior -

work De Graw
Location All Lecations w
PSEC 15 IPSEC Déwice b4
Device Type All Deviee Types -
RADIUS Authentication Settings

RADIUS UDP Settings

Protoce RADIUS

I Shared Secret clscoi2d I !

luolss zols
IJglogs 2. |Lolws v §bo yolso

loedd lJs lpdluss H9so [duwsly > odlb IJuolss: oy W9 |olwe ) Jluolwse MAC 1Ugl o
cudbé lJyolss.

Add Endpoint




luol8s L §bs wolss
I¢1o96 3. | ol 96 pzesesd wor

loodd lds voz > peesele wozdlud) W98 + JlUold6 pzeses wog.

. |uup PTPRIEO Ugoa C1000_MAB

* Idyous: Jigeol, MAB

s lJuiy9b: Wired_MAB

1Jen9e899Je I pwese wol | cumdund 10813p: 10009 1018 es1uo:s 1 IuinaJs

= ub- Identity Services Engine Policy / Policy Sets

. 1
. Status  Policy Set Hame Desesiption Conditions Allownd Protacels | Server S Hits  Actions  View
I -
Ay o
o | | [ | | I [ | >
0 Poiicy
»
1. Adr
Work €

luol96 pzeses wo
IJ¢b9o 4. |Lolds wog IJpuol> 96

loedd lJs pzesele [duoz: lu®) W99 C1000_MAB JlolWs yog puol> 0.

« lgwp IJBle>6: MAB_AUTHENTICATION
« 1Jyin,9b: Wired_MAB
o Wlgwesle: udlb 1Juolss 15l Jss

Conditions Use Hits  Actions

I
Options

Options

luols oz IJpol> 96
IJe 96 5. |uolds wog IJwgssd

lowdd IJs peesele [Juoz: lud) B899 C1000_MAB J]olWs woz wigasd.

s luwp IJ8le>s: MAB_AUTHORIZATION
* IJuuv,9b: Network_ ACCESS_AUTHENTICATION_PASS
s IJuuwlseg: PermitAccess



Results

Status  Rube Name Conditions Profiles Security Groups Hits  Actions

luolds yog IJegasd

IJozdd pu lduoes

ISvd vwdssy MAB

ép uuuu&..SJ show ip devicetracking al IJip, Joldss websd psié wedw gols IP.
<#root>

Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Di sabl ed

w8 odysu MAB

IJgbys 1. §od puolb 96 MAB

Be wouvgsd show ip device tracking al 1Jie) Joldss wpdso psié wedew gols IP.
<#root>

Switch #

show i p device tracking all

Global IP Device Tracking for clients

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0



IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

IJgbys 2. og> puol> 86 MAB
©0sisé puol> 86 MAB pu Winl0 PCL oo i sd Ul show ip device tracking al Joldss 2lJs wgdw zols IP e Js GigabitEthernet1/0/2.
<#root>

Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

192.168. 10. 10

b496.9115.84cb 12 GigabitEthernetl/0/2 30

ACTI VE

ARP
Total number interfaces enabled: 1

Enabled interfaces:
Gil/0/2

IJgb9é 3. cldss zduwé £od IUpuol>§6

$p woubésd show authentication sessions interface GigabitEthernet1/0/2 details | Jip, Joldss eduvs puol> 8 MAB.

<#root>
Switch #
show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb



IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: B4-96-91-15-84-CB
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 114s

Common Session ID: 01C200650000001D62945338
Acct Session ID: 0x0000000F
HandTe: OxBE000007

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

mab Authc Success

IJgbo9s 4. elds> wpd RadiusLive

loodd [Js Weads!a > RADIUS > Live Login ISE GUI. 980 woldss Iduwzd Idogil Jeuols 6 MAB.

Live Logs Live Sessions

Miscanfigurad Supplicants Misconfigunsd Notwark Devieos RADIVS Drogs Cllont S1eppad Respanding

) 0 0

Tima Status Defalls  Repea.. Identlty Endpalnd 10 Endpoint Profile  Awthentication Pollcy Authorization Pollcy Authorization Profes 1P Addross

IJg 96 5. cldss ol osd 2jpé wedw gols IP

Y woubésd show interfaces GigabitEthernet1/0/2 Uifu Joid§> euslu MAC IJ¢l o o GigabitEthernet1/0/2.

<#root>
Switch #
show i nterfaces G gabitEthernetl1/0/2

GigabitEthernetl/0/2 1is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 3c41.0e4f.1782 (bia 3c41.0e4f.1782)

Reopast Comnter



L_9§ IJoglb I‘JUP‘S‘ Qié)) -1V) buwld pL}uQéJuDL.NQ ARP L9l ubs GigabitEthernet1/0/2 JJ 30s.

74 91:26:01.357866 3c:41:0e:4f:17:82 IntelCor 15:84:ch ARP 6@ Who has 192.168.10.107 Tell @.0.0.0
75 81:26:01.357988 IntelCor_15:84:ch 3c:41:0e:4f:17:82 ARP 68 192.168.10.10 is at b4:96:91:15:84:ch
113 81:26:308.825787 3c:4l:0e:4F:17:82 IntelCor_15:84:cb ARP 66 Who has 192.168.10.16? Tell 6.0.0.0
114 @1:26:30,825919 IntelCor_15:84:ch 3c:41:0e:4f:17:82 ARP 6@ 192.168.10.10 is at b4:96:91:15:84:¢ch
138 81:26:59.688695 3c:4l:0e:4f:17:82 IntelCor_15:84:cb ARP 68 Who has 192.168.18.187 Tell 8.0.8.8
135 81:26:59.688876 IntelCor_15:84:ch 3cidl:0e:4f:17:82 ARP 66 192.168.10.18 is at b4:96:91:15:84:chb
158 @1:27:28.392691 3c:41:0e:4F:17:82 IntelCor_15:84:ch ARP 6@ Who has 192.168.10.187 Tell ©.0.0.0
159 @1:27:28.39291@ IntelCor_15:84:ch 3c:41:0e:4f:17:82 ARP 68 192.168.10.18 is at b4:96:91:15:84:ch
179 81:27:57.827636 3c:i4l:0e:4f:17:82 IntelCor_15:84:cb ARP 66 Who has 192.168.10.167 Tell ©.0.0.0
180 @1:27:57.827784 IntelCor 15:84:ch 3c:41:0e:4F:17:82 ARP 68 192.168.10.1@ is at b4:96:91:15:84:¢ch

puved vl ARP

B IJodlb 1Jgseé: lds po o gule IPIJELe weuweduvdle ARPIJELe wldpyuud 09 0.0.0.0.

,‘ Wireshark - Packet 74 . pciPassthru0

Frame 74: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4T:17:82 (3c:41:8e:47:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
¥ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPwv4 (8x0808)
Hardware size: 6
Protocol size: 4
Opcode: regquest (1

Sender MAC address: 3c:4l:8e:47:17:82 (3c:4l:8e:47:17:82)
Sender IP address: @.8.8.8

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)
Target IP address: 192.168.108.18

oluosd puwodvdle ARP

IJpoindJé

ould lzwpld io couy pSd wEdw ol IPIJElLos Lldpeesd Catdyst B 229 webuo W guslu IPeds zob Jpwsyo)
Windows g el Syuvd wzldsd ARP weuslu IP JJeyuvd v 8spesd 0.0.0.

IJzdod IJppedurs

sozs Izse s el g0 Uedsd IUppe pds.

oul ipoJé eds IJd ed wp lgovho Vs pgow) Cisco Jdzuosd £Js 058> pu 1ol osd.

1. olesd buwld puwedvdle ARP

oUbgsd ip device tracking probe delay <1-120> 1o, Jolgs) bhuwld puvedvdle ARP o 1dpesd. Jl suwee o3l 1Jle, JJpzsd
vhuwld puwey J <1-120> eluss guspl sdoyvdd howlbl UPIFLAP. 9ldss s§JdJ pu ledloss hbunld IJpuveh wsoel S89e

lJpuos eds 1elow 1) po Idboolb Cldezdd po golsse IP1Jed))6.

o3l peld Jodssu wlés) wedsd ARP Jgisle.

Switch (config)#ip device tracking probe delay 10


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000

Bp woubésd show ip device tracking all 1Jip, Joldss lesls Iols).

<{froot>

Switch #show ip device tracking all

Global 1P Device Tracking for clients = Enabled
Global 1P Device Tracking Probe Count = 3
Global 1P Device Tracking Probe Interval = 30

QA obal | P Device Tracking Probe Delay Interval = 10

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

2. odosu ldpuos) Ideddliss Jpuwodgudle ARP

Bp woubésd ip device tracking probe auto-source fallback <host-ip> <mask> [override] 1Jie, Jogss) euslo IP1Jpuos)
JpuwedgnBle ARP. pg 03l 1Jipy JI sJsu puos) IPIJElLo wpumwadiudle ARPog 0.0.0.0. sJduo gusly IPIJglLo wslzod
IJpzed Iblo)ss (SVI) Bs Uiswds VLAN IJos swles Bsol ldpuosd: 19 sop zuvluo oddliss! 3l dp sJo VI szoss eds
per9Ed guldsu IP.

03l peld Jodsse <host-ip> s 0.0.0.200.

Switch (config)#ip device tracking probe auto-source fallback 0.0.0.200 255.255.255.0 override

[Joueb 1. cp cdysy IPIUElLo o SVI

B ol IJpuwows: ub)l Jigo > wp wgssu euslu IPIJElLo o SVI (guslo IPIJEl Lo wuvodé VLANLZ) JJglzosd
(GigabitEthernet/0/2) IJos wods puolb 86 MAB: sop wgss) eudlu IPIJpuos) 1UElue weuvel ARPIJs 192.168.10.254.

$p woubgsd show ip device tracking al 1Jie, Joldss lesh IJpuos, IJeddlss.

<tfroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled



Probe source | P selection order:

SVI, Fal | back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

B IJedlb 1zsps. cids po Luwld puvedobdle ARP Ll wlos GigabitEthernet1/0/2 JJ 30s.

1la2
1a3
123
124
144
145
163
164
182
183

puwedvdle ARP

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

31:
31:
31:
31:
32:
32:
32:
32:
32:
32:

83.121397
83.1216688
33.886355
33.806582
81.534263
@1.534377
3@.386323
38.386325
59.1e4148
59.184318

3c:4l:Be:41:
IntelCor_15:
3c:41:8e:47:
IntelCor_15:
3c:4l:Be:4f:
IntelCor_15:
3c:41:0e:4F:
IntelCor_15:
3ci4l:@e:4f:
IntelCor_15:

17:
84
17:
84
alre
84
17:
84
alr
a4

cl
ch
cl
cb
cl
cb
cl
cb
cl
cb

IntelCor_15:
3cid4l:@e:af:
IntelCor 15:
3c:4l:0e:41:
IntelCor_15:
3ci4l:@e:4f:
IntelCor_15:
3c:4l:Be:4f:
IntelCor 15:
3c:4l:0e:4F:

o4
1=
84
17:
a4
17=
84
17
84
17:

cb
cl
cb
cl
cb
cl
cb
cl
cb
cl

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

6@ Who

68 192.

608 Who

68 192.

68 Who

68 192.

6@ Who

68 192.

6@ Who

68 192.

168.

has

168.

has

168.

has

168.

has

192.168.18.18?

18.1@ is at b4:

192.168.16.16?

16.18 is at b4:

192.168.18.18?

18.1@ is at b4:

192.168.10.1687

18.18 is at b4:

192.168.18.10?

.18.10 iz at b4:

Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

166.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

254

254

254

254

234

B IJodlb 1zips. olds po lu gusle IPIJElLe weuuadudle ARPIJEI Lo Lldesuud 09 192.168.10.254 509 IP1Jzl Lo o SVI
(VLAN 12).

M Wireshark - Packet 102 . pciPassthrul)

Frame 182: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @

Ethernet II, Src:

Hardware
Protocol
Hardware
Protocol

Opcode: request (1)

type: Ethernet (1)
type: IPv4 (BxB388)

size: B
size: 4

sender IP address: 192.168.18.254

Target MAC address: IntelCor_15:84:ch (b4:96:91:15:84:ch)
Target IP address: 192.168.18.18

IJoueb 2. Jp swp odosu IPIUElLo o SVI

;cl (3c:d4l:Be:df:17:cl)

W5 03l 9.586: wel 16 1UEkss J ARP &z 85§ 192.168.10.10/24 |6 1 SVI 0516 Jp Svdd: 1puos, ool 192.168.10.200.

2338 gugly IPIJglLo o SVI.

Switch (config)#int vlan 12
Switch (config-if)#no ip address

3ci4l:@e:4f:17:cl (3c:4l:8e:47:17:cl), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
% Address Resolution Protocol (request)



<{froot>

Switch #show ip device tracking all
Global 1P Device Tracking for clients = Enabled
Global 1P Device Tracking Probe Count = 3

Global 1P Device Tracking Probe Interval = 30
Global 1P Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source | P selection order:

O woUbgsd show ip device tracking all IJie, Joldss lesh Idpuos, Idoddlss.

SVI, Fal | back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

B IJodlb 1z5e6. olds oo Luwld puvedidle ARP Ll ubé GigabitEthemetl/0/2 JJ 30s.

176
177
196
197
217
218
238
239
257
258
278
279

13

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

=50
39:
39:
39:
39:
39:
4a:
4a:
4
4a:
41:
41:

180.
8a.
290
29.
58.
58.
27.
27.
57.
57.
27.
27.

167788
167975
131512
131616
724683
724858
746620
746784
248571
248782
193284
193419

3c:4l:ee:4f:17:
IntelCor_15:84:
182

3c:41:0e:47:17

IntelCor_15:84:
182

3c:41:8e:41:17

IntelCor_15:84:
182

3cid4l:ge:4f:l?7

IntelCor_15:84:
182

3c:4l:8e:47:17

IntelCor_15:84:
182

3c:4l:ge:af:17

IntelCor_15:84:

puwod sndle ARP

82
ch

cb

ch

cb

cb

ch

IntelCor_15

3ci4l:@e:af:
IntelCor_15:
3c:4l:8e:4T:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:4l:@e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3cid4l:@e:af:

184
17:
:ch
17:
84
17:
84
17:
a4
17:
a4
17:

84

ch
82

82
cb
82
ch
82
cb
82
ch
82

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

68 Who
68 192.
68 Who
68 192.
68 Who
68 192.
68 Who
68 192.
68 Who
68 192.
68 Who
B8 192.

168.

has

168.

has

168.

has

168.

has

168.

has

192.168.18.182

18.18 is at b4:

192.168.10.187

18.18 is at b4:

192.168.16.182

18.18 is at b4:

192.168.18.187

10.18 is at b4:

192.168.18.182

16.18 is at b4:

192.168.18.182

.18.18 is at b4:

Tell 192.168.1@.20@

96:91:15:
Tell 1a2.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

B IJodlb 1Jz5p6. olds po cgss) eusle IP1Jgloo wpuwadvdle ARPIJELe wldpsuwd 1Js 192.168.10.200.

M Wireshark - Packet 176 - pciPassthrud

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

208

288

288

288

288

Frame 176: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4f:17:82 (3c:41:8e:41:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Hardware
Protocol
Hardware
Protocol

type:
type:
size: 6
size: 4
request (1)

Sender MAC address:

% Address Resolution Protocol (request)
Ethernet (1)
IPv4 (@x@308)

Sender IP address: 192.168.18.280

Target MAC address: IntelCor 15:84:ch (b4:96:91:15:84:ch)
Target IP address: 192.168.18.18

3c:41:@e:47:17:82 (3c:41:8e:47:17:82)



cebsd cgdy zoly IPClJ$9s

Bp woubgsd ip device tracking maximum 0 1Jie, Jogbsd cgdo zols IP.

aigEs: Jl s §9p 03l IUlp) wogbsd weduw 2ol IP2dl sJduo sz pu £33 Iwsisle Idpuosds IJos e cedwol lds
,‘)DL_-Q_).

Switch (config)#int gl1/0/2
Switch (config-if)#ip device tracking maximum O



B woubésd show ip device tracking al IJie, Joldss 2lJs wedow zols IP eJs GigabitEthernet1/0/2.

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0

IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2



https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
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