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External RESTful Services (ERS) Online SDK

+ Quick Reference Support Bundle Trigger Configuration
luqnlllrcro-;p » Ovenview
Identity Sequence = Resource definition
Lo = Revision Higtory
My Device Poral i
Natiwe Supplicant Profile ° EEn

= = Get Version

Metwork Device Grosp

Hode Details

PSH Winde Details with Radiss Sei

Partal .
ol Thass Overview
Profiler Prafile

Pull Deployment Info
Prgrid Node

Pegrid Setings

Radius Server Sequence
ResuD Store

SMS. Server Please note that thess sxamples are nol meant to be used a3 is because they have references to DB dats.

SXP Connectians. You should treat it as a basie template and edit it before sending fo server.

SXP Local Bindings

SXP Vpng

Security Groups Back to top
Security Groups ACLs

Security Grougs to Vimual Netws Resource definition

Sedf Registened Portal

Sponsor Greup

Sponsor Group Member Attribute Type Required Default valua Description

Spenter Parual B

Sponsored Guest Porial name String Yes Resgurce name

Supper Bundie Downicad id String No Resgurce UUID, mandatory for update
Support Bundle Status

Suppest Burstle Trigger Confgur lif=thostrptrom—— String No

System Certificate

Support Bundle Trigger AP! allows clients to trigger support bundle provided the log settings are given using which the support needs to be generated.

e Cimaad ate hastName String Yes This parameter is hostName only, xoo of XooLyyy.zz

:ﬁi ::;"":“ Sarvrs supportBundleOptions  SupportBundleQptions  Yes

Tacacs Server Sequence InchudeConfigDB Boolean Yes false Set to include Config DB in Support Bundle

;:::T::‘:‘:'::m" includeDebuglogs  Boolean Yes false Set to include Debug logs in Support Bundle
includelocallogs  Boolean Yes falsa Set to include Local logs in Support Bundle

6. spdod 1o WIbJlg s IJedsse IJebdsw Jlple luvesgls slzos wrpes IJobusdle
lowesle XML Iy JSON gds is gpsd REST Lldluolass |Js pold luvozlus posde.

7. 8936 |Js uwles Idoyss LOSE odysu Idpuol> 96 IJiyuluu§6 JISE. ceu gdlpsd [Jowysy
lJogasd: 22> [dpuolb 96 IJluwlgwss Joge 1dpuol> 86 9o puwsgle puwedse ISE ERS
lJos op lugvlgel puwedl eds ISE.
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- : / Send v
Params Authorization "F—'ady Pre-request Script Tests Seltings Cookies

Type Basic Auth Username

ERS-USER
The authorization header will be Password /

automatically generated when you

send the request. Learn more about

authorization A

8. Vs PostMan luwdd [Js edled IJowsse g9 98 wodssu Ihg9uw IJebdywé
Jlgwesgle API Cluuegsle XML g JSON Jpl 09 p9 oz b SDK. s o3l lJpcld. sop luvegsle
JSON. szv o sw29 s Iluw Jel sds:

E https:f/10.201.230.99:8060/ersfconfig/networkdevice/name/Test Copy EI Save b
Fost N m
Params Authorization = Headers (12) Body » Pre-request Script Tests Settings Cookies

Headers <© 9 hidden
Key Value Dascription ==  Bulk Edit Presets
Content-Type applicationfjson

Accept applicationfjson

(< I <

ERS-Media-Type supportbundle.supportbundle .0

9. loodd 1Js Jluw e 9235 gle. sose Jol 39 Juod bldw XML Ig JSON IJ ey
Joubgsd ipd Idoge.

oW https://10.201,230.99:9060/ers/config/networkdevice/name/Test Copy Save v
Params Authorization = Headers (11) Body Br-requ pt Le=Ts Settings Cookies
nane form-data x-www-form-urlencoded @ raw binary GraphQL XML - Beautify

10. 1o BlJw XML I JSON Bs Suwp IJuue Idsissuws 1Uss sésy Iddse euve 1Jzlzé:

xml:

<?ml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundl e.ers.ise.cisco.com"

xmlns:xs="http://www.w3.0rg/2001/X ML Schema" xmlns:nsl="ers.ise.cisco.com” xmlns.ers="ers.ise.cisco.com" description="Support Bundle


http://www.w3.org/2001/XMLSchema

Generation" name="supportBundle'> <hostName>Node hosthame the SB is being collected from </hostName>

<supportBundlel ncludeOptions> <fromDate>mm/dd/yyyy</fromDate> <includeConfigDB>tr uelfal se</includeConfigDB>
<includeCoreFiles>tr uglfal se</includeCorefFiles> <includeDebugl ogs>tr uelfal se</includeDebuglL ogs>

<includelL ocalLogs>tr ueffalse</includel ocalL ogs> <includeSystemL ogs>tr uelfal se</includeSystemL ogs> <mntL ogs>tr uelfal se</mntL ogs>
<policyXml>tr uejfalse</policy Xml> <toDate>mm/dd/yyyy</toDate> </supportBundl el ncludeOptions> </ns0:supportbundle>

2ou

{ "SupportBundl€": { "name": "supportBundle", "description”: " Support Bundle Generation”, "hostName": "node hostname the SB is being
collected from", "supportBundlel ncludeOptions': { "includeConfigDB": truelfalse, "includeDebugL ogs': truelfalse, "includel ocalLogs':
truelfalse, "includeCoreFiles': truelfalse, "mntLogs': truejfalse, "includeSystemLogs": truejfalse, "policyXml": truelfalse, "fromDate":
"mm/dd/yyyy", "toDate": "mm/dd/yyyy" } } }

11. 25> POST Jb,s86. 1o https://{I SE-ip}/er s/config/supportbundle 9lo 5 89,8 luwwld. I3 p wdsso JJ yvse wuvdd Lozse:
Sev 1o ers Huwlds op logbldol” slducses SbLEs.

e https:/(10.201.230.99:9060/ers/config/networkdevice/name, Test Copy @) save - E

POST ~ https:/10,201.230,9%/ers/config/ supportbundle <+ _—— E
Params Autharization Headers (13) Body » Pra-request Script Tests Settings /' Cookies o

none form-data w-wwwi-form-urlencoded @ raw binary GraphQL  JSOW Beautify
E0]

3 )
| Support Bundle Generation h=
dleIncludeOptions”:

ludeConfigDB": - true,

8 true

9 trua,

16 true,

11

12 inc

13 policyXml”:

14 fromPate": “99/25/20:

15 toDate™: " 1

16 3

17 i

18}

Body Coockies (2) Hea 1) ResL & 201 Created Time: 2065 Size: 119 KE  [5) Save as Example
Pratty Raw Preview Visualize JSON ~ G Q
1|

10z GG a0 ¢TI agased 1Joga

Spdud oid§> ol Bl Jluw pze9es IUsgp 9> wp wubgsdol |3 1Jpldol pu gJIJ wubgsd wduwdsé pu pdldele GET.


https://%7BISE-ip%7D/ers/config/support

2T szu 1o Cuwedid preses Isge po 5 1s 20 53586 2os cdoed 998! Jedsb IJeedsele IJos soe
wepseol pu ldyvedlo.

¢ &Js SDK Lopu atesed lUsgp g LegalPack-All. o) Idzuo9d eds 1dpe ) Joopdo po ouugsd pdldps GET
IJoldss. Jel cpo pdleboo po Godi Bspl s 1Ui990w [Jplbdsws Jligle 1dpdldps wldluolds |Us IUlweelud
IJpo9dgs.



External RESTful Services (ERS) Online SDK

* Quick Reference Support Bundle Status

- APl Documentation |
- dentity G .
| ..Id«':iw w’f“:“ Request:

= Internal User R R A L R AR A A
' | My Device Portal |

L _] Mative Supplicant Profile i Method: GET
| Marweak Davicn i https://10.201.230.99/ /supportbundiesta
[ L] Merwerk Bevies Group URE ttps://10.201.230.99 /ers/config s
| Mode Details i HTTP 'Content-Type' Header: application/xmi | application./json
" | PSN Node Details with Radius Sei i - -
I _.I'OMI i HTTP "Accept' Header: application/xmi | application./json
|- id portal T"M""f‘h | HTTP 'ERS-Media-Type' Header (Mot Mandatory): supportbundle.supportbundlestatus. 1.0
- | Profiler i
| pull Deployment Info i HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI): fetch
L | Pegrid Node :
L | Pxgrid Settings 4 .
| Radius Server Sequence Request Content:
" ResuD Stere LU
** L 5M5 Server ]
| SXP Connections
" | 5%F Local Bindings . rchftesul
I i3 o vous Response: (Sea sult)
- | Sexurity Groups. : B O U S OOV LU SN DU P RO SVOUPROS!
" | Security Groups ACLs :
" | Security Groups to Virtual Netwo | HTTP Status: 200 (OK)
- | Self Registered Portal |
© | Spensor Group H .
© | Spensor Group Member %ﬂtﬂm-
| s Speansor Paral | <?uml versiom="1.0" encoding="UTP-§"7>
: _ Spensored Guest Pargal i <ms0:soarchiesult ¥ming:na0="vZ.ers.ise.cisco.com™ mlns:nsl="ers.ise.cisco.com”™ xmlps:ers-vi="ers-vi® totals"1">
| Support Bundle Download ! <nadimextPage rel="next” heef="link-to-noxt-page” type="application/zml™/=
" Support Bundle Status i ::::::‘::::::ﬂ' rel="provious” href="link-to-previcus-pnge” type="application/xal™/>
[ s""mx:l:h“"" CouMhr i <nsliresource description="descriptionl” id="idl" nome="nomel™>
L System cate H <ligk rel="self" href="Eltjurl te rescurce namel>" type=-"application/xml®/>

T H </nBliresource>

i e e

2. luodd IJs edled IJowsy 1403 98 wodsso 1990w IUplbdswd Jlguwsgle AP Jol 09 p9 oz B SDK. B o3l IJpeld.
Sop lowegsle ION. szw 1o sws9 cdsso Idluw Jel sds:

[y hitps://10.201,230.99:9060/ers/config/networkdevice/name/Test Copy ) save v &
Params Authorization ® Headers (12) Body # Pre-request Script Tests Settings Cookies

Headers < 9 hidden

Key Value Description = Bulk Edit Presets -
Content-Type applicationfjsen
Accapt applicationfjsen
ERS-Media-Type supportbundlie.supportbundlestatus1.0

3.2 GET Ub,s86: IJuo s httpsi//{1 SE-ip}er siconfig/supportDellStatus 1o 95 <999 luwld. I3l wp wdsse JJ Jvse wuvdd
oS Stw o el Huwlds 2000K sldueszs wldpedsple 1pced8s L) peeoes s8p wp wubésdol. Jl cose Jul odo
[Jpdldpd pg 396 ol 31 lue pgesed IUsgpe @5 IJopde wuele ip Jl. e 030 IJpdldpd Bp wzpee lJpg)d zos wopdy pu
lovegsleo Vs pdldesd GET IJuldss.


https://%7BISE-ip%7D/ers/config/supportbundlestatus

Params

Headers

(<IN < B <

Body Cookies (2)

Pretty

- S T S QS P S

Rl
LI TN O X

Yorkspace | https:f10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy

v hitps:/110.201.230.99/ersfconfigfsupportbundi us -

Authorization

<» 10 hidden
Key
Content-Type
Accept

ERS-Media-Type

Key

Raw

Headers (18)

Preview

Headers (13} Bodye  Pre-request Script  Tests  Seftings
Value
application/json
applicationfjson

suppertbundle supportbundlestatus.1.0

Test Results

Visualize

JSON =

“SearchResult": {

“total®:

1,

“resources": [

i

“name” :
“deseription”: “"Support Bundle Status api,
“link®: {

ise3-1test”,

“rel": "self",
"href": "https://18.201.230.99 /ers/config/supportbundlestatus/ise3-1test”,
“type": "application/json

Save v & =
“
Cookies
Description === Bulk Edit Presets ~

@ Status: 200 OK Time: 4215 Size: 1.4BKB [ Save as Example  see

D Q

4. Lpzd ogpsE Idps s luedd IJs SDK. wee Support Bundle Statustab gselectGet-by-1d. Jel wpo pdleboo Gwlwdl w9z oul

1890w Idpbodsws Jlple IUpdldps Buodl g0 Idluvezlos 1pesdes.

External RESTful Services (ERS) Online SDK

» Quick

~ APl Documentation

. ldentity Group

Reference

i SXP Vpns

.| Seurity Groups.

| Sagurity Groups ACLs
. Security Groups to Virtual Netwo
- | Saif Registered Portal

.| Sponsor Group

.| Sponsar Group Member
| Sponsor Portal

. Sponsored Guast Portal
. Support Bundle Download
© . Support Bundle Status

- Support Bundle Trigger Configur
.| System Certificate

| Tuears Crnsmand Care

Support Bundle Status

| Mdentity Sequence Request:
B L i o [ R R R e ——— R ——————~
.| My Device Portal
- | Native Supplicant Profile Method: GET
Netwark Device " - :
) Rerwark Davice Group LR hitps:/#10.201.230.99/ers/ config/supp lil}
< Node Details HTTF "Content-Type' Header: application/xmi | application/json
. PSN Node Details with Radius 5o
_ Poral HTTP 'Accept' Header: application/xmi | application/json
Portal Theme ' rtbundk
:' fler Profile HTTP "ERS-Media-Type' Header (Not Mandatory): upg> us. 1.0
.| Pull Degloyment info HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUIR:  fetch
| Prgrid Node
.| Pxgrid Settings
| Radius Server Sequence Request Content:
. RestiD Store WA
L SMS Server
i e || I
- | S¥P Local Bindings E nse: (SBStatus)

<filesizes515703</ f1leaizes
<hostHame>Testhode</bosthane>
e Supp Bundls on o atad=/| 4
<startTime>Fri May 31 06:37:31 UTC 2019</startTime=
<status>complete</statos>
</ a0z abatatuss

i Content:
{ o
i <taxml wersion="1.0" encoding"UTF=8"7>
i <nsg it ol
FrFppe— bundle-pk- dmin-05-31-2019-06-17 . tar . qpge/£ileName>

dle.ers. ise.cisco.com” xmlnsixe="http:/www.wd.org/2001 MLschema” xmlnsinsl="ers.ise.cisco.com”™ xmlnsiers="ers.ise.cisco.com™ i

5. luedd 1ds £d1p6 IJowsse 180330 980 wodso I8 w [Jplodsws Jluwesgle APl ol 09 p9oe B SDK. B o3l Idpsld

Swp luwogsle JISON. szo i Sw9 oISy IJJiuu Jol sds:



Params

Headers

asg

https://10.201.230.99:0060/ersfconfiginetworkdevice/name/Test Copy

Authorization e

«» 9 hidden
Key
Content-Type
Accept

ERS-Media-Type

Headers (12)

Body Pre=raquest Script Tasts Settings
Value

application/json

application/json

suppertbundle.suppertbundiestatus.1.0

B save -~ &

Cookies

Description ==+ Bulk Edit Presets «

6. 22> GET Jb,s86. IJo$ https.//{1 SE-ip}/er s/config/suppor t/suppor tDIStatus/{id} 9ldpg ;8 1Uss wp wzeseo pu lJebgs 3.

3i'@§JI lo@y 898 luld. I3l p odysy JJ Uvse wuvdd LozSe: Sew 6 @) Juwlds 200 OK" glduwszs wldpedsele IUpced 86
Ield 1) pze9gs sep wp wuvésdol s Ul 350 luwe Wdadd po 030 1edldps wlo)l Jivd weles |Js pdldes PUT.

|_.Tj https:/f10.201.230.99:9080/ers/config/networkdevice /name/ Test Copy
GET ~ htips:/i10.201.230.99/ers/config/supporibundiestatus/fise 3-1test ‘—
Params Authorization = Headers {13} Body » Pra-request Script Tests Settings
Headers < 10 hidden
Key Value
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle.supportbundlestatus.1.0
Body Cookies (2) aders (19)  Test Results
Pratty Raw Praview Visualize JS50N 5
1 i
2 “sBStatus”: §
3 “id": "ise3-1test",
4 “name”: “"ise3-ltest",
5 "description”: "Support Bungle Status api"
L] |'fileName": "ise-support-bundle-pk-ise3-1test-external-89-26-2023-01-26.tar.gpg", |
7 Iiledize™: 430200964,
3 “hostName”: “ise3-ltest”,
9 "message”: “Support Bundle Removed successfully®,
i} "startTime®: "Tue Sep 26 01:26:44 UTC 2023",
11 “status”: “complete”,
12 JINK" . %
13 "rel": "self",
14 “href”: "https://108.201.230.99/ers/config/supportbundlestatus/ised-1test"”,
15 “type”: "application/json”
16 3
17 i
18 ¥
S0ied pEasg Idige

@) Save ~
Cookies
Bulk Edit Presets

Description

@R Status: 200 OK  Time: 713ms  Size: 172KB [ Save as Example  ses

)

o Q

wped SIS 9295 p2e9ed IUrgp B 2lJs IUIdepld. spdod Ipolugs Joussdo.

* eJsIJSDK wpo s T wujsd Downloadtah < ¢ oied Ties 1dge. Jol cpo pdlzboo oo Gud: Ssel sds
1,890 Idplbodsws Jlele 1edldps. 96ldwl XML 9 JSON. Lldluolds [Js Iluvezlos 1dpesées.


https://%7BISE-ip%7D/ers/config/supportbundlestatus

External RESTful Services (ERS) Online SDK

+ Quick Reference Support Bundle Download
i Method:

Bdentiny Sequente EL https://10.201.230.99, 3 Supp d
_ | internal User H - ) )

My Device Portal { HTTP ‘Content-Type® Hesder: application/xml | application/json

Mative Supglicant Profile 7 7 : ;

e HTTP "Arcept’ Headar: application/xmil | spplication/jsen

Herwork Device Group HTTP "ERS-Media-Type' Header (Not Mandatory): suppartbundie. support bundledawnload. 1.0
| Mode Betaily

PEH Hods Dutalls whih Radlus Ser HTTP 'X-CSRF-TOKEN' Header (Required Only If Enabled from GUI): The Token value from the GET X-CSRF-TOKEN fetch request
_ | portal

Portal Theme "

pi E::]uest Content:
By PR Dph AR L) vorsian="1.0" smesdi

Fxgrid Nede appesviandly salis e —Thttprd ol e gAML OB i malag:nal="ucs. dis - siecs.con” mlusiece="ecs.
| Pxgrid Settings N — for downlosde/f5loNane>

Radius Server Sequence </meb:auppor thusdlox

RestlD Sinre i

AMS Sarver ¢

SAF Connections " pportBusdlebownload” 2 {
. 3%P Lol Banding sName” : "Support busdlo file nase to be picked for dewnload”

SHP Wpns b
| Security Groaps il

Seturity Greups ACLs H

Security Groups to Virtual Netwa
| Self Registered Portal

Spomsor Group
_ | Spansar Group Member

Spossar Portal

Response: (MAA)

| HTTP Status: 200 {0K)

Support Bundle Status Content:
| Suppart Bandle Trigger Configur

System Certificate

Tacacs Command Sets

© [Response is returnsd as an Octot Stroam representing & TAR.GPG £4

2. 1ue8d Ids edlpd lJowsse 1usswm 980 wodsso Idy99uw 1deldsws Jluvasgle APL Yol 09 p9op B SDK. B 03l [Jpeld
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