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https://YOUR_ACCOUNT.jamfcloud.com/index.html

A jamf

USERMNAME

admin

PASSWORD

w26 wuwesd 1J>ged |Js JAMF Pro

IJe1096 2. oo 1UBlis 06 155 wss: 233 158906 1Je,90m.

=i jam{

@:J}” A0 Jamf Pro Dashboard

The Jami Pro Dashiboard provides a viswual cvendew of the things you care abott mest In your emvironmant. Add important items to your (ashboaed te quickly
and easily manitor their statuses.
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Settings

All System Global Jamf Apps Self Service Server Metwaork Com
SYStem 11 settings

1 User accounts and groups

Set Jamf Pro user privileges, Directory Service accounts, and password
policies

lesbsle olble JAMF Pro
1Jgb9s 4. 235 wog JJped 1Jes9) JJgsh.

+ User accounts and groups

ewvlole 9pzesele pumwoeros JAMF Pro

1Jg1096 5. Bes 03l lUGwpe: wlds oo 1o Jssd 1Jgsh IJuwele wldeuols$s IJiuwluss LlJlolbs
IJs puolb$6 105 1dpess JJeouis.
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https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes

odlpd Uvods JAMF PRO

Senings HeTWork
«— Metwork integration

NAME

lesble edled Giwds JAMF PRO

Settings

networlk integration Clear

All System Global Jamf Apps Self Service Server Metwaork

Network 1result found for "network integration”

@, Metwork integration

Integrate with a network access management service

1Jeb9o 7. luwo ey OS weass + 238> Jluols posd gxs> J ISE 3.3.

U096 8. B85 18lis p6 1Upouwsds Lo 306 1316 1Us09d 1 1 iuds. lesd 1gsly pedpl

wluwp Cisco ISE.

w83 3J9 Bp wusds) luwe s IUSlses luve IJgruo Jpl 03 p9uoe S o3l ldpeld.
wldougwed Jdlesble 1dlgdss gldlouold o ISEd spdu opd IJodysy pg 0o lJodssule e

lJosluwss.
Ip wldpologs Jewb IJodssy.



Hatwork Azeass Mansgement Servien 1,

Cieo ISE =

Betplay Hame

w3l

Advanzed Eomputer Saarch For Campllance WarHication

Home v

Camputer Gompiance Yerication Failure Message

Ressate Lotk And Wipe Passeads Assignment Muthad Fer Computers

Creste Random Pasicode =

s dpz Iduveds Cldesus pe ISE

1Jglo96 9. s 99, lJolpd wluuile gugly URL Jodled 1w ds woil lJouuwsd:
https://YOUR_ACCOUNT .jamfcloud.com/networkintegrationEndpoint/ID. Iz 9 g9l URL o3l
Jive sgw edsd luwegsleo Jlzdl JJleold o ISE.

wewes,) ISE Jloyold MDM

IUz 1096 1. 235 1UBlis 6 > 1U1L6 > w9l 1w ds >MDM 1Jzhzs: &p lod) B9 ol

= il Identity Services Engine Administration / Network Resources
[ ] Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Acoess Settings
"

MDM / UEM Integrations

MDM | UEM Integration Name Status Service Provider  Hostnama [ IP Addre... Description Timeout [msec)

o dats found.

$lispé wJled ISE MDM

IUg1096 2. $p wouwpss IJotuse uopo pdbe luue wdled MDM / UEM.

I IJuwp hostname / g u9ly IP: 23> YOUR_ACCOUNT jamfcloud.com po o9l URL ¢
IJ3s wp lugblgo Vs IJgbsle IJuwle$s.
O IJpuds: 23> 443 Jlouold HTTPS Cposd JAMF Pro gl o . »



BOs luwpe posd IJSume: Gp wldpologs Jbeld 1dSse pe 98510 Idpdbe pu guslu URL -
IJ3s wp lugblgo (W o3 IUglJs: /networkintegrationEndpoint/ID).

bed luwe puwctse pg 9029 Jlpd IJs pesd JAMF PRO wzlow Jdes 1dess) IUpdlods.

e woess) ldé ghbe MDM IJs ppdy. *

= My |dentity Services Engine Administration / Network Resources

] Network Devices Netweork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

MDM [ UEM Intagrations » New

New Server

Ciszo ISE supports mobile device management and Microsoft configuration managemant servars,
l Click here to view the list of MOM servers supported by Cisco ISE.

2 MOM { UEM Intagration Name™”
JAMF_FRO

Deseription

Sarver Type
Mobile Davice Manager e

Authantication Type

Basic ~

Mostname [ IF Address®
YOUR_ACCOUNT. jamfcloud.com

443

{max length: 5)

Instance Namp

fmetworkintegrationEndpoint/ID [0
{

Usemame*

admin @

Password®

Palling Interval*

240 )

MOM/UEM Device Compliance Timeout®
30000 @

1 to 30000 (milliseconds)

When re-authenticating an endpoint into the network Cisco ISE [EfeIS to cached MDM attributes
of the endpoint. If the age of the cached MDM attributes s greater than the interval configured,
Ciseo ISE sends a fresh query 1o the MDM server for the endpoint's altributes, If there is 2
change in compliance status, Gisco ISE issues a Change of Authorization,

Compliance Cache Expiration Time®
1 [0

1 to 10080 (minutes)

Status
Enabled w

pold wdysy ISE MDM JAMF Pro

U898 3. $p lJopas) Is Iuwdd 9pclogs s leoob Idlouald. Il vz Idleuald: see 02
0350 1Juo9ys. I3l Jp wodd oduw IlElz Bs)zs Izoe 1Js Buvp luveduild 1Uisble sl odlzol
VO o3l Idpwows.



®

Information

Connection 1o senver is successiul with cunment settings.

louold ulege weuwle MDM JAMF

IJg1096 4. 235 p9l 88 Bes IUesh ywludl. B luwdd IJuoWes: lupe g0 perd IUzolj 2
Syowb ISE Czduwé gpd 0 9bs lJuolss.

bodl Jumsobss gl wd: sedud wass guslo MAC Jdgel; Iy guslisue IJestswe.
wp)d wEuosue o3l IdBuwe: lewb IJodssy. *

@ This MDM or UEM server supports Cisco ISE APl Version 3.

Device |ldentifier

Configure Cisco ISE to identify endpoints through variables other than MAC addresses. This
allows accurate identification of endpoints even the MAC address presented Cisco ISE is not
necaessarily the MAC address of the physical network interface card (for example, when MAC
address randomisation is enabled). Check the check baxes next to the device identifiers to be
used. Drag and drop the device identifiers to define the sequence of verification. If the first
device identifier on the list is not available for an endpoint, then Cisco ISE checks for the second
identifier on the list, and so on.

Device Identifier (i) Enablad
% 1. Legacy MAC Address =
2. Cert - SAN URI, GUID O
i 3. Cert - CN, GUID O

odysu luolds Jglhbe MDM

oedd pu lJlouold IUlsds JJodled pg posd JAMF PRO.



lJoglb 1Jeg;e: R clds vele IJlouolde spdod g)02 26 p)9) wslule HTTPS [Jus swpe
buwldol py gl ISE PAN |Js posd JAMF PRO:

Protocol |Length |Info

TCP

74
74

47386 - 3128
3128 - 47386
47386 - 3128

[SYN] Seq=0 Win=2928@ Len=0 M55=1460 SACK_PERM TSval=21126413@ TSecr=0 WS=128
[SYN, ACK] Seq=B Ack=1 Win=6516@ Len=@ M55=1460 SACK_PERM TSval=503184@63 TSecr=21126413@0 W5=128
[ACK] Seg=1 Ack=1 Win=29312 Len=8 TSval=211264131 TSecr=5031084063

TCP
HTTP
TCP
TLSV1..
TCP
TLSv1..
TCP
TCP
TCP
TLSv1..
TCP
TLSv1..
TLSv1..
TCP
TLSV1..
TLSV1..
TCP
TCP
TLSv1..
TLSv1..
TCP
TLSv1..
TCP

3128 - 47386
HTTP/1.1 280
47386 - 3128
Client Helleo
3128 -+ 47386
Server Hello
3128 - 47386
47386 - 3128
3128 - 47386
Certificate
47386 - 3128

[ACK]

1254
66
1254
2641
66
413
141
66
72
111
66
66
117
368
66
1617
66

[PSH,
[ACK]
[PSH,
[ACK]
Client Key Exchange

Change Cipher Spec

Application Data

Encrypted Handshake Message
3128 -+ 47386 [ACK] Seq=5438 Ack=520 Win=64896 Len=0 TSval=583104462 TSecr=211264529
3128 -+ 47386 [ACK] Seq=5438 Ack=565 Win=64896 Len=@ TSval=583184463 TSecr=211264529
Change Cipher Spec, Encrypted Handshake Message

443 HTTP/1.1

peld 1Jedlb 12506 JUleuold wpisd JAMF

[ACK] Seg=1 Ack=118 Win=65152 Len=8 TSval=503124064 TSecr=211264131
Connection established
[ACK] Seq=118 Ack=48 Win=29312 Len=0 TSval=211264384 TSecr=583184317

Seq=40 Ack=439 Win=64896 Len=0 TSval=503104318 TSecr=211264385

Seq=439 Ack=5891 Win=48192 Len=@ TS5val=211264525 TSecr=503184457
Server Key Exchange, Server Hello Done

3128 - 47386 [ACK] Seq=5438 Ack=514 Win=64896 Len=0 TSval=583184459 TSecr=211264526

3128 -+ 47386 [ACK] Seq=5489 Ack=B59 Win=6464@ Len=@ TSval=5031046@1 TSecr=211264668
Application Data, Application Data
47386 - 3128 [ACK] Seq=859 Ack=7840 Win=46208 Len=8 TSval=211264922 TSecr=503104855

ACK] Seg=14@ Ack=439 Win=64896 Len=1188 TSval=583104457 TSecr=211264385 [TCP segment of a reassembled PDU]
Seq=439 Ack=1328 Win=32128 Len=@ TSval=211264524 TSecr=503104457
ACK] Seq=1328 Ack=439 Win=64896 Len=1188 TSval=583104457 TSecr=211264385 [TCP segment of a reassembled PDU]

wedlo 8Js ISE: 9seldz pdow grple 1U)8lwo IUsIgJso Idoslole sszddol 90981 J3Jd Jel o9

DEBUG
TRACE
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

DEBUG

INFO

[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]
[admin-http-poo116][[]]

[admin-http-poo116][[]] cisco.cpm.mdm.util.MdmRESTClient -

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm.

cpm

cpm.

cpm

cpm.

cpm

cpm.

cpm

cpm.
cpm.
cpm.
cpm.
cpm.

mdm.
.mdm.
mdm.
.mdm.
mdm.
.mdm.
mdm.
.mdm.
mdm.
mdm.
mdm.
mdm.
mdm.

api.MdmServerInfoApi -::

.MDMVerifyServer
.MDMVerifyServer
.MDMVerifyServer
.MDMVerifyServer
.MDMVerifyServer

apiimpl
apiimpl
apiimpl
apiimpl
apiimpl

util.MdmRESTClient -::::

util.MdmRESTClient
util.MdmRESTClient
util.MdmRESTClient
util.MdmRESTClient
util.MdmRESTClient
util.MdmRESTClient

:::- inside the method :

p90z s ISE-psc.log:

callMdmSer
:::::- Inside MDMVerifyServer.veri
:::::- apiVersionSb : 3, mdmApiVer
MDM Rest API Server Query S
MDM Rest API Server Query P
:::::- 1. Connecting to the MDM se
- sendGETRequestDom: start HTTP r
- sendGETRequestDomNonComp: start
- ===mdmFlowInfo===null,=====serve
- QueryType 1is heartbeatQuery
using httpClient for http query
GET: MDM Server URL: https://YOU
Proxy Config in request = [,PRO

- MDM Server Response Code: 200

TRACE [admin-http-pool116][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::-

Response data received from the MDM

DEBUG [admin-http-pool116][[]] cisco.
DEBUG [admin-http-pool116][[]] cisco.
TRACE [admin-http-pool116][[]] cisco.
DEBUG [admin-http-pool116][[]] cisco.

server :
.mdm.
.mdm.
.mdm.
.mdm.

cpm
cpm
cpm
cpm

<?xml version="1.0" encoding="UTF-8"?><ise_api><name>mdmin

util.MdmRESTClient -::::
util.MdmRESTClient -::::
apiimpl.MDMVerifyServer -
api.MdmServerInfoApi -::

:::- returning from the method :

- sendGETRequestDom: end HTTP req
- sendGETRequestDomNonComp: end H
1:11::- isMdmSettingsIdNotNull flag
ca
apiPath: /ID/ciscoise/v3

redirectUrl: https://YOUR_ACCOUNT.jamfcloud.com/enroll

queryMaxSize: 1000
apiVersion: 3

vendor: JAMF Software
productName: JSS



productVersion: 10.48.1-t1689600654
COMMA:

errorMsg: null

errorOccurred: false

}

soed,y 1degosd 1Js ébe MDM IUss sop luueduld Il ble
sluodlzol

SswIdyy iuuluu o3l IJodled pu luwoedlple s@9p ISE woudssol s9 sl Jposd JAMF-PRO.
9lJudbs 1dpszess lJos sop Bsol luvaduld IJigble gl odlzol (B 03l IUposd) 0 £096
IJ31,6 1JIuulwsd (PAN). ©9z3 £.858 PAN 2o wp wd9su luwdaw IJlouold JJsuesd 1Js ¢l e

MDM. 95w p uwg 030 IJb,ys86 ool uwgl pupledl Vs zese 1Jed> JJoudss.

Spdu wbosd IJgbsle Idoldss Jlgwedgoles iéblc Iledsé 1Usuoad sluedlzol.

Uz 95 1. Bp wopdss MDM 1Uzhzs JJedss eJs puvess TRACE gds £856 PAN.

= v identity Services Engine ‘Oparations f Troubleshoot
) Bockmaiks Disgnostic Tosls  Download Legs  Debug Wizard
L Pratis
Cant Ay et Lo Gonlegurs i o
Debug Level Configuration
A, Operations
1) Policy
& Administration
Component Name calovel  Description Log file Ham og Fiter
Work Centers
[ ewice Manag m. @  Disabled

pJ90 MDM 1J¢Lzs B puwoss IJooue Jlowed il IJigble ol odlzol

lJglogs 2. lesh IJoblb oo £956 PAN 9e0b IJodssy 1Jglue wJ.



= il Identity Services Engine Operations / Troubleshoot

J|  Bockmarks Diagnostic Tools Download Logs Debug Wizard
%  pashboard Add TCP Dum@ packet Tar MOniSTiag 0f B NSTAGM INLIAECH 55 7oL INGCE HroBIOMS On the NETWE B3 Ty SHRGM,
Beneral Tools -
1 Contaxt Visibility Host Heme*
= RADIUS Authessication Troubi. niisea3s -
3 operations Exacuts Natwork Davica Com...
Evaluste Contigroration Validat...
1 Policy Natwask baterface*
Pasluie Troublaskactng
! = GigabitEthernst O [Up, Running] v @O
2. Administration Agentiess Pastera Troublesho...
EndPuini Debug
Al Work Centers o e
Seasion Trace Teats 0]
Y Interactive Help A
TrustSes Tesls b E.g7 Ip host 10.77.122.123 and nat

10377022119

File: Hame
faccapMOM

[ Y———
Nong ~ @

File: Siza

0 B @

Mb

Limit 1o

Fil{s)

Time Limi

Minute(s)

() Promicusus Moda

peld 1Jedlb 12506 Jzpe pedsele louol) MDM

21096 3. 1008d gw Slises MDM IJghess. de wousgsd IIdedll o 1Ugbss 2 9255 15

lJglosé 4. i_9L§L_§ IJIJoglb pu lJgbys 2. Hlze Iduwedle 1Jpdlodsé ise-psc.log Jogdsd IJuwdd.

lJuvsubsy 1. gdoow podé loold

IS Iduwsoubsy gudpl codds o3l U'a]ai s ISE i&ole ool Idleuold o JAMF:

Error

Connection 1o server failed with:

MDM Server AP errar
A connection timeout cecurred. Check If the MDM server is reachable.

Please try with different settings.

p0Js loold gbl MDM



oJgvod IJywedle IJpoed§o o MDM 1Jghzs gu 030 Idpgdspelw:

TRACE [admin-http-pool126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- API version retrieved from
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
DEBUG [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query
INFO [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- Inside dequeue
INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- root exists

INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- alarm.1692086243915 deleted
INFO [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- MDM server - Status : Active,
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting t
Connection Failed to the MDM server host - YOUR_ACCOUNT.jamfcloud.com, and port - 443 : Connection time
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Exception occurred while co
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.api.MdmClient -:::::- A connection timeout occurred. Check
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- returning from the method : ca

apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA: ,

errorMsg: null
errorOccurred: true

}

o0 1o dlb 1Uze6. lze Idpedsple 1Jolss:

29J6 0,9) DNS - s 990 ISE couwdss luwogdle vz ldpesd IJpyowb o JAMF B3I §po Glbgld
luwe IJpuosd WO gie IJlesh pu ldodled. I3l e sboy d>sd 2d luwpe IJpuosd: Wzlsd
luvwgsle gusly IP. 5098 03l 1Ugsh Jdodssy wadl pu luwe IUpuosS.

Source | Destination | Protocal | Length |Info
10.88.248.21 10.88.248.59 DNS 85 Standard query Bx5a75 A
10.88.248.21 106.88.248.59 DNS B5 Standard query @x9f69 A
10.88.248.59 10.88.248.21 DNS 286 Standard query response
10.88.248.59 10.88.248.21 DNS 158 Standard query response

spdsle lebe IUhuwld Vs puds loyold MDM - 31 §eo oldlgwesdlp eo gudlo IP polinyo



(P9, ol s luwegle DNS s Jesls MDM). §5 spdod 1386 25p SYN Idpcdd,56. 9031 sy
IJs €30 929> puwb poluiv IJs posd JAMF I zolj s sogbus pe Idlouoldle eds 1Jpudds
443.

Protocol Length

pold luwole poJs lUloold o MDM

lJovsuobss 2. Wuvd IUlouold: 404

Suvsy o3l Idgre IJs i Jrsd loold veuwle JAMF 1U3s Ypo wodysuo l&ole lesl gl MDM.
9pe 3Jdiddposd Iss luubo [dso JJlouald €y p929> 19 sewss eds ehbl Jlue £y 929>

Error

Connection to server failed with:

MDM Server API error
Connection Failed: 404:Not Found: the MDM server is not reachable

Please try with different settings.

pold ¢lol MDM 404

Sop 02 uvedle 1debluds Josl 1pse:

DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- inside the method : callMdmSer
TRACE [admin-http-pool132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri



DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

DEBUG
INFO

INFO

INFO

ERROR
DEBUG
DEBUG
ERROR
ERROR
DEBUG

DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmServersCache -

[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo137][[]]
[admin-http-poo137][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]
[admin-http-poo132][[]]

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.admin.
cpm.admin.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

mdm.apiimpl.MDMVerifyServer -:::::- API version retrieved from
mdm.apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
mdm.util.MdmRESTClient -:::::- QueryType is heartbeatQuery
mdm.util.MdmRESTClient -:::::- using httpClient for http query
mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PRO
infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
mdm.util.MdmServersCache -:::::- MDM server - Status : Active,
mdm.util.MdmRESTClient -:::::- Error message while connecting t
mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H

mdm.
mdm.
mdm.

apiimpl.MDMVerifyServer - - Exception occurred while co
api.MdmClient - - Connection Failed: 404:: the MDM serv
api.MdmServerInfoApi - - returning from the method : ca

apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA: ,

errorMsg: null
errorOccurred: true

}

- mdm Guid: GUID 1is found in cac

S99, Idedlb 1dz;506 B 03l IUsde louold HTTPS 1Uss seess eds wslule Idobosy 1dos

Source | Protocol
10.88.248.21 HTTP
10.31.104.78 HTTP
10.88.246.21 TLSv1.2
18.31.104.78 TLSv1.2
10.88.248.21 TLSv1.2
10.88.248.21 TL5v1.2
10.88.246.21 TLSv1.2
18.31.104.78 TLSv1.2

IJzsp IJpoopus B g bl 404 MDM

|Length |Info
183
185
419
213

72

111
349
1824

CONNECT
HTTP/1.1 280 Connection established

Client Hello

Server Hello, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec

Encrypted Handshake Message

Application Data

Application Data

Sop wddol uso p9de JAMF 3ls e ISE.

1443 HTTP/1.1

Iowsobss 3. Buud Il old: 401
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e el le ol MDM 401

INFO

DEBUG
ERROR
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

DEBUG
ERROR
DEBUG
DEBUG
DEBUG

[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]
[admin-http-pool18][[]]

S288 pu o IJpuwegse:

£929> UoPUw guwle JAMF. -
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Error

lJ>dsd).

Connection to server failed with:

MDM Server APl error
Connection Failed: 401:: the MDM server is not reachable

Please try with different settings.

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.
cpm.
cpm.

cpm

cpm.
cpm.

cpm

cpm.

cpm

cpm.
cpm.

cpm

cpm.
cpm.

mdm.
mdm.
mdm.
mdm.
.mdm.
mdm.
mdm.
mdm.
mdm.
.mdm.
mdm.
mdm.
.mdm.
mdm.
.mdm.
mdm.
mdm.
.mdm.
mdm.
mdm.

ouvs) Iduwedle 1Je9z9:6 £Js ISE [Js 03l IUyuds:

util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
apiimpl.MDMVerifyServer -
apiimpl.MDMVerifyServer -
apiimpl.MDMVerifyServer -
apiimpl.MDMVerifyServer -
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
util.MdmRESTClient -:::::
apiimpl.MDMVerifyServer -

GET: MDM Server URL: https://YOUR
- Proxy Config in request = [,PROX
- Error message while connecting to
- sendGETRequestDom: end HTTP requ
- sendGETRequestDomNonComp: end HT
:::::- retry connecting using api v
:::::- MDM Rest API Server Query St
:::::- MDM Rest API Server Query PA
:::::- 2. On Error : re-connecting
- sendGETRequestDom: start HTTP re
- sendGETRequestDomNonComp: start

- ===mdmFlowInfo===null,=====server
- QueryType 1is heartbeatQuery

- using httpClient for http query -
- GET: MDM Server URL: https://YOUR
- Proxy Config in request = [,PROX
- Error message while connecting to
- sendGETRequestDom: end HTTP requ
- sendGETRequestDomNonComp: end HT
:::::- retry connecting using api v
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Source | Protocol | Length |Info
10.88.240.21 HTTP 183 CONNECT :443 HTTP/1.1
18.31.104.78 HTTP 185 HTTP/1.1 288 Connection established
10.88.240.21 TLSv1.2 419 Client Hello
10.31.104.78 TLSv1.2 213 Server Helle, Change Cipher Spec, Encrypted Handshake Message
10.88.240.21 TLSv1.2 72 Change Cipher Spec
10.88.240.21 TLSv1.2 111 Encrypted Handshake Message
10.88.240.21 TLSv1.2 349 Application Data
10.31.104.78 TLSv1.2 1871 Application Data
10.88.240.21 TLSv1.2 349 Application Data
18.31.104.78 TLSv1.2 1871 Application Data
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https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
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