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lesl> MKA (9.5 Catalyst 9300
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g3, 2080 configuration.xml.
|Jp 9506
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|dentity Services Engine (ISE). |J]l_o>l, 3.3
Catalyst 9300. IJ]_o>l, 17.06.05 -

Cisco Secure Client 5.0.4032 -

pedsele lpwlpuss

MACec (Iplo IJozdp Bis 1suo9d s Idsuslisb) 09 pesh lelo i Js $98, 1o gids,
9ldzpelss Jibble IJlseyue Ws IUbw@s 2 oo upyse Idleuold Idpowhbd wso Idlulbes
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GE PC1
Catalyst 9300
[ Ten 1/072 PN c Ten 1/0/24
| >

CFE,ShCU P Ten 1/0/1
one ISE version
3.3
g i PC2
~

pllebs: seow, o3l ldpuwows o Jasd oles op wdssuel sldgpd edsol Jouol$s
RADIUS Jizoj6 IUdpws9e, Iduvgos soleds Cisco IP. Jlgsh odose pu ldwslss.

Sues Izeg 1Js adesd Iegig Ll 5les J ISE Secure Wired Access Jpe,lzes IJodso
s ldentity Services Engine 9lJez9d JJ9uo9d 1Us IJuvwIJo Idpuweowss |Js 1Jogss.

leshs Idowsluwle gds ISE

wopd ldpopd IJlsds B odasy pdlle og)rsdd IJogssd IJpdluds lJos sop wbusdol
eds JJ pu 206 IUJpusse, (LIdluolds |Js olwwd Cisco IP) IJpg 9,0 s IUpgblb | ulud.

Vs o3l Idywsulysy IJIBelos: gwoguegse iao_jé lJIpws9e) wi9e9ded 802.1X Jlb,s. 96
e 96 Lsupl suwEse olewd wy9usdyd IUlue,uw pu Cisco welys eugly MAC (MAB).

Soued ISE Cldpzad pu ¢JId wu9wsdsd RADIUS 29 Iduwele Ides seolz 1dezed IUs W, o0l
O 1U9lzos pu e wdsy udbs IJuoelss pouods pu gdld gduve RADIUS.

Jouuvds,) MacSec B 1Jizoj6 lJpLos86: odow lJuwpes IJelbdsus os j9z Cisco-av = linkSec-
policy. 9lJ3s Szwas eds 030 IUSsp IJedlews IUpewpds:

Should-not-secure: Jl sugj ldpdole ouvds) MKA Ws IJ3Sho gse IJ radius gJwo e
SY9U SO,
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Jbivd wgasd sswe lale pelads s luuile eduws MKA.
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bl Identity Services Engine Policy / Policy Elements

(] Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization V
9\ For Pollcy Export go to Administration > System > Backup & Restore > Policy Export Page
I Authorization Profiles
' Downloadable ACLs

IJgloss 2. 1dpd 9 2uoue 1edsd IJpbdsws Jedd IJog,sd.
ol y3%) o0 VO Idpolp IJpuve,yJds Gpo wopdss wog MACec 9lduog Idpbled Joubwso.
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= ulv Identity Services Engine

] Dictionaries Conditions Results
- Authorzation Prafiles » WIRED _CORPORTATE _MKA
Authantication »
] Authorization Profile
Authorization ~
b 4 samti * Name
Authorization Profiles WIRED_CORPORTATE_MEA
i Dawnlsadshle ACLs
Description
]
Profiling >
Al * Access Type
Pesture ? e ACCESS_ACCERT -
Cltent Provisianing ? Network Device Profile 2% Cisce W &
Service Templote O
Track Movemant [0}
Agentiess Posture LG
Fassive Identity Tracking [_| ()
~ Common Tasks
MACSec Policy should- secure

[ neaT
[[] Interface Template

|_| Web Authentication {Local Web Auth)

~ Advanced Attributes Settings

Select an itam -

~ Attributes Details
Actiss Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_IFV4, TRAFFIC
CSCo-av-pair = Inksecpalicy= should-sece

Policy / Policy Elements

EN

1J21096 3. 9p vogssu pd we)Hs I IJogssd Idpblod Jésles Idegasd Idos sep lUsuesd
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el |dentity Services Engine Policy / Policy Sets

Pl Bockmarks Palicy Sets— WIRED DOT1X ACCESS TR T—
57 Dashbeard
Status  Pollcy Set Name Dascription Conditlons Allowsd Protocols [ Server Sequance  Hits
! Comtext Visibility
A, Operations
e WHRED DOT1X ACCESS Wised_8O7-1X

I Policy
o Admnlgroy e Authentication Pokicy(1)

Al Work Canters Authorization Peley - Loes Excoptians

Authoritation Palicy - Global Exeeptions

Inkeractive Help Authorization Poscy(2)
Results.
@) Sestws  Rule Mame Conanisns Prafites Becurity Besups Hits  Actlons
2o - i EQUALS B
-] N A ND i3
SPTSECAREN Exvematnoeps. FAL

lesl> MKA s Catalyst 9300
lJglb9s 1. odysu ywsluwd MKA 23536 Jpl s@e,z 03l Idpold:

I
mka policy MKA_PC

key-server priority 0O

no delay-protection
macsec-cipher-suite gcm-aes-128
confidentiality-offset 0
sak-rekey on-1ive-peer-Tloss
sak-rekey interval 0
include-icv-indicator

no send-secure-announcements

no use-updated-eth-header

no ssci-based-on-sci
|

IJg096 2. §p wopdsu wuvds, MacSec B 1J9lzoé Idos sop Bsol wauosd Izojé
IUdpos9e.

interface TenGigabitEthernetl/0/1
macsec

mka policy MKA_PC
!
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E‘ Cisco Secure Client Profile Editor - Network Access Manager

- O *
E Help
New ssManager | Client Policy
Open.. ¥ Profile: Untitled
ation Policy
Save

| Connection Settings
Save As... aroups
Default Connection Timeout (sec.)

Exit Connection Attempt:

() Before user logon

1J¢1b906 3. 235> uble ldped> 1U3s swp &)u00 BS 030 1Juo9,6. Jopu o3l Idpeds: lWee 1Jedwd

lJpewpes configuration.xml.

ﬂ Open

Files of type: | All Files

X
Look in: gystem v Freh-
s Local Disk (C:) ~
et ProgramData
'In_-fl # | Application Data
Recent [tems Cizco
Cisco Secure Client |:|
- Metwork Access Manager
system
Desktop = DVD Drive (D:) W
A .'...
=
Documents
This PC
W Fiename
Metwaork:

e Cancel

|,J'ab_96 4. Y YSE QE_,O@J |J(°Jk.9 y_9|uub5= VYD) ka.9 |Ju&)5d‘ el |,Ja.5|J uu@luuf) LJrouobLéé;
gulds pu wpdsu lJegsh IJpyoub o 802.1x og MACec.




E Cisco Secure Client Profile Editor - Metwork Access Manager

File Help

|| Metwork Access Manager
48} Client Policy
Authentication Policy
aivp Networks
4 Network Groups

| Authentication Policy

Profile: ...ecure ClientiNetwork Access Managerisystem\configuration.xml

Allow Assodation Modes
select All (Personal)

Open (no encryption)

Open (Static WEP)

Shared (WEP)

WPA Personal TKIP

WPA Personal AES

WPA2 Personal TKIP

WPA2 Personal AES

WPA3 Open (OWE)

WPA3 Personal AES (SAE)
[+] Select All (Enterprise)

[#] Open (Dynamic (802. 1X) WEP)

WPA Enterprise TKIP

[+] WPA Enterprise AES

WPA2 Enterprise TKIP

[] wPA2 Enterprise AES

[#] CCKM Enterprise TKIP

[+] CCKM Enterprise AES

Allowed Authentication Modes
Select All Quter

EAP-FAST
EAP-GTC
EAP-MSCHAPY2
EAP-TLS

EAP-TLS

EAP-TTLS
[]eaP-MD5
PAP (legacy)
[C]mMscHAP (legacy)
[(ImscHAPv2 (legacy)

EAP-MSCHAPY2
[[] cHAP (egacy)

] LEaP

PEAP
EAP-GTC
EAP-MSCHAPY2
EAP-TLS

Allowed Wired Security
Select Al

Open (no encryption)

B802. 1x only

B02. 1x with MacSec
AES-GCM-128
AES-GCM-256

O Heb

IUekss 5. luodd s vuodle IJdywe. Vs 03l Idgje spdud [uols w9 28> Jusuosd
wJdds 19 ozys) Idessosye Iduwdds IJIVe,)lgos IJesww pe Secure Client 5.0 .
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ﬁ Cisco Secure Client Profile Editor - Metwork Access Manager - O *
File Help

|| Metwork Access Manager : Networks

& Clent Pﬂ.'“c’_ i Profile: ...ecure ClientiNetwork Access Managerisystem\configuration.xml|
Authentication Policy
2 Network G Network g
L Network Groups —
MName Media Type Group™®
Edit...
Delete

IJg 96 6.0J9s0 pJud IJog ). Vs puwess el IJduwe: Bp woessd bhs 1dpdlose
Jluweesle MKA pou9gs wogivds, AES GCM 128.

Bp wooub IJpedele 1Jig)s Judbs 1Jp ol $61x 9lduog s ol.

E Cisco Secure Client Profile Editor - Network Access Manager — O *
File Help

|| Network Access Manager : Networks

48} Client Policy . . .
Authentication Pokcy Profile: ...ecure ClientiNetwork Access Manager\system\configuration.xml

MNetworks Security Level Media Type
" Network Groups e S
Open networks have no security, and are open to anybody within range, This is Connection Type
the least secure type of network. User Auth
Credentials

(@) Authenticating Metwork
Authenticating networks provide the highest level of security and are perfect for
enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.

802. 1X Settings
authPeriod (sec.) 30 startPeriod (sec.) 3
heldPeriod (sec.) 60 maxStart 2

Port Authentication Exception Policy
[+#] Enable port exceptions

Security () Allow data traffic before authentication

Key Management (@) Allow data traffic after authentication even if
MEA L o

EAP fails
Encryption E
[] EAP succeeds but key management fails
[ AES GCM 128
[] AES GCM 256

O +ep



Jgk9s 7. Bp wodsso NIduwle IJecwdst Ipced§s wuse Ilouold: euobdt Ipuwatse:
swslole IJlgepls.

wgodu odd Uiéuulro covw lesblo 1dpeuolb 80 1Jpee36 BOS Guwp puwe9s I._Joiro‘gg.

e pl cuwos wlgwedsle IJodssule: lu@) W99 we.

Cldogwes Josl Iduwsobsy Slool uuwedse wi90999d 1dpuolb$6 Idecsuwe 1pzes (PEAP)
pE puwstle ldpuvee.

E Cisco Secure Client Profile Editor - Network Access Manager - O *
File Help
Network Access Manager : Networks
{a} Client Policy . - -
L i Profile: ...ecure ClientiNetwork Access Managerisystem\configuration.xml
Authentication Policy
e Networks User Identity Media Type
2 Network Groups Unprotected Identity Pattern: anonymous Security Level
Connection Type
Protected Identity Pattern: [username] User Auth
Credentials

User Credentials

(®) Use Single Sign On Credentials

(") Prompt for Credentials

Remember Forever
b

Never Remen

(") Use Static Credentials

Password:

Done Cancel

@ Help
1J¢b96 8. luwdd 1Us pdud IUB8lses. elog gsh edb Llywe.

I wouwess ldedwd wlywe configuration.xml 9z8lbo WS ped> pgedWd pu
ProgramData\Cisco\Cisco Secure Client\Network Access Manager\System.



Vs o3l ldpeldi wp edb IJpdd Vs peds IUpuvowslo. lplb 1oy osW.

& Save X
Savein: ||z Documents 5 Al
[ Desktop
o [ This PC
=E P 3D Objects
Recent Items I Desktop
[=| Documents
- & Downloads
J'l Music
.
A=
=
Documents
This PC
@ File name: configuration, xml Save
Network Files of type: | All Files iy Cancel

IJglbgo 8. wlug IJs p9de pdod IJogrsd glowe [Jpdd: 9l wowsd 1Jpedd 1Uesz9s Os Idped>
ProgramData\Cisco\Cisco\Secure Client\Network Access Manager\System.

2 esh luweowld 1Jpdwd Ws Idygoo.

" Replace or Skip Files = *

Copying 1 item from Documents to system

The destination already has a file named
“"configurationxml”

~" Replace the file in the destination
*? Skip this file

‘2 Compare info for both files

Maore details

IJg 096 9. Jozesd edd IJogrsd Idpesd B gpsd Ioly 5.0 108, wis Iplsuw IJisew eds



ses Epsd Ulplu 1Jeszss B insb IJpole Iduwvdds IUlspo Jzol; Windows.

lle luodlz Idubeds.

=]
Open Cisco Secure Client

»  Show Notifications
MNetwork

Network Repair

About

pdlebs: copoe zese duvedle IJos wp odssuol pu gdld ey pdS IJeg)sd
cleosblo Gbods Idpgudsd: 9p0 e Jl sepdu Idpuwodrp9v pu wtuosuo/ogss)
lJezwas 1J3s 9po vodosuo uluwaesle oo IS,

lesh gvodlo MKA Clguegsle pds) 1Usueed IJs Iduveds (IRoshs).

IJgbgo 1. Joosd Jlgsh MKA Cluwegsle pzy) pd Idogrsud: spdod [uolws Juvodle w9y
luwegsle 030 1JDsl6.

U pertd Secure Client. g 50 IJe 9 0w.

f9 Cisco Secure Client - =

Hetwork:
Connected {10.88.240. 10)

wired

ISE Posture:

Mo policy server detected.
Default network access is in effect.

£ O b

IJglogs 2. Vs IJlbl) 1Uz>ss IUpg 902 225 1Ugsh v do.



OGS e IJodsu: g 1Jgsh luolws JUsgad IJs uveds MKA §lb,6 pg leoshle gowJo
IJPU"’QE_')P'

9 Cisco Secure Client — x

v, .
ueitt Secure Client

Status Overview MNetwork Access Manager
Configuration |og Settings Statistics Message History
Network
Metwork Service:  Enabled 3
ISE Posture WiFi: Mo WiFi adapters
Saved Networks:
Name S5ID
iwired
Collect diagnostic information for all G =
installed components.

lJglbgo 3. Vs ulWis IJodssy IJers6: G wlesh guolisue Idleuold 9o uwpess [Jubeds.

e IJluwole 235 1)) p9luds.



Cisco Secure Client X

Enter information for the connection,

Media: ) Wi-Fi (®) Wired
Connect Automatically
Hidden Metwark
Allow Connection Before Logon

Descriptive Name: MEA_LSER
Security: 802, 1% (MACsec) w7
802. 1X Configuration

password w PEAP i
MACsec Ciphers
[] AES-GCM-128 AES-GCM-256

| Ok | Cancel

IJoedd pu lduors

IJozdd pu Lors ISE

Vs ISE: gus 1Yo pld wdysy 03l IJwswd @ Jlzb 1Jzols 1U3s sop puobdeo gldedys o guo
s Livelogs.

Oparations / RADIUS

Pl Bosmmarss LiveLogs  Live Sessions
Dashbosrd
! Contaxs Visibiity Uisconfigared Suppicants Uissonfipured Hatwark Devices RADIUS Drops e S1opped Besponsing Hepasn Covater
A Gparations 0 0 4 0 0
0 Paliey _
. Administrtion H ion 0
A Wark Centars
Tena Status Datalls  Hepsa.  bsantity Endpoist B0 Autsantication Policy  Authari.  Authorz_. 1P Address WatwerkDu_. DevicePort  ldeasny Grsup  Powewrs ..  Sarver Mdm Swrver Hame
iy ks ~ sestar Gnapes Fo—— A aries B AW WetwerkDevos  wedos Pan [ P SR o [
g 98, 2021 ° s ‘ ey AT AL WRIDOOTIKACCISS . WRIDD.  WRID_A L —— *Tnazd
RACSAL - vkt *Tiaatd

loodd Vs wBluosd IUpuol> 96 99w e IJuwlise.

sop buwld IJuwele 1Jegass Bs pdo cgrsd IJoBdssue 1ds zob 1dsuesd 1ds 1duuwds
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cisco-av-pair linksec-policy=should-secure

ACS:CiscoSecure-Defined-ACL=HACSACLH-IP-

clseo=av=palr PERMIT_ALL_IPV4_TRAFFIC-5716b0d3

M5 -MPPE-Send-Key il
MZS-MPPE-Recv-Key il
LicenseTypes Essential license consumed.

lJoz8d pu lduoed eds |Jpeez9d Catalyst switch.

Spedu luwwesle 030 Ui_9|,o) JJwezdd pu woes 1deblisud IJeulues Josl 1dzJ.

switchl#show mka policy

switchl#show mka policy

MKA Policy defaults :
Send-Secure-Announcements: DISABLED

MKA Policy Summary...

Codes : CO - Confidentiality Offset, ICVIND - Include ICV-Indicator,
SAKR OLPL - SAK-Rekey On-Live—Peer-Loss,

DP - Delay Protect, KS Prio — Key Server Priority

SAKR ICVIND Cipher Interfaces
Suite(s) Applied

*DEFAULT POLICYx @ FALSE @ FALSE TRUE GCM-AES-128

MKA_PC 0 FALSE @ FALSE FALSE GCM-AES-128 Tel/0/1 Tel/0/2

switchl#show mka session



switchl#show mka session

Total MKA Sessions
Secured Sessions... 2
Pending Sessions... @

Local-TxSCI Policy-Name Inherited

Peer-RxSCI MACsec-Peers Status

ac7a.5646.4d01/0002 MKA_PC
bc4a.5602.ac25/0000 1 60EBBC2A9EF5FE11532428862C747640

ac7a.5646.4d02/0002 MKA_PC YES
bc4a.5602.ac26/0000 1 Secured C79300869F539BB534350133064744B6

switchl#show authentication session interface <interface_ID> detail



switchl#show authentication session interface ten 1/8/2 detail

Interface:
IIF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_ SHOULD_SECURE (priority 158)

Server Policies:
Security Policy:
ACS ACL:
Security Status:

Method status list:
Method
dotlx

TenGigabitEthernetl/@/2
@x19FA2D8B
bcd4a.5602.ac26

alice

Authorized

DATA

multi-domain

both

N/A
CSAASB0ARPO00030CDT2CFER
@x00000017

Bx62000016

POLICY Tel/je/2

Should Secure

#ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b@d3

Link Secured

State
Authc Success

Interface:
IIF-ID:

MAC Address:

IPve Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_ SHOULD SECURE (priority 158)

Security Policy:
Security Status:

Server Policies:
ACS ACL:

Method status list:
Method
mab

TenGigabitEthernetl/@/2
8x101218F4
d4ad.bd2a.cbab

D4-AD-BD-2A-CB-AB
Authorized

VOICE

multi-domain

both

N/A
C5AASB80ARE020040CDERR1E3
@x0000081a

@xaldgeals

POLICY Tel/@/2

Should Secure
Link Unsecured

xACSACLx-IP-DENY_ALL_IPV4_TRAFFIC-57f6b@d3

State
Authc Success




lJozdd o lduors eds IUgpsd Ileu.
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f8 Cisco Secure Client — x

Hetwork:
Connected (10.88.240. 10)

wired

ISE Posture:

Mo policy server detected.
Default network access is in effect.

O s

B 1JBlis e 1dpg 9006 oul JJgpsd IJlpu: B 1J§uwe Network Access Manager (ps.s)
lJoo9d IJs Iduveds) > Statistics. Jlgb IJouvds) 9edssy MACsec [Jpdlod.

ey IUlbble 1 pumades sldeyuuds e lole IJouids) B lUbods 2.



€9 Cisco Secure Client — x

Iimir S C | ' t ©
deist Secure Clien
Status Overview Network Access Manager
Configuration Log Settings Statisice  Message History
Network
~
ISE Posture g S s pp——
Bytes A
Sent: 12913228
Received: 10969441
Frames ~
Sent: 78894
Received: 74296
Security Information A
Configuration: 802, 1% (MACsec)
Encryption: GCM-128
EAP Method: eapPeap(eapMschapv2)
Server:
Credential Type: Username Password
Collect diagnostic information for all e
installed components. < >
Diagnostics

lpweduuldd IJigble 5l oJlzol
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https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-prescriptive-deployment-guide/ta-p/3641515#toc-hId--787080321
https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-prescriptive-deployment-guide/ta-p/3641515#toc-hId--787080321
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teeat Secure Client

Status Overview MNetwork Access Manager
Configuration Log Setings  Statistics Message History
Network
Use extended logaging to collect additional information about product operations.
ISE Posture
[-*]Enable Extended Logging I
IHV: Off v
Filter Driver: Off w

(] credential Provider

[] Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all
installed components.

Diagnostics

Ip wuzpesSE eipd DART Jpolugs vedsd Conflguratlon me_9,o)..s) IJ_9uo_9.J IJ5 lJovodo. o
bee lJs Idsels g Run DART Jog

seu 03l puld s sub, Ids 1zse eds luel IUpedsple wso Ipuosd sldpesd swp
uwkS&)Ol .


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

Source | Destination | Protocol | Length | Info

> Frame 15168: 150 bytes on wire (1280 bits), 15@ bytes captured (1288 bits)
> Ethernet II, Src: Cisco_@2:ac:25 (bc:4a:56:02:ac:25), Dst: Nearest-non-TPMR-bridge (@1:88:c2:00:00:83)
v B@2.1X Authentication

Version: 8@82.1X-201@ (3)

Type: MKA (5)

Length: 132
~ MACsec Key Agreement
> Basic Parameter set
> MACsec SAK Use parameter set
> Live Peer List Parameter set
> Integrity Check Value Indicator
Integrity Check Value: 6c66698ac5cBa379%a6a6bl9da3baelcé

o0 25p6 DART. ugu suvelbse 9250 ped9ps 98> Jdpuolb §6 802.1X 9 MKA zdwé WO
lJuved sesu NetworkAccessManager.txt.

S 8o 030 Ipedsple Bs puolb$d Lleed pe wUbIS) MKA.

%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: PORT (1) net: RECV (status: UP, AUTO) (portMsg.c 709)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) RECEIVED SUCCESS (dotlx_util.c 326)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) current state = AUTHENTICATING (dotlx_sm.c 323)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux called with state = AUTHENTICATI
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) staying in 802.1x state: AUTHENTICATING (dotlx_s
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) smTimer: sec=30 (dotlx_util.c 454)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) eap_type<0>, lengths<4,1496> (dotlx_proto.c 90)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) smTimer: paused (dotlx_util.c 484)

%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: EAP (0) Received EAP-Success. (eap_auth_client.c 835)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: EAP (0) tTsAuthOnAuthEnd: clear TLS session (eap_auth_tls_
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: EAP (0) tTsAuthOnAuthEnd: successful authentication, save
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: EAP (3) new credential 1list saved (eapRequest.c 1485)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: EAP (3) EAP status: AC_EAP_STATUS_EAP_SUCCESS (eapMessage.
%csc_nam-7-DEBUG_MSG: %[tid=9028]: EAP-CB: EAP status notification: session-id=1, handl1e=04B2DD44, stat
%csc_nam-7-DEBUG_MSG: %[tid=9028]: EAP-CB: sending EapStatusEvent...
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: PORT (2) EAP response received. <len:400> <res:2> (dotlx_p
%csc_nam-7-DEBUG_MSG: %[tid=2716]: EAP: ...received EapStatusEvent: session-id=1, EAP handle=04B2DD44,
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) smTimer: activated (dotlx_util.c 503)
%csc_nam-6-INFO_MSG: %[tid=2716]: EAP: Eap status AC_EAP_STATUS_EAP_SUCCESS.
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) current state = AUTHENTICATING (dotlx_sm.c 323)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: EAP: processing EapStatusEvent in the subscriber
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) dotlx->eapSuccess is True (dotlx_sm.c 352)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Auth[wired:user-auth]: Enabling fast reauthentication
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) SUCCESS (dotlx_sm.c 358)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux called with state = AUTHENTICATE
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux calling sm8Event8021x due to aut
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) smTimer: disabled (dotlx_util.c 460)



%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (0) NASP: dotlxAuthSuccessEvt naspStopEapolAnnouncemen
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: NASP (0) >> NASP: naspStopEapolAnnouncement (nasp.c 900)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: NASP (0) << NASP: naspStopEapolAnnouncement. err = 0 (nas
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: 8021X (2) dotlx->config.useMka = 1 (dotlx_main.c 829)
%csc_nam-7-DEBUG_MSG: %[ti1d=9028] [comp=SAE]: INF (2) >> MKA: StartSession (mka.c 511)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (2) MKA: bUseMka = 1, bUseMacSec = 1706033334, MacsecS
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (2) >> MKA: InitializeContext (mka.c 1247)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: INF (2) MKA: Changing state to Unconnected (mka.c 1867)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: INF (2) MKA: Changing Sak State to Idle (mka.c 1271)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Auth[wired:user-auth]: Fast reauthentication enabled on authenticati
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (2) << MKA: InitializeContext (mka.c 1293)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (2) MKA: Changing state to Need Server (mka.c 1871)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Auth[wired:user-auth]: Sending NOTIFICATION__SUCCESS to subscribers
%csc_nam-7-DEBUG_MSG: %[ti1d=9028] [comp=SAE]: INF (2) >> MKA: CreateKeySet (mka.c 924)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Network auth request NOTIFICATION__SUCCESS
%csc_nam-7-DEBUG_MSG: %[ti1d=9028] [comp=SAE]: NASP (0) >> NASP: naspGetNetCipherSuite (nasp.c 569)
%csc_nam-6-INFO_MSG: %[tid=9028] [comp=SAE]: MKA (2) MKA: Key length is 16 bytes (mka.c 954)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Auth[wired:user-auth]: Finishing authentication
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: MKA (2) MKA: MyMac (mka.c 971)
%csc_nam-7-DEBUG_MSG: %[tid=2716]: Auth[wired:user-auth]: Authentication finished
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: STATUS - AC_PORT_STATUS_EAP_SUCCESS (portWo
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: complete (portWorkList.c 130)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: STATUS - AC_PORT_STATUS_MKA_UNCONNECTED (po
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: complete (portWorkList.c 130)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: STATUS - AC_PORT_STATUS_MKA_NEED_SERVER (po
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: API (1) event: complete (portWorkList.c 130)
%csc_nam-7-DEBUG_MSG: %[tid=8140] [comp=SAE]: NET (0) SscfCallback(1l): SSCF_NOTIFICATION_CODE_SEND_PACKE
%csc_nam-7-DEBUG_MSG: %[tid=8140] [comp=SAE]: NET (0) CIMD Event: evtSeq#=0 msg=4 ifIndex=1 len=36 (cimd
%csc_nam-7-DEBUG_MSG: %[tid=8140] [comp=SAE]: NET (1) cdiEvt:(3,0) datalLen=4 (cimdEvt.c 358)
%csc_nam-7-DEBUG_MSG: %[tid=8140] [comp=SAE]: NET (1) cdiEvt:(3,1) datalLen=102 (cimdEvt.c 358)
%csc_nam-7-DEBUG_MSG: %[tid=8140] [comp=SAE]: NET (1) netEvent(1l): Recv queued (netEvents.c 91)
%csc_nam-7-DEBUG_MSG: %[tid=9028] [comp=SAE]: PORT (1) net: RECV (status: UP, AUTO) (portMsg.c 709)
%csc_nam-7-DEBUG_MSG: %[ti1d=9028] [comp=SAE]: MKA (2) >> MKA: EapolInput (mka.c 125)
%csc_nam-7-DEBUG_MSG: %[ti1d=9028] [comp=SAE]: MKA (2) MKA: MKPDU In (mka.c 131)
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#show authentication session interface <interface_ID> detail
#show mka summary

#show mka policy

#show mka session interface <interface_ID> detail

#show macsec summary

#show macsec interface <interface_ID>

#debug mka events

#debug mka errors

#debug macsec event

#debug macsec error
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%LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/1, changed state to down
Macsec interface TenGigabitEthernetl/0/1 is UP
MKA-EVENT: Create session event: derived CKN 9FODC198A9728FB3DA198711B58570E4, len 16
MKA-EVENT ECO000025: SESSION START request received...
NGWC-MACSec: pd get port capability is invoked
MKA-EVENT: New MKA Session on Interface TenGigabitEthernetl/0/1 with Physical Port Number 9 1is using th
MKA-EVENT: New VP with SCI AC7A.5646.4D01/0002 on interface TenGigabitEthernetl/0/1
MKA-EVENT: Created New CA 0x80007F30A6B46F20 Participant on interface TenGigabitEthernetl/0/1 with SCI
%MKA-5-SESSION_START: (Tel/0/1 : 2) MKA Session started for RxSCI bc4a.5602.ac25/0000, AuditSessionID C
MKA-EVENT: Started a new MKA Session on interface TenGigabitEthernetl/0/1 for Peer MAC bc4a.5602.ac25 w
MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Init MKA Session) - Successfully derived CAK.
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Successfully initialized a new MKA Session (i.e. CA entry) on i
MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Derive KEK/ICK) - Successfully derived KEK...
MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Derive KEK/ICK) - Successfully derived ICK...
MKA-EVENT bc4a.5602.ac25/0000 EC000025: New Live Peer detected, No potential peer so generate the first
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Generate SAK for CA with CKN 9FODC198 (Latest AN=0, O]
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Generation of new Latest SAK succeeded (Latest AN=0, KN=1)...
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Install RxSA for CA with CKN 9FODC198 on VP with SCI A
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Clean up the Rx for dormant peers
MACSec-IPC: send_xable send msg success for switch=1
MACSec-IPC: blocking enable disable ipc req
MACSec-IPC: watched boolean waken up
MACSec-IPC: geting switch number
MACSec-IPC: switch number is 1
MACSec-IPC: create_tx_sc send msg success
Send create_tx_sc to IOMD successfully
alloc_cache called TxSCI: AC7A56464D010002 RxSCI: BC4A5602AC250000
Enabling replication for slot 1 vlan 330 and the ref count is 1
MACSec-IPC: vlan_replication send msg success
Added repTlication for data vlan 330
MACSec-IPC: geting switch number
MACSec-IPC: switch number is 1
MACSec-IPC: create_rx_sc send msg success
Sent RXSC request to FED/IOMD
MACSec-IPC: geting switch number
MACSec-IPC: switch number is 1
MACSec-IPC: 1install_rx_sa send msg success
Sent ins_rx_sa to FED and IOMD
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Requested to install/enable new RxSA successfully (AN=0, KN=1 S
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernetl/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an330, changed state to up
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Sending SAK for AN O resp peers 0 cap peers 1
MKA-EVENT bc4a.5602.ac25/0000 EC000025: SAK Wait Timer started for 6 seconds.
MKA-EVENT bc4a.5602.ac25/0000 EC000025: (KS) Received new SAK-Use response to Distributed SAK for AN O,
MKA-EVENT bc4a.5602.ac25/0000 EC000025: (KS) Al11 1 peers with the required MACsec Capability have indic
MKA-EVENT: Reqd to Install TX SA for CA 0x80007F30A6B46F20 AN 0 CKN 9FODC198 - on int(TenGigabitEtherne
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Install TxSA for CA with CKN 9FODC198 on VP with SCI A
MACSec-IPC: geting switch number
MACSec-IPC: switch number is 1
MACSec-IPC: 1install_tx_sa send msg success
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Before sending SESSION_SECURED status - SECURED=false, PREVIOUS
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Successfully sent SECURED status for CA with CKN 9FODC198.
MKA-EVENT: Successfully updated the CKN handle for interface: TenGigabitEthernetl/0/1 with 9FODC198 (if
%MKA-5-SESSION_SECURED: (Tel/0/1 : 2) MKA Session was secured for RxSCI bc4a.5602.ac25/0000, AuditSessi
MKA-EVENT: MSK found to be same while updating the MSK and EAP Session ID in the subblock
MKA-EVENT bc4a.5602.ac25/0000 EC000025: After sending SESSION_SECURED status - SECURED=true, PREVIOUSLY
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MKA-4-MKA_MACSEC_CIPHER_MISMATCH: (Tel/0/1 : 30) Lower strength MKA-cipher than macsec-cipher for RxSCI
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Profile Write Error b4

e Unable to sign and write the profile.

Sop ed 030 1dpuidJs IJpoed@s will Jolus pJud IJog s g b,sd b configuration.xml
(Jel 09 0922 puwedl) wluwe lesh MKA Cluuegsle pza) pdod g IbLé 1dsuosd IUs
lJubods.


https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_4_e/configurationguide/b_1524e_consolidated_3750x_3560x_cg/b_1524e_consolidated_3750x_3560x_cg_chapter_01011.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_4_e/configurationguide/b_1524e_consolidated_3750x_3560x_cg/b_1524e_consolidated_3750x_3560x_cg_chapter_01011.pdf
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
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