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2021-09-27 17:16: 18,211 DEBUG [ https-jsse-ni o-10. 200. 50. 44- 8443-exec- 2] []

cpm san . framewor k. i mpl . SAMLFacadel npl -::::- AuthenticatePortal User - Session:null |DPResponse:
IdP I D TSDLAB DAG Subject: ise.test Goup: null SAM. Status

Code: urn: oasi s: nanmes: tc: SAM.: 2. 0: st at us: Success SAM. Success:true SAM. Status Message: null SAML
emai | : SAML Exception:null UserRole : NONE 2021-09-27 17:16: 18,218 DEBUG [ https-jsse-nio-

10. 200. 50. 44- 8443- exec-2][] cpm sami . framework. i npl . SAM_LFacadel npl -::::- AuthenticatePortal User
- about to call authenticateSAM. User nmessageCode: null subject: ise.test 2021-09-27 17:16:18, 225
DEBUG [ htt ps-j sse-ni 0-10. 200. 50. 44- 8443- exec-2][] cpm sani . framewor k. i npl . SAM_Facadel npl -::::-
Aut henticate SAML User - result: PASSED 2021-09-27 17:16:18,390 | NFO [adm n-htt p-pool 5] []

i se.rbac. eval uat or. i npl . MenuPer m ssi onEval uatorl npl -::::- ****xxxskkdxxxxskxrxxxx*xs*Rhac Log
Summary for user saml User***#***sxxxsddsxxxrssdksxxx 2021-09-27 17:16: 18,392 | NFO [ admi n-http-



pool 5][] comcisco.ise.util.RBACUil -::::- Populating cache for external to internal group
Ii nkage. 2021-09-27 17:16: 18,402 ERROR [adm n-htt p-pool 5][]

cpmadmn.infra.utils.Pernmi ssionEvaluationUtil -::::- Exception in |ogin action

java. |l ang. Nul | Poi nt er Excepti on 2021-09-27 17:16: 18,402 | NFO [ admi n-htt p-pool 5] []

cpm admi n.infra.action.LoginAction -::::- In Login Action user has Menu Perm ssion: false 2021-
09-27 17:16: 18,402 I NFO [adni n-http-pool 5][] cpm adnin.infra.action.LoginAction -::::- In Login
action, user has no menu perm ssion 2021-09-27 17:16: 18,402 ERROR [adm n-htt p-pool 5][]

cpm admi n.infra.action.LoginAction -::::- Can't save |locale. |oginSuccess: false 2021-09-27

17:16: 18,402 I NFO [adni n-http-pool 5][] cpm admin.infra.action. Logi nActi onResul tHandler -::::-
Redirected to: /admin/login.jsp?m d=access_deni ed
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Microsoft Azure 5 Search rezources, services, and

Home > Enterprise applications | All applications -| SAML-based Sign-on > SAML-based Sign-on
Attributes & Claims

Add new claim lac == Columns S Got feedback?

4

Required daim
Claim name Value

Unique User Identifier (Name ID) user.userprnincipainame [nameid-format:emailAddre... ==*

Additional claims
Claim name Value
http://schemas xmisoap.org/ws/2005/05/identity/claims/emaila.. user.mail
http://schemas.xmiscap.org/ws/2003/05/identity/claims/givenn.. user.givenname
http://schemasxmisoap.org/ws/2005/05/identity/claims/name  user.userprincipalname

http://schemas.xmisoap.org/ws/2005/05/identity/claims/surna... user.sumame

Rom_Azure_Groups USEr.groups

w Advanced settings (Preview)
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[ 404 ] Resource Not Found

The resource requested cannot be found.

sbo, gl s guest.log

2021-10-21 13:38:49,308 ERROR [https-jsse-nio-10.200.50. 44-8443-exec-3][]
cpm.guestaccess.flowmanager.step.StepExecutor -::-

Can not find the matched transition step on Step=id: 51d3£147-5261-4eb7-alc9-ced47ec8ec093,
tranEnum=PROCEED_SSO.
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Your connection isn't private

Attackers might be trying to steal your information from _:"cr axample,

passwords, messages, or credit cards).
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