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lJpzosslo
| Jp, 9506

IJpobJole Il wsé

lJoJoule | P00
lJodosy

lJodosule ISE
IJodosule |
lJoz2.9.9 o0l o

l wod, wldd 1JIzble ol oIzl

lJp 9500

suPS 03 90888 lple o subdd 35083 usluws supe pJd J Linux 9p2,d g3ple 1Jogess
(ISE).
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- AnyConnect
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- Jsuduw

IJpdoule 1Jpuuwogrped
ouvows Idpedple 1Ugl)o WOs 03l IUpuwows IJs luoshle Idwlez sldpdsule 1debse IJoldso:

- AnyConnect 4.10.05085
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- Linux Ubuntu 20.04
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IJgb9s 1. wprse ¢2p6 U9 oE:

loodd IJs p)ld; Idged > 1Usoe > IJleshble > wprsele [Joslee > cprsele [dyuog. 22>
"vease" IJIu sluw b, luwoele 1Ug pdsé:

Cisco Aok o

Mabwrork Dhrvicon Fiant Previskning Policy Elpranss Pastwrn Policy Palicy Sats Treasbdashest Boparss Sl

[egipapdnra Ba vy
PolLpve dweaie DRl Ol me D Dt 8" B D D e -

Prabarn Dpdis

F0FTIORZL 108058
Laaf epdafe stiempl o TOETM0AME 114058 waa pecconaful
FTTEGE, 0,00
W 261 0000
LEg R-Rr i
NS00

eae

1J25p8 1Jp 8308 pu CisCo os 2506 wuulpr ©89p woujsdel pu p9de Cisco.com: pod 2ip wilee
AnyConnect. IUz;06 IJos logblel IJgpsd os pJwd wg s Iy wdasy lugiviwe bz slzos

puw ot ISE 90,85 wzpesdo |Us ISE JJlgwaisle pg odsse IJssoe. wldugwas Jodl
lJoersuc spdud wuisd zjedéd AnyConnect Webdeploy "AnyConnect-Linux64-4.10.05085-
webdeploy-k9.pkg".

to.JIa_J'oé: E;,JbJI Jduegssole guslez IJouoese: spdu wess) IUluesh 1dpsues wo.
lowegsp 2o luosh paues wo pu ldps 9 cisco.com.

IJ¢b9s 2. wzpsd gipé AnyConnect:

pw dled pdj gpd IUsuoe loodd Ids s Idgpsd > 1Jeslo



= Cisco IGE Work Canters = Pogiuee

Cregoviama Martwerk Davicas Clignt Provisloning Policy Dlemants Pedtune Palicy Policy Sats Troaskla it Rapcts Sastings

Llgng Py gz Poday

— Resources
Lhgrd Py ey Porip
Marmn Tyo= Yarslos Lkl Updals D aiplion

Cisca Temparaldgengd 4 Cisca TemporalAgerm A 10 31 0 0010 T3 X W R LN N EEE AT
L 5L hrorran - HOH Hitw Suppicact Fro Mol Aopdc 0B TS D Fra s confgered Matha 5
DacoAgenTeRslSE L SOST. . CisCohQenmeii(ar 41020510 DIRVOANOE RTINS W R 4 N DESA.DED
o DS P Wi 2. 7.0.1 Rl g WS Pl T.7.001 prord Foe P B |- H et Supphcant Proreioaing

Cisdadpentia B istowd £.1 G i prn A Wl A0S G BOE1AENOE TETEED s G 8 R 2T RS
Cisca-ISE-MEP kb Suppd s Pio Yow Aol TR T000E D13 v - oo garerd MulE 5
Wina Wirad 3.0.0.0 Wi YWiresd 1003 IO 1MANT TR12FR Supplcant Provaloning

Cig Temgusd sl gy iruda Ciggo Tervadas A g 1R 20ET 0 IR TS WA G 8 B DTT B

1Jglo96 3. 23> [uolds > p9ly> IJ9dsd pu U Idpeds

Resources

/7 Edit —|— Add ~ 1 Duplicate i Delete

U :

Agent resources from Cisco site

[:] Agent resources from local disk oTe

1Jgl9s 4. 25> 2jp Cisco IJp @306 pu IJSlsps [Jpuuwsdé JJbiss.



Cllant Provisloning Pollcy gani Agani Resources From Local Disk
ke Agent Resources From Local Disk
Llant Froviaianisg Portal
Calegory Cisco Provided Packages W
Browte... Mo fle selectod

= AnyConnect Uploaded Resources

HNamip Typa Varalan Digmcription

No data avallable

IJgbgé 5. 16,8, woWz.

IJ¢ 9o 6. ize, Iz 250 AnyConnect IJos Bpo wouisdel B 1Ugbos I wluds. oop peldes
w296 AnyConnect. 9swp £,00 pedople 29d IJz)pd

Category Cisco Provided Packages b

Browse.. | anyconneci-linuxid-4.10.053085-webdeploy-kY.pkg

~ AnyConnect Uploaded Resources

Name ~  Type Verslon Description

AnyConnectDeskioplinux 4.... AnyConnectDeskiopl... 4.10.5085.0 AnyConnect Secure Mob...

IJgdo9s 7. 108 gds buwld. IJlu we> wepsd AnyConnect | s ISE: spdud 1Jzuesd s zod
lowold ISE slJzL08J £Jes a9l 1Jg e 11, oo Cisco.com.

pdlebs: coopu p9l)s IJgpsd 923le wplbss suvwgseol gpsd AnyConnect w909, 1J 95,6
eJs 0dssp ol LElbs Lolss Jpzesed pouses pu Epdsle IUozdd pu ldlds pod
pIlS26 1SS 9 wle 9ol pdlds IJoruwuw 9ulpz pdl926 Idwslee IUU2L6 920
IJzelss souvds) IUIE,1IGe 9ldpd 9pl |ds 3JI.

IJgl9s 8. 1u @) B899 |uolWs > p9lys IUsdsd pu 9 de Cisco Site. suveé)d pde IJlbl) 59590
wsuel suad ISE |Js Cisco.com gsuvenze wslul odd 1Jeshs 1deogng,rs Joisss 1Jepsd.



Resources

4 Add
0 Aoanirancarces fo Clecs ake Varsion Last Update Description
] Agend resoacas from local disk olTempaoralgent...  4.70.2051.0 Z0271/08/09 18:12:31 With Ch: 4.3.1858.4353
O Hative Supplicant Profile 8 Supplicant Pro... Mot Applic... 2016/10/06 20:01:12  Pra-configured Mative 5...
] IV COngurimon oAgentlessEy 4.10.2051.0 2021/08/08 189:12:36  With CM: 4.3.1858.4353
O = DNERT) EVSNE FIDS X SPWizard 2.7.0.1 2021/08/09 18:12:27  Supplicant Provisioning ...
— AMF Enabder Prodile

oAgentlessWind.., 4.10,2051.0 2021/08/09 15:12:33  With CM: 4.3,2227.6145
Clsco-ISE-NSP Native Supplicant Pro... Not Applic... 2018/10/06 20:01:12 Pre-configured MNative S...
WinSPWizard 3.0.0.3 WinSPWizard 3,003 202170809 19:12:27 Supplicant Provisioning ...

CiscaTemporalAgentWindo. .. CiscoTemporaldgent... 4.10.2051.0 2021/08/09 19:12:28 With CM: 4.3, 2227.6145

IJgloss 9. 2> Iz>e 9zsle 1Jesld @ pe AnyConnect Joble lJoigsd Linux. wlJluolds |Js 3JI.
Spdud lsuol weass 9236 1wyl IJuelbss J Windows 9 Mac.

S

Download Remote Resources

O

Name ~  Description

AnyConnectComplianceModulelinuxtd 4.3.1968.0  AnyConnect Linux Compliance Module 4.3.1968.0

AnyConnectComplianceModulelinuxtd 4,3.2028.0  AnyConnect Linux Compliance Module 4.3,2028.0

0 @8 0O

AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS5 X Compliance Module 3.6.11682.2

AnyConnectComplianceModuleOSX 4.3.2277.4353 AnyConnect O5X Compliance Module 4_3.2277.4353

AnyConnectComplianceModule 05X 4.3.2338.4353  AnyConnect 05X Compliance Module 4.3.2338.4353

AnyConnectComplianceModuleWindows 3.6.1168...  AnyConnect Windows Compliance Module 3.6.11682.2

AnyConnectComplianceModuleWindows 4,3,2617...  AnyConnect Windows Compliance Module 4.3.2617 6145

AnyConnectComplianceModuleWindows 4.3.2716...  AnyConnect Windows Compliance Module 4.3.2716.6145

ClzrnbdaentlassOSE A4 10 ABAGH With M- 4 3 2977 4383
http:/feisco.com/gofanyconnect

J A O (O sy O

IJglogs 10. 235 Izxe 1d9dJle 1Jpddoso J Windows 9 Mac.



CiscoTemporalAgentOSX 4.10.06011 Cisco Temporal Agent for OSX With CM: 4.3.2338.4353
[:] CiscoTemporalAgentWindows 4.10.05050 Cisco Temporal Agent for Windows With CM: 4.3.2617.614!

E CiscoTemporalAgentWindows 4.10.06011 Cisco Temporal Agent for Windows With CM: 4.3.2716.614!
I 96 1. bl 96 pdb.
pdlzbo: w9z> wdssule MAC 9 Windows Posture ¢z wbl g sdsd [Jodgsy ol

g odo lJu9bé J 9> Spu goa,og_sJ 9UBISY TPSE I._Jiajlc IJplbbdows. J§> glo 1ds@e 1Jlu
Jlvuble [dodysy 9ldusuovdle ldeplbdyws Jluuegsle oo ldpdoule.

IJgbo9s 12. 168, £ds luolds > 9dsJ NAC I w9058 AnyConnect Posture.

_|_ Add
D : Version Last Update Description
Agent resources from Cisco site
| Agent resources from local disk oTemporalAgent... 4.10.2051.0 2021/08/09 19:12:31 With CM: 4.3.1858.4353
Mative Supplicant Profile oTemporalAgent... 4.10.6011.0 2022/03/24 11:49:19 Cisco Temporal Agent fo...

AnyConnect Configuration

connectComplian... 4.3.2716.... 2022/03/24 11:49:39  AnyConnect Windows C...

AnyConnact Posture Profile

ve Supplicant Pro... Not Applic... 2016/10/06 20:01:12 Pre-configured Native 5...

AMP Enabler Profile

B |1 & |E

oAgentlessOSX 4.10.2051.0 2021/08/09 19:12:36 With CM: 4.3.1858.4353
ra Agont Prodile Sottings * Naw Prafile
AnyConnect Posture Profile
Nama *
LinuxACPostung
Dageription:
Agent Behavior
Parameter Value Description
Enable debug log o b Enables the debug log on the agent
Oporate on non-802.1X wireless Ho gl Enabios the agent 1o oparate on non=302,1X wireless networks.,
Enable signature check Ho b Check the signature of executsbles bafore running them
Log file size 13 MH The maximum agent log file size
Remediation timar 4 e I tha user falls to remediate within this specified time, mark them as non-compliant
Stenlth Mods Cisabiad v &lnndnnr.-r.l can act as sither clentless or standard mode, When stealth mode is

enabded, it rune &8 B sonvice without any usar interlace.

Enable natifications in stealth moda Disablad Display usor notifications even when in Stealth moda

lJpedplo IJos sge wedsdol os:



- 1Juluod 15 e0s JIYogilyd juwds VLAN: sedud ol 1Jlesh pu wgssu £33 IJeslous IJos
..jsoo.J'oJoI lJ9z>6 IJuplbssd vsu ldozgdld pu wvessile yvwdsé VLAN. IJoguo:.__sé oS 5 uylu.

- ping I9 ARP: 030 0 b)586 lJo bl wgss) yvwds VLAN IJBedss. Spdu lu s89p
IJodsd vlgoul louald IJuslus 11 el uosé 9 o)l dus 31,6 g jso ARP 1Jes 86
Jbgld 1Juslous IJlse )l soss Jpods 19 JJsopl. IUlesls 1Jps os wo 09 ARP.

- pd8w IJluadlz: ewspl ©dsu 9,086 LS Lolss £y pEIIDE: Swp 9LPE LS IUuolss
p0 EJld 0388 wldsse IUsuoe. suvedHd luadlz gpdsle Ideedd eu IUsuoe 1JBI s
9wl ldsde IUle,)luos 09 4 538lis§ Ywd 9,28 edlps eds uldbo IJuolss gJs iool &S
pesl 388 9JJu sedu lu wosloz IUdse po 11s 300 53586 (5 Lwlgle). slJogoss os
15 59596¢ LS Io 3J 9> subdu lp)le wessdlo Bl pou 1dpusde i SUWCEHY
IJluodlz s@el bgd.

pdlebé: Jl wrgp 90850 pJd Linux IJpgldzs [Jod@lisse.

JJewosd eds 9000 iled Jzese Idpedele: sizs Idizoe [s 9elsé ISE I AnyConnect
Posture.

IJ¢bgs 13. 235 yudod IUsdsd Blisps IJouwg IJlzoslbs Jigvadiled I og 9235 [gosh: 9e»
FQDN IJpeuwo 9J/PSN 9235 el

Choose PSNs

Chooga spacilic PSNs or cluster virtual 1Pg as tha backup st @
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries,

isedl.ciscoise.lab {H

IJgb9s 14. wzo wy9e9d9dle Posture (9 08868) > puosd IUIJe ol 235 gosle IP JJg$6
PSN/Standalone.

IJglb96 15. o0 Slispd ghp IJuuw IJlzoslbes JJIYoblyd 925 IJIgesh: 22> PSN |_9 FQDN
lJeuwedd 925 IJoers».



Choose PSNs

Choose specific PSNs or cluster virtual IPs as the backup list to
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries.

List of PSNs

ise30.ciscoise.lab = ' IR,

IJgdo9d 16. oo wog d9les luwe 1UEhe * JJlouold wrese 1JE9lbe 902380 guslo IP
lJeuw o 3JIPSN oo $lispd IUlouold ldpusd. oddl po 3 spdu luwesle 2y osd
Jeblo@s zpse uvedle PSN Idpeepds Os gbodod (Is *.acme.com).

Posture Protocol

PBara=ate Value D rigptisn

PR retraranision e i1 This ks ihe agent reiry period il there is a Passive Reassesameni comenunication

Tadusre
Antransmissicn Delay [0 B s Tiena (in seconds] o wait belone retnying.
Rutrangmigsion Lirm# (1) i MNismibar of retries allowsd 1of & MEsaags.
Discovary boat | A LT Emter arry IP address or FQDN that is routed theough o NAD. The NAD detects and

redirects that Wiep traffic to the Client Provisioning portal.

By Selial, AmyCoansct dandi didccownidy probes 16 all the Chds ISE PENS
Discowerny Backup Server List [ 1 PiMa) soguontially if the PSN i unreachable. Choose specific PSN a8 the backup st
and redtrict e ndded 15 which .ﬁ.n;{:ﬂr\nul,‘,! sondi disgonicy probad

& list of wildcarded, comma-separated rames that defines the servers that the

rules = 1)
Servar name niles agent can connsct to. E.g. * ".clsco.com®

A st of IP acdrasses, that defines the all the Policy senvice nodas that the agent
Call Hema List LLEREREE | will try o connect 10 i the PSN tha suthenticated the endpoint dossn't respond
for S0M reason.

Argecnnect agant will ceatinususly 1ry 19 fosch discowrdy targets [nedirection
Back-off Timer ] FreeY tEigatE Bnd pepvicudly eonnactod PENG) by sonding the deovidy packals il iy
e tire limit b resched

IJgbes 17. 109, eds luolds > odgsy AnyConnect



Client Provisioning Policy
Resources

Client Provisioning Portal

* Select AnyConnect Package:

Configuration
Name:

LinuxAnyConnect Configuration

Description:

Resources

Edit _I_ Add . Juplicate

O0|0(0|0| B

0.5085.0v

AnyConnectDesktopWindows 4.10.5085.0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

AnyConnect Configuration

AnyConnect Posture Profile

AMP Enabler Profile

AnyConnectDesktopLinux 4.10.5085.0

Ll

Ll



Description Value Notes

* Compliance

3.2028.Q
Module 9
AnyConnectComplianceModuleLinux64 4.3.1676.0
AnyConnectComplianceModuleLlinux64 4.3.2028.0
AnyConnect

AnyConnect Module Selection

ISE Posture

VPN
ASA Posture | |
Network

Visibility D
Diagnostic

and Reporting | ]
Tool



Profile Selection

* |ISE Posture CPosture v

VPN

LinuxACPosture
Network
Visibility
Customer
Feedback

Gp wIJoersy Jigwdd 9235 buwlJ
IJ¢b9s 18. g pl wuwos pu gpd IJoedsdle: lud) W98 Liuw!J.
1Jbb9s 19. 23> p)ld; Idgpd > IUgog > |l IUgpsd > wolule |l 1Ug psU.
Overview  Network Devices  Client Provisioning  Policy Elements  Posture Policy  Policy Sets  Troubleshoot

RN Client Provisioning Portals

Rasourcas

Clent Provisioning Portal You can edit and customize the default Client Provisioning portal and create additional onas

Create

Client Provisioning Portal
(default)

Default portal and user
experience used (o install the

posture agents and verify
g compliance on user's davicas

|J¢lo96 20. v Guwe lesblo [Jpsgd: e spdud wpass IUglzes sldpucds: oldlnalis |Us
lJpzeogle IUpewess JJuo9zs weass IJe9lbws 9 SISE_Users 9o uegsps Idpeeld.



B L R R i T

Configure authorized groups
Uszer account with Super admin privilege or ERS admin privilege will have access to the portal

Available Chosen

ALL_ACCOUNTS (defauit) Employee
GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default) | < |

! '

Choose all Clear all

- b

IJgbbgé 21. Lopu lesble LoWdes wuwsd 1U2¢9d: olds pu wpdsu tsh opdso cuvesd
IUsgod IJodslss

~ Login Page Settings

Enable Auto Login ®

Maximum failed login attempts before

rate limiting: 5 (1 -999)
Time between login attempts when

rate limiting: 2 (1 - 999)

[] Include an
AUP as link -

[J Require acceptance

[] Require scrolling to end of
AUP

IJgbb9s 22. s 1Ujl9s6 1Ue9ss [Jspus: 23> pdb



IJglogs 23. 235 oyl Idgpd > IUsuog > |eols IJg psd > uusluws lesls IUg psJ.
IJs1096 24. 16,8, 998 [Uwop Juwdd 1Je929> wzsl, Bless 10S s CPP slze, IJpuoleds ledlo
IJglogé 25. & w et |J8less LinuxPosture

IJgb9é 26. JJuwlsz: 22> wdesy AnyConnect Jg o sJ.

odlebé: B o030 1JplJs. Jl oS Blispd puuwsds J9esd [Jesld s IJuplbss Jive wpe
wdysuoel Jgje pu wdysy AnyConnect.

Cllant Provishonin a

Client Provisioning Policy

IJglb9s 27. 16,9, 999 ©p.

IJgbbgs 28. b il ds pdlb.

guluos uvsluvs IJsuoe

IJgbo9s 29. 235 eyl Idgpd > IJsuoe > guluoy IJuwsluws > 1Juingb > 1Jpdd. 235 |olds.

IJ¢b96 30. 90 wwg)sd TESTFile Jlwpe il [Jpdd 98, wogrs IJdse IJoeldss



File Condition

MName * TESTFile

Description

* Operating System  Linux All W

Compliance Module Any version

* File Type FileExistence o
* File Path home A Testfile.csv
* File Operator Exists Ry

pdleos: secps ldpuwly eds p9de 1JpdoS.
IJglbgs 31. 2> b

FilePresence..s.29 uog [Jpd o3l Jyinbb Jpg 96 ol I3 Jlu Idpdd 09291 O IJuble zse

SO, o IU SY9u p9g9ol 903l JJ Luse. pg wedsd o3l IJgsh I sge» Ls lowplp eds IUIbJlLS
.J.Juadd U ulegSE_ |Jde‘ |.Ju2)$0;_90d)|

IJ¢b9s 32. 235 lJpolbdole 99, wlougile gusluwé 23836 Jpl sJs:

s [ubin Pol i il il r Poanyre Type =S ety Frarmgia] e ALnons

pdlebbé: Jl s>gp Linux uuo 1Uyuwlds W9 Jlg)le Jdpgldeo
edoule |Jpobdoule

- oblp IJogbgsd: Jsusduw 1UIJ
- 9236 IJo9lus §: 4.x
- u9g IJ9og: AnyConnect
- IJyiyglb: 9zsle 1Jeslee§ 99ddliso (IJos wuowe po9d 6 wed wpdss uble ldobgsd)
- lolele pgldes: Idpeldele IJos wuowe poles Jdopdss wes losh zese Iduingl
IJIg ).
IUgle9s 33. 22> pldj IJgpd > 1U9uog > uwsluws IUsog



lJelo9é 34. 2> Edit (cz)s)) S Is wog 9¢»> Insert New Policy Define LinuxPosturePolicy (wgss»>
LinuxPosturePolicy) Jl_wpe 9olds oo luols pobdolod IJos wp logblgel W 1Jglbys 32.

Posture Policy

Blete Pl Oiesi N L ] Cymraley Tyate=a o e Mt Fattere Tpre Ry G L ]

IJgb9é 35. wzrs> wp szdb

lesble 1Jsgog 1Jpops 1Jig)s (Buve lesble IUs e 1l pd)

Posture General Settings ;

Remediation Timer |4 | Minutes
Metwork Transition Delay | 3 | Seconds (i
Default Posture Status | Compliant "| i
| Automatically Close Login Success Screen After |0 | Seconds i
~ Continuous Monitoring Interval | 5 ‘ Minutes i

Acceptable Use Policy in Stealth Mode

Posture Lease
*) Perform posture assessment every time a user connects to the network

Perform posture assessment every 1 Days (i

| Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 31 | [pays v

IJlesblo 1dpoed WO Guuwe IJlgshle IUgles JJ9soe Jel sJs:

- p3dw Iluadle: s> o3l Jleshs p 8ol I 1Jss sew eds Idepsd wuoeste elds Suud.
ould lsuol podw luedlz Ws wdssy AnyConnect: 903l IJps9e J ISE. 9Js v AnyConnect.

- 2lJ6 1o g IUIBe,luos: $98, 03l IJ]eshs 21U 1ds oe JJizoss Ides Jl cpess eds glpd
IJsoe 19 lubes Idogugsd IJos Jl spduel wuivgsd 1Jeled IUpdde: pod 1ubps
IJouvgsd ldpuwewss [Js Linux.

1JBILod IU3pos JJpildews Idpuwepss: subod odl IJlesls ds inob IUebosd oldize;s
lJos w89 v uldbs Iduoelss. szas Idlesh e35 1dp)le IJos sge Yol eJs AnyConnect
!_)k)uu ygslols;) |JPJ|L§V5.

- wog Ilgwesle IJpduwsd B suoe IJogds: JI $9z> puas eshisu Josl Ilesls ol 10z, 19



IJeologs. spug ldzb) gpdle AnyConnect WOs 908 [Jogds pu ldpclugs 131 dp Sop
Ilgesld o AUP. wuuez Idpologs Jepsd 9028 IJogds wldpologs zos 290 IJog s
eJs wu90999d AUP (9ldss ElJol ol sI90 09 1dp8ue9s g0 luveesle lesh suoe IJegds J
AnyConnect).

odosulo |ghé IJo9sse

wg> £pdslo e1s wdsse 1Jsoe edoul olpl Juus) od 1U9uoE. J§3 slse Jsdiss odase
9Jdsd AnyConnect Jlghsé wdsspe IJsuoe O Suwe "wu9w9dsd IUsuoe”. swedd IJgpsd
wubdd 29,8 pu 1U>E9d wluwwgsle PSNS 156 lgwoubl |Us 1Jesde Vs o3l Idodssu.

cwpl suod bdo |Js PSN: weas PSN pl bl Jlpw ould gleé IJs lelhs wdsse IUssos: luveubl

lJs od9sy ISE Usgy udbo IJuolsse wdd. bl ey IJgpsd gpdso lehbs o dsspe: WOl PSN

Sewdb welds 1Jegle§ pgguogso uldbé IJuolsé 9swp lelbé LESSU Lsal_, lJoog. 151

duudu udbs 1Juolss B lghs Idodsse: Slo 2lJs IUsgog wogs) s €Sy pusldd: ssep
blJé s wlzws) 9508 929>

1Jglo9s 36. 255 puslwd > guluos Iduwsluws > IJuolisg > IJogsd > pd9 iuosue IJogssd.
23> |uolso

IJgb9é 37. §p wog)sd wired_redirect JoJod wg)sd IJogasd wp Gp vodssu ldpedple
lJoldso

~ Common Tasks
Web Raedireciior

3 (Posture)  w ACL ACL_REDIRECT _AV A Value Client Provisioning Portal (defi ~

Static IP/Host name/FQDN
IJ¢ 9o 38. 25> aJ.Ib
IJzbgé 39. cJysu uwsluwle IJwgssd
ould oJle W9lg> wgasd we wdysuvol puwo 8l JJsog:

1. sop odssu IJlsd Jdebluds gus wzle IJpuolsds. Jel 1o o9ldd 1Uzols £y pe9s.
2. 9oblo@ Id@less IJeluss gpdsle IUpuob 8o IJdulzes pe vl IJuelss s, 1dpwld go.

pdlelbd: ceogs IJ pu lddlercse Iisdsso eds IJooszs oduwol: o luvegsle pJd
SESI Ug9sd pdIu puredl sepd eds lebs worse wdls IJuolss Ids pagd lesl
IJepsd.

3. 9oblo@ IJ38less IJuolisse IJpuob 8o IJulzes 9ol IJuolss 1Jeeyld 96 pe s oe
JOwEdp pdV wg)sW w99s o PermitAccess IUss wp wuopsSeo puvedl.
&> uu..5|uu5 > pep9Eo |Juu§|uu|o 9gd» |J,_J.u0p |Ji.,§roQ J 802.1x |Jou-.’J.$ - MAB |J.X§ P
logblyo Vs Ipeow) Iduwlos.

IJ¢9s 40. wersy wog IJogasd sluunle 1J9sles IJeldss



B Hetwork_Accens Acsherscation Passed

SESE_UnkrdwnCompdans_Rede =

s AND Compiancs_Uninown_Davioes PoturisE + d o

B ISEAD Exiemairoaps. [OUALS cicoie tabvUsen/Diomain Users

B  Hon_Complians Devices
SSE_MosCompiarce Redrect  AND  [B  Metwors_Access sahenscaton Pussed PogtrisE + d o

AR ISEAD ExemaiGoogs EOUALS cicobe tabvUieri/Dioman Uiers

B Complani Duvices
S25E_Compiance Device_Accems AND  [B  Meteors_Access_scthertcation Paissd B + d o

A ISEAD ExtemaiGriupi EQUALS cicoine bW ien/Doman s

IJodosule gds 1Jpeesd

pdlebd: subvs) IJodysy Idolds [Js _|BNS 1.0. spJdu o odoy ould lgedlvle Jewsdle
IBNS 2.0 IJS15,8. 909 Swop0 Uy YOS 9u2¢8 18d wlos,)l.

usernane <admi n> privilege 15 secret <password>

aaa new nodel

|

aaa group server radius RAD | SE GRP
server nanme <i sepsnnode_1> server nanme ! aaa authentication dotlx default group RAD | SE GRP aaa
aut hori zation network default group RAD | SE GRP aaa accounting update periodic 5 aaa accounting
dot 1x default start-stop group RAD | SE GRP aaa accounting dot1x default start-stop group
RAD | SE GRP ! aaa server radius dynanm c-author client server-key client server-key ! aaa
session-id common ! authentication critical recovery delay 1000 access-session tenplate nonitor
epm | oggi ng ! dot1x systemauth-control dotlx critical eapol ! # For Access Interfaces:
interface range G gabitEthernetx/y/z - zz

description VA CE-and- Dat a

switchport access vlan

swi tchport node access

swi tchport voice vlan

i p access-group ACL_DEFAULT in

aut hentication control-direction in # If supported

aut hentication event fail action next-nethod

aut hentication host-nbde nmulti-auth

aut henti cati on open

aut henti cation order dotlx mab

aut hentication priority dotlx nab

aut hentication port-control auto

# Enables preiodic re-auth, default = 3,600secs
aut hentication periodic

# Configures re-auth and inactive timers to be sent by the server
aut hentication timer reauthenticate server

aut hentication tinmer inactivity server

aut hentication violation restrict

mab

snnp trap mac-notification change added

snnp trap mac-notification change renoved

dot 1x pae aut henti cator

dot 1x tinmeout tx-period 10

dot 1x tinmeout server-tineout 10

dot 1x max-req 3

dot 1x max-reauth-req 3

auto qos trust

# BEGIN - Dead Server Actions -

aut hentication event server dead action authorize vlan
aut hentication event server dead action authorize voice
aut hentication event server alive action reinitialize



# END - Dead Server Actions -

spanni ng-tree portfast
!

# ACL_DEFAULT #
I This ACL can be custonized to your needs, this is the very basic access allowed prior
! to authentication/authorization. Normally | CMP, Dorain Controller, DHCP and | SE
I http/https/ 8443 is included. Can be tailored to your needs.
1
ip access-list extended ACL_DEFAULT
pernmit udp any eq bootpc any eq boot ps
permit udp any any eq donain
pernmit icnmp any any
permit udp any any eq tftp
permit ip any host
permit ip any host
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
1

# END-OF ACL_DEFAULT #
!

# ACL_REDIRECT #

! This ACL can be customnized to your needs, this ACL defines what is not redirected
I (with deny statenent) to the ISE. This ACL is used for captive web portal

I client provisioning, posture remnediation, and so on.

1

ip access-list extended ACL_REDI RECT_AV

remark Configure deny ip any host to allow access to
deny udp any any eq domain

deny tcp any any eq domain

deny udp any eq bootps any

deny udp any any eq boot pc

deny udp any eq bootpc any

remark deny redirection for | SE CPP/ Agent Di scovery
deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

remark deny redirection for remedi ati on AV servers
deny ip any host

deny ip any host

remark deny redireciton for remedi ati on Patching servers
deny ip any host

remark redirect any http/https

permit tcp any any eq www

pernmit tcp any any eq 443

1

# END-OF ACL-REDIRECT #

1

ip radius source-interface

1

radi us-server attribute 6 on-for-1login-auth

radi us-server attribute 6 support-nultiple



radi us-server attribute 8 include-in-access-req
radi us-server attribute 55 include-in-acct-req
radi us-server attribute 55 access-request include
radi us-server attribute 25 access-request include
radi us-server attribute 31 mac format ietf upper-case
radi us-server attribute 31 send nas-port-detai
radi us-server vsa send accounting

radi us-server vsa send authentication

radi us-server dead-criteria tinme 30 tries 3

!
ip http server
ip http secure-server
ip http active-session-nmodul es none
ip http secure-active-session-nodul es none

1

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

aaa group server radius RAD | SE GRP

server nane

server nane

!

mac address-table notification change

mac address-table notification mac-nove

IJoedd pu lJuoes
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1Jo9es (ISE)) ol £Jes wlble Linux.
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Activities © Settings ~ mar 25 11:15

o

Settings Network
Network
Wired
Bluetooth . )
Connected - 10000 Mb/s o
(3 Background
3] Appearance VPN i
0 Notifications
Mot set up

Q1 search

IJg1098 2. 235 £Jl06 lJowsse wlesu 98 we9lds,) wosisé 802.1x suslole lewpls Idpuwaés e

Activities O Settings « mar 25 11:16
*\ Settings Network
Cancel
Security

B02.1x Security ()

Authentication Protected EAP (PEAP)

Anonymous identity EEInaE

CA certificate

Mo CA certificate is required

PEAP version | Automatic

Inner authentication  MSCHAPvVZ
Username manzoe

PaSSL‘.‘DFd EEEEREREEE

Show password

IJ¢b9s 3. 168, W99 "wbusd"

IJgbgs 4. §p woyLosd ublpe Linux wldyvewds IJuwdIdss 802.1x 9ldwz 88 puo Vs uwed ISE
Live:
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Authoriz... Authoriz... IP Address Metwork De...  Dovice Port Identity Group Posture ... Server

harizatic Autharizatic IP Addrens L Matwark Davice Davice Part Identity Grdwnp

1Jgb96 5. O:s gpsd Linux: sde lehs IJegzso: 909 s8> p3¢d I Igpsd subsy IUs 9o
o889 1Jsuoe 9Jud) walse:

Activities “H Network Login = mar 29 09:44

Hotspot Login

Client Provisionir

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

oo, wuog w9lo wsupl seled 1Jesuod 1Yo iuld AnyConnect:



Activities &) Network Login * mar 29 09:44

*s Hotspot Login

stliaalie " i
:|'5::g Client Provisionil

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

4 Detecting if AnyConnect is installed and running...

UV OISy P99 2o BBl wp v wse AnyConnect: Wlue JI sdoudo. Iowegse Alt-Tab lg
Slisps IJlogubo JJowssd IJs gpsd AnyConnect.

Activities &Y Network Login v abr6 12:01

Hotspot Login

sl - .
e Client Provisionin

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect AnyConnect Posture Agent

+ + This is my first time here

+ Remind me what to do next

1. If AnyConnect is already installed, start AnyConnect so it can check your device and give
you access in a few seconds.

2. If AnyConnect detects your device is missing security requirements, follow instructions in
AnyConnect to update your system. When your device meets security requirements, you
will be able to access the network.

3. You have 15 minutes to install and for the system scan to complete.

Tip: Leave AnyConnect running so it will automatically scan your device and connect you
faster next time you access this network,

You have 15 minutes to install and for the compliance check to complete

Selod AnyConnect 1IUgo9d |Js uvsluwé 9,08 PSN 9o 8ssp wdbd IJuolsé Losol.



Activities @ Cisco Anyconnect Secure Mobil... ~ mar 25 11:45

,*s Cisco AnyConnect Secure Mobility Client -

< System Scan
total 48

Illllllll
CISCO

.

 Riaest @
@ 3
g

Updating network settings ...

A

.___SVJ'&_ AnyConnect & wuopse0 £JS uvsluwd 1J9Loe 0,6 1858 |Js ISE. B 030 1JzlJé.
P9I

Activities @ Cisco Anyconnect Secure Mobil... *  mar25 11:30
*‘ Cisco AnyConnect Secure Mobility Client -

< System Scan

s A
L] ' V)
©
=

e

Compliant.

Metwork access allowed.




Activities &Y Network Login ¥ mar 29 08:44

$* Hotspot Login

cIsco Client Provisic

Success
You now have Internet access through this network.

Ersdpnini Peofits B iheng| Aygghoriesil Awihorigation P P Addegas Matwork De Tevice Pon keniigy Group Posiurg Siaibes SEeraer

pU ulzso ié)s‘ I3l dpe YU Idpdd 09295l W]y 9256 AnyConnect IJuplbsé JJ9oess wwdé gu
Jouopse eds ISE

Activities & Cisco Anyconnect Secure Mobil... = mar 25 11:41
#"‘ Clsco AnyConnect Secure Mobllity Client -

+ System Scan (M 2

|||||I|I|
CISCO

=i

Mok Compliant.

Contack your sysbem administrator,

=
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Endpaini. Authenti Awthorir... Auihosir_ P Address Motwaork De Davice Part Identity Group Posiure Siatus Sorar Bldm £

odlebs: sJjpe eJ ISE FQDN gJs uble Linux po ¢JIJ DNS s pJ IJp o8 1Jpeds.
lweduld IJizble 9] oJlzol

show aut hentication sessions int fal/0/35

lebs IJogzso D I1Jpsde:

Oper h
Oper contr

P000BBe10008

interface f Ethernet 1,

TRAFFIC

&S puslBGS: op IJudd IJs &5d uvewdé VLAN 9 93lise Idozdp B 1Usue9d (ACL):
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