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APl Request and Response flow

POST ( Identity Group Creation) ) _
' 201(Created)

GET ( Identity Group Details_Retrieval
‘ 200 ( details in JSON Representation)

POST ( User Creation) ’
‘ 201(Created)

GET { User Details_Retrieval) }
‘ 200 ( details in JSON Representation)

PUT ( User Details Modification) }
‘ 200 ( updated field)

030 05 ESW6 ghgle JJgpdsle gu) 9lzod wyped Idobossle (API) sldos spdu luvaisleol
Jpyze Jlogsle pdldplod 1Jglos.

1. loyble pze9ed 1Jo9sé

Gp wlouile pze9gd 0956 wpuwless luudo POST.

URL Jlgwwsgle API:
https://<ISE IP>:9060/ers/config/identityGroup

Sluw pdlJpd API:

,luw 'Content-Type' J HTTP: lJobosd/json
lJewslo 'Wwsd' J HTTP: lJobosd/json

223 JSON Jluuble pzeses lJogsé

{ "ldentityGoup": { "nanme": "
ros.'";U!



Request

POST - https://10.71.244.140:9060/ers/config/identitygroup
Headers~

Content-Type application/json

Accept application/json

+Add header

Basic auth~

ersadmin  ssesees

Request bodyv

Type Custom
{
"IdentityGroup”: {
“name”: "testusergroup”,
"description”: User group for testing
“parent": "NAC Group:NAC:IdentityGroups:User Identity Groups
}
}

Response (0.711s) - https://10.71.244.140:9060/ers/config/identitygroup

201 Created

Headers >

2. |uwoyb oVlyosd pre9es IJogso

leuoh wllunsd pzeoesd 1Jogss wluwesle Iuvdse IJogdsele 1gluos

URL Jlgwwagle API:

v GET.

Show password?

https://<ISE IP>:9060/ers/config/identityGroupSfilter=name.contains.<lup pze9&6 lJo9s6 >

Slgw pdldes API:

Sluw 'Content-Type' J HTTP: IJoboséljson
lJewsly '©ead' J HTTP: lJobos@/json

pulJ:



GET j .140:9060/ers/config/identitygroup?filter=name.CONTAINS.testusergroup Send request

Headersv
Content-Type application/json i
Accept application/json i}

+Add header

Basic auth

ersadmin sasnsnans Show password?

Response (0.786s) - https://10.71.244.140:9060/ers/config/identitygroup ?filter=name.CONTAINS.testusergroup

200 o«

Headers >

{
"SearchResult": {
"total": 1,
“resources": [
{
"id": "bb6ae7220-4289-11lea-aB4@-cee7c3felbld",
“name": "testusergroup";
"description”: " User group for testing",
“link": {
"rel": "self"”,
"href": “https://10.71.244.140:9060/ers/config/identitygroup/b6ae7220-4289-11ea-a84@-cee7c3felbed",
"type": "application/xml"

pdlebs: pbbdye perS (puvede S wBluosd preses 1Jogss) Jluble puwegspsy Bs
pee9ed lJogsé odo.

3 - logble IJpwogpdsu

lousle puwesp wlpwegsle cedsele luvdsw POST.

URL Jlgwesgle API:

https://<ISE IP>:9060/ers/config/internaluser/

Sl pdlJpd API:

Jluw w9g pross HTTP: IJoboséljson
Jlow w9d HTTP: IJolbosdljson

JP) JSON Jlogule Upuuo'a)roi

{ "InternalUser": { "name": "

pd‘;LJZ



Request
POST .- https://10.71.244.140:9060/ers/config/internaluser/
Headersv
Content-Type application/json
Accept application/jsen

+Add header
Basic authv

ersadmin  sssessses

Request body

Type Customn
{
“InternalUsex®: {
"name": "testl23",
"email": "test@cisco.com",

"enabled": true,

"password”: "Letmein!l”,

"firstName": "test",

"identityGroups": "b6ae7220-4289-1lea-a840-ceelc3felbld",

Response (80.364s) - https://10.71.244.140:9060/ers/config/internaluser/

201 Created

Headers >

4 - gy o8luosd IJpuvode
lewoh wBluosd IJpuwetse weuwless luwdsw GET.
URL Jlgueosgle APL:

https://<ISE IP>:9060/ers/config/internaluser

Show password?

pdlebé: spdy luwedsle guglu URL 03l Jouodss [dpuwedsrpsu. Spdu wuo9s6

lJpuwws e wluwegsle FirstName g LastName g IdentityGroup 9 1Jlw e 91J9 0 9ld eS8

IUIJIen90s 9 1depdso.

SILPS v WIS6 wlLosd Idpuwegse wluwesle perd IUosss IUIJIe,908 Jpgrd w)sd

[JIn90s SBosd JIJ puweide.

https://<ISE IP>:9060/ers/config/internaluserSfilter=<name of field use for

filtering>.contains.<$.s 6 lJp8J JJo o9 s6>
Slgw pdldes API:

Jlow wsg peess HTTP: lJelbos.sljson



Jiu» Ow9d HTTP: lJolbos@/json

roC;UZ
Request B
GET - 140:9060/ers/config/internaluser?filter=email.CONTAINS.testlcisco.com
Headers
Content-Type application/json i}
Accept application/json i}

+Add header
Basic auth~

ersadmin FR— Show password?

Response (1.348s) - https://10.71.244.140:9060/ers/config/internaluser?filter=email . CONTAINS.test@cisco.com

200 o«

Headers >

{
"SearchResult": {
"total": 1,
"resources": [
{
"id": "be%aee27-22f2-4a77-a8e9-3092ba3b636e",
"name": "testl123",
"link": {
"rel": "self",
"href": "https://10.71.244.140:9060/ers/config/internaluser/be%aee27-22f2-4a77-a8e9-3092ba3b636e",
"type": "application/xml"

pJlzlbs:IDandNamereceived oul pbJow Jogsse JJwé 1Ups9) 19 pedsele 13)s
Jeuwoerp.unsop luvedole refURL Jogsse pedsple IJpuweese.
5-wedsd oulyosd IJpuvodse
ogssd IJes pi9) Idpuwcese luwegsle cedsele luudse PUT.
URL Jlwesgle API:

https://<ISE IP>:9060/ers/config/internaluser/<pg ;8 IJpueésp 1U3s op oddso wlgwodsle
IJepdso 1Up9 oo Wb IJgbys 4>

Ospel sds guslu URL href 1Uss op oddso wluwegsle Idgpdss [Jpsozs O 1Ugbys 4.
Slgw pdldes API:

J!uu U9E pew9s HTTP: lJobos@/json
Jlow §w9d HTTP: IJobosdljson



105 JSON Jugssd vaslule lgweb 1Jpuuegse:

{ "Internal User": { "id": "

pC‘;LJZ
Request S OB o+
PUT j 140:9060/ers/config/internaluser/be%ee27-22f2-4a77-a8e9=-3092ba3b636e
Headers~
Content-Type application/json 1@
application/json i

Accept

+Add header

Basic authv
......... Show password?

ersadmin

Request body~

Type Custom j
{
"InternalUser”: {
"id": "beY%aee27-22f2-4a77-aBed-3092ba3bgi6e",
"name”: "testl23",
"password": "Letmein!3",
"enablePassword": " i
}
}

Response (2.177s) - hitps://10.71.244.140:9060/ers/config/internaluser/be9aee27-22{2-4a77-aBe9-3092ba3b636e

200 o«
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