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Overview
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Username dot1xuser

Endpoint Id 50:3E:AA:E4:81:B6 &

Endpoint Profile TP-LINK-Device

Authentication Policy Wireless >> Default
Authorization Palicy Wireless >> BYQOD_Redirect

Authorization Result BYOD_Wireless_Redirect
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Authentication |dentity
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dotl1xuser

User
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Internal Users
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Cisco ISE

Overview

Event 5200 Authentication succeeded
Username dot1xuser

Endpoint Id 50:3E:AA:E4:81:B6 &

Endpoint Profile Windows10-Workstation
Authentication Policy Wireless >> Default
Authorization Policy Wireless >> Full_Acceess
Authorization Result PermitAccess
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dotixuser bt i

cISco My Devices Portal

Manage Devices
MNeed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Number of registered devices:2/5

MAC Address...

[0 MAC Address Device Name Description Status

[0 50:3E:AAE4:81:B6 MyWindows Device Registered
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CA-Service-cert - ;wlisd Jiolxs g300 lJpyze IJpuo>8 - pdSlo Idywed [Jo>w - caservice.log 9
caservice-misc.log

admin-ca- ca-service admin messages -pJle I uwzd 1Jo>9 ise-psc.log 9 caservice.log 9
casrvice-misc.log

certprovisiingportal - ,wlisd w9lw6 ©9ds) Idyiolss -pdVdle I ywed 1Jos>s ise-psc.log
Suwlisd NSF- NSF 3le 1Juads - pddle Iowzd 1Jesd ise-psc.log

nsf-session - gJwo Huwlisd pogd 8o wildye IUogisu ldpdde - 008 Lwed pJle ise-psc.log
98w IJouug SU-AAA - zpse Toale 980 IJouvgsd. pdd IJuwed IJoss - prrt-server.log .
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loge gu “tempz\spwProfileLog.txt (eJs uvesd [JpelJ:
C:\Users\<username>\AppData\Local\Temp\spwProfileLog.txt)
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wvedlo ISE
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Prrt-server.log
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[1] User-Name - value: [dotlxuser]

[25] Class - value: [#*%%*%*]

[79] EAP-Message - value: [i

[80] Message-Authenticator - value: [.2{wébU Ap05<Z]

[26] cisco-av-pair - value: [url-redirect-acl=BYOD-Initial]

[26] cisco-av-pair - value: [url-redirect=https://10.106.32.119:8443/portal/gateway?sessionId=0a6a
[26] MS-MPPE-Send-Key - value: [¥*%%%*]

[26] MS-MPPE-Recv-Key - value: [****] /RADIUSHandler.cpp:2216

el selod IJpuwegsp IJuoliss IJloedld 1Js 988 9w 9les> wogsoo woluwbs WLC |Js
guslu URL Jlglss w9zso ISE.

Guest.log

2020-12-02 05:43:58,339 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5][] com.cisco.ise.portal.Gatewa
redirect=www.msftconnecttest.com/redirect
client_mac=null

daysToExpiry=null

ap_mac=null

switch_url=null

wlan=null

action=nsp
sessionId=0a6a21b20000009f5fc770c7
portal=7f8ac563-3304-4f25-845d-be9faac3c44f
isExpired=null

token=53a2119de6893df6c6fca25c8d6bd061

2020-12-02 05:43:58,339 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5][] cisco.ise.portalwebaction.u

2020-12-02 05:43:58,339 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-5][] cisco.ise.portalwebaction.u

2020-12-02 05:43:58,344 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-5][] cisco.ise.portal.util.Porta
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cisco.
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cisco.

cisco.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

.portal.util.Porta

cisco.ise.portal.Gatewa

ise.

ise.

ise

ise.

ise.

guestaccess.

guestaccess.

guestaccess.

guestaccess.

guestaccess.

guestaccess.

guestaccess

guestaccess.

portalwebaction.c

portalwebaction.a

.portalwebaction.a

portalwebaction.a

portalwebaction.a

flowmanager

flowmanager
flowmanager
flowmanager
flowmanager

flowmanager

.flowmanager

flowmanager

cisco.ise.portalwebaction.c

com.cisco.ise.portalSessionl

cisco.ise.portalwebaction.c



@ BYOD Welcome

¢ @

X

+

D & 10.106.32.119:844

BYOD Wekome

Vielcome 1o the BYSD perial

cisco BEYOD Portal

The following system was detected

Windows

Vilas your dewvice detected inconmectiy

Selet pour Device

Windaws

b8, B9 wre Vs LOIS S BYOD.

020-12-02 05:44:01,926 DEBUG

2020-12-02 05:44:01,926 DEBUG

[https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.ac

[https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c

98w 030 IJu¥bo: 8 99p ISE wodsse ol Bl Jlue Idpddle/ldeslys 1JJes J BYOD 092956 ip
Jl 9sesu w9 wo JzlJs BYOD INIT.

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

05:

05:

05:

05:

05:

05:

44

44

44

44

44

44

01,936 DEBUG

01,936 DEBUG
01,936 DEBUG

01,936 DEBUG

01,950 DEBUG

01,950 DEBUG

[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

106.

106.

106.

106.

106.

106.

32.

32.

32.

32.

32.

32.

119-8443-exec-3][]

119-8443-exec-3][]
119-8443-exec-3][]

119-8443-exec-3][]

119-8443-exec-3][]

119-8443-exec-3][]

guestaccess.flowmanager.ste

guestaccess.flowmanager.ste
cpm.guestaccess.flowmanager

cpm.guestaccess.flowmanager

cisco.ise.portalwebaction.c

cisco.ise.portalwebaction.c



i Dedceloromtion = _

- c @ & hitpsy/10.106.32.119:8443 /pertal BycdStartaciion WELCOM % o @ 1 £« nN@OD®@® =
&
]
cisco BYOD Portal
o -
Device Information

Erdef e 08vice Neme 800 OOUONS! JeSTIpLCA Tor This devios
2 ey SABGE il uling the My Devices Porsl
Dwvice name: *
Mty-Davice
Dwscripton
Device I S0-3EAAE4S1BE

bed luwp 1Jzols slud) eds cuvesd-

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

Request Parameters:
from=BYOD_REGISTRATION
token=PZBMFBHX3FBPXT8QF98U717ILNOTD68D
device.name=My-Device

device.description=

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portal.actions.By

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

2020-12-02 05:44:14,683 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1][] cpm.guestaccess.apiservices
username= dotlxuser

idGroupID= aal3bb40-8bff-11e6-996c-525400b48521

authStoreGUID= 9273fe30-8c01-11e6-996c-525400b48521

nadAddress= 10.106.33.178

isSameDeviceRegistered = false



2020-12-02 05:44:14,900 DEBUG

2020-12-02 05:44:14,902 DEBUG

2020-12-02 05:44:01,954 DEBUG

2020-12-02 05:44:14,969 DEBUG

[https-jsse-nio-10.106.32.119-8443-exec-1][] cpm.guestaccess.flowmanager

[https-jsse-nio-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.c

[https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c

[https-jsse-nio-10.106.32.119-8443-exec-10][] cisco.cpm.client.provision

[ ¢ @ @ & hitps//10.106.32.119:8443 /porta Register.action™ BYOD_REGISTRATION 8% - @ %

wifran]n

Cisco

Install

BYCD Portal

| Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
network settings.,

Stait Quat

§ 2018 Cisco Systems, Inc. Cinco, Cisco Systems and Cisco Systers ko are
pwrmasica of oo Systems, Ine pndior 83 000ates in the U S and
Cartam ofhee COURITES

IJToe g0l SOd) [dpuwegse W9 wae eJs NSA! sep luuile pJd luwpe spwProfile.xml o950l
eds Idgpsd 1Uss suuwe Idpeeys pu Cisco-ISE-NSP.xmI 1J3s wp wujsde gds puwds TCP

8905.

Guest.log

2020-12-02 05:45:03,275 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet
2020-12-02 05:45:03,275 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet

2020-12-02 05:45:03,308 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet
2020-12-02 05:45:03,308 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet



WirelessNSP

2.0

ALL

wireless

BYOD-Dotlx



WPA2

TLS

false

e2c32ce0-313d-11eb-b19e-e60300a810d5

---output omitted---

2020-12-02 05:45:03,310 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet

w8 Gleod IUpzws pu spwProfile.xml: s 990 NSA codosy pdd wg)sd IJuvwds 95890
wlouble CSR: 9 uwldo |Js ISE JJzuosd gds ol wlgwegsle gpsd PKIIJElILo wewusly URL


https://10.106.32.119:8443/auth/pkiclient.exe
https://10.106.32.119:8443/auth/pkiclient.exe

ise-psc.log

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

ca-service.log

2020-12-02

version

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

- B S R L

10.106.32.119:844

v &

11,298

11,331

11,331

11,331
11,331
11,332
11,332
11,333
11,333

11,334

05:45:11,379

(o]

cisco

Install

DEBUG

DEBUG

DEBUG

DEBUG

INFO

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

BYOD Portal

{ Cisco Network Setup Assistant

B0%

Network Setup Assistant

Applying configuration... Specify additional

information if prompted.

T —
=

£ 2018 Cisco Systems, Inc
dem

or its affikates

Cinss, Cincs Systems and Ciaco Systems kg vw

arks of Ciso Systems, In o the LS. and

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.

[CAService-Scep][scep job

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

32.

32.

32

32.

32.

32.

32.

32.

32.

32.

119-8443-exec-1][]

119-8443-exec-1]1[]

.119-8443-exec-1][]

119-8443-exec-1][]
119-8443-exec-1]1[]
119-8443-exec-1]1[]
119-8443-exec-1][]
119-8443-exec-1][]
119-8443-exec-1][]

119-8443-exec-1][]

cisco.cpm

cisco.cpm.

cisco.cpm

cisco.cpm.
com.cisco.
org.jscep.
org.jscep.
org.jscep.
org.jscep.

org.jscep.

- %

.provisioning.cert

provisioning.cert

.provisioning.cert

scep.util.ScepUti
cpm.scep.ScepCert
message.PkiMessag
message.PkcsPkiEn
message.PkiMessag
message.PkiMessag

message.PkiMessag

4d22d2e256a247a302e900ffa71c35d75610de67 Ox67e



subject [C=IN,ST=Karnataka,L=bangalore,0=cisco,0U=tac,CN=dotlxuser]

---output omitted---
2020-12-02 05:45:11,379 DEBUG

2020-12-02 05:45:11,379 DEBUG

caservice-misc.log

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

caservice.log

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

1: 50-3E-AA-E4-81-B6

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,395 DEBUG
2020-12-02 05:45:11,395 INFO

class [com.cisco.cpm.caservice.

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

job

job

job

job

job

job

job

job

job

job

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

CaResultHolder] [1472377777]: result: [CA_OK]

subject [CN=dotlxuser, OU=tac, O=cisco, L=bangalore, ST=Karnataka, C=IN]
version [3]

serial [0x518fa73a-4c654df2-82ffdb02-6080de8d]

validity [after [2020-12-01T05:45:11+0000] before [2030-11-27T07:35:10+0000]1]
keyUsages [ digitalSignature nonRepudiation keyEncipherment ]

ise-psc.log

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e



2020-12-02 05:45:11,407 DEBUG

caservice.log

2020-12-02 05:45:11,570 DEBUG

ise-psc.log

= [ @ & hitps/10.106.32.119:844 3 /port

NImnim

Clisco

Cisco Network Setup Assistant

Install

2020-12-02 05:45:13,381 DEBUG
2020-12-02 05:45:13,381 DEBUG
2020-12-02 05:45:13,385 INFO

2020-12-02 05:45:13,596 DEBUG

BYOD Portal

[AsyncHttpClient-15-9][] org.jscep.message.PkiMessageDecoder -::::- Veri

[Infra-CAServiceUtil-Thread][] cisco.cpm.caservice.util.CaServiceUtil -:

% ...ﬁ

Network Setup Assistant

47 Your device is now configured for secure
&"f’ access to the 'BYOD-Dotlx' network.

Syateeest mad Canos Systerms iogs s
ne e & ffaaies = e U5 e

[https-jsse-nio-10.106.32.119-8443-exec-10][]
[https-jsse-nio-10.106.32.119-8443-exec-10][]
[https-jsse-nio-10.106.32.119-8443-exec-10][]

[https-jsse-nio-10.106.32.119-8443-exec-10][]

+ MDD @ =

cisco.cpm
com.cisco
com.cisco

cisco.cpm

.provisioning.cer
.cpm.scep.ScepCer
.cpm.scep.ScepCer

.provisioning.cer

w8 Couse Idubolss swal Idgpdle pLol>$6 8,8 Lluwegsle EAP-TLS sszuodow £Js 1Js o9

NEPS}

prri-server.log

Eap,2020-12-02 05:46:57,175,INFO ,0x7f433e6b8700,cntx=0008591342,sesn=isee30-primary/392215758/701,CPMS

,EapParser.cpp:150



Radius,2020-12-02 05:46:57,435,DEBUG,0x7f433e3b5700,cntx=0008591362,sesn=1isee30-primary/392215758/701,C

[1] User-Name - value:

[25] Class - value:

[:‘: %

[dotlxuser]

:‘::‘:]

[79] EAP-Message - value: [E

[80] Message-Authenticator - value: [U(@yE626|k0, . }]

[26] MS-MPPE-Send-Key - value: [****]

[26] MS-MPPE-Recv-Key - value: [****] /RADIUSHandler.cpp:2216

wedle 1depsd (uvedle spw)

sl Igpsd Bs cuisd pdd IJog su.

[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov 30 03:34:

30

30

30

30

30

30

30

30

30

03:

03:

03:

03:

03:

03:

03:

03:

03:

34:

34:

34:

34:

34:

34:

34:

34:

34:

27

27

27

27

27

27

27

27

27

27

2020]
2020]
2020]
2020]
2020]
2020]
2020]
2020]
2020]

2020]

headerLength = 12 data =

[Mon Nov 30 03:34:27 2020]

Downloading profile configuration...

Discovering ISE using default gateway

Identifying wired and wireless network interfaces, total active interfaces:
Network interface - mac:50-3E-AA-E4-81-B6, name: Wi-Fi 2, type: unknown
Identified default gateway: 10.106.33.1

Identified default gateway: 10.106.33.1, mac address: 50-3E-AA-E4-81-B6
DiscoverISE - start

DiscoverISE input parameter : strUrl [http://10.106.33.1/auth/discovery]
[HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/discovery, user
[HTTPConnection] HttpSendRequest: header = Accept: */*

datalLength = 0

HTTP Response header: [HTTP/1.1 200 OK

Location: https://10.106.32.119:8443/portal/gateway?sessionId=0a6a21b20000009c5fc4fb5e&portal=7f8ac563-

[Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUr1: host = 10.106.32.119, path = /auth/provisioning/d

Mon Nov 30 03:34:36 2020] parsing wireless connection setting

[Mon Nov 30 03:34:36 2020] Certificate template: [keytype:RSA, keysize:2048, subject:0U=tac;0=cisco;L=b

[Mon Nov 30 03:34:36 2020] set ChallengePwd



swedd epsd el Bl Jlve g208 WLAN Ses> Idogivesd.

[Mon Nov 30 03:34:36 2020] WirelessProfile::StartWLanSvc - Start
[Mon Nov 30 03:34:36 2020] Wlansvc service is in Auto mode ...
[Mon Nov 30 03:34:36 2020] Wlansvc is running in auto mode...

[Mon Nov 30 03:34:36 2020] WirelessProfile::StartWLanSvc - End

[Mon Nov 30 03:34:36 2020] Wireless interface 1 - Desc: [TP-Link Wireless USB Adapter], Guid: [{65E78DD
[Mon Nov 30 03:34:36 2020] Wireless interface - Mac address: 50-3E-AA-E4-81-B6

[Mon Nov 30 03:34:36 2020] Identifying wired and wireless interfaces...

[Mon Nov 30 03:34:36 2020] Found wireless interface - [ name:Wi-Fi 2, mac address:50-3E-AA-E4-81-B6]
[Mon Nov 30 03:34:36 2020] Wireless interface [Wi-Fi 2] will be configured...

[Mon Nov 30 03:34:37 2020] Host - [ name:DESKTOP-965F94U, mac addresses:50-3E-AA-E4-81-B6]

§v>i lJepsd Vs cbousy pdd IJog)su.

[Mon Nov 30 03:34:37 2020] ApplyProfile - Start...

[Mon Nov 30 03:34:37 2020] User Id: dotlxuser, sessionid: 0a6a21b20000009c5fc4fb5e, Mac: 50-3E-AA-E4-81
[Mon Nov 30 03:34:37 2020] number of wireless connections to configure: 1

[Mon Nov 30 03:34:37 2020] starting configuration for SSID : [BYOD-Dotlx]

[Mon Nov 30 03:34:37 2020] applying certificate for ssid [BYOD-Dotlx]

wvols vowsw IJgpsd.

[Mon Nov 30 03:34:37 2020] ApplyCert - Start...
[Mon Nov 30 03:34:37 2020] using ChallengePwd
[Mon Nov 30 03:34:37 2020] creating certificate with subject = dotlxuser and subjectSuffix = OU=tac;0=c

[Mon Nov 30 03:34:38 2020] Self signed certificate



[Mon Nov 30
] as rootCA

[Mon Nov 30

Certificate

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

[Mon Nov 30

03:

03:

is

03:

03:

03:

03:

03:

03:

03:

03:

34:44 2020]

34:44 2020]

downloaded .

34:50 2020]

34:50 2020]

34:50 2020]

34:50 2020]

34:51 2020]

34:51 2020]

34:51 2020]

34:51 2020]

Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 le 17 cb 73 5f ba

Installed CA cert for authMode machineOrUser - Success

Omitted for brevity -

creating response file name C:\Users\admin\AppData\Local\Temp\response.cer
Certificate issued - successfully
ScepWrapper::InstallCert start

ScepWrapper::InstallCert: Reading scep response file [C:\Users\admin\AppDat

ScepWrapper: :InstallCert GetCertHash -- return val 1
ScepWrapper: :InstallCert end
ApplyCert - End...

applied user certificate using template id e2c32ce0-313d-11eb-b19e-e60300a81

SS90 ISE wodssu pdu wg)sW Jigudds

[Mon Nov

[Mon Nov
[Mon Nov

[Mon Nov

30 03:34:51 2020] TLS - TrustedRootCA Hash:

pJV IJog s

30 03:34:51 2020] Configuring wireless profiles...
30 03:34:51 2020] Configuring ssid [BYOD-Dotlx]

30 03:34:51 2020] WirelessProfile::SetWirelessProfile - Start

[ 5b a2 08 1le 17 cb 73 5f ba 5b 9f a2 2d 3b fc d2



BYOD-Dotlx

BYOD-Dotlx

true

ESS

auto

false



WPA2

AES

true

true

user



13

13

true



false

5b a2 08 1le 17 cb 73 5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b

false



Wireless

[Mon

[Mon
[Mon
[Mon

[Mon

[Mon

[Mon

[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

interface succesfully initiated, continuing to configure SSID

30 03:34:51 2020] Currently connected to SSID: [BYOD-Dotlx]

30

30

30

30

30

30

30

30

03:

03:

03:

03:

03:

03:

03:

03:

34:

34:

34:

34:

35:

35:

35:

36:

51

51

51

51

21

21

21

07

2020]
2020]
2020]

2020]

2020]

2020]

2020]

2020]

Wireless profile: [BYOD-Dotlx] configured successfully
Connect to SSID
Successfully connected profile: [BYOD-Dotlx]

WirelessProfile::SetWirelessProfile. - End

WirelessProfile::IsSing1eSSID - Start

Currently connected to SSID: [BYOD-Dotlx], profile ssid:

WirelessProfile::IsSing1eSSID - End

Device configured successfully.

[BYOD-Dotlx], Singl
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