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Providers

High Availability Settings

Deploy

oU ia.J lows gpolo ldoede wldpzld IJos ouweese IU9ddle: luowd IJs p)ld) 1dgpd >
PassivelD > 0995 IJg>plw > Active Directory > [lu @) eJs udbo IJ,ob] > PassivelD . 16,9,
9939 luolws gesle Iduede wldpeld 91w, spsle IJoede ldeeld IJos sop luva sl
Islelogsse User-IP puole &p 1o@) 998 p918 8. &p lu ) W9 edb Jedb IJogss)lo: Jol
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Joesss 1J9ddle 1Usso Spdu luvogsleoe Jluwe b IJizsle puop: luedd lJs eold; 1de pd >
PassivelD > 099, IJg>ple > Active Directory > [lu9) eJs uldbs I, b] > PassivelD. ié_oJ
seole IJopde wldeeld slud)y B98 cusy. bed luve IJpuwagsp 99Jp6 1Jpsg). 120 8dsd: &p
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%ﬁ pdlebé: spdy io SY9u ould gshle wdasu glgevl) ool Vs 03l IUduwpe zos IJluesl) 3.0
Patch 4.

WYop pJ wdysy 99Jsd PassivelD

Swilzsy pdd w9y glpd PassivelD s C:\Program files (x86)\Cisco\Cisco ISE PassivelD
Agent\PICAgent.exe.config . szw9s pJW IJodssu eds peuss pauoe oul:

<¢xml version="1.0" encoding="utf-8"¢>

<lJodssu>

<configSections>

<section name="log4net" type="log4net.config.log4NetConfigurationSectionHandler. log4net"/>
</configSections>

<log4net>



<root>

<level value="debug" /> <I— pwossle lJouwesd: Lsdl IJouvgsd: Bz gbl weis.
pedoplo: cuoese igble. all —>

<I— sgpd 03l gds cessu puwwss "lduved" 1UElue wlduvedle IJos e wgpssol Jeleod
PassivelD gJs 1J¢gbe [J3s swp oubgsdo edso. —>

<appender-ref ref="RollingFileAppender" />

</root>

<Appender name="RollingFileAppender" type="log4net.Appender.RollingFileAppender">

<file value="CiscolSEPICAgent.log" /> <!— Jl v 9p wwessd o3l —>

<appendToFile value="true" />

<rollingStyle value="size" />

<maxSizeRollBackup value="5" /> <I— s_oub 03l |,8p IJe> IUIBuos Jess pdle IJuuzd
IJos sop logulyel §od wa9s ol —>

<maximumpFileSize value="10 psg¢lolse"” /> <l— s o b 03l IBuos zee JIYJ pdd wgd sop
logblyo —>

<staticLogFileName value="true" />

<u9g IJugbsb="log4net.Layout.PatternLayout">

<conversionPattern value="7date “level - “messagenew line" />

</lJugbsb>

<NJpJes>

</log4net>

<eoe lJoubgsd>

<supportedRuntime version="v4.0"/>

<supportedRuntime version="v2.0.50727"/>

</startup>

<appSettings>

<add key="heartBeatFrequency" value="400" /> <l— sz2> 03l |U)B8p @ 3> vwu2 IJ8Jw Bs
odJs Sluss IJos sop wuvgsdol usu 1Jg psd IUluwluws sldglod IJeluss I3l wp odgsol
S5 9z eJs ISE —> :

<add key="heartbeatThreshold" value="1000"/> <!l— sz2> 03l I, 8p IJz> IJlOLos JJps6
Ise0ss wldoslus Idpdds IJos socb, IJgesd pu ledol vd)le IdSJv Idos sop wed 53JY
suog edles luwidd eds IUgesd I, —>

<add key="showHeartbeats" value="false" /> <l— 9o Lo gsS) IJ8Sps IUs "true” Jg, o Huwlisd
Vo2 IJdde s pdo Idwed —>

<add key="maxRestThreads" value="200" /> <!— sz>> Iz> IJIGLos Jgas pduile olulb REST
lJos sedu luolzel JLuwld Ui@lc‘; IJs ISE. Jl wgs) 030 1JB8Sp6 2os 90l Jp sSuuoe wo pu
Cisco TAC. —>

<add key="mappingTransport" value="rest" /> <l— sz>> y9¢& IUyuwsl lJpuweede Jhuwld
lJosssuole [Js ISE. Jl wgs) 030 [U9sp6 —>

<add key="maxHistorySeconds" value="60" /> <l— sz5> IJp>6 wlJeglus Vs Idpluos IJos
Sew luvah Uizsle IJobsgss Jol B 2lJs lehé wuvgsd 1Ugspé —>

<add key="restTimeout" value="5000" /> <l— sz>5 95p6 |Jpodé Jlyuwwsrgle REST |Js ISE —>
<add key="showTPS" value="false" /> <l— 9, Lwgss) 030 IUBSped IJs "true” Jg, o TPS
JJizsle 1Jos sop luveduldol shuwldel [Js ISE —>

<add key="showPOST" value="false" /> <I— §o LSS, 030 lJ 86 |Js "true" Jbolgs 1 izsle
lJos swpe buwldol |Js ISE —>



<add key="nodeFailOverTimeSpan" value="5000" /> <!— sz>> Ju,bo IUz> wldpdds vluss lJos
sop edldol puwle £33 IJigble IJos spdu o e Bs 1dleuold we$s8 PSN PassivelD
IJouils Jogbs Iddgvd —> ‘ :

<add key="nodeFailOverMaxErrors" value="5" /> <I— sz>> IJg> Ul os Jg2s IUIgble |Jpw ez
wol 31gJ 1Jg 956 IJpgss0 FailoverTimeSpan o J IJWvd s 1U9Losd IUs 956 PassivelD PSN
Vs 9uoe Idlgwogsh —

</appSettings>

</configuration>

IJozdd pu lduors
IJoz 83 pu e>ple PassivelD gJs ISE

1. 0283 pu wpdsu ¢rp6 PassivelD gds 9lzos Ipuveesp Idsumspss (GUI). Jol e 90
edlps eJs Vs> IJouvgsd pu Ul show application status gJs 9lzgodé yulo, 1JI9le, (CLI)
lJgluod o ISE.

= Cisco Administration - stem - Deployment £ Mots 28 0wys & O

Deployment

<tfroot>

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 129052
Database Server running 108 PROCESSES
AppTlication Server running 9830
Profiler Database running 5127

ISE Indexing Engine running 13361

AD Connector running 20609

M&T Session Database running 4915

M&T Log Processor running 10041
Certificate Authority Service running 15493
EST Service running 41658

SXP Engine Service disabled

Docker Daemon running 815



TC-NAC Service disabled

pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled

pxGrid Controller disabled

Passi vel D WM Service running

15951
Passi vel D Sysl og Service running

16531

Passi vel D APl Service running

17093

Passi vel D Agent Service running

17830

Passi vel D Endpoi nt Servi ce running

18281

Passi vel D SPAN Servi ce running

20253
DHCP Server (dhcpd) disabled
DNS Server (named) disabled
ISE Messaging Service running 1472
ISE API Gateway Database Service running 4026
ISE API Gateway Service running 7661
Segmentation Policy Service disabled
REST Auth Service disabled
SSE Connector disabled

2. 0283 pel I3l Jly 99, ISE Active Directory poodl woesle Idoede wldpeld WOs o)ld)
lJged > PassivelD > p9.9,s IJg>pele > Active Directory > Connection.

3. w2 ppl Bl Ilue gpsle IJoede ldpeld Idpbdyws sop poldwwol woluwbs I9dsd Vs
ol 1Jgpd > PassivelD > p9.9,5 IJg>ple > Active Directory > PassivelD.
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4. 0283 epl Bl Jlvo eldé spole ldeede Cldpeld Idos sop pildooel 88> IJouvesd. eds
wosd Ideeld: op 9u0g edled IRuo) eds Jogs Idpedypele B p)ld; Idgped > PassivelD >
U6 gles > Jozo IJpedyple.

5. weldY pU weuwsé eduwle gpd Live gud owesd ouvesd 2¢9d [Js Windows gJs 9236
IJoede wldezld Ws p)ld) Idepd > PassivelD > b6 gloo > zdwle gpd Live.

IJozdd po e3ple 1J9dsd eds ¢l Windows

1. 028U pu 3006 ISEPICAgent e Js 1Ughp 2w wp wowse 9dsd PIC,



17l Task Manager

File Options View

Fewer details

% Open Services

Processes Performance Users Details Services
Mame PID Description Status Group
i ISEPICAgent 9392 Cisco ISE PassivelD Agent Funning
S WSearch Windows Search Stopped
S wmiApSre WMI Performance Adapter Stopped
% WinDefend 3052 Windows Defender Service Running
S WIDWriter 2044 Windows Internal Database V55 Writer  Running
S WdNisSve Windows Defender Metwork Inspecti... Stopped
VS5 Volume Shadow Copy Stopped
S VMwareCAFManagementA,.. VMware CAF Management Agent Se.. Stopped
S VMwareCAFCommAmgplLi... Viware CAF AMOP Communicatio...  Stopped
oy VITIVSS VMware Snapshot Provider Stopped
S VMTools 2424 VMware Tools Running
54 VGAuthService 2480 VMware Alias Manager and Ticket 5...  Running
gy vds 4236 Virtual Disk Running
g VaultSve 724 Credential Manager Running
S UI0Detect Interactive Services Detection Stopped
Lo UevAgentService User Experience Virtualization Service  Stopped
o TrustedInstaller Windows Modules Installer Stopped
%4 TieringEngineService Storage Tiers Management Stopped
54 SQLWriter 3148 SQL Server V55 Writer Running
S SOLTELEMETRYSSOLEXPRE... 4834 SOL Server CEIP service (SOLEXPRESS)  Running
S SOLBrowser SOL Server Browser Stopped
S SOLAgentSSQLEXPRESS 50L Server Agent (SQLEXPRESS) Stopped
Ll snnsue Softuiare Protectinn Stonned
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