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= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

—
) ANOW M3-LRAFYL

(O] Atlow EAP-MDS

Authentication v (] Allow EAP-MS-CHAPY2
I Allowed Protocols Allow Password Change Retries ] (valid Range 0 to 3)
- Allow TEAP
Authorization 5 TEAP Inner Methods

Allow EAP-MS-CHAPYZ
"
Profiling 5 & Allow Password Change Retries 3 {Valid Range 0 to 3) (1)

Allow EAP-TLS

Posture > [:] Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
@
Allow downgrade to MSK (3)
Client Provisioning » . ) y

ing wnnel establishment ()
Enable EAP Chaining (1)

(] Preferred EAP Protocol  |LEA

WP W @

[J eap-TLS L-bit ()

[] Alow weak ciphers for EAP (7)

D Require Message-Authenticator for all RADIUS Reguests O

IJg96 2. §p Clouble pdBd o) wigsue slupldeoe [Us cuvdund puos) [Jogss.

loodd lJs ISE > Administration > Identities > identity Source Sequenceglg e, pJd o g)sed IJuolss.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

v |dentity Source Sequence

* Mame
For_Teap

Description

N

v Certificate Based Authentication

Select Certificate Authentication Profile cert_profile ~

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints Internal Users

Guest Users ADJoioint




296 3. sgw luvosgle o3l lJouwduwd B wog lJpuol>§6.

loe@d |Js ISE > Policy > Policy Sets. Choose the Policy Set forDotl1x > Authentication Policy slge, ouvduwd pues) 1Jo9gss 1Uss we
loublye Vs 1Jglogs 2.

= Cisco ISE Palicy - Policy Sets A Q (

Q

[ ] Default Default policy set Default Network Access <X

| Authentication Policy (3)

Status  Rule Name Conditions Use Hits:
Q
Internal Endpoints L]
[F  wired_maB
(-] MAB OR — i _ 0
5] wireless_MAB 2 Options
For_Teap <
(5 wired_s02.1x
° o :
\| Wireless_g802.1% » Options

IJglbgs 4. weole IJ1u lJs cessd vog IJogssd opw peeoesd wog dotlx.
loedd |Js ISE > Palicy > Policy Sets. Choose the Policy Set for Dot1x > Authentication Policy.

ceole lds lugsle @lesoso. woopdd IUJless IJing pU puolb 86 1Jzoly 9JIJu IUpuwwgse £ puedd. woedd IUsless IJeluss
P0 pueb 88 JJ pu IJeuw e 9ldzols.

= Cisco ISE Policy - Policy Sets

i —— sy S —

v Authorization Policy (14)

Results

[,]

(+) Status Rule Name Conditions Profiles

Q

L Network Access-EapChainingResult EQUALS User i
(] User authentication A PermitAccess >
and machine both succeeded
Machine Network Access-EapChainingResult EQUALS User :
/] - 5] . ; PermitAccess
authentication failed and machine succeeded

$958 03l lds Idopld Idedssu pu gluw ébe ISE.
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Bp wodssy lesh IJpuolb 36 [duwddss B o3l IJpuwous.

lowdd |Js Control Panel > Network and Sharing Center > Change Adapter Settings slu )« 1Jelouw 1Jis,ew LAN Connection >
Properties. 1,9, 99,9 Authentication g Jle6 lJow9se.

IJebys 1. 169, 999 Authenticationld oo wsd 9l¢ ey Microsoft EAP-TEAP.



9 pciPassthrul Properties

Select this option to provide authenticated network access for

this Bthemet adapter.

+| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: EAP-TEAP W

Remember my credentials for this connection each

time I'm logged on

Fall-back to unauthorised network access

Additional Settings...

OK

IJglo9s 2. 16,8, edsSettings ), 1Je9e9> wesly TEAP.

Settings

Cancel




1. IJlz ol Enable Identity Privacy wledloss IJeedse anonymous Jo9sé.

o ot edlps lgosh vl Ebe (B9lbp) CA IR, cew pilze IJouossd 1Ugd) e d ol lJos oguegse
Jugsdse ywolé pol> 86 EAP gJs ISE PSN.



TEAP Properties

Enable identity privacy

anonymous

Server certificate validation

Connect to these servers:

Trusted Root Certffication Authorities:

Class 3 Public Primary Certification Authority

[T 1 CrORANINN DA S adifim—dine A dhsneibsr
< >

[ ]Dont prompt user if unable to authorise server

Client authentication
Select a primary EAP method for authentication

Microsaft: Smart Card or other certfficate w

Configure

Select a secondary EAP method for authentication

Microsoft: Smart Card or other cerificate o

‘ Configure

| ok || Ccancel




L opdsy wedss 9uog ol 8s.

2. 8p wotssu 1Uslses Ideouwsds [Js IJlesh 1Jeolgue.

3.1¢w, User or computer authentication uzse sop lJouosrsd eds JJsopl 9lud, OK.



Advanced settings X

al2, 1X settings

+'| Spedfy authentication mode

User or computer authentication Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user log-on

Perform immediately after user log-on

£
o

Maximum delay (seconds): 10

#| Allow additional dialogues to be displayed during single
Sign on

This network uses separate virtual LAMs for machine
and user authentication

IJoedd eu lduoes
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= Cisco ISE Operations - RADIUS Q @ @
Live Logs Live Sessions
—
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Count
w co e k= 3 hours
! Reset Re, T K il
Time Status Details Repea... Ildentity Endpoint ID Authenti... Authorization Policy
Jun 01, 2020 11:31:39.967 AM ] o 1] ! hesank host/Adminisiral B4:96 91 26E1A0 Wired-dol1x Wired-dol1x >> User Authenbcation
Jun 01, 2020 11:31:39.967 AM a8 o Administrator@anshsinh local hostAdministrator B4:96:91:26:E1:A1 Wired-dot1x Wired-dot1x >> User Authentication
Jun 01, 2020 11:31:28.395 AM -] o Wiresd-dot1x Wirnd-dot1x >> Maching Authentication

odusy Idpuobys o osds

Vs wdluosd uved Live oo puobdle 1Jzol; NACRadiusUsername [>glJl glgsl W8 JIJo Idpuwogse 1deds> 90001086 1Jzol;
ogHue beldsu Bles Jdpuvwgse: 99lzs JJzols). Isuol Jol s wew Authentication Details 1J 9 wpe: IJ3s TEAP (EAP-TLS) Jly
Suvwgse Authentication Protocol. |31 Juo wuwogsp MSCHAPV2 Jpols 86 1Jgols sldpuwese sbo, wy9wsded lJpol> §6 TEAP
(Microsoft: Secured password (EAP-MSCHAP v2)).

puel> 8o lJzol;



Authentication Details

‘ Username anonymous host/Administrator |

Endpoint Id B4:96:91:26:E1:Al

Calling Station Id B4-96-91-26-E1-Al

Endpoint Profile Intel-Device

[Pv4 Address 169.254.75 41

Identity Group  Profiled

Audit Session Id BD256A0A000000266EB5A242

Authentication dot1x

Method

Authentication

= TEAP (EAP-TLS)

Service Type Framed

Other Attributes

UseCase Eap Chaining

NACRadiusUserName host/Administrator

SclecledAuthcnticationldentity§lores cert_profile

AuthenticationStatus AuthenticationPassed

IdentityPolicyMatchedRule Default

AuthorizationPolicyMatchedRule =~ Machine Authentication

Serial Number 47000000 1C 84 F9 DB 39 FA 16 4F EB 00 00 00 00 00 1C
EndPointMACAddress B4-96-91-26-E1-Al

EapChainingResult User failed and machine succeeded

e 96 lJpuegse sldeols



Authentication Details

_Event 2200 Authentication succeeded
Username Administrator@anshsinh.local host/ Administrator
Endpoint Id B4:96:91:26:E1:A1
Calling Station Id B4-96-91-26-E1-Al
Endpoint Profile Intel-Device
IPv4 Address 169.254.75.41
Identity Group Profiled
Audit Session Id BD256A0A000000266EB5A242
Authentication -

Method

Authentication

" TEAP (EAP-TLS)
ervice Type Framed

Other Attributes

UseCase Eap Chaining

NACRadiusUserName Administrator@anshsinh.local

NACRadiusUserName host/Administrator

SelectedAuthenticationldentityStores cert_profile

AuthenticationStatus AuthenticationPassed

IdentityPolicyMatchedRule Default

AuthorizationPolicyMatchedRule =~ User Authentication

Serial Number 47000000 1C 84 F9 DB 39 FA 16 4F EB 00 00 00 00 00 1C

B4-96-91-26-E1-Al
|EapChainingResult User and machine both succeeded
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¢ nsf-session

+ &6 Active Directory (Jlguod il Tgble ISE 9 AD 9l oJlzol)

B Windows. sedod IJoedd po wedle "gbhus Jizsle”.

cedsd Iduved dugib

puel> 8o lJzol;

<#root>
11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity

12756 Prepared EAP-Request proposing TEAP with chal |l enge

12758 Extracted EAP-Response contai ning TEAP chal | enge-response and accepting TEAP as negoti at ed

12800 Extracted first TLS record; TLS handshake started 12805 Extracted TLS ClientHello message 12806

11559 dient certificate was requested but not received inside the tunnel. WIIl continue with inner nett

11627 Starting EAP chaining 11573 Selected identity type 'User'

11564 TEAP 1inner method started 11521 Prepared EAP-Request/Identity for inner EAP method ... ... 11567
11806 Prepared EAP-Request for inner nmethod proposing EAP- MSCHAP with chal |l enge

11596 Prepared EAP-Request with another TEAP challenge 11006 Returned RADIUS Access-Challenge 11001 Re
11515 Supplicant declined i nner EAP nethod sel ected by Authentication Policy but did not proposed anot he
22028 Authentication failed and the advanced options are ignored 33517 Sent TEAP Intermediate Result T
11574 Selected identity type 'Machine' 11564 TEAP inner method started

11521 Prepared EAP-Request/Identity for inner EAP method ... ... 11567 Identity type provided by clien
11806 Prepared EAP-Request for inner nmethod proposing EAP- MSCHAP with chal | enge

11596 Prepared EAP-Request with another TEAP challenge ...

12523 Extracted EAP-Response/ NAK for inner nethod requesting to use EAP-TLS i nstead

12522 Prepared EAP-Request for inner method proposing EAP-TLS with challenge 12625 Valid EAP-Key-Name

22037 Aut hentication Passed 12528 | nner EAP-TLS aut hentication succeeded

11519 Prepared EAP-Success for inner EAP nethod 11565 TEAP inner nethod fini shed successfully

. 33516 Sent TEAP Intermediate Result TLV indicating success 11596 Prepared EAP-Request with ano

11576 TEAP cryptobi nding verification passed



15036 Eval uating Authorization Policy
24209 Looking up Endpoint in Internal Endpoints IDStore - anonymous,host/Administrator 24211 Found End

11597 TEAP aut hentication phase finished successfully 11503 Prepared EAP-Success 11002 Returned RADI US /

PP 88 IJpwegse 9ldzols

<#root>
11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ...

12756 Prepared EAP- Request proposing TEAP with chall enge

12758 Extracted EAP-Response contai ni ng TEAP chal | enge-response and accepting TEAP as negoti at ed

12800 Extracted first TLS record; TLS handshake started 12805 Extracted TLS ClientHello message 12806
11620 TEAP full handshake fi ni shed successfully

11596 Prepared EAP-Request with another TEAP challenge ... ... 11595 Extracted EAP-Response containing

11627 Starting EAP chai ni ng

11573 Sel ected identity type 'User' 11564 TEAP inner nmethod started

11521 Prepared EAP-Request/Identity for inner EAP method 11596 Prepared EAP-Request with another TEAP
11806 Prepared EAP-Request for inner nethod proposing EAP- MSCHAP with chal |l enge

11596 Prepared EAP-Request with another TEAP challenge ...

12523 Extracted EAP-Response/ NAK for inner nethod requesting to use EAP-TLS i nstead

12522 Prepared EAP-Request for inner method proposing EAP-TLS with challenge ... ... 11595 Extracted E
22037 Aut hentication Passed

12528 Inner EAP-TLS authentication succeeded 11519 Prepared EAP-Success for inner EAP method

11565 TEAP inner nethod fini shed successfully

33516 Sent TEAP Intermediate Result TLV indicating success 11596 Prepared EAP-Request with another TEA
11576 TEAP cryptobi nding verification passed 11574 Sel ected identity type ' Machine

11564 TEAP dinner method started ...

11806 Prepared EAP-Request for inner nethod proposing EAP- MSCHAP with chal |l enge

11596 Prepared EAP-Request with another TEAP challenge ...

12523 Extracted EAP-Response/ NAK for inner nethod requesting to use EAP-TLS i nstead

12522 Prepared EAP-Request for inner nethod proposing EAP-TLS wi th chal | enge



12524 Extracted EAP-Response contai ning EAP-TLS chal | enge-response for inner nmethod and accepti ng EAP-TL

12800 Extracted first TLS record; TLS handshake started
12545 Client requested EAP-TLS session ticket
12546 The EAP-TLS session ticket received fromsupplicant. Inner EAP-TLS does not support statel ess sess
12805 Extracted TLS ClientHello message 12806 Prepared TLS ServerHello message 12807 Prepared TLS Cert
22037 Authentication Passed 12528 |Inner EAP-TLS authenticati on succeeded 11519 Prepared EAP-Success for
11565 TEAP 1inner method finished successfully 33516 Sent TEAP Intermediate Result TLV indicating succe
15036 Eval uating Authorization Policy

24209 Looking up Endpoint in Internal Endpoints IDStore - Administrator@example.local,host/Administrat

11597 TEAP aut hentication phase finished successfully 11503 Prepared EAP-Success 11002 Returned RADI US /

pedyple slo Lods
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