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Security Information

Security Policy
Cormplited

Policy Type

Auth Ky Mgmt
Encryption Chplusr
EAP Type

SNMP NAL State

Fadius NAC State LENTHAL_WWEE_ALITH

LTS Sacurity roup
Tag

AR Ohirribde ACL
HName

AAA Ohoarmide ACL
Applied Status

gk Croerride Flex
ACL

AAA Croerride Flex T
ACL Appliesd Status el

Radirect LIRL _ Bdd 3 fportal fgateway Psession]d

3. lpJlouss 1Jsue9d pu 0 bs IJuolss [Js ISE gds pueds TCP 8443 Cpwless pozo
IJI9lo,: C:\Users\user>Telnet <ISE-IP> 8443

4. 5l Jly guglou URL J!g_béé o9eso lduslusd sewos eds FQDN. ;éoa,jj el Bl Ily 1dgpsd
Iyl eds IJzd pu pozo IJIgle,: C:\Users\user>nslookup guest.ise.com
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cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless FlexConnect Access Contraol Lists

= Access Points

All APs Aol Mame
w Eadios
802,.11a/n fhenred a2
3021 16/gy
Uual-Band Hadios

LIGOE Lofiguralon
¢ Advanced

Miash

RF Profiles

FlexConnect Groups
Fiewlgnnect ALLS

6. Idoylb g5p0 pu ldgpsd: sldezdd pu lehs IJugzsoe. wuvsy wodzs IJgjes HTTP/1.1 302
lJos wpe o.on! IJs URL IJpgls w9zsoo JJpsde 1Uds wp lUguesd lJso po Sod WLC/Switch
IJs poed sV ISE (guglo URL IJpegls wozsoo):



A Jip.addr==2.2.2.2]

No. Arrival Time Source Destination Protocol Info
= 138 May 18, 2828 14:29:13.45400580.. 10.106.37.18 2.2.2.2 TCP 54571 + 8@ [5YN] Seq=0 Win=54248 Len=@ M55=1460 W5=256 SACK_PERM=1
191 May 18, 2020 14:259:13.459657400.. 2.2.2.2 18.106.37.18 TCP 80 -+ 54571 [SYN, ACK] Seq=@ Ack=1 Win=4128 Len=@ M55-145@

192 May 18, 2@2@ 14:29:13.4967@306.. 10.186.37.13 2.2.2.2 TCP 54571 » 8@ [ACK) Seq=1 Ack=1 Win=56424@ Len=0

2020 14:20:16.34762700.. 10.186.37.18 2.2.2.2 HTTP GET / HTTP/1.1

218 May 18

219 May 18, 2020 14:29:16.350253@0.. 2.2.2.2 10.106.37.18 HTTP HTTP/1.1 382 Page Moved
228 May 18, 2020 14:29:16.35047200.. 2.2.2.2 19.186.37.18 TCP 88 + 54571 [FIN, PSH, ACK] 5eq=279 Ack=329 Win=336@ Len=@
221 May 18, 28208 14:29:16.358586€8.. 18.186.37.18 2.2.2.2 TCP 54571 + 8@ [ACK] Seq=329 Ack=280 Win=63962 Len=@
222 May 18, 2020 14:29:16.35064600.. 10.106.37.18 2.2.2.2 TCP 54571 =+ 8@ [FIN, ACK] Seq=329 Ack=280@ Win=63962 Len=@
224 May 18, 2828 14:39:16.35466108.. 2.2.2.2 16.186.37.18 TCP B8 = 54571 [ACK] Sequ2B@ Ackm338 Win=3888 Len=@

219 May 18, 2028 14:29:16.3502. 2.2.2.2 10.186.37.18 HTTP  HTTP/1.1 302 Page Moved

Frame 219: 332 bytes on wire (2656 bits), 332 bytes captured (2656 bits) on interface @
Ethernet 11, Src: Clsco_casBe:eS (09:87:31:cas@e:cs), Dst: IntelCor 26:dd:6d (b4:96:01:26:dd:6d)

Transmission Control Protocel, Src Port: 88, Dst Pork: 54571, Seq: 1, Ack: 339, Len: 278

3
Location: https://18.137.197.212: 8443 /portal /gateway ! sesslonTd-BAEAI51 1000012652 06401 d8por tal =264 195568 - 2o 58 - 1 109 - 3B - BBSA56877 Sa3act bonmewaktoken=66bbf ced30ad 3142 Fe 26004957707 1dedredirect=http: / /2. 2. 2.2/ riin
Pragsa: no-cache'riyn

Lache-{ontrol: no-cacheyrin

e

[HTTP response 1/1]

[Time sfnce request: ©.802626000 seconds]

{Roguest in frame; 218]

[Request URIz http:/f2.2.2.2/]
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CISCO HONITOR  WLAMNs CONTROULER  WIRELESES  DECURITY  MANAGEMENT
Management HTTP-HTTPS Canfiguration
ST Y 3
HTTP Accass Erabled ¥
¥ SHHF
HTTP-HTTPS HTTFS Acoiess & Erabled T
Telnet-55H Webduth Securalel L Erablad ¥
Zerial Part HTTPS Redirection Biaatled T
Lecal Management VWeb Session Timeout 30 Miranes
Lisers

8. 31 WIo guuy Iopde B Iubds 1 pediss I0JIuuddss (WLC) B leals busle thes:
Vb eel sds:

lJglbes 1. sgw i ody gldo Idgpsd os wd ol gds JJ pu WLCs.

IJ¢1o96 2. szw 196 euslu URL Jlglss Idegzse eds I pu O9kse Ideede IO Idgvods
IJpedss IJJlguddss (WLC).

lJglbb9s 3. sew websd peluved RADIUS gds suuo) el WLC.
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. Steps
Overview
11204 Received reauthenticate request
Evant 5417 Dynamic Authorization failed
11220 Prepared the reauthenticale request
Username MO0 RADIUS-Client about bo sénd request - | port = 1700 , type = Cisco Cod )
Endpoint id MAC ADDRESS 11104 RADIUS-Client request timeout expired (7 Step latency=10003 ms)

No response received from Network Access Device afler sending a Dynamic

1121
213 Authorization request

Endpaoint Profile

Authorization Result
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CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
* AAA ' )
Genaral Sgrvar Indax (Priority) iz T

» RADIUS

Authantication Server 1P Address{Ipwd/IpvE) 10.127.197.212
Acoount
F;r:::._\,mg Shared Secret Format ASCII ¥
pas Shared Secret T
Dewnloaded AVP
- Eﬁ?ic‘cv Confirm Shared Secrat T
A
Local Net Usars
MAC F ’-"—‘"'.'5 ey Wrap (Designed for FIFS customers and requires a key wrap compliant RADIUS server)
= Dizabled Clients
User Login Policies Dok Mimakoas 1647
AP Policies
Password Policies Sarver Stabus Enabled ¥
]
SrrlEl Support for Cod Enabled ¥
Advanced EAP
Servar Timegut 2 seconds
F Priority Order
e Matvrork Usar e abie
b Certificate
b Access Control Lists Managemant ¥ Enable
b Wireless Protection Management Fetransmit Timeout 2 seconds
Policies
Tunnel Praxy Enable
F Web Auth
IPSec Enable

TrustSec SXP
Local Policies
b Advanced

2. sew Iduwpele wpuds UDP 1700 gJs 2ol IJzpelso.

3. 2lJ6 NAC gJs WLC ¢, woeses. wew lesble po@sps eJs WLC GUI>WLAN s¢s, NAC
39J5 |Js ISE NAC.

Advanced
802.11a/n (1 - 255) 1
v 802.11b/g/n (1 - 255) |1
NAC
NAC State |ISENAC V|
Load Balancing and Band Select
a5

Client Load Balancing

Client Band Select

Je sop buwld ledlple 1Jesss 1UIJYe,905/SMS
1. 02l pu wdssu SMTP wzo IUbL6 > IJouble > 1J]gsble > SMTP.

2. 1dog8y pu 9lgos wyped lJobosyle (APl veol o wslole juwlisd SMS/IJg s>
Ildde,gos éhe ISE:
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SMS Gateway Provider List = Global Default
SMS Gateway Provider

SMS Gateway Provider Name: * Global Default

Select Provider Interface Type:

(O SMS Email Gateway
(®) SMS HTTP AFI

URL: *

hittp://api.dickatell.com/http/sendmsg?user=[ USERMAME & password=[ PASSWORD J&api_i |

$messaged
Data (Url encoded portion):

[ Use HTTP POST methed for data portion

wJl o0 3JI Bl Gpo LIJIROOL pu presele pd30s 2306 ISE [p)ld; Idgpd > 9u09J IJoseS >
IJoslole sldpdsole > Tusle IUuos9W] Wedsd IJoslb 25p6 e ISE 9u9lwé6 SMS/SMTP
JJdoez 9 ppel 13l

1. ouod wies Ibdo s [Uehe 290 wéssy.
2. 52098 ebp ISE gdss IisoleNdleeshle IJesuos wol po God Iess JJewhs Jeeldes
o3l 1UbJe.

Account Expiration Notification
Send account expiration notification 3| days | before account expires i

View messages in:
[ English - English v |

O Email

[ Send a copy of the nofification email to the Sponsor

Use customization from: | Sponsred Portal (Default) v |

Messages: Copy text from: [ ~ ]

Four account is going to expire in 3 days. Please notify your sponsor fo extend your account now to avoid any delays.

A.
Send test email to me at:
[ myemail@cisco.com | Send
OOt e est Access > Administration = SMTP server

SMS
Messages: Copy text from: v |
Fnur account is going to expire in 3 days. Please notify your sponsor to extend your account now 1o avoid any delays.
|

(160 character limit per message®)*Over 160 characters requires mulliple messages.

end test SMS to me at:
08123456789 |[ Global Default

Confgure SIS SETVICE DIOVIGer Bl WWOTK Centers = Gues! ALcess = Auminisuanon = SMS Gateway Providers

Jl sedu 1Jsuesd IJs wodes IUzuslule

1. weo pldj 1Jgpd > Guest Access (9,29J IJos<9) > Manage Accounts Button. sszo j, |>ho
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