od9sy ISE gl waed vl IEblise 9l odlzol
luvodsdle pgiu wg)sw LDAP 1UgLzs

lJpzogsle

l LS oS8 > LDAP

lowod ol L izble ol o izl
pedople o o Jé
lJp 95,00

Sued o3l IJpwews wdled Cisco ISE pg glse LDAP IJles Jpuos) 0986 Elzs.

lJpolbdolo
o900 Cisco Ly odaw Jssd pe,s Lldeslose 1Jeldss:
e 1Jpg,y86 IUlgwlguss Jbls ppud 306 1J09.sé (ISE)

.« pE,06 Iumluuss wlde,esdsd IUles 1JEbsd Jsoosd Is IdsJsJActive Directory
(LDAPS)

lJpdyole |dpuuegspd

ouvows Idpedsple 1Ugl)o Ws 03l IUpuwews IJs luoshle Idwslez sldpdsole 1debse Ioldso:

» Cisco ISE 2.6 Patch 7
* Microsoft Windows IJl_o>l, 2012 R2 »¢ ¢>ple Active Directory Lightweight Directory



« Jpussoy uble lJoyugsd Windows 10 IJeowe gdso bldo IJiuod suuolss [Jpuweése
* 1Jpg9d Cisco Switch C3750X pg 09,6 152-2.E6

op logule Up&d3p|u Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

ped9ele I uluss

ouwpee LDAPs Louids) wslole LDAP (IJos wouoes wslole lge el [Jpuweése) loule
lJodd gus logvle yob sJsd. ouwegse LDAP o095 TCP 636.

Swp 3&8p wy9wsdsdle IJpol> 96 030 pg LDAPS:

.« Lbl$s 1) 1Jppess IJele EAP (EAP-GTC)

* w90999d puob§8 JJps Idess, (PAP)
¢ Tolo bos IJosd (EAP-TLS)
¢ Tolo bods v EAP IJezes (PEAP-TLS)

~ pdlzlos: EAP-MSCHAPV2 (Jiwdye slgds J PEAP Iy EAP-FAST Iy EAP-TTLS). LEAP.
CHAP. g EAP-MD5 ¢.s, 03890 p& puo3) 1Jo9ss IUgbzs Judlb 1Jssosd |Js 1JIGJ.

lJodosuy

Suod 03l IJBuwpe wdasy lzosé IJuvwds 9o dled ISE pg ¢lse Microsoft Active Directory (AD)
LDAP.

e ldotbsbs Jduveodo

VIS pold Idodysy o3l o wedse uldbo IJuelss louold lse,yuw weesd JJlouold wuvedo
lJpeulb 96 1Jpzdsé (LAN). swpe wdgsy switchport IJewod Jeuol> 96 802.1x Jpol> 96
lJpeuwegspsy pe ISE. gJs ISEd wp wdgsy LDAPS Jpé o 0956 ¢hzs.

S9uoe 03l 1Juw9,8 el Idbods 1Uss sop luvaisleo:



Secure LDAP Server

wJosy LDAP gJs Active Directory

CouSw yuolé lJogsé eds 926 Idwedp wldpeeld

Jopedsu LDAPs: §p vovwse gvolxs gds 9236 Idwede wldezld (DC) oS wodo
lJeobdole:

1.

©9g> ubol>s LDAP Vs pgjiu Iduvoble Iduvguosse Jogse Idoede wldeeld.

L8922 pdulz Elue pblud JJuiebs Vs pgiu 9206 Idoede wldeeld ssrowb wuvdd

woese wldubels.

L Sowes pded luvossle [JpBdele e ws puols 6 [Ughe (1.3.6.1.5.5.7.3.1) pg,d

IJIliso (IJpe 98 lsol wluwpe OID).

- Sew o sd9u luwe IJpeld 1Jpded wlddled (FRDN) Iglue w9zs6 IJoede wldeeld (eJs

wesd [deeld. DC1.testlab.com) 09291 WO less 030 Iduwele: IJluwe Idublisg (CN) B
e9J 1Jpaose 9l>¢ld DNS B oz "Uluwe IJwssd JJpsose™

- Sew luosly Iduiolss woluwbs pze pud§ (CA) S8 wo JJ pu 9226 Idezde wldezld

sepdle LDAP. JJlouold e 1Jp9esd wor sew 1o sod IJgpsd sldebe wldesze
IJpuos09 1dess 1Uglue Cldi) souboble Idesze Ideuoa 8 IUsunshbsd Idos Sleo wluesl
wwoble Jopl.

L Sew luwegsle 099, 300 oS, Schannel (CSP) Jluble IJpdclz.



A Certificate
| General | Details | Certification Path
Shaow: | zAll= W
Field Value ,».,
Tesuer tesHab-DC 1-CA-1, testab, com
|___ Valid from Friday, October 11, 2019 2:03:01 AM .
".I'E||Il:| to Saturday, October 10, 2020 2:03:01 AM -
L—__IEUI::]E::I: DC1.testlab.com
I=|Public key RSA (2048 Bits)
.@Cerﬁﬁca. .. DomainController

Client Authentication (1.3.6.1.5.5.7.3.2), Server Auths

.iknhance. .
4

m ?

Other Name:

D5 ﬁ]hjEEI: Guid=04 10a6 36 1d 3cf43fa8 4783 d7d3d546 20 a3 3f
DMS Mame=DC 1.testlab.com

U929 1Js wuséd >Jsd LDAP

JJsuesd 1Js sJsd LDAPs gJ.s ¢l o Active Directory. Iuwegsp s puveg o LDAP. B o3l

IUpt o Sop luvesle pouody Softera LDAP. 1l oo, 4.5.

1. Op vlouvle loold

51i7 Softerra LDAP Browser
-y Irdemed Publc Servers

wlJpeld eds puwds TCP 636.

ame & Vokae Type
o Irterat Pubhc Sarcers Mot Expanded

op
I| T mtat Wt 5 1 S o 6D =l £ mooen S brotie |

2. o0 lzd IJouwlbé: §p Llouble 9236 wubspss (OU) wuwes ISE OU s Idledlu: 9szw 1o

Oew9s £Js pzeses wuwpes UserGroup. Qe wlugile louso pu ldpuweéspso (userl 9 user2)
gzedopl gLISU IS preses UserGroup.

S pdlebbs: suwegsp puod) 0956 LDAP gJs ISE Wb Jpolb 36 IJpuwedse.




Scope Pane » X | Name A Yalue Type
12§ Softerra LDAP Browser Cen UserGroup Entry
@5 Internet Public Servers CHecn user2 Entry
Hcn userl Entry
> [a] DESKTOR-19 Entry
Clen ComputerGroup Entry

= distinguishedName: OU=ISE OU,DCstestab,DC mcom Attribute

(= dSCorefropagationData  1/1/1601 Attribute

=] dsCorefropagabonData 6/20/2020 2:51:11 AM Attribute

=] gPLink [LD&R: fjon={2 14538 13-597 1-45E8-8545-FDOCESE29790} ,c...  Attribute

= instanceType [ Writable ] Attribute

=] name ISE QU Attribute

= objectCategory CN=0rganizational-Unit,CN=5chema, CN=Configuration DC=... Attribute

= objectClass organizationallinit Attribute

= objectClass wop Attribute

#-[ 3l OU=LABISE = ou ISE QU Attribute

#- [ CN=LostAndFound =) uShChanged 607428 Attribute

| CN=Managed Serice Accounts (= uSHCreabed 603085 Attribute

#-_J CN=NTDS Quotas = whenChanged 6212020 2:44:06 AM Attribute

#-[ ] CN=Program Data = whenCreated 6/20/2020 2:51:11 AM Attribute

#-_J CH=System = objectGUID {44 45D ID- 1 7B 7-480F -ABCE-IED 2 TFAFE94} Binary Attribute

>pC ISE PE é_bfo LDAP

1. luwos)b oo Idp)yze IJpuerd 1Jed, Jélbpe LDAP s Idyiolss [Je9e9d wol.

il | aantity Services Engine » ContexiVisbility  » Oporations  » Policy » Work Conters

- Systern b ldentity Management  » Metwork Resources ¢ Device Portal Managemant  paGeid Seevices ¥ Feed Service » Threat Candric NAC

Deployment  Licensing  =Cenificates  » Logging  » Maimonance  Upgrade  » Backup & Rostore  » Admin Access ¢ Settings
—

Fomme g e e g e g e

[] Friendly Name - Stawus Trissted For Seral Numiber Issued To Is5ued By
[rieray Knageont E= JI )] | ||l
Tntastrueiure
System Cartificates O DCicA B Erabled Cisco Senvices 1829 1CATO0 13, testaboDC1-CA-1 st DC 1 Caet
Trusted Certificates Enpolnts

2. 0288 pu Uols puwdsd ISE sulds ey lu Livolss puos, Uiolsé pwdsd ISE #9296 s ol s
ptiu lduvobsle 1Jp9e9 8 wo.

3. pu lzd wdlpd bp LDAP. I jwegsp wele LDAP 1Jpgodds po sJsd LDAPSs. loedd [Js blyé
> 1516 1J09.s56 > pols,y 1Jogss 1Ughzsé > puolsy 0956 LDAP > | olds.



il antity Services Engine Horme v Contexd Visibility + Operations i - Adrnintsiration v Work Centers

» System = Wentity Management  » Network Rescurces ¢ Device Portal Management  puGrid Senvices  » Fead Servica ¢ Theeat Centric NAC

¢ ldentites Groups External ldenlity Sourcas kantity Source Sequences » Sattings
I ——————————)

Extemal Identity Sources LDAPR identity Souroes List > testiab_ldaps
: LDAP Identity Source
& i . - . .
Connection Directory Dnganization Groups Atiributes Adhancixd Settings
v [ Cedtificaly Authentication Profil
* [ Active Directory

“Name | testiab_ldaps |

<3 tusiiab
v [ LoAP Descriglion | |
=7 testiab_idaps =
£ osc - Schema I%“""‘ |
3 ;mIUSTﬁkﬂn
S *EEN S * Subject Objectclass | person |+ Group Objectciass [ Group |
[ SAML 1d Providers
[£51 Social Login * Subject Name Aftribute [wﬂmm“ ] * Group Map Atiribute [mb&ﬂf ]
* Group Name Attibute | dn | Certifcate Atiribute [ userCertificate |

() Subjsct Objects Conlan Reference To Groups
() Group Objects Contain Reference To Subjects

Subjects In Groups Are Stored In Member Attribute As ||::..,,.,I Name x |

Usar Info Attributes |

First Mams | ghvenName Dapartment |""5‘1“"'”E"t

Last Name | sn Organizational Unit | compariy
Job Title | tithe
Email | mad Seate or Province | st

Tolephone | telephoneNumber Courtry [ ea

Sireet Address | streetAddress

4. 8p wodasu oo ldywpele po edlps ldowssy "elp™

ObjeCtC|a§S JJp9o9e: \i_soglgé,j 03l Iz 9d pg Wise Object Jpwlvle IJpuvedsrpsy. sSpdud
lovedsle les oo IJLwgs oul:

- leds

* Ukl

© p9bO wubses
* InetOrgPerson

Filter Valus
So'Pterra LDAP Browser e oy e —

E’ C3 Cs=Buitn = objectClass user Attribute
4[] CN=Computers :I nbjectc!ass organizationalPerson Attribute
+- [l OU=Domain Controllers
+- [ C=ForeignSecurityPrincipals = objectClass top Attribute
#-_J CN=Infrastructure
* J OU=ISE Group
= OU=ISE QU

* [] CN-CamthrGrmp

+ p-19

3| CH=user1
+|
+-| 1 CN=UserGroup

wed luwe 1Jesoge: o3l 1Jedd o9 luwe Iduwes Idos weess eds luwp Idpuwoise pu ldbdo.
Swp luva b 030 Iduwps pu LDAPS guspl suvodu,) ISE g0 lgup puvedse pedd Os Bleso



wslulo LDAP (spdud |uwwgsle ene sAMAccountName: 9l |Js 3J9). W o3l lduwsulsy swpe
lowwgsle luve puweddel eds uldbo IJuolss.

Scope Fane

i3 Softerra LDAP Browser
=~ testlab
#-_J] ON=Builtin
Ll ON=Computers
Ll OU=Domain Controllers
[l ON=ForeignSecurityPrindpals
[J CN=Infrastructure
[ ou=ISE Group
[l ou=IsEQU
¥l CN=ComputerGroup

4 CN=DESKTOP-19
. T

- CN=UserGroup

11~ Bl - ) e [ -

uSer 1
Hame & Value
= on user 1
=] displayMame userl
(=] distinguishedName CH=user 1,00=15E OU,DC =testlab, DC=com
= giveniame user 1
=l nama pger]
S s AMAccouniame userl
— USer SO
(= userCertificate userl

Type

Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Binary Attribute

wpd luwe IJezesgs: 030 o5 Iduwes IJas cred luwpe pzeses. sew 1o coblod Gsp uwps luve
I Jpzrsed 1Jp92926 O >JsJ LDAP pg luwple pzp9gd LDAP 1Jp92926 O Lo26 presele

IJouverpsu

Scope Pane
nii Softerra LDAP Browser
= testiab
&l CN=Builtin
#-_J] CN=Computers
Ll OU=Domain Controllers
] CN=ForeignSecurityPrincipals
Ll CH=Infrastructure
|-l QU=ISE Group
-l OU=ISE QU
s CN=ComputerGroup
-l CN=DESKTOP-19
- CN=userl

*

[----E8-- -

CN=LiserGroup

L Mame & Valype Type
=l UiserGroup Attribute
[=] d5CorePropagationData 111801 Attribute
[Z) groupType [ GlobalScope, Security ] Attribute
= instanceType [ Writable ] Attribute
[E] member Ch=user 1,0U=ISE OU DC =testlab,DC=com Attribute
(=] member CH=user2,0U=ISE OU,DC =testab,DC=com Attribute
=) name UserGroup Attribute
[=) objectCategory CH=Group,CN=5chema,CH=Configuration,DC =testlab,DC=com Attribute
(=) objectClass oroup Attribute
(=) objectClass top Attribute
(=) sAMAccounthiame UserGroup Attribute
=) sAMAccountType < samGroupObject = Attribute

ObjectClass JJpgpeogs: Swp luvegslp 030 1U8sp0 Vs gpdsle Idoee Jopsss IdJlsule
IJecgrd edsol Jpzesele.

50l ON=ComputerGroup = objectsid 5-1-5-21- 295025 W0 33006036050 - 34766 26 26- 1156 Binary Attribute
-l CN=DESKTOP-19 (=) objectGUID {3996 7F90-898E-448 5-9CC5-B28C080EB2 34} Binary Attribute
#-3 CH=userl [=] ohjectClass top Attribuite
- EN=user2 (5] ohjectClass group Attribute

=5 =] objectCategory CH=Graup,CN=5chema, CN=Configuration, DC =tes tlab, DC =com Attribute

wwpd ptbb ldpze9es: woos 0o IJwes JsBs6 wessu ldpunotsrpsu lds Idpzesele.

Scope Pane -

- CN=Builtin
_ CN=Computers
- OU=Domain Controllers
[ CN=ForeignsecurityPrincipals
- CN=Infrastructure
-3 OU=I5E Group
= OU=ISE OU
#-_J CHN=ComputerGroup
#- ] CH=DESKTOP-19
I_i CM=userl

X

Filter Mame UserGroup
Hame Value ~ Typs
[Bmemberof T CliUserGroup,OU=ISE QU DC=testiabDC=com _________ Attrbute _|

s Iduvolss: bbgd Iduwes IJes ceess eds wensdle Iduvelss. spdo luvegsle oo




IJog)sule ltoshsl Jdwzgdd pu wozs Iduvoble Idos sop w@srspol woluubs IJgpdle g0 0l
Sup UEHsIol Jzie pu pdW g s puolb 9o Idubols. 909 s ped odo Idzldle: sup lp)le
e 9bwé wulissé wsu ol lJgpsd slduvolbé IJos we luwaesloel pu puod) 0956 LDAP.

5. Jodssu logold LDAPs: luo@d 1Js gdlps IJowsse wasosd :

LDAP [dentity Sources List > testiab_ldaps
LDAP Identity Source
General Directary Organization Groups Attribues Advanced Settings

Primary Server Secondary Server

[_] Enable Secondary Server

* HostnamenP | acl testtab.com | G HostnameallP

*Port | 636 _ Port | 389

[[] Spacity server for each ISE node

Access () Anonymous Access Access  * Anonymous ACCESS
(® Authenticated Access Authenticated Access
Adimin DN +| CN=poongarg, CH=Llsers, DC=testl Adrrin DM
Fassword ‘I e l Password
Secure Authentication  [/] Enable Secure Authentication Secure Authentication Enable Secure Authentication
[/] Enable Server Identity Check Enable Servar Identity Check
LOAP Server Root CA [DCI-CA - | i LDAP Server Root CA  DST Root CA X3 Certificate &1 ™
Issuer Ci of ISE Certificates ||;|C1.[:A b | i lssuer CA of ISE Centificales  Salert if required (optional)
* Server Tieneout | 10 | i Seconds Sarver Timeout! | 10 i Seconds
* Max, Admin Connections | 20 | Max. Admin Connections 20
[ Forcs risconnect very i Minubés Fonté reconnic] svery i Minutes
Test Bind Lo Senser Test Bind to Server

Failovir Always Access Primary Sarver First
* Failback To Primary Sarver After 5 Minutes

6. §p voubsd lduslule eds 9226 IJoede wldeeld JJeuesd eds luwe Idpuweise DN
Jiuweisles B lple louold wilse LDAP:

PS C:\Users\Administrator>puogse puwogspe -name poongarg
"CN=poongarg.CN=Users.DC=testlab.DC=com"

IJel9s 1. Sgas guslo IP 1duozse 19 luve IJpuosd 1duozse Jebe LDAP. 980 wogrsd pods



LDAPs (TCP 636). 5 Admin DN Jlg,le loold pg LDAP g, SSL.

U296 2. $p wopdso Idpuolb 36 IUlews 9gsh IJezdd pu 0956 1Jghe.

1Jglo9s 3. pu IJBlisps IJpugusds: 2> Jiolss Idp,ze 1Jpuos8 1Jed) Jébbe LDAP 9 uolsé puu9sd
ISE bolss lJeyze U,ouo-)é: (J@> luwwgspul poze Iduvolss IUpowe eds odw ¢lbpe LDAP
Jluosly giwel>s puw9ed ISE lsol).

IJe 98 4. 223 [povly ol ClJghe. gus 030 IJudbs. Jl sop luwesh ls luvglus b9 pzesele
JIvo Jp sup wdosu Woles ldoge wes.

7. oz edlpd IJowsse pduwuws [Usdsd: $p vodssu Bless v IJpsunse/ldezeses. luol
udbs I ol JISE pg LDAP. IJlu spdud [uvazle B¥b Ideslose sldpzesele lJos os
bl udbos Iyub. B o3l Iuwsubiss: see luweh IJ po 1pssose lJpzeses pu
OU=ISE OU

LDAP Identity Sources List > testlab_ldaps

LDAP Identity Source
General Connection Groups Attributes Advanced Settings

* Subject Search Base | OU=ISE OU,DC=testlab,DC=com | | Naming Contexts... |i

* Group Search Base | OU=ISE OU,DC=testlab,DC=com | Maming Contexts... |i

Search for MAC Address in FOMMat | yx-su-so-06- X80 v |

[] strip start of subject name up to the last occurrence of the separator | ),

O] Strip end of subject name from the first occurrence of the separator

8. wew Idpgeselo lu@) W98 IuolWs Jluwas)b IUpzesele pu LDAP gds ISE 9luwesls
IJpzesgle: ol 09 p9 oz S 030 1096

LDAP Identity Sources List = testab_ldaps

LDAP Identity Source
General Connection Directory Organization Attributes

Edit :ﬂ:ﬂldd + 3 Delete Group

[] Name -
] CH=UserGroup, OU=ISE OU DC=testlab,DC=com




odysu 1dpeod

B codssy [Ueesd Jeuols 86 802.1x. zols Jewsse, Windows eo od o switchport gig2/0/47

aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813
key XXXXXX

aaa group server radius ISE_SERVERS

server name ISE

aaa server radius dynamic-author
client x.x.x.x server-key XXXXXX

|
aaa authentication dotlx default group ISE_SERVERS local
aaa authorization network default group ISE_SERVERS

aaa accounting dotlx default start-stop group ISE_SERVERS
!

dotlx system-auth-control

ip device tracking
!

radius-server attribute 6 on-for-Tlogin-auth

radius-server attribute 8 include-in-access-req
|

interface GigabitEthernet2/0/47
switchport access vlan xx
switchport mode access
authentication port-control auto
dotlx pae authenticator

odsy v b IJyolss

Suwoese Windows Native PIus 9. uoisp iz wi909d9le EAP IUpsgs06 LDAP, EAP-TLS
Jeuob 8 Idpuwase Sldodss .

1. ol o w3983 IdIpussc, wuielss Ipuwetse (JJpuweise 1) 90 929> IJErue IJpdues>
puo Jpob$6 1Jgpsd 99¢ "osisle IJouossd Ied) 1Je9esd vol' sl yuduwds yuobsle
IJeuoss 92926 eds Iddpossw, IUubguss.



E File Action View Favont
o 2@ LB XD B

neolet

onsole Root

ficates srrent UseryHersonalyLertrhicates

es  Window Help

al _C_WS'U!'! Root lssued Te Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Template
v G Certificates - Cument|| gy, og testlab-DC1-CA-1  6/20/2021 Client Authentication.., <None> User-Test
v [ | Personal
. Certificates N

» [ Trusted Root Cert il Cetificate X
» ] Enterprise Trust Gereral | Detaks | Coriication Path
» [ Intermediate Cert
» [ Active Directory L
> £ Trusted Publisher: [ Certificate Information
5 |1 Untrusted Certific
» | Third-Party Root 1 This certificate is intended for the following purpose(s):
s [ Trusted People » Proves your identity to a remote computer
s [ Client Authentica + Allows data on disk to be encrypted
» 7] Local MonRemaov:
» ] Certificate Enrolln
» ] Smart Card Truste

Issued to: wuserl

Issued by: testlab-DC1-CA-1

Valid from /20/2020 to &/20/2021

"? ‘fou have a private key that corregponds to this certificate,
Issuer Statement
< » | € 3
Personal store contains 1 certificate.) I oK I

2. 0pdsu puols§6 dot1x 9uzass luwdow IJpuolb 86 Jubl§s Microsoft:Smart Iy Liolsé Ig s
Jpuol> 96 EAP-TLS.




E pciPassthrul Properties

Sedact thes opton (o provide authenticated network access for
this Ethemet adapter,

L] Enable |EEE 802.1X authentication

Choose a network, authentication method:
Microsoft: Smant Card or cther cedficate  ~ | | Settings

[ Remember my credentials for this connection each

lime: I'm kgged on
] Fallback to unauthorized network access
| ok | Cancel

3. 1wy W93 "lesble [uoldss" 9 sdee lbl). 235 IJpywg pe wers> 9028 IJpuol> 96 9lEe,
P86 ldpumwetse: Jol 09 p9 oz IS 030 IJu09,6.



Metworking Authentication Sha

Select this aption to provide au
this Ethemet adapter.

[/ Enable IEEE 802.1X auther

Choose a netwark authenticati

Microsoft: Smart Card or cther

[v] Remember my credentials fi
time I'm logged on

[] Fallback to unauthorized ng

Addtional Settings... | "

Advanced settings

802, 1X settings

[] Specify authentication mode
User authentication w Save cedentials

Delete credentials for all users

[ Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
i f L SEOONas ) 10 =

Allow adaitional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

oJd9su peeses lJuoz eds ISE

p0d luwogsle wy90999d EAP-TLS: 990 d wJ9sy pzesssd IJuoz: Sdjp wdssy pdud wg)sd
e @0 IJyolso gluwegsle wunduwd puos) [Jo9ss Vs wog IJpuolb 96 Wsel wes.




wiliwillis

casco  |dentity Sarvices Engine Hama + Conbeod Visiblity + Oparafians * Palicy + Work Conflars

¥ System - ldentty Managemant ¥ Nebwiork Resouncss ¢ Device Porial Management  pecGrd Sefvices ¥ Feed Sefvica ¥ Thireal Cenlrie MAC

v Mentiies  Growps  External ldentily Sources ldenlity Source Sequentes ¢ Sellings
—————————————

External Identity Sources Cenificale Authentication Profiles List > LDAPS_osrt
Certificate Authentication Profile

v [ Cerificate Authentication Profile

=[] Active Directory *Name | LDAPS cert |
“4 ltesliab r
v B LOAP Doscription | EAP-TLS cartificate based authentication with | (IAPS
£ oose

v (] RADIUS Token
[ REA Securid
[ SAML 1 Providers identity Siore | testlab ldups =]
[ Seclal Login

Use idantity From (2} Certificate Atiibute | ybiect - Common Name =]

Any Subject or Altemative: Name Attribuses in the Certificase (for Active Directory Only)

Maich Client Certibcale Against
Cectificase In ldentty Siore Mover

Oinily 10 resobve identity ambiguity

=) Abwarys perform binany comparison

[ sove JREC

Lze 1ds pdo ogrssd puolb s Iduielss Bs wuwduwd puo) [Jo9ss 9235 puos) 1dogss Ighes
LDAP GBs $lsps lduze 0 1Upuol> §6:



cisco Homa

Identity Services Engine

» System = ldentity Management

¢ ldenfities Exlernal Identity Sources

Groups

+ Metwork Resources

+ Operations ¢ Policy

+ Device Portal Management  pxGrid Services

+ Context Visibllity

Identity Source Sequences  » Sellings

Identity Source Sequence
« Identity Source Sequence

*Mame | LDAPS|

Description

- Adminlstration

» Feed Senvice

i

+ Certificate Based Authentication

Select Certificate Authentication Profile

LDAPS_cert 7]

+ Authentication Search List

Avalable

Internal Endpoints
Internal L'sers
Guest Users
testlab

AllAD Join_Points
rad

+ Advanced Search List Settings

Save Resat

A set of identity sources that will be accessed in seguence until first authentication succeeds

Selected

—
\ tesilab_|daps

o

<

If & selecled identity slore cannol be accessed for authentication

() Do not access other stores in the sequence and set the “AuthenticationStatus™ attribute 1o "ProcessError”
(®) Treat as if the user was not found and proceed to the next store in the sequence

» Work Centars

¢ Threat Centric NAC

cdose pzesesd lJuoz 1J1o Jeuols 86 Wired Dotix:

» Administration » Wark Contars

Liconsa Warming &

e dentity Services Engine Hama

& Context Visiblity

Policy Sets  Profiing  Postwe  Chent Provisioning  » Policy Elemsents

Paolicy Sets - Wired Dot1x

Status  Policy Set Name Description
@ weod Dotix
~ Authentication Policy (2)
+  Saws  Rule Name Gonditions:
@ oax =]

& Detaut

+ Opeeations

Conditions

& wired_sozax

Metwork Access-NetworkDevicehlama EQUALS LAB-Switch

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence

Dretault Network Aooess

Use Hits

LDAPS =
pral

» Options

LDAPS ®w

» Options

Hits

453

Actions




W Authorization Policy (2)

Regults
+
Stas  Rule Name Conditions Profiles Security Groups Hils  Actions
& Users in LDAP Store A testab_Maps-ExiemalGroups EQUALS GN=UserGroup OUSISE OU,DG=tnstiab,DG=com PermitAccess i - 7 &
Dstaidt Deryhconss + v e 1 el

w8 ol IJodsu spduul puolb 86 u9bé IJuolss wluwegsle wy9e9ded EAP-TLS p9lud
o> 0956 LDAP.



i pciPassthru0 Status

General
Connection -
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details. ..
Activity
Sent —— L‘J.! ——  Received
Bytes: 3,003 | 676
& Properties ®Dissble  Diagnose
Close

IJozdd pu lduoes

1. 0288 pu gduwd IJpuolb 86 geds Switchport IJewod wldYpwsse) Iduvguos:



SW1#sh auth s¢

MAC Address:
IPvh Address:
LM Agdcdre
Lser-Name:
Authorized
DATA
Oper host mode: single-host

r control die:

Periodic Accet

CEG612

Handle:
Current Policy:

SEate

Authe Success

2. Jdogdl pu wdgsule LDAP g ISE: spdud lgwae s Idessosgle 9ldpzpssle wluwegsle



3. 1ozl pu wdisy pueb 86 Idpunese:

S Aofrosh @ ReosotRepoat Counts 2 Export To=

Tirng Status Dtails
Juan 3, 2020 044521 TET AM [ ]
Jun 24, 2000 044520671 AM =

BASEIIE0ECH

Endpeint 1D At Pa...

Endpoint ID Authentication Policy | Autharization Policy

BE:06-01.26.DE-CO Wined Dotix >> Dotix  Wired Dotix => Users in LDAP Siore

4. 0288 pu o9y Idpuohb s 1o osds Jugbs IJuolss:

Overview
Event 5200 Authentication succeeded
Username useri
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x >> Dot1x
Authorization Policy Wired Dot1x >> Users in LDAP Store

Authorization Result

PermitAccess

Wined Dotx == Dotlx  Wined Dot1x == Users in LDWS Siore




Authentication Details

Source Timestamp

Received Timestamp

2020-06-24 04:40:52.124

2020-06-24 04:40:52.124

Policy Server ISE26-1

Event 8200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO

Endpoint Profile Lnknown

IPv4 Address 10.106.38.165

Authentication |dentity Store testlab |daps

Identity Group Unknown

Audit Session Id OABAZ26390000130C98CEBDEE
Authentication Method dotix

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch




15041
15048
22072
22070
15013
24031
24016
24023
24004
22054
22037
12306

Evaluating ldentity Policy

CQueried PIP - Network Access.NetworkDeviceName
Selected identity source sequence - LDAPS

l[dentity name is taken from certificate attribute

Selected Identity Source - testlab_|daps

Sending request to primary LDAP server - testlab_ldaps

Loocking up user in LDAP Server - testlab_ldaps

User's groups are retrieved - testlab_ldaps

User search finished successfully - testlab_ldaps

Binary comparison of certificates succeeded

Authentication Passed

EAP-TLS authentication succeeded

15036

Evaluating Authorization Policy

24209

24211

Looking up Endpaoint in Internal Endpoints IDStore - user
Found Endpoint in Internal Endpoints 1D5tore

15048

Queried PIP - testlab_ldaps.ExternalGroups

15016
22081
22080
11503
11002

Selected Authorization Profile - PermitAccess
Max sessions policy passed

MNew accounting session created in Session cache
Prepared EAP-Success

Returned RADIUS Access-Accept




5. 02V pu wULOS) Iduslule wsu ISE 9¢lbp LDAP oy gJId IJodlb 1Uz)e eds ISE wloglo
¢l>p LDAPs:

Brestination Pratocol  Length  Address Bdbits info

il Client Hello

n . 18.197.164.22 198.157.164.21 Tisv1.2
M :48:24. 210413 18.197.164.21 10.157.164.32 TLSv1.2 36 0 8. Server Hello, CertificatelPacket size Limited during capture]
% 224, 210588 18.197.164.22 10.157.164.21 TR 66 B0:Bc120:981c0128,0. 28057 - 636 [ACK] Seqeldl Acks1971 Wine33152 Lens TSvals148972877 TSecr=30158962
6 18.197.164.22 18.157.164.21 TLSv1.2 T60 BO:Bci29:98:ca:28, 0. Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
i 18,197, 164,21 18,1597.164,32 TLSv1.2 173 B@:59:56:08:3e: 71,0 Change Cipher Spec, Encrypted Handshake Message
I 8 18197, 164,22 18.457.164.31 b BT 199 Bl 2 58 ca 28, B0 T fat
f] 18.157.164. 21 18.957.164. 22 TLSv1.2 167 BO:S9:56:a8: 3 TH, 0 Kpplication Tata
k] . 18.197.164.22 18.197.164.21 TLSv1.2 79 BaiRc 128,08 Application Datay
3l : . 138889 10.197.164.21 10.197.164.32 TLSv1.2 1579 0@ 270 Application DatalPacket size Limited during capturel
n 224, 234358 18.197.164.22 18.357.164.21 TCP 66 BB:@c129:98:c0i28,0. 28957 - B36 [ACK] Seqefl Ack=3392 Win=26B64 Len=@ Tival=148372385 Tiecr=30158965
i3 :24.2519484 18.197.164.22 18.157.164.21 TLSv1.2 e Applicatisn Dats

3 2020-86-14 124,253658 18.197.164. 21 10.197.164,22 TLSV1.2 8. Applicatisn Data
35 2028-86-24 224.293322 18.197.164.22 18.157.164.21 TR 66 BB:@c:29:98:ca128,0. 28957 =+ ED6 [ACK] Seqe879 Ack=4221 Wins19688 Lens@ TSvals148972960 TSecr=38158967
2028-86-24 2

18.,157.164.21

40

Application Data
19857 - GF0 IFIN, ALK] Seqeitd Ackedidl Win=i3G80 Len=0 Towvals=l

: ’ X 50
Ethernet II, Sre: Veware al:3e:7f (00:50:56:a8:3e:7f), Dit: Veware 08:c2:28 (99:0::29:08:3:20)
Internet Pratocsl Versien 4, Sre: 10.197.164.22, Dst: 10.197.164.21
Transmission Comtrol Protocol, Src Port: 28057, Dst Port: 636, Seq: 338, Ack: 2878, Len: 133
Source Port: 20057

FRER]

5treas snsen: 7]

[TCP Segmanmt Len: 131)

Sequence nusber: 336 (relative sequence nusber)

[Hext sequence nusber: 469 drelative sequende nusberl]
Acknowledgment number: 3078 (relative ack number)
1809 .... = Header Length: 32 bytes (B)

\d

Flags: 02818 (PSH, ACK)
Window size value: 259
[Caleulated window size: 331521
[Wirdew size sealing factor: 128)
Checisum: xSe6l [unverified]
[Checksum Status: Unverified)
Urgent pointer: @
» Optiens: (12 bytes), He-Operation [NOR), No-Operation (NOP), Tisestasps
b [SEQSACK amalysis]
b [Tisestasps)
TCP payload 1133 Bytes)
FSecure Gockets Layer
v TLSw1.2 Record Layer: Application Dats Protacol: ldag
Content Type: Applicatics Data (23)
Version: TLS 1.2 (8xA303) pr—
Foréion: L Encrypted Data
Encrypted Agplication Data: 173d1b@e21288a13cc17815e54447bb%a cBafSaBl1a0ebBd. ..

lpwod ol IJIzble 9] odlzol

:guod o3l 1JSuwe weLe IJigble IJuilisgs IJos owp puolb bl pg 03l IJodssy 9JsWd.sé
luweduilo IJIRble 9]l odlzol.

© B odus Wdpuolb 36 spdod H3ss suwlds [ bl odo:

Authentication method is not supported by any applicable identity store

Suing) Ll 1glbl 030 s 1o IJiuwdsw 13 [2enco E) pecp> woluwbs LDAP. cids oo o
290999 IJpuol§6 s v IJodas) $9uoe leds 1, IUpesps (EAP-GTC Iy EAP-TLS
lg PEAP-TLS).

e lowos ool ol UlJghe pe 2290 bl

Sugs Iduvew VOs 3JY wuvdd gilisg Ids wuvd 1oz 88 pu woeo uiolss glbe LDAPS. in order
to weyse 03l u9g Lol lgse Lub Idodlb eJs ISE 9eduw all the oJleé 98¢ ouuésd
9pdgule prrt-jini gds puwwss wuoese IJIigble: lugve [Jluosly 99z ow IJ prrt-server.log
P>

Subdy IJodlb 1Jze6 29d Ubol>s Lwsiss 98,92 Ebpe [Jpeuwds:

04:10:20,197,ERROR,0x7f9c5b6f1700, LdapSsTConnectionContext: :checkCryptoResult(id = 1289): error message



N LUlebs: szo cdss luve Ieupsed Bis LoBes LDAP Ulup 09,098 Iuiolss (9 ls Isp
0 Iluwe IJossd JJpsuose). J3JY el Jp sdo Josd ped o3l i 1e9ose 19 Linw Js
pub 6 1Jogisu (SAN). Bl sepd: Ssdipd wogsue vewdlu IP B $lisps vods
pub s IJogisu (SAN).

3. Os vy IJpuolb$s: spdud pdlebs e300 ldee) eds IUpauose Os peiu 1Jogss. ol
Seus v luwe Idpuwctse po ldodrs) Jl sblud uwes luve 1essese Jis puvctse bs Blgss
wslule LDAP. W o3l ldwsubsy: wp wessu 1JBspes |[Js sSAMAccountName Joso I wed: ppl
SEUS i, ISE sub) IJs 9sp sAMAccountName Jpwwgsp LDAP gus 0l selod Idsws) eds
wblog.

4. 03 lowensls 1esluose sldpresele wuvdd Lorse louls ol sob ClJghe. Idowow
I, leopldl Jodo Idpuud s 09 wdssu Esy uorse Jdsles Iduze. wid, lue sz wods»
Iouwdund Idosdds J LDAP oo 19236 IUbo,8s6 [Js 1Uzs, 9 de (spdo o sodss pu JJplo
PLEDB).

pedyple Sl LoJs

 https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119149-
configure-ise-00.html#anc9

+ https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-
configure-eap-tls-authentication-with-is.html



https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



