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Web Browser ISE Azure AD

2 @ &

User opens sponsor portal webpage
= I

Internal Redirection to Azure
https://login.microsoftonline.com/

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)

.
'

_ ISE confirms successful authentication as a result
~ of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)
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= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

2 New ldentity Provider
External ldentity Sources

SAML Identity Provider

™ Certificate Authentication F General Identity Provider Config Service Provider Info
—
Active Directory
* |d Provider Name Azure_SAML
=1 EXAMPLE
LDAP Description Azure Active Directory
ODBC

RADIUS Token
RSA SecurlD
SAML Id Providers
Social Login

REST (ROPC)

2. o dose wolus IJJBdsd Jlwedsle Azure AD
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= Cisco ISE
Overview Identities ldentity Groups Ext Id Sources
Guest Portals
Portal Name:*
Guast Types

Sponsor Portal (default)
Sponsor Groups
Language Flle

Sponsor Portals
Portal test URL

Portal Behavior and Flow Settings

Work Centers - Guest Access

Administration Metwork Devices Portals & Components Manage Accounts Palicy Elements

Description:*

Default portal used by sponsors to cred

Portal Page Customization

Portal & Page Settings

~ Portal Settings

HTTPS port: *

Allowed interfaces:

8445

Make selaclions in ane of both columne baged on your PSN configurations

I bending Is not configured() M bending Is eonfigured )
on a PSN, use: ona PSN, use;
@ Gigabit Ethemat 0 @ Bond 0

Gigabit Etherner 1

Gigabit Ethernet 2

Centificate group tag:*

Uses Gigabit Etharnet 0 as
primary. 1 3% backup

Bond 1

s ]
primary. 3 &5 backup.

Bond 2

Uses Gigabit Ethe
primary. § 3 backup
Default Portal Certificate Group-.-

Canfigure cemificates ar:

Work Centers > Guest Access > Administration > System Centificates

Fully qualified domain names
(FODN) and host names

Identity source sequence: *

sponsor30.example.com

Azure_SAML v @

3. w8y peIele 93 1S 00

Ganfigure authentication methods at:
Work Genters > Guest Access > |dentities » Identity Source Sequences

Work Genters > Guest Access > Ext Id Sources > SAML Identity Providers

Policy Sets

loedd 1ds bLs > bho 1Jegss > puols) 1Jogss 1Jghzss > pi9>8 pgyd SAML > 059> SAML

IJgloe o9l

CdSsd IJs pedsele 099, €306 edled IJowsse. Slud) 5y wuods) Jel 09 psuoz S 1oy ,s:



der List > Azure_SAML

SAML Identity Provider

General Identity Provider Config Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Info Export

Includes the following portals:

Sponsor Portal (default)

Bp wouisd IJpdd zip 9edbo. 98 03l lJpJb: spdud IJgws, eds pdBbsu. lue weolz pJwd
XML suwps pr¢d IJIdsd 1Ugluo wd.

Ip wuddsu pdlelbsé Responselocation oo ,9lu b SingleLogoutService: 995,06 EntitylD. 995,
lJe9 8¢ pu ,ulo ConfirmationConsumerService.

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="http://CiscolSE/bd48clal
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" protocolSupportEnumeration=
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFZjCCA06gAWIBAgIOX10AvwAAAAChgVd9cEEWOzANBgkghkiGO9wOBAQwFADATMSMwIQYDVQQD
ExpTQUIMXOTTRTMwWLTFTay51eGFtcGx1LmNvbTAeFwOyMDASMTAXMDMyMzFaFwOyNTA5SMDkxMDMy
MzFaMCUxIzAhBgNVBAMTGTNBTUxfSVNFMzAtMWVrLmV4YW1lwbGUuY29tMIICIjANBgkaghkiGOwOB
AQEFAAOCAg8AMIICCgKCAgEAt+MixKfuZvg/oAWGEs6zrUYL3H2IwvZw9yJs6s18/BpP6Sw027wh
FXnNESXpgmmoSVrVEcQIrDdk318UYNn/+98PPkIi/4ftyFjZK9YdeverD6nrA2MeolCzGlkWq/y41
vvVcYuW344pySm65awVvro3q84x9esHqyLahExs9guilLJryD497XmNP4Z8eTHCctu777PullwlL04
Q0YUs2s0zXvR98D9Jok/+PjH3bjmVKapgAcNEFVvk8EZz9x1sMBUgFwP4YdZzQB9IRVkQdIIGvgMyf
abgn+KaddInmIbXKFbrTaFii2IvRs3gHIOmMVTYRnYeMq19/PhzvSFtjRe32x/aQh23j9dCsVXmQ
ZmXpZyxxJ8p4RayMOYgk fxnQXXtVIKOsSRZPFn60+iszUw2hARRG/tEOhTuVXpbonG2dT109]eeEe
S1E5uxen]vYkU7mMamvBjYQN6qVyyogf8FOTHTSfd6TDsK3Qhmz0jg50PrBvvg5qE60rxxNvqSVZ
1dhx/i1HZAZ1yYSVdwizsZMCwOPjSwrRPx/h8103djeW0aL5R1AF1gTFHVHSNvigzh6FyjdkUJH66
JAygPeOPKJFRgYzh5vWoJ41qvdQj1Gk3c/zYi57MR1BsOmkSvkOGbmjSsb+EehnYyLLB8FG3De2V
ZaXaHZ37gmoCNNmZHrn+GBOCAWEAAaOBKTCBjjAgBgNVHREEGTAXghVIUOUzMCOXxZWsuZXhhbXBs
ZS553jb20wDAYDVROTBAUWAWEB /zALBgNVHQ8EBAMCAuwwHQYDVROOBBYEFPT/6jpfyugxRolbjzw]
858WfTP1MBOGA1UdJIQQWMBQGCCsGAQUFBWMBBggrBgEFBQcDAjARBg1ghkgBhvhCAQEEBAMCBKAwW
DQYJKoZIhvcNAQEMBQADggIBABGyWZbLajM2LyLASg//4N6mL+xu/9IMdVvNWBQodF+jOWuswl5a
VPSQU2t3Ckd/IlanvpK+cp77NMjo9VIoWI3/ZnjZHGoFAIcHNnT1GCoEjmC1lTvLau7ZzhCCII37DFA
yMKDrXLi3pR+ONTX1TIvjpHTTzrKm1NHhkxkx/Js5Iuz+MyRKP8FNmWTO0q4XGejyKzIWrqEu+bcl
1dC1/gBNuCHggmFeM82IGQ7jVOm1kBjLb4pTDbYk4fMIbIVh4V2Pgi++6MIFXAYEWL+LHjSGHCQT
PSM3+kpv1wHHpGWzQSmcJ4tXVXVISWONC+LXxQZLBPNMUZorhuYCILXZxvXH1HGIJO0YKx91k9Ubd?2
s5JaD+GN8jgm5XXAau7S4BawfvCo3bo0iXnSvgcIuHIYFiR2T1p2n/2X0VVbdPHYZtqGiegBWebHr
411z18FXb1YyMzpIkhtOOvkP5mATRI2VXBkvx2WPjtzQrvOtSXgvTCOKErYCBM/jnuwsztV7FVTV
INdFwOsnXC70YngZeujZyjPoUbfRKZI34VKZp4i05bZsGTbWE9SkdquvOPaQ8ecXTv80CVBYUeg]
vtOpde18h/97ImdLG8dFOrbADGHiieTcntSDdw3E7JFmS/oHw7 FsA5GI8IxXfcOWUx/LODx3jTNd
Z1AXp4juySODIx9yDyM4yVOf

</ds:X509Certificate>



</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:persistent</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML: :nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML: :bindings:HTTP-POST" Location="https:

RPNRRNRN
ORRORO

NN N NN
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</md:SPSSODescriptor>
</md:EntityDescriptor>

9083l Jpdud XML:

p98¢e IJluweelod
SingleLogoutService="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action"

EntitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b07 14db2"

P99E
ConfirmationConsumerService="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse

P9 8¢E
ConfirmationConsumerService="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action"

IR Y
ConfirmationConsumerService="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action"

PIE
ConfirmationConsumerService="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action"

09.9¢ ConfirmationConsumerService="https://ise30-
1ek.example.com:8445/sponsorportal/SSOL oginResponse.action"

09.9¢ ConfirmationConsumerService="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

29.9¢ ConfirmationConsumerService="https://ise30-
3ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

IJzbb9s 2. 9w leslsle Azure AD IDp


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action%22
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action%22
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

1. louble puwe>e Azure AD
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Azure Active Directory admin center

EL Dashboard
= All services
FAVORITES
& Users

B Enterprise applications

Dashboard > Default Directory

w Default Directory | Overview

Azure Active Directory

O ovenview
# Getting started
O Preview hub

#. Diagnose and solve problems

Manage
& Users
&2 Groups
BE External Identities
aks Roles and administrators
A& Adrrinistrative units (Preview)
. Enterprise applications
Ed Devices
2 App registrations
(&) Identity Governance
7 Application proxy
wa licenses
b Azure AD Connect
k= Custom domain names
& Mobility (MDM and MAM)

Password reset

% Switchtenant [i] Deletetenant — Createatenant [ What's new [ Preview features 7 Got feedback?

0 Azure Active Directory can help you enable remote work for your employees and partners. Leam more

Default Directory

| & Search your tenant

% Tenant information

Your role

Global administrator More info
License
Azure AD Premium P2

Tenant ID

64ac0648-115d-4ad9-a3bi-7660..

Primary domain

ekomeyccisco.anmicrosoft.com

Sign-ins
3
8
26
24
22
2

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run
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Azure Active Directory admin center

© Dashboard > Users >

Dashboard
New user
i= All services Default Directory
EAVCIITES 7 Got feedback?
b Azure Active Directory

& Users

() Create user (O Invite user

&= Enterprise applications ) )
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your organization.
user name like The user will be emailed an
alice@ekorneyccisco.onmicrosoft.com. invitation they can accept in order
| want to create users in bulk to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... | E
The domain name | need isn't shown here

Name * (@ | Alice o |
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

2. luyule pzp9esé Azure AD

02> peesele. 1ud) presesd 22828 Jol 09 ps e Vs IUu29,6:

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

5 + Newgroup | + Download groups i Delete () Refresh == Columns
group group

&2 All groups

2 Deleted a This page includes previews available for your evaluation. View previews —
eleted groups

K Diagnose and solve problems ‘ 0 Search groups l +? Add filters

IJlzoBllb wuse IJpzeses Jiplo. $p wodasu luve 1dezeses Jol 09 a0z Bs 1096



Azure Active Directory admin center

g Dashboard > Default Directory > Groups >

il Dashboard New Group
:= All services
# FAVORITES
Group type *
b Azure Active Directory | Security - |

a Users

i Enterprise applications | Sponsor Group \/|

Group name * (1)

Group description (&

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) @
(v NI

Membership type * (@

| Assigned 7

Owners

No owners selected

Members

Mo members selected

3. wgssu puwwede Azure AD |Js [dpee9gd

lod) B9 £3p weass leuole. 2o IUpuwcgre slud) 898 w2283 1ud) B9 luubls Jluile
lJpze9ed woluwbd puuesp wp wesswo Jol.



Add members

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

azrure
azure @ekorneyccisco.onmicrosoft.com

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

E

A

o

©
A
A
A
A
A

i Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice
) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

lJoo pdlzbs weg)d Jlisy 1Upzeses: Bs odo Il vs: sId9y f626733b-eb37-4cf2-b2a6-
c2895fd5f4d3 JJpeze9es IU)les0.



Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

& Al groups

&5 Deleted groups

# Diagnase and solve problems

Settings
& General
bl Expiration

82 Naming policy

= -+ New group L Download groups li] Delete O Refresh == Columns [Z] Preview features 7 Got feedback?
0' This page includes previews available for your evaluation. View previews —
l O Search groups *5 Add filters
MName Object Id Group Type Membership Type
D ISE Group eebfch9-9122-4989-8c06-eef2ed3fé9a3 Security Assigned
D (<l Sponsor Group f626733b-eb37-4cf2-b2ab-c2895fd5f4d3 Security Assigned

4. 9p vluunle wbos@ Azure AD Enterprise

wew AD: 23 wbosdle Idpsduwuwle 9lud) cbousd 238> Jel 09 p9soz VOs IJuo9)s:

Azure Active Directory admin center

L4
Ell Dashboard
= All services
*  FAVORITES

B Azure Active Directory

ﬁ, Users.

'Y Enterprise applications

Dashboard > Default Directory > Enterprise applications

== Enterprise applications | All applications

= Default Directory - Azure Active Directory

“ -+ New application == Columns [#] Preview features < Got feedback?

0 Try out the new Enterprise Apps search preview! Click to enable the preview. —

Overview
0 Overview
# Diagnose and solve problems

Applications status Application visibility

v | [any

Application type

| Enterprise Applications “ | | Any R

Manage

£2 Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

22> obosd Jsuw Iperuo Jel 09 pasoe B 1Ju29,6:

Azure Active Directory admin center

Ell Dashboard

= All services

+# FAVORITES

“ Dashboard > Default Directory > Enterprise applications >

Add an application =

0 Click here to try out the new and improved app gallery. =

b Azure Active Directory

ﬂ Users

= Enterprise applications

Add your own app
==i Application o On-premises e Mon-gallery
Eiy" you're Bi Y application u application
developing
Configure Azure AD Integrate any other

Register an app you're
working on to integrate
it with Azure AD

bed luwe IJobosd 9lud) B8 |Lolws.

Application Proxy to
enable secure remote
access.

application that you
don't find in the gallery




Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application >
41 Dashboard Add your own application
i— All services
% FAVORITES Name * (D
} Azure Active Directory | ISE30
ﬂ Users Once you decide on a name for your new application, click the "Add"” button below and we'll walk you through some

— simple configuration steps to get the application working.
FH

&= Enterprise applications

Supports: (O
SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

5. |uolWs pepses IUs IJobosd

T2 UESSU puwEdpSU 9peedtle.

Azure Active Directory admin center

& Dashboard > Default Directory » Enterprise applications > Add an application > ISE30

4 Dashocard i3 ISE30 | Overview
= Al services Enterprise Application
% FAVORITES «
b Azure Active Directory & Overview Properties
& Users @ oeployment Plan Name ()
ur Enterprise applications # Diagnose and solve problems ISE30 in}
L

Application ID

Manage

20ee030a-1a06-4a65-80ce-9 .. [y
I Properties

ObjectID ©
& Coniss Oebaach6-Oce1-4924-8426-0 . [
£a Users and groups
Getting Started
2 Single sign-on
D Provisioning
£l Application proxy & 1. Assign users and groups —3 2. Set up single sign on
C  Self-service Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials

Security Assign users and groups Get started
% Conditional Access

b8y 9938 lUol9s pueEse.



Azure Active Directory admin center

&
1 Dashboard
= All services
* FAVORITES
B Azure Active Directory
)

an Users

L} Enterprise applications

Dashboard » Default Directory > Enterprise applications > Add an application > ISE30

2 ISE30 | Users and groups

Enterprise Application
£S L - I i~ 3 .. 5 ==
T Add user | & Edit Remove s~ Update Credentials == Columns 7 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users?" to no in properties to prevent this, =

. Overview

ﬂ]] Deployment Flan

#  Diagnose and solve problems | First 100 shown, to search all users & groups, enter a display name.
Manage Display Name

n Properties Mo application assignments found

2 Owners

L3 Users and groups

o8y 998 IJpuweddpsu 9ldezesele.

Azure Active Directory admin center

1l Dashboard
:= All services
% FAVORITES

b Azure Active Directory

a Users

&5 Enterprise applications

& Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

Default Directory

Users and groups 5

None Selected

User

2o IUpzeses Ios we odasuel puvodl slud)y B9é wzass.

S pdlebos: 9> sy coass Ipzeses IJpoluwwsd pu ldpuwetspso l9 IUpzesele IJos
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Users and groups X

o
LA
m
u
A
-

.'__:.

Alice

alice@ekorneyccisco.onmicrosoft.com

arure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor

sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected

2000006

e 0238 1Jpzpses: lud) 999 cessu Jel 09 p9 oz IS 1oy,

Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

= All services Default Directory

1l Dashboard

# FAVORITES

A\ When you assign a group to an application, only users directly in the group will have access. The assignment

& Azure Active Directory does not cascade to nested groups.

& Users

mnm
N
-

Enterprise applications Usars and groups

>
1 group selected.

>
User

Iuosed JSdIo sew pde IUSlses [Jpuwotsrpau sldpzesele 1UEluod cobosdd wldpzesesd
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Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > ISE30

Efl Dashboard 2 ISE30 | Users and groups

= All services Enterprise Application
%  FAVORITES % + Adduser & Edit [E] Remove ' Update Credentials == Columns
- Azure Active Directory H Overview
0 The application will appear on the Access Panel for assigned users. Set ‘visible to users?"

a Users Deployment Plan
H Enterprise applications #  Diagnose and solve problems | First 100 shown, to search all users & groups, enter a display name.

Manage Display Name

Il Properties O E Sponsar Group

2 Owners

&8 Users and groups

6. vJdsu whbous Azure AD Enterprise

luedd s IJobosd IUglue wd sludy B9 lesls cuvesd 1sgsd IUizhs Jel 05 po oz B
lJuo9,6>

Azure Active Directory admin center

e Dashboard > Default Directory > Enterprise applications > Add an application > ISE30

El Dashboard ;
' g2 ISE30 | Overview
= All services - Enterprise Application
% FAVORITES «©
B Azure Active Directary B Cverew P"':“:'erti"‘s
& users 0 Deployment Mon H Name ©
=-=\=_ Enterprise applications X Diagnose and solve problems ISE30 iy}
Manage Application ID
20ee030a-1206-4265-80ce-9 ... [
IIF properties
ObjectID ©
& Cwners Oe6aac66-Oce1-4924-8426-0 ... [y
£2 Users and groups
Getting Started
2D Single sign-on
& Provisioning
£ application proxy & 1. Assign users and groups _3 2. Set up single sign on
C self-service Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started
% Conditional Access

235 SAML gJss IJuibluws IJelJss:



Azure Active Directory admin center

t3

Dashboard > Enterprise applications > ISE30

il Dashboard : ;
5) ISE30 | Single sign-on
= All services Enterprise Application
J FAVORITES . .
& ovens Select a single sign-on method  Help me decide
. Azure Active Directory - S
:.. Users m Deployment Plan
B enterprise applications X Diagnose and solve problems ® Disabled {3 SAML
' Single sign-on is not enabled. The user Rich and secure authentication to
Manage won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.
Il Properties
i Owners

&% Users and groups

2 Single sign-on

lody eds wzusy wzsh edsss SAML IJIwlwes.

Azure Active Directory admin center

&©

Dashboard » Enterprise applications > 1SE30 >

E4 Dash H
Gashlicard ISE30 | SAML-based Sign-on
= All services Enterprise Application
* FAVORITES “ T Upload metadata file ) Change single sign-on mode Test this application <0 Got feedback?
b Azure Active Diractory 2 Overview
& Users [ Deployment blan Set up Single Sign-On with SAML
e . e # Diagnose and solve problems
== Enterprise applications Read the configuration guide © for help integrating ISE30.
Manage o
Basic SAML Configuration p )
" . & Edit
ill Properties
2 Owners Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
£ Users and groups Sign on URL Optional
g Single sign-on Relay State Opt.'-orran'
Lagaut Ud Optional
£ Provisioning
E? Application proxy o
User Attributes & Claims & Edit
< Self-service I
givenname user.givenname
Mrily surmame usersurname
® Conditianal Access emailaddress user.mail
name user.userprincipalname
i5i Permissions Unigue User Identifier user.userprincipalname
@ Token encryption
Activity o SAML Signing Certificate & Edit
D sign-ins Status Active
ifi Usage & insights (Preview) Thumbprint BE26CDEEA15249B9813DBACDFA216A464E0AE20C
Expiration T/18/2025, 2:00:00 AM
E Auditlogs Maotification Ernail ekomeyc@cisco.com
& Provisioning logs (Preview) App Federation Metadata Url | https://legin.microsaftonline.com/B4ace648-115d ... [ |
_ Certificate (Base64) Download
fccess reviews Certificate (Raw) Download
Federation Metadata XML Download

Troubleshooting + Support

st IJpe)r 9 (pe) 9 1JIsI0) wdses EntitylD o0 pJd XML o0 ped9ple 99, 2306 ©uods)
IJg1096. $p wogpse sudlu URL IUgl o wld)s (suslo URL IJgluo wgspé Idpuweodd JJoldss)
w950 IJpsl9e pu ConfirmationConsumerService. 9p wpde 9Spdé vl URL Jowesd
lJé,9z p& Responselocation oy SingleLogoutService. 16,9, 999 g9 b.

. edlebs: sgpd guslo URL s J8lisps wersi ppl suwpe Jugue gulssu URL wldgpd
Jpuod) g0 lels w9zsool |Us Lodzs IdP.



Basic SAML Configuration

Save

Identifier (Entity ID) = ©
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
‘ http://Ciscol SE/bd48c1a1-9477-4746-8e40-e43d20c9f429 v ‘ @ 0
Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action 0]
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd
|

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action e

7. od9su ywpd pzpesed Active Directory

Jlghs Bspd uwed ldpeeses IJos op wdsuol puvodli lud) B8 sy waab uwele
U.ou.u-;)é)p _9|._Jp]oI.J-__;|o.



User Attributes & Claims 2 Edit

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname
Unigue User Identifier user.userprincipalname

b8y 9938 lUol9s plboldué pzeses.

Azure Active Directory admin center

& Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

E4l Dashboard User Attributes & Claims
= All services
% FAVORITES -+ Add new claim | + Add a group claim |== Columns

b Azure Active Directory

&4 Users Required claim
!{! Enterprise applications Claim name Value
Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http://schemas.xmlisoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http//schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemasxmlsoap.org/ws/2005/05/identity/claims/surname user.surname

22 pzesele 1Jelpso glud) pdb. wes 1deues) Idos oe beleol JJeidss os pgrd pzpes:
909 per 8 Jlisu peses wp ldoglbo puuodl.



Group Claims

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O MNone
(:) All groups

@ Security groups
(:) Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group ID

Bp wIJluols |Us 3JY woslds) luwe IUpzeses vew IJgsble Idpe 9306

- Customize the name of the group daim

MName [required)

Sponsor Group

MNamgspace [optional)

|:| Emit groups as role claims (0
|:| Apply regex replace to groups claim content

|:| Expose claim in JWT tokens in addition to SAML tokens

O w9y luwe [Jpbldws Jdpze9es. Bs odo 1Jzldsr pwodyy
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.



http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

Azure Active Directory admin center

&«
Edl Dashboard
= All services
* FAVORITES
» Azure Active Directary
ﬂ Users

8 Enterprise applications

Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

User Attributes & Claims

-+ Add new claim Add a group claim == Columns

Required claim
Claim name

Unique User Identifier (Name D)

Additional claims

Claim name

Value

user.userprincipalname [nameid-for... ***

Value

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

user.groups [SecurityGroup]

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

8. cujisd pdd XML Joslole og)sd |ogl> Azure

user.mail
user.givenname
user.userprincipalname

user.surname

lud) eds wuisd pdloed XML Joslule ogysw Idlezl bs Giolss w9 dse SAML.

SAML Signing Certificate

Status

Thumbprint

Expiration

Motification Email

App Federation Metadata

Certificate (Basebd)
Certificate (Raw)
Federation Metadata XML

Active

£ Edit

97720A460A43ACDAZACSFBFOSEEIZEDTDAATBAEZ

9/16/2023, 10:57:46 AM
ekorneyc@cisco.com

Url https://login.microsoftonline.com,/64ace648-115d ... [

Download
Download

Download

lJglbgys 3. wepsd MetaData o Azure Active Directory |Js ISE

loedd 1Js bLs > 15L6 1J0sss > puols, 10956 1Ughzss > 01958 py® SAML > [059> SAML

lJglue ]

O wldowssd [Js odasu p98) 0986 IJowosw: Sp lud) 8938 IUs) luwee)luo. 2> pJud
wslulo ogysw ldlcel XML pu gbgs oo jsd Azure Federation Metadata XML glo 9, eds zdb.

S pdlebd: szw pelded tdd 9lzed IJpuwctrp pg ©d9sU p98) IJosss v pe)d cuose
IJigbole oo Cisco CSCvv74517.


https://tools.cisco.com/bugsearch/bug/CSCvv74517

Cisco ISE

dentities Groups External ldentity Sources Identity Source Sequences Settings

51 > Azura_SAML
External Identity Sources

SAML Identity Provider
Service Provider Info.

General

! Gertificate Authentication Profile Identity Provider Config.
—

! Active Directory

Administration - |[dentity Management

Groups Attributes Advanced Settings

% EXAMPLE
LDAP Identity Providep€ianfiguration
ODBC Impon IdentiisRroyiger oafa Fén| Chaose file | (a3ottonline com/BAace648- 115d-4a09-a3bt-76601b01805¢c/sami2

RADIUS Toke . .
oken Signing Certificates

RSA SecurlD Subject ~  lssuer Valld From

I SAML Id Providers

CN=Micrasoft Azure Federated S50 Certificate  CN=Micresoft Azure_.

=3 Azure_SAML

Singhe Sign Oul URL (Redirect) https://login.microsoftonling.com/64ace648-115d-4ad9-a3bf- 76601b0f8dSc/sami2

Wed Sep 18 08:57.

Valld To (Expira.. Serlal Number

Zat Sep 16 0B:57:4 54 FB 3C 2B 81 49 6B B_.

Social Login

REST (ROPG)

U6 4. odosy peesele SAML eJs ISE

Ie wlJowssd lds peestle edlple ldowsse 9lduod Bsed luwe IJpbldos oo odyso ywped

pep9eo6 Active Directory WOs (wpeo £,0986 IJpzpe9esd.

Cisco ISE

Identities Groups External |dentity Sources Identity Source Sequences Settings

t » Azure_SAML
External Identity Sources

SAML Identity Provider

Administration - ldentity Management

Advanced Settings

Cenificate Authentication Profile General Identity Provider Config Service Provider Info Groups Al
Active Directory
Groups
<3 EXAMPLE
Group Membership Attiibute  1po/fschemas microsoft.com/ws/2008/06/identity/claims/groups
LDAP
ODBC

RSA SecurlD U

RADIUS Token
Namae in Assertion
SAML |d Providers
=3 Azure_SAML
Soclal Login

REST (ROPC)

Name in ISE

-~

108y B9 [olds (Add). §p wogpse Iluwe Bs IJcldss pe Bspd perd Jisu IUpzeses
IJglue wezesgs IUIBJle Idpdedbo Wbs wessy puvwgse Azure Active Directory |Js
lJpzpseo. gvdJo [gwpe IS ISE pg [JBsp0 3l b6 o030 1UzlJo 09 Azure [les pzp9es. 9lud,

999 OK. lu ¥, W99 pVb.

S92 03l IJs luuble wessu wsu Ipzpses S Azure sluup Idpzeses Spdu luwosleo eds

ISE.



Add Group

*Mame in Assertion eb37-4cfZ-b2a6-c2895fdbf4d3

*Mame in ISE Azure Sponsor Group ()

Cancel

lJelb9s 5. wdysu wessu peeyes IJIdsd eds ISE

loedd Ids eld;s 1dgpd > 9009d IUuosd > IJwslole gldedyole > peesele [JIBle 925>
peeoes IJIvdle IJos w)gw Vs wessuol [Js pepogs Azure AD. WO o3l Idpold: wp luwesle
ALL_ACCOUNTS (IJlw el os):

= Cisco ISE ‘Work Centers - Guest Access
Overview Identities dentity Groups Ext Id Sources Adminisiration Hetwork Devices Portals & Components Manage Accounts Policy Elements Policy Sets Reports Custom Portal Files
—
Gues: Portals
Sponsor Groups
Guest Types
Sponser Grewps You can edit 8nd CUSIOMZe he defaull SPENS0r GOURS and Creale SUCIIoNa ones

A Spoensor ks assigned the permissions from all matching sponsor groups (multiple matches are permitted)
Spansor Portals -

Creats

Enabled Mame Momber Groups

ALL_ACCOUNTS (default)

L] : ned 10 this group can manage all guest user sccownts. By defaul, users in the ALL_AGCOUNTS user kentity group ane members of this

ALL_ACCOUNTS (default)

GROUP_ACCOUNTS (default)

L] SPONSONS A5SIgNed 10 TiS GTOUD Can Manage just the guest ACCOUMS Crealed by SpONS0Ss fom the Same sponsor group. By delawn, users in the
GROUP_AGCOUNTS user ldentity aroun are members of this sponsos Goun
Man

GROUP_ACCOUNTS (sefault)

OWN_ACCOUNTS (default)
e .

OWN_ACCOUNTS [default)

anaGe only the guost accounts that they hive créated, By defaull, users in b CWN_ACCOUNTS user idéntity

lod) 898 IJig ole... 9l olds pzeoes sles Azure_ SAML:Azure |Js pzpsgle 1puwoés pso
lJp>36. 889 03l LugSSU pzees IJJdsd Vs Azure |Js pepeses JoJle all_accounts. 9lu g,
998 OK. 168, V98 e 9b.



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups
Search Search
-
Name ~ MName A~
Employee ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) Azure_SAML:Azure Sponsor
Group

OWN_ACCOUNTS (default)

M
! I

IJozol pu lduoes

luwogse 03l 1ldGuwe Joldss gpd Idodssy vuvdd Lozse.

S pdlebs: suob, IJpuwetse Ieass IJs wéss) 9dps o9y Idpuwctse g0 I9d wumesd
389d. Jpl lu Bu9d gbsle IJowg 8l pu uvsluwsd Idlezl 1Jlgy90s (AUP) JI ;,_sé:_nlo.;ol. wEbs
gpdso Idozdy ol Iduwsobsy: ese Jl sop ouwesd 229d Idpuvoispso JIvd 060 99>



N Lo ISE B AUP 0,6 51236 pi S 1z06 1)less (Idesuw):

IUTo: 3l e e wolwd IJIBS (e guslu URL JJlge ol eds gvosd Idpold) oop lelss
wozsod [Js Azure Jowesd 1Uxg9d Sp 196 1Us "wslwo IJJdsd"

1. woe ouvgsd wolus IUJBdsd pe FQDN I1Jglos wol sds Loulb guslo URL IJgluo wlgoul,
lJoslos. see 1o $d89p ISE Llehs wozsod [Us podzs ouvesd 1ogsd Ids Azure. sgde 1J
username sgJ9 o, 9b 9b 96 wg> 3JY.

=" Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2. bgd Idps 1des9) sl B9 wuwesd 1589, w89 Liluis wuvesd 1U>e9d Is 1Dp Llgls
w9zso ldpuwegse lJs wslwé ISE Sponsors 1JlgJsé.



= Microsoft
<« alice@ekorneyccisco.onmicrosoft.com

Enter password

LE LR E NN LN NN ]

Forgot my password

3. 18uJ IJuinbs 1)uwess IJIBEluss.

clsco Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

‘You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
madification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

4';80) oo lJugbé: szu i SY9u Jdpuwwgse IJIBsd 2 1Usuesd 1Jdled IJs 1Jwsleo
wule pzeses IUJdsJ ALL_ACCOUNTS.



Welcome alice@ekorneyccisco.onmicrosoft.com ~

Sponsor Portal
cisco *P
Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (0)
Create, manage, and approve guest accounts.
Guest type:
Contractor (default) (v
Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
" End of busi da
woam | mon —
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Email address:
‘ 2020-08-16 (1} H 11:22 @‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:

2020-12-15 @ 1022 (]
= - H |
o
Person being visited (email):

Reason for visit:
Group tag:
Language:
English - English (v]




6. szw cuwesd 29z Jpuwctre wurlz 9lghs wozseo lds Ulus wuvesd 10589d w6 18)s.

= Microsoft

Pick an account

m

—I— Use another account

lpwoduld IJIgble 9l odlzol
$98, 03l IJBuwpe pedsple spdod luuagslel Jluvaduld igble IJodssy sluadlizol.
IJeunddle Iublsgs

o0 1pop Bop luo swp peldes puol> 86 SAML Lsw IJeuues Lo 9 Azure Active Directory.
seldolds: spdud IJzuesd eds IJIRble 1dpoed$6 wldpuolbb$d puluiné pu 98, IJossé

lJluosl) 1. @)EJ |.Jrou.uoé)ro deé |.Jp_)_9_) |.J2_Jo|‘ .le SUp PE_I-JE_‘S wslule |.J|puuc;é)p E_J5 ISE.
Iluosh b poluiss pu IdP (Azure). oy lzd luodlz: B wlebs cesso Jdes 1Jegs 19 wods)
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B Microsoft
< alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

Iluosl 2. 1deuwogsp Jsuw il po 1dezeses IJos sdesuo 1o suwee Jol Lldsuesd 1Js
SAML SSO. 90,6 2,5 s 030 1Jzlds Jp sop peldes wslole ldpuwese eds ISE: clos
lUpuivdJs poluing pu 1dP (Azure). o led luodlz: ©2dd po cudss $o9s [Uolds pzeses |Js
odysu ldobosy wuvdd Lozse.



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3. Jlsepd ouwesd ez Jpl 09 pusde 9sop pdlebs o3l 1Jgbl - Suvd wumasd 1Je9z pu
SSO. z3ow pubdds loule ouwesd 1JE9e po 2duwd SSO. Idele IJleuold wedow IJpuuless
Jdewesd eds IJpuwless. spdu sdswol guspl Jl sop wdasu euslo URL Jogwesd IJéisz
wubdd uozse eds SAML IdP. Ws o30 IJzldo: wpe luwwgsle sugly URL o3l
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-
9457-41€8-87d7-0965b0714db2" L supl Szw o sJsw
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action" J|_sJlzo: I>¢J
eu9lu URL IJuozse Ws guslu URL Jouwesd 1Jé )9z Ws Azure IdP.



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

cisco Seonsor Portal

Error

S50 Logout failed.

There was a problem to legout from your SSO session. Please contact help desk for assistance.

Help

lweduuled igble IUg psd sluodlzol

JJozdd pu luwedle 20908 SAML. spdod luwaesle bele pbg) 1Ussw. lowdd lJs bele >
ey 95w > Juods Bl oo oguegsp Firefox 9 wed 1Usged oluwegsle wslule lgwels Azure
IJs 1Jwslus. spdod puiloss |uwezlus SAML IUp s 8 b edlps lJowgse Params:

I I | Welcoma alice@ekomeyccisco.onmicrosoftcom = §
sl el
cISCO Sponsor Portal

Creale Accounts

Croate, manage. and approve guest acoours.

Manage Accourts (0] Pending Accounts (D) Noticas (0)

Guest type:
Contrstisr {3ilhut)
|
Guest Information Access Information
S

First nams:

& ) inspector  [E] Gonsole [ Debugger {) StyleEdior € Porformance o Memory T Motwork [ Storage K Accessinlity  g§ whatsmiew  { Adbiock Plus =
| I 8 @ AN HTML C55 J5 XHR Fonls Images Mesa WS Other PersistLogs | Disable Cache Mo Thictling 3 HAR &
Fatus Method n File Caust Type Tranatemed Slae Pererrd  Resporae  Timings  Sacurity

2 s jnRpLASE MtoN

[Te4) GET & -

[192] GET B 10,4823, 86:8445 deskiop-loge prg =g
ED GET B 104BIIBEELE  mobileloge.png

B GET i 10.48.23.86:8445 apons

[1ee) GET & 10.n 448 guestih

[200] GET ! pONSOrapD s

ED GET ) 10.483388:8445  itTelinput js seript
222] GET B 10.482380:8485  spple-icon.pog g
[22] GET B 104823868448 favicondoe img
[32a] GET B I04E03BBB44E  Blank e subdocumnt
[222] GET i 10.48.23.80:8445 background prg img
[192] POST B 10.48.23.00:8448 perding acton he

D FOST B 104873868445 bootstrap.action b

[222] GET B 10.48.23.86:3445 nriTelinpul 44 anyleshaet
o}

17 recuests

55505 KB | 200.41 KB transferred  Finish: 16,2135

Toad: 1,348

lweduldd Tgble ISE gl_oJlzol

El  Hoagers  Coskies

16138 KB

x-icon 0B = Form data
g L0 KB aan ks
g 276K 213 KB
c et 120,78 KB

cached Japakn

ached o8
[ ched o8
g BI7 KD 775 KD
x-kon 24z K8 27aKe
hem 885 B BOE
g I KB 10.58 KB
json @z w1
— e AT - B 6180140177 SEMiaken EQL
0483388
=) cached 26.58 KB
 Aeguest payinad
SanL ] EPSIFYTHEY {UYWE £2D0 Nz 1062

ST UESS) PSS uved LJf)d_SQlQ oul gJs ISE. Ic,:oLéJ IJs g pdsle > lpvedulad 1Jigble
sluodlzel > pelde wuozse Ilgble > cdysy ywed IJIgble.

luve ldedso

puvess IJogwesd

lpwe pJS 1wz

9029d JJdsdsJé

ouoese IJigble

guest.log

p32J-98u- 1y

ouoese IJigble

guest.log

iﬁvo wled

ouoese IJigble

ise-psc.log
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p2p9e6 1dgpd pu wuozse IJigble Bs 98¢ wouldss IJesd Iduozse (ise-psc.log):

1. cop lehs oozso ldeuwese 1s guslo URL IJEILo o 1dP oo wslus IUdBb s

2020-09-16 10:43:59,207 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5c/saml2

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9f429

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48cl1al-9477-4746-8e40-e43d20c9f429_SEMI
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2. up odBs luwoeled SAML oy IJpuwesyuo.

2020-09-16 10:44:11,122 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
:_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSes
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2] ; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2] ; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,133 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
This node's host name:ISE30-1lek LB:null request Server Name:sponsor30.example.com

2020-09-16 10:44:11,182 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,184 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] org.opensaml.xml.parse.BasicPa
2020-09-16 10:44:11,187 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] org.opensaml.xml.parse.BasicPa
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml2.binding.decodin
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48clal-9477-4746-8e40-e43d20c9f429_SEMI
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml2.binding.decodin
2020-09-16 10:44:11,191 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba



2020-09-16 10:44:11,193 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml12.binding.decodin
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml12.binding.decodin
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
SAML decoder's URIComparator - [https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.actio
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
SAML message intended destination endpoint matched recipient endpoint

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa

3. wp wie wedsd IJuwpd (IJeldss).

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/tenantid

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/tenantid> add value=<64ace648-115d-4ad9-a3bf-76
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/tenantid> value=<64ace648-115d-4ad9-a3bf-76601b0
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/objectidentifier

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/objectidentifier> add value=<50ba7e39-e7fb-4cbl
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/objectidentifier> value=<50ba7e39-e7fb-4cbh1-8256
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/displayname

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/displayname> add value=<Alice>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/displayname> value=<Alice>

4. sop luwodle gued |Jpzeses wdspd 1626733b-eb37-4cf2-b2a6-c2895d5f4d3. w9 dse
IJozdé.

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> add value=<f626733b-eb37-4cf
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> value=<f626733b-eb37-4cf2-b2a6-c2895fd
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/identityprovider



2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/identityprovider> add value=<https://sts.window
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/identity/claims/identityprovider> value=<https://sts.windows.net/64ace648
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/claims/authnmethodsreferences

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/claims/authnmethodsreferences> add value=<http://schemas.micros
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/claims/authnmethodsreferences> value=<http://schemas.microsoft.com/ws/200
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> add value=<alice@ekorneyccisco.o
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> value=<alice@ekorneyccisco.onmicrosoft.com
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.cfg.Identit
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/displayname> NOT configured in IdP dictionary,
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/tenantid> NOT configured in IdP dictionary, NOT
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/identityprovider> NOT configured in IdP diction
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/objectidentifier> NOT configured in IdP diction
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> NOT configured in IdP dictionary
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/claims/authnmethodsreferences> NOT configured in IdP dictionary
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cisco.cpm.saml.framework.SAMLS
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
IDP URL: https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5c/sam12

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
http://CiscoISE/bd48c1al-9477-4746-8e40-e43d20c9f429

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
IdP URI: https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0f8d5c/

SP URI: http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9f429

Assertion Consumer URL: https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
Request Id: _bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48c1al-9477-4746-8e40-e43d2



Client Address:

Load Balancer:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
2020-09-16
format=urn:
2020-09-16

10.61.170.160

null

44
44

44

44

44

44

44

44

44

44
44

oasis

10:

44

111,202
111,202
44
111,202
44
44
111,202
44
44
111,204
44
44
111,204
44
44
111,204
44
44
111,204
111,204
44

11,202
11,202

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

11,202

11,202
11,202

11,202
11,202

11,204
11,204

11,204
11,204

11,204
11,204

11,204

IdP ID: Azure_SAML
Subject: alice@ekorneyccisco.onmicrosoft.com
SAML Status Code:urn:oasis:names:tc:SAML:2.0:status:Success

SAML Success:true

SAML Status Message:null

SAML email:

SAML Exception:nullUserRole :
2020-09-16 10:44:11,292 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,306 INFO [RMI TCP Connection(346358)-127.0.0.1][] api.services.server.role.RoleImpl
2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cisco.cpm.saml.framework.SAMLS
2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cisco.cpm.saml.framework.SAMLS
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