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Manufacturing Device Cisco Cyber Vision

D

ISE PAN

ISE pxGrid  ISE PSN with pxGrid Probe

. CCV pxGrid Registration

. Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

. New Endpoint is discovered on CCV

If new endpoints are detected, ISE
will create those endpoints

. B Endpoints are created/updated in ISE

database (Oracle)

>
>

+ Connections at Steps 1 and 5 are
protected by ISE pxGrid certificate

+ Connection at Step 2 is protected by
CCV certificate

sop luueesle Guiy ISE 03l B 1J]esls.

Deployment Nodes

J Edit Register | &) Syncup [ Deregister

[] Hostname Personas
0 1sE27-1ek Administration, Monitoring, Policy Service,
O 1sE27-2ek Administration, Monitoring, Policy Service

. Endpoint asset data is shared via pxGrid

PSN gets the asset data
~ via pxGrid Probe

. ~ Endpoints are created/updated in ISE

database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured

pxGrid

ISE 2.7-1ek 09 £.856 1U]s1,6 IJiwlusé (PAN) 9¢§>6 pxGrid.

Role(s) Services
PRI(A), PRI(M) ALL
SEC(A), SEC(M) SESSION,PROFILER

ISE 2.7-2ek 09 £.§56 £306 |Jwsluus (PSN) pg & pdse PxGrid Probe.

Ospl sds IJgbsle IJos coblod pe 1Upgblo 1Up3dy) Gwlodl.

1. swp wuwgsd CCV |Js AssetTopic B ISE g PxGrid IJ|uosl) 2. Idwedle 1Updlods oo

CCV:

odlebs: o0 lzd poleeé uvedle pxGrid eJs CCV. Gp wluosl, IUie, journalCTL -u pxgrid-

agent.

root @enter: ~# journalctl -u pxgrid-agent -f

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]:

"/ tp/ pxgri d- agent. sock' [caller=main.go:102]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]:

pat h=/ pxgri d/ control / Account Acti vat e body={}
[cal | er=control.go:127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]:

[cal | er=pxgrid.go: 76]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]:

pat h=/ pxgri d/ control / Servi ceRegi st er

pxgri d- agent

pxgri d- agent

pxgri d- agent

pxgri d- agent

RPC server listening to:

Request

Account activated

Request



body={"nane":"com ci sco. endpoi nt. asset", "properti es": { "assetTopic":"/topic/com.cisco.endpoint.as
set

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Service registered, |ID:

4b9af 94b- 9255- 46df - b5ef - 24bdbba99f 3a

[cal | er=pxgrid. go: 94]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Servi ceLookup

body={"nane":"com ci sco. i se. pubsub"} [caller=control.go:127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / AccessSecr et

body={" peer NodeNane": "com ci sco. i se. pubsub”} [cal |l er=control.go: 127]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Wbsocket connect

url =wss:// ISE27-1lek.example.com:8910/pxgrid/ise/pubsub [ cal | er =endpoi nt. go: 102]

Jun 24 13:31:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent STOMWP CONNECT host =10. 48.17. 86
[ cal | er=endpoi nt. go: 111]

Jun 24 13:33:27 center pxgrid-agent-start.sh[1310]: pxgrid-agent API: getSyncStatus

[cal | er=sync_st at us. go: 34]

Jun 24 13:33:28 center pxgrid-agent-start.sh[1310]: pxgrid-agent Cyber Vision is in sync with
I SE [cal | er=assets. go: 67]

Jun 24 13:36:03 center pxgrid-agent-start.sh[1310]: pxgrid-agent Request

pat h=/ pxgri d/ control / Servi ceRer egi st er

body={"i d": " 4b9af 94b- 9255- 46df - b5ef - 24bdbba99f 3a"} [cal | er=control . go: 127]

2. 8890 ISE PSN g wpdsw PxGrid Probe wouisd Jesle Jus,yé po luosd pxGrid 192926
(profiler.log):

2020- 06- 24 13:41:37,091 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Looking for new publishers ...
2020- 06- 24 13:41: 37,104 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Existing services are:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeNane=cv-j ens,
properties={asset Topi c=/t opi c/ com ci sco. endpoi nt. asset,

rest BaseUr | =https://Center:8910/pxgrid/ind/asset/,

wsPubsubSer vi ce=com ci sco. i se. pubsub}]]

2020- 06- 24 13:41:37,104 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- New services are: []
2020- 06- 24 13:41:37,114 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- NODENAME:cv-jens

2020- 06- 24 13:41:37,114 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- REQUEST

BODY{"of fset":"0","limt":"500"}

2020- 06- 24 13:41:37,158 I NFO [Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Response status={}200
2020- 06- 24 13:41:37,159 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Content: {OUT_OF_SYNC}
2020- 06- 24 13:41:37,159 I NFO [Profilerl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- Status is :{OUT_OF_SYNC

2020- 06- 24 13:41: 37,159 DEBUG [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::-

Static set after adding new services: [Service [nanme=com ci sco. endpoi nt. asset,
nodeNanme=cv-j ens, properties={asset Topi c=/topic/com cisco.endpoi nt. asset,
restBaseUrl=https://Center:8910/pxgrid/ind/asset/, WsPubsubServi ce=com ci sco. i se. pubsub}]]
2020- 06- 24 13:41:37,169 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []

cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- NOCDENAME: cv-jens
2020- 06- 24 13:41:37,169 I NFO [Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- REQUEST

BODY{"of fset":"0","limt":"500"}

2020- 06- 24 13:41:37,600 | NFO [ Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Response status={}200
2020- 06- 24 13:41:37,604 | NFO [ Profilerl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Content:

{"assets":[{"assetId":"88666e21-6eba-5cle-b6a9-930c6076119d", "assetName" : "Xerox



0:0:0", "assetIpAddress":"",
"assetMacAddress":"00:00:00:00:00:00", "assetVendor" : "XEROX

3. wup luolws uBlb IJyolss |Js PSN pg wedsy PxGrid Probe gy uld PSN 2ol puwe sl IUs
PAN Jezwb o8l IJuoelss oo (profiler.log). sedo g)00 wldlb IJuolss IJos wpe lugilgel eds
ISE s wliosd uldbs IJuelss yopu lpdluss 1986 IUuwsls.

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- mac address is :28:63:36: 1le: 10: 05i p
address is :192.168. 105. 150

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::::- sending endpoint to
forwarder{"asset | d":

"01c8f 9dd- 8538- 5eac- a924- d6382ce3df 2d", "asset Nane": " Si enmens
192. 168. 105. 150", "asset | pAddress”: "192. 168. 105. 150",

"asset MacAddress": " 28:63: 36: 1e: 10: 05", "asset Vendor ": " Si enens
AG', "asset Product !l d":"", "asset Seri al Nunber":"",

"asset Devi ceType":"", "asset SwRevi sion":"", "asset HamRevi si on":
S7Pl us", "asset CustomAttri butes":[],

"asset Connect edLi nks":[]}

2020- 06- 24 13:41: 37,677 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] []
cisco.profiler.infrastructure. probengr. Forwarder -::::- Forwarder Mac 28: 63: 36: 1E: 10: 05
MessageCode null epSource pxGid Probe

2020- 06- 24 13:41: 37,677 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 77-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- Endpoint is
proccessedEndPoi nt [ i d=<nul | >, name=<nul | >]

MAC: 28:63:36: 1E: 10: 05

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered

Attri bute: EndPoi nt Pol i cy val ue: Unknown

Attri bute: EndPoi nt Pol i cyl D val ue:

At tri but e: EndPoi nt Sour ce val ue: pxGid Probe

Attribute: MACAddress val ue: 28: 63: 36: 1E: 10: 05

Attribute: Mat chedPol i cy val ue: Unknown

Attribute: Mat chedPol i cyl D val ue:

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: Si enens AG

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: Stati cAssi gnnent val ue: fal se

Attribute: Stati cG oupAssi gnment val ue: fal se

Attribute: Total Certainty Factor value:0

Attribute: asset Devi ceType val ue:

Attribute: asset HwRevi si on val ue:

Attribute: assetld val ue: 01c8f 9dd- 8538- 5eac- a924- d6382ce3df 2d

Attribute: assetl pAddress val ue: 192. 168. 105. 150

Attribute: asset MacAddress val ue: 28: 63: 36: 1e: 10: 05

Attribute: asset Name val ue: Si enens 192. 168. 105. 150

Attribute: asset Productld val ue:

Attri bute: asset Protocol val ue: ARP, S7Pl us

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Vendor val ue: Si enens AG

Attribute:ip val ue:192. 168. 105. 150

Attribute: Ski pProfiling val ue:fal se

4. 08> 9,08 LS Lolss Vs preses: SHuwd CCV ,uulds STOMP eo, IUpods 8910 Jozase
w6 IJuelsé uluwedslp wslule 1Jpgesss Os uwele pguoues. IJuwedle IUpdlods po CCV:

,"asset Prot ocol ": " ARP,

root @ent er: ~# journalctl -u pxgrid-agent -f
Jun 24 14:32:04 center pxgrid-agent-start.sh[1216]: pxgrid-agent STOW SEND



desti nati on=/topi c/ com ci sco. endpoi nt. asset
body={"opType": " UPDATE", "asset": {"asset|d":"ce0lade2- eb6f-53c8- a646-9661b10c976e",
"asset Name":"Ci sco

a0: 3a: 59", "asset | pAddress": "", "asset MacAddr ess": "00: f 2: 8b: a0: 3a: 59", "asset Vendor": " Ci sco
Systens, Inc",

"asset Product1d":"", "asset Seri al Nunber":"", "asset Devi ceType":"", "asset SwRevi sion":"", "asset HwRev
ision":"","asset Protocol ":"",

"assetCustomAttributes": [{"key":"assetGroup", "value”:"Groupl"}, {"key":"asset CCVG p", "val ue":"G o

upl”}],
"asset Connect edLi nks":[]}} [call er=endpoint. go: 118]

5. vodys PxGrid Node wesse STOMP gogss wygso oo ldy)uwlds 1Js gese lJpuv ey dsu:
guwuopu PSNs pe wedsy PxGrid Probe. pxgrid-server.log e Js PxGrid Node.

2020- 06- 24 14:40: 13, 765 TRACE [ Thread- 1631][] cpm pxgri dwebapp. ws. pubsub. St ompPubsubEndpoi nt -

st onp=SEND: { cont ent - | engt h=453, desti nati on=/topi c/com ci sco. endpoi nt. asset}
2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][] cpm pxgri dwebapp. ws. pubsub. St ompPubsubEndpoi nt -

session [2b,cv-jens, OPEN] is permtted (cached) to send to

t opi c=/topi c/ com ci sco. endpoi nt. asset:

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stri butor -:::::-

Di stributing stonp frame fron¥[2b, cv-jens, OPEN], topic=/topic/comcisco.endpoint. asset,
true:true

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stributor -:::::-

Distributing stonmp frame fron¥[2b, cv-jens, OPEN],

t opi c=/topi c/com ci sco. endpoi nt. asset,to0=[19,i se-adm n-ise27-2ek, OPEN]

2020- 06- 24 14:40: 13,766 TRACE [ Thread-1631][]

cpm pxgri dwebapp. ws. pubsub. Subscri pti onThreadedDi stributor -:::::-

Distributing stonp frame fron¥[2b, cv-jens, OPEN], topic=/topic/w ldcard,to=[2a,ise-fanout-ise27-
lek, OPEN|

6. sodds PSN pg wpdsy pxGrid Probe Je ie,yd Bs p9o9e 1JIuod IJyuwlJé oo PxGrid
Node 952> w9bo IJuolss (profiler.dog). spdo )0 widlb IJuoelss lJpz>esé gJs ISE s
oluosd uldbs IJuolss Loew ")9s6 IUuwsl 8"

2020- 06- 24 14:40: 13,767 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::::-

Par si ng push notification response: {"opType":"UPDATE", "asset":{"assetld":"ce0Olade2- eb6f-53c8-
a646- 9661b10c976e",

"asset Nanme":"Ci sco

a0: 3a: 59", "asset | pAddress": "", "asset MacAddr ess": " 00: f 2: 8b: a0: 3a: 59", "asset Vendor ": "Ci sco

Systens, Inc",

"asset Product1d":"", "asset Seri al Nunber":"", "asset Devi ceType":"", "asset SwRevi sion":"", "asset HwRev
ision":"",

"assetProtocol ":"", "assetCustomAttributes": [{"key":"assetGroup", "value":"Groupl"}, {"key": "assetC

CVG p", "val ue":"Goupl"}],

"asset Connect edLi nks":[]}}

2020- 06- 24 14:40: 13,767 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscriber -::::-

sendi ng endpoint to forwarder{"assetld":"ceOlade2- eb6f-53c8-a646-

9661b10c976e", "asset Nane": " Ci sco a0: 3a: 59", "asset | pAddress": "",

"asset MacAddress": " 00: f2: 8b: a0: 3a: 59", "asset Vendor ": "Ci sco Systens,

I nc", "asset Product | d":"", "asset Seri al Nunmber":"",

"asset Devi ceType":"", "asset SwRevi sion":"", "asset HwWRevi sion":"", "asset Protocol ":"",

"asset CustomAttri butes":[{"key":"asset G oup"”, "val ue": "G oupl"}, {"key":"asset CCVG p", "value":"Go
upl"}], "asset Connect edLi nks":[]}

2020- 06- 24 14:40: 13,768 INFO [Gizzly(2)][] cisco.profiler.infrastructure.probengr. Forwarder -

Forwar der Mac 00: F2: 8B: AO: 3A: 59 MessageCode null epSource pxGid Probe



2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. probengr. Forwarder Hel per -:

00: F2: 8B: A0: 3A: 59: 87026690- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ecti on: - sequenci ng Radi us
nmessage for mac = 00: F2: 8B: AO: 3A: 59

2020- 06- 24 14:40: 13,768 INFO [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -:
00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil er Col | ecti on: -

Processi ng endpoi nt: 00: F2: 8B: A0: 3A: 59 MessageCode null epSource pxGid Probe

2020- 06- 24 14:40: 13, 768 DEBUG [forwarder-9][] com cisco.profiler.imEndPoint -:

00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil er Col | ecti on: -

filtered customattributes are:{asset G oup=G oupl, asset CCVG p=G oupl}

2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -

00: F2: 8B: AO: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ection: - Radi us
Filtering: 00: F2: 8B: AO: 3A: 59
2020- 06- 24 14:40: 13,768 DEBUG [forwarder-9][] cisco.profiler.infrastructure. probengr. Forwarder -

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil erCol | ecti on: - Endpoi nt
Attributes: EndPoi nt [ i d=<nul | >, name=<nul | >]

MAC: 00: F2: 8B: AO: 3A: 59

Attribute: 2309ae60-693d- 11ea- 9che- 02251d8f 7c49 val ue: G oupl
Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered
Attribute: EndPoi nt Profil er Server val ue: | SE27- 2ek. exanpl e. com
Attri but e: EndPoi nt Source val ue: pxGid Probe

Attribut e: MACAddr ess val ue: 00: F2: 8B: AO: 3A: 59

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU value:C sco Systens, Inc

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue:

Attribute:assetGroup value:Groupl

Attribute: asset HMRevi si on val ue:

Attribute: assetld val ue: ce0lade2- eb6f-53c8- a646- 9661b10c976e
Attribute: assetl pAddress val ue:

Attribute: asset MacAddress val ue: 00: f 2: 8b: a0: 3a: 59

Attribute: asset Name val ue: G sco a0: 3a: 59

Attribute:asset Productld val ue:

Attribute: asset Protocol val ue:

Attribute: asset Seri al Nunber val ue:

Attribute: asset SmRevi si on val ue:

Attribute: asset Vendor val ue: G sco Systens, Inc

Attribute: Ski pProfiling val ue:fal se

7. 0g8> PSN pg wpdso pxGrid pJod wg)sd udbs Iduolss Juwsluws gasse (profiler.log).

2020- 06- 24 14:40: 13,773 INFO [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Classify Mc

00: F2: 8B: A0: 3A: 59 MessageCode null epSource pxGrid Probe

2020- 06- 24 14:40: 13,777 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Policy C sco-Device matched
00: F2: 8B: A0: 3A: 59 (certainty 10)

2020- 06- 24 14:40: 13,777 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profi | i ng:
matched 00:F2:8B:A0:3A:59 (certainty 20)

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]
cisco.profiler.infrastructure.profiling.ProfilerMnager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - After analyzing policy
hi erarchy: Endpoi nt:

00: F2: 8B: A0: 3A: 59 Endpoi nt Pol i cy: ekorneyc_ASSET_Groupl for:20 Excepti onRul eMat ched: f al se

Policy ekorneyc_ASSET_Groupl



2020- 06- 24 14:40:13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profi li ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59
Mat ched Pol i cy Changed.

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profil i ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59

I dentityG oup Changed.

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling:- Setting identity group ID on
endpoi nt

00: F2: 8B: AO: 3A: 59 - 91b0f d10-al81-1lea-ala3-fe7d097d8c61

2020- 06- 24 14:40:13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Calling end point cache with
profiled end point

00:F2:8B:A0:3A:59, policy ekorneyc_ ASSET Groupl, matched policy ekorneyc_ASSET_ Groupl

2020- 06- 24 14:40:13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.Profil erManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profiling: - Sending event to persist end
poi nt

00: F2: 8B: A0: 3A: 59, and ep nessage code = nul |

2020- 06- 24 14:40: 13,778 DEBUG [forwarder-9][]

cisco.profiler.infrastructure. profiling.ProfilerManager -:

00: F2: 8B: A0: 3A: 59: 9d077480- b628- 11ea- bdb7- 82edacd9a457: Profili ng: - Endpoi nt 00: F2: 8B: AO: 3A: 59
IdentityGroup / Logical Profile Changed. Issuing a Conditional CoA

IJodssulo

pdlelbs: sdje logh 1dgble pu 11ds 4 zos Bl oo wrgw IS Ideuesd eds 1ass glbJs
J AssetGroup 9.9 ;956 IJwslé.

1. opdso PxGrid Probe gJs Iz> pJudle PSN

loedd 1Js s > wble > iy 233 £856 ISE Uluwegsle PSN Persona. 1Jowssd 1Js eJles
WISy sy pdud IJog . wlids pu wpdsy wzdsd pxGrid.



‘tsey  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

w System » ldentity Management  » Network Resources ¢ Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

I
Deployment Deployment Nodes List > ISE27-2ek
v =~ S Edit Node
> v;':» Deployment General Settings Profiling Configuration
:’: PAN Failover

0 » NETFLOW

» DHCP

O » pHopsPaN

O » TP

» RADIUS

1 » Network Scan (NMAP)

O »ons

» SNMPQUERY

L] » snMPTRAP

» Active Directory

v pxGrid

Description | The PXgrid probe to fetch

attributes of MAC or IP-Address
as a subscriber from PXGrid
Queue Yy

2. oYy su IUywple IJpguou06 Judbe IJuolse gds ISE

loedd 1Js bLé > blyé 1Jegss > Iesble > gwple wdbs IJuolss lJpguou06. ©dsso ywpelo
peuo oo (assetGroup) 90991 Joso IJo9,6. S8 CCV 3.1.0 Lupes AssetGroup lIJeg o006
O9b.



'duth: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System + Identity Management » Network Resources  » Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC
» Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

User Custom Attributes Endpoint Custom Attributes

User Authentication Settings

Endpoint Attributes (for reference)

Endpoint Purge

Endpoint Custom Attributes Mandatory Attribute Name Data Type
PostureApplicable STRING
LogicalProfile STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT

Endpoint Custom Attributes

Attribute Name Type

assetGroup String v | ™ °

Reset Save

3. 9w wog puUts pdUVle IJog,sW wluvedsle wele pguo 08

Igoél.J IJs pildj IJged > pugivis pJodle I.J-:;_E).sd > gyog luuble pdYdle IJog)s. 1o @) eds
luolws. wdssu oz pubis pdle IJoe s 1dppled Jodo IUuog,s. wews) Iduinlb
IJpuwegdp Os o3l IJuog 09 CUSTOMATTRIBUTE:AssetGroup EQUALS Group1.

‘Ul Identity Services Engine Home » Context Visibility » Operations i » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > ekorneyc_ASSET_Groupl
Profiler Poli
( £) o
viE=" Qv * Name | ekorneyc_ASSET_Group1 Description
L — Profiling Policies
» [ Logical Profiles Policy Enabled | y
* Minimum Certainty Factor | 20 (Valid Range 1 to 65535 )
* Exception Action NONE v
* Network Scan (NMAP) Action  NONE ol

Create an Identity Group for the policy (8) Yes, create matching Identity Group

) Mo, use existing Identity Group hierarchy

* Parent Policy NONE =

* Associated CoA Type  Global Settings v

System Type Administrator Created

Rules

If Condition | CUSTOMATTRIBUTE _assetGroup_EQUA... > |Then Certainty Factor Increases * g T

Save Reset



4. SpIdsu IJuwele 1Upguo06 JloWdl ouousyd IJuslule

loodd Ids pld; IJgpd > pugiis pdOle IJog s > vog luuble pddle IJogrsdd. 108) eds
luolws. wdosy wog ,ouu:'u::s pJOle I..Jog)@d lJppled Jodo 1Juo9,y6. wlds pu wpdsy IJywped
lJpeuoued Jobousd pJu IJogss.

el Identity Services Engine Home  » ContextVisibility  » Operaions  » Policy  » Administration [RGNE EE

» Network Access  » Guest Access  » TrustSec » BYOD  ~Profiler » Posture  » Device Administration  » PassivelD

Overview Extld Sources MNetwork Devices Endpoint Classification MNode Config Feeds » Manual Scans » Policy Elements Profiling Policies Policy Sets  »

(<]
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions * CoA Type: | Reauth -
Current custom SNMP community strings: ~ essess ﬂ |
Change custom SNMP community strings: | | (For NMAP, comma separated.
Confirm changed custom SNMP community strings: | | (For NMAP, comma separated.

EndPoint Attribute Filter: Enabled

Enable Anomalous Behaviour Detection: Enabled

Enable Anomalous Behaviour Enforcement: Enabled
Enable Custom Attribute for Profiling Enforcement: Enabled
Enable profiling for MUD: Enabled

Enable Profiler Forwarder Persistence Queue: Enabled

Enable Probe Data Publisher : Enabled

Save Reset

5. oJ9su IUpslv s IJodBlisss Jgpdle PXgrid

loodd [Js bbLé > gple pxGrid > [esble. 235 IJe9ld$s ldod$lisss gds IJguslvle Idpuwowss
IJs Jbolds 23836 9lu ) 999 edb. wopy 030 IUgbys lud Jl ceolz s 1Upesld 86 eJs CCV
we? lple Idodled.

‘Uit Identity Services Engine Home  » ContextVisibiity  » Operaions  » Policy TV * Work Centers

b System » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services » Fead Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Seltings Cerlificates Permissions

PxGrid Settings

Automatically approve new certificate-based accounts
[} Allow password based account creation

Use Default m

6. ouods) bole CCV

loo’d |Js Admin > pxGrid. [ij eds oujsd IJgbobs. swp luvesle 030 [Jyuolsé & ole
ouwesd PxGrid. JsJY sge 1o sw@ ISE wol.



@

B System .
Platform Exchange Grid

B Datamanagement Cisco Platform Exchange Grid (pxGrid) is an open, scalable data-sharing and threat control platform that allows seamless integration between multivendor identity, netwaork, security
and asset management systems.

0 sensors - Filling and submitting the fields below activates the sharing of endpoint assets discovered by this system with a Cisco Identity Services Engine (ISE) pxGrid controller. This information
«can then be leveraged by upstream security systems to monitor security, detect threats, and set network policy. Learn morehere.

& Users L
Center Certificate Authority

<l Events

& AP
& DOWNLOAD CERTIFICATE

W License

% LDAP Settings ISE Server

@ D
W PxGrid ‘

7. ogpsd uvoldd 0956 CCV |Js pu) ISE 1Jp9e98 wo

loedd IJs bLé > gueble > s Jvoble > Juobsle 098,98 wel. 168, 9938 [pwasb. lud) eds
luvogsluo 92> Ubolss CCV pu 1Ugbys 5. 1w, eds buwlJd.

';'.',';l;' Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing ~ Certificates » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management Import a new Certificate into the Certificate Store
System Certificates * Certificate File  growse..  center-ca(1).crt
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests Trusted For: ;

Certificate Periodic Check Setti... _— -
Trust for authentication within ISE

» Certificate Authori
ty [] Trust for client authentication and Syslog
Trust for certificate based admin authentication

("] Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description ‘

s QS

8. luusle wol>s J CCV

& ole odlpd PxGrid gldozgssolo sgolg CCV IJs uolss IJgpsd. Sgw luoshol woluwbs ISE
Internal CA. ulwoésle PxGrid_Certificate_Template.

luoedd [Js bho > gplo pxGrid > Juoblw. pde 1Uz99d bo$l Jodo 1Juo9,s. 28d IUluwe IJublise
(CN) IJ5lps JI 0> ISE CA o9 | o>l) Lwol.)o 09.56. oo Ju9de s¢edo lJpuosd luve po CCV.
CN pzld Bspé pop. luos,e in order to Bz oo IJ hostname oo CCV. IJ hostname o). 25>
PKCS12 wouuwsd wujsd IJyvolss.

root @ent er: ~# host nane
center
root @ent er: ~#



sthali |dentity Services Engine Home  » ContextVisibilty  » Operations  » Policy IR siBl * Work Centers

» System } Identity Management  » Network Resources  » Device Portal Management = pxGrid Services » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Name (CN)*  center
Description

Certificate Template PxGrid_Certificate_Template (]

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j i ]
Certificate Password * sonmmmmne [ ]

Confirm Password *

9. ouisd uvduwds Idgvoble voouwsd PKCS12

guel 0890 wotuse [duolss wouuwsd PKCS12, UlJluolsds 1Js guduwds ISE 10slzss
Juwols 1Jogss CCV powws gdJs CCV Jopely o CCV se @ ISE guspl swsl louold pxGrid ey
ISE: eJs uwosd IJpold. ,uwlisd keepalive |Jgl o6 o pxGrid.

@ Opening 1593001351889 _cert.zip

You have chosen to open:

| 1593001351889 _cert.zip

which is: ZIP archive
from: https://10.48.17.86

What should Firefox do with this file?
Open with Archive Utility (default)

ﬂ'Saue File

Do this automatically for files like this from now on.

cancel (L



10. o d9su wlosd wdlpd ISE gJs CCV

loedd [Js Admin > pxGrid. wdsso lawe 136 wsee £102 03l 1lgue £Jis ISE Jluue gpsd
S IdblLys > gple pxGrid > gedle IJ9sw. Gp wodasy luvpe Ipuossd sguslo IP Jg§>8 ISE
PxGrid. olds ey ledluss 2J CCV J ISE FQDN.

e @
11U A33TL HIAHETH T 3y SIS,
B System Filling and submitting the fields below activates the sharing of endpoint assets discovered by this systemwith a Cisco Identity Services Engine (1SE) pxGrid controller. This information
nthen be leveraged by upstre: Irity systems to tor irity, detect threats, and set network policy. Lear
E Datamanagement

Center Certificate Authority

O sensors v
A Users -

& DOWNLOAD CERTIFICATE
=1 Events
£ APl ISE Server
W License
N Update the configuration Client certificate
# LDAP Settings

Node Name: ) Acertificate f

cv-jens & Change Certificate

SNORT

Hostname: *
=5 Integrations H

1SE27-1ek.example.com
B Extensions

IP Address:”

10.48.17.86

B Delete

11- cepsd uwduwds IJgvoble gds CCV 9o dled IUlbJIS

luedd |Js Admin > pxGrid. 169, eJs s [Jubols. 23> [Juolyé IUols,6 g0 ISE CA po
lJglbosle 8-9. sgdw JIJpeé pu ¢logs 8. 9bb 9o 96 oOk.

Do you want to enter a password?

Ok Cancel

0@y WY wedsd: ppl $98 IJs wubvgsd wdlpd CCV - ISE IJveds.

IJozdd pu lduogs
lpuegse 03l IJBuwe Joldss gpd IUodssy wuvdd Lozse.

IJezdd po wdlpd CCV



we lople IJodlpd: spdod oldss veleo pu edIJ 1dloedld 1Js Admin > PxGrid. szo o oos
o IJlouold ) uwlds ogvbé wzw glsp ISE.

|l|l|||h —
cisco

M System

Platform Exchange Grid

B Datamanagement Cisco Platform Exchange Grid (pxGrid) is an open, scalable ¢
asset management systems.

O Sensors - Filling and submitting the fields below activates the sharing
then be leveraged by upstream security systems to monitor

B Users v

Center Certificate Authority
=] Events

& API [
& DOWNLOAD CERTIFICATE

W License

& LDAP Settings ISE Server

) The connection is active

IJozdd pu wdled ISE

loewdd 1Js bbé > gple pxGrid > g ple IJgsw. wlds pu v 2lJé gpsJ CCV (CV-JENS) $s>
lJoubgsd.

pdlzlbs: oo IUpes e 1o os 2lds gpsd CCV PXgrid sy poued B $lised zese
IUg ol 25 lwol oo, 2lJé pxGrid v B Glo.

s Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Click he
All Clients Web Clients Capabilities Live Log Seltings Certificates Permissions
Rows/Page 25
< Refresh
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time Duratio...
x v -
i b
ise-fanout-ise27-1ak ISE27-1ek SE2T-1ek:15 CN=ISE27-1ek.a... ftopic/distributed Nopic/distributed 10.48.17.88 ON 2020-08-24 50 UTC  D0:04:37:18
ise-bridge-ise27-1ek ISE27-1ek SE27-1ek:23 CN=ISE27-1ek.g... fopic/com.cisco.ise.co... 127.0.0.1 ON 2020-06-24 10:06:52 UTC  00:04:27:16
Ise-mnt-lse27-2ek ISE27-1ek SE2T-1ek:24 No Certificate Nopic/com.ciscodse.se...  10.48.17.88 ON 2020-06-24 10:18:25 UTC  00:04:15:43
ise-admin-ise27-2ek ISE27-1ek SE27-1ek:25 No Certificate 10.48.17.88 ON 2020-06-24 10:18:26 UTC ~ 00:04:15:43
ise-admin-ise27-1ek ISE27-1ek SE2T-1ek:34 CN=I1SE27-1ek.e... Topic/com.cisco.ise.en.. 10.48.17.86 OFF @ 2020-06-24 12:09:50 UTC  00:02:19:00
ise-fanout-ise27-1ek ISE27-1ek SE27-1ek:37 CN=ISE27-1ek.0... ftopic/wildcard 127.0.04 OFF @ 2020-06-24 13:02:51 UTC  00:01:08:00
cv-jens ISE27-18k SE27-16k:38 CN=center 10.48.43.241 ON 2020-06-24 13:33:12 UTC  00:00:54:56
ise-mnt-ise27-1ek ISE27-1ek SE27-1ek.39 CN=ISE27-1ek.e... Jcom.cisco.ise.se... 10.48.17.86 ON 2020-06-24 13:53:51 UTC  00:00:40:17
Ise-fanout-ise27-1ek ISE27-1ek SE27-1ek:40 CN=ISE27-1ek.e ftopiciwildeard 127.0.0.1 OFF @ 2020-06-24 14:11:51 UTC  00:00:18:00
ise-admin-ise27-1ek ISE27-1ek SE27-1ek:41 CN=ISE27-1ek.2 10.48.17.86 ON 2020-06-24 14:20:51 UTC  00:00:04:17

Ise-fanout-ise27-1ek ISE27-1ek SE2T-1ek:42 CN=ISE27-1ek.e.. ftopiciwildeard 127.0.0.1 ON 2020-06-24 14:30:51 UTC  00:00:03:17



odlebs: ulo)l Jiy CSCvt78208 Ju o ys CCV gds 1J8s,) wo :
Jtopic/com.cisco.ise.endpoint.asset. jusope &)000 V8 gus 1oy 1Jl9d.

IJozdd pu wéssy preses CCV

loodd 1Js Toveduilsd > JJ Iduslole > $lisps IJpdsole. 1o, 89,6 Tzs IUpIdsole 980
vluolvoe [Js 1Upzeses.

BER VISIO @ Explore v / Alldata v / Component list ¥ [ 0 v
& & Jun 24, 2020:3:36:22 PM - Jun 24, 2020 4:36:22 PM (1hr) ®LIVE Companent X
) Ciscoa0:3a:59 B
All data 3 5Components bl
Basics CISCO | o 0042-Bb:a0:: Create anew group
O Groupl
Component Group First activity Lastactivity ;  IP M First activity
D L E jn24,202024734pm B Group2

All components and activities are listed in this preset.
This preset should not be used and other more well
defined presets would be preferred for more

KJ:( JEA000_I0KIK. Jun 24,2020 Jun 24, 2020 00
1E4000.10 12:37:49 PM 4:27:19PM T Tag
00:A6:63:4d:d6:85

accurate findings. Al Host Config , 4 Broadeast
. . May 11,2020 Jun 24, 2020
e Noactive baseline e -00: - . o1 ;: e me: C Systems, 1
¥ 01:00:06:00:00:00 fab1e PM o : isco Systems, Inc
Cisco ad:3a:59
Criteria Selectall Rejectall Default B 01:00:0cceces : Mar 13,2020 Jun 24, 2020 ; o mac: 00: f2:8b:a@:32:59
’ o : h i 1:52:23PM 427:19PM
& COMPONENTTAGS v
Mar 13,2020 Jun 24,2020
v ACTIVITY TAGS v O 255.255.255.255 - 162.09 PM PRIy 255.255.255.255  ff:f
GROUPS
e . ) . Jun 24,2020 Jun 24,2020 o
| EeeR N ETELY 2:47:34PM 425:45PM
=1 B3
<

w2dd puw Io)lz Mtopic/com.cisco.ise.endpoint.asset |Jlo Jpu ig)le p8lod CCV.

Services Engine Home Context Visiblity ~ » Operations  » Policy

» System  » Identity M » Network *» Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click hare to do wired
All Clients  Web Clients  Capabiliies  Livelog  Seftings  Ceriificates  Permissions.
Rows/Page 75 | 1 -
< Refresh
Client Name Connect To Session Id Certificate St plion PL 15 IP Address Status Start time Duratio. ..
X z |
27-1ek ISE27-10k ISE27-1ek:15 CN=ISE27-1ek.0. Mopic/distributed Nopic/distributed 10.48.17.86 2020-06-24 09:56:50 UTC  00:04:57:00
ise-bridge-ise27-1ek ISE27-1ek ISE27-1ek:23 fopicicom.cisco.ise.config. profiler 127.0.0.1 ON 2020-06-24 10:06:52 UTC  00:05:03:05
ISE27-1ek ISE27-10k:24 Nopicfcom cisco.ise.se...  Mopicicom.cisco.ise session intamal 10.48.17.88 OFF @ 2020-06-24 10:18:25 UTC  00:04:42:00
ise-admin-ise27-Zek ISE27-1ek ISE27-1ek:25 No Cetificate Mopicfcom cisco.endpo. 10.48.17.88 ON 2020-06-24 10:18:26 UTC  00:04:51:31
ise-mnt-ise27-1ek ISE27-18k ISE27-1ek:39 CN=ISE27-1ek.e Nopic/com cisco.se.se. 10.48.17.86 OFF D 2020-06-24 13:53:51 UTC  00:00:58:00
ise-admin-ise27-1ek ISE27-18k ISE27-1ek:41 CN=ISE2T-1ek.e. Mopic/com.cisco.ise endpoint 10.48.17.86 ON 2020-06-24 14:29:51 UTC  00:00:40:06
ise-fanout-ise27-1ek ISE27-18k ISE27-1ek:42 CN=ISE27-1ek.8 fopic/wildeard 127.0.0.1 OFF @ 2020-06-24 14:30:51 UTC  00:00:14:00
cv-jens ISE27-18k ISE27-1ek:43 CH=canter Nopic/com.cisco.endpoint. assal 10.48.43.241 ON 2020-06-24 14:38:47 UTC  00:00:31:10
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek 44 CN=ISE2T-1ek.e... Mopichwildcard 127.001 2020-06-24 144552 UTC  00:00:11:00
ise-mnt-ise27-1ek ISE27-18k ISE27-18k:45 CN=ISE27-1eka... Nopie/com. cisco.ise.se.. 10.48.17.86 OFF @ 2020-06-24 14:52:51 UTC  00:00:17:00
Ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek46 CN=ISE27-1ek.e Meplefdistributed jdistributed 10.48.17.86 OFF 2020-06-24 14:53:53 UTC  00:00:02:00
ise-fanout-ise27-1ek ISE27-1ek ISE27-1ek47 CN=ISE2T-1ek.e... Mopic/distributed Nopic/distributed 10.48.17.86 ON 2020-06-24 14:55:53 UTC  00:00:14:03
ise-fancut-ise27-1ek ISE27-18k ISE27-1ak:48 CN=ISE2T-1ek.8. Mopichwildcard 127.0.01 ON 2020-06-24 14:5T:52 UTC  00:00:112:06
ise-mnt-ise27-2ek ISE27-1ek ISE27-1ek:48 No Certificate Mopic/com cisco.ise.se.. lcom.cisco.ise, session.intemnal 10.48.17.88 ON 2020-06-24 15:01:26UTC  00:00:08:31

C;id) V-1V) io UPEP%_E’

11dos wp vgsswol oy CCV wugdyw eds ISE: 99>

-.J->i obosy

wsluwo loile pddle IJog jsed (ISE) LlJluedld Ids 2986 IJuwsld > udlb [Juolss. 2>
uldbo |JQO|.,§6 lJos we wedseol Ws IJgbys U wlo9s. 9p wldowssd IJs gdlpsd [Jowsse
wele. sz o seduw Suve Iduwele Ipeuourd [Upreses Idos we odsuel rsel.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt78208

il |dentity Services Engine Home ~ Context Visibility » Operations » Palicy » Administration » Work Centers

Endpoints = Users  Network Devices  Application
Filters: | * 00:F2:8B:A0:3A:59 |
Endpoints 00:F2:8B:A0:3A:59

00:F2:8B:A0:3A:59 oz B

MAC Address: 00:F2:8B:A0:3A:59
| Username:
E Endpoint Profile: ekorneyc_ASSET_Group1
L4

Current IP Address:

Location:
Applications Attributes Authentication Threats Vulnerabilities
_—
General Attributes
Description
Static Assignment false
Endpoint Policy ekorneyc_ASSET_Group1

Static Group Assignment false

Identity Group Assignment ekorneyc_ASSET_Group1

Custom Attributes
Y Filter = o g
Attribute String Attribute Value
x Attribute String Attribute Value
assetGroup Group1

Sud Suwe Iduwele IJigs IJ guple IIuosd 1Uig)s 1Jpedélé o CCV.



Other Attributes
BYODRegistration
DeviceRegistrationStatus
ElapsedDays
EndPointPalicy
EndPointProfilerServer
EndPcintSource
EndPointVersion
IdentityGroup
InactiveDays
MACAddress
MatchedPolicy

oul

PolicyVersion
PostureApplicable
StaticAssignment
StaticGroupAssignment
Total Certainty Factor
assetld
assetMacAddress
assetName

assetVendor

lweduld IJizble 9] oJlzol

Unknown

NotRegistered

0
ekorneyc_ASSET_Group1
ISE27-2ek.example.com
pxGrid Probe

14
ekorneyc_ASSET_Group1
0

00:F2:8B:A0:3A:59
ekorneyc_ASSET_Group1
Cisco Systems, Inc

9

Yes

false

false

20

cell1ade2-eb6f-53c8-a646-9661b10c976e

00:f2:8b:a0:3a:59
Cisco a0:3a:59

Cisco Systems, Inc

$98, 03l IJBuwpe pedsple spdud luuegslel Jluvaduldd igble IJodssy sluadlzol.

OpJdSu OuoTSe I.Jié]olc eJs ISE

Jupdsu CUOTST IJiéJoIc eds ISE: luogd IJs IUbL6é > IJouble > oguesd 1U>ged > wdsu
wed ouogse IJIgble. §p vogssu puwessle lduved Is ol sds:

wouvsul

PAN (lgosbs)

PSN pg wpdsy PxGrid

Probe
PxGrid

opdsu ouoese IJigble gJs CCV

lgwe 1Jedso
pedJ
pedd
pxgrid

puvess ldogwesd

ouoese lJigble

cuoese Iigble

|C'J_)

IUpds 1Jpbodse 1Jc

PO

PUULES pJIle
lJogswe.log
pUHS pJIle
lJogsd.log
pxgrid-server.log



in order to pJuo suowb gJs CCV:

- logile pJuo /data/etc/sbs/pxgrid-agent.conf Clucésle i,o ) touch /data/etc/sbs/pxgrid-
agent.conf

c1Juod 03l IJpeess B pJd pxgrid-agent.conf Uluuegsle 1dpz) Vi wluwegsle 1die) Vi
/data/etc/sbs/pxgrid-agent.conf

# [ dat a/ et c/ sbs/ pxgri d-agent. conf
base:
| ogl evel : debug

c Bp lehs wuvgsd gled pxgrid pu gJld wubésd 1Jie, system restart pxgrid-agent
- & duvedle wluwegsle 1Jie, journalCTL -u pxgrid-agent

Wubvd IJouisd IJezes

S89p CCV Loy ewslo URL Jdoussd IUpzee 1Us ISE Icule IJedlod. @9 ISE PSN o¢
wpdsy PXGrid voouwess Idouisd Ideges wluvegsle guslo URL o3l oply el sJs:

Cspdo d luwe Ideuosd B euslu URL wuvdd Lozse eu pubs) ISE
- swee louold po PSN eds psuole 8910 |Js CCV
profiler.log on PSN pg wpdsy pxGrid probe:

I NFO [ Profil erl NDSubscri berPol | er-58-thread-1][]

cisco.profiler.infrastructure. probengr.|NDSubscriber -::::- New services are:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeNanme=cv-j ens4,

properti es={asset Topi c=/t opi c/ com ci sco. endpoi nt. asset,

rest BaseUr| =https://Center:8910/pxgrid/ind/asset/, WsPubsubServi ce=com ci sco. i se. pubsub}]]

Sedu o suud IJouisd Ipeee wuwow CSCVT5422. szo lu o)ys 03l IUgbl B profiler.log
eJs ISE Joldss 3J9. wp luodlz IJgsw s CCV 3.1.0.

2020- 04-09 10:47: 22,832 ERROR [Profil erl NDSubscri ber Bul kRequest Pool - 212-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscri ber

-::::- ProfilerError while sending bul krequest to cv-jens4:This is not a JSON Obj ect.
java.lang. ||| egal StateException: This is not a JSON Object.

at com googl e. gson. JsonEl enent . get AsJson(hj ect (JsonEl ement . j ava: 83)

at

com ci sco. profiler.infrastructure.probengr.| NDSubscriber. parseJsonBul kResponse( | NDSubscri ber. jav
a: 161)

at

com ci sco. profiler.infrastructure. probengr. | NDSubscri ber $Bul kRequest Wor ker Thr ead. run( 1 NDSubscri b
er.java: 532)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or . j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)

at java.lang. Thread. run(Thread.java: 748)

Jl sop logble 9J odlb IJoelss gJs ISE

9> wzwds wewe udlb IJuelss eds CCV gds ywple Jos)é 2ol o896 J3Jd Ju wopdy
Blexs wslule ISE pu peldzwol. spdu IJelds oy boy) o3 IUIgble s profiler.log on ISE.

2020- 05-29 00: 01: 25,228 ERROR [admi n-http-pool 1][] com ci sco. profil er. api . EDFEndPoi nt Handl er -


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt75422

Fail ed to create endpoint 00:06: F6: 2A: C4: 2B ORA- 12899:
value too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual : 660, maxi mum 100)
2020- 05- 29 00: 01: 25,229 ERROR [adm n-http-pool 1][] com ci sco. profil er. api . EDFEndPoi nt Handl er -

Unabl e to create the endpoint.: ORA- 12899:

val ue too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual: 660, maxi mum 100)
com ci sco. epm edf 2. except i ons. EDF2SQ.Except i on: ORA-12899:

val ue too large for colum "CEPM ."EDF_EP_MASTER'."EDF_ENDPO NTI P* (actual: 660, maxi mum 100)

AssetGroup &) po99,06 gds ISE

I3l Jo oI AssetGroup pe9ud,)6 eJs ISE: Bpu IUpeepd lu Jl sep odsso wog lugile pdlle
lIJogrsd wluwasle puele peuouos (bze lJs Idebsle 2-4. O e "ldodssule” pu

IJew o). zos oldougwes Jlpdlouss 1986 IJuwsld: b Jeruo uvele Ipzeses: odso wog
logile pdVdle IJog)s gldlgshble 1UIE)s pu lJgbyle 2-4 |Jjless.

Jl oogduw opasele pepoes uldlb IJuolss gds ISE

vuvww CSCvuB0175. CCV Ul suuiy wase udbi IJuoelss IJs ISE zos CCV sess Idwpos>
puluyé wes ldedlpd. lue syvobsg reboot CCV ol |6 swp ldodlpd Jed wrsd.

Jl ©@9p LilJs pzp9es po CCV Llsldool ey ISE

Jlse 031 oLy wumwan IJesw pe9s s COV CSCvu47880.1J pxGrid wosse sauwd Icole
Lildé pze9gs pu CCV Jo wuuwsy peodo gu ldposde: J3JU Idpeeses JI ssld.

suwdl COV oo golle Issw

Sub) [Js 0do ldpundJs cuwoo IJese 1dper9d eds ISE CSCvud7880 25 suwdd IJgpdle
Ids zlds "gbe" sowgol ilds Jleds pu gpdle IUssw. wp 2d IdpuvdJs WS 2.6 o oese 79 2.7
wuoese 2 pu ISE.

e suuobse 1o 09 o &)y luw o3l gl bs pxgrid-server.log on ISE:

2020- 06- 26 09: 42: 28, 772 DEBUG [ Pxgri d- Sessi onManager - LookupAccount sTask] []

cpm pxgri dwebapp. ws. pubsub. St ompPubsubEndpoi nt -:::::-

onCd ose: session=[14f, CLOSED], sessi onl nf o=W5Sessi onlnfo [i d=336, nodeName=cv-jens,
addr =10. 48. 43. 241, sessionl D=14f, status=OFF,

creationTi mne=2020- 06-26 08: 19: 28. 726, cl oseTi ne=2020-06-26 09: 42: 28. 772,
reason=VIOLATED_ POLICY:Did not receive a pong: too slow ...,

subscriptions=[], publications=[/topic/com.cisco.endpoint.asset]]

dpe ISE pg 2ldo [uveesle CCV TrustSec

st 03l IJedssu Jsd spJdu lu s> 30z ISE pg CCV IJiole pu wolsé IJs wolss guspl
SJ9y TrustSec Vs p9ogo. 03l pz)> pld 92> pu Ul ds gds JsOss |uuwesle [Jodled.
wew IJ8sle wldodlpd.

pdlebd: sde Uiz odsu prod TrustSec ghz wbld odo IUpdlJs: 9pg 3JI: spdu Ide ey,
edso Vs ldpdes.

lJb9w9d9zs! lJerd§


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu80175
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu47880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu47880

Manufacturing Device IE Switch Cisco Cyber Vision ISE

. AuthenticationfAuthorization. SGT is assigned from ISE based on the CCV Group data

. Administrator changes the Group of endpoint on CCV

_New Group information is sent to ISE via
i pxGrid

. Based on new attributes ISE changes the profile of the endpoint

< >
<

. CoA is triggered to change authorization context

4
4

A J

. Authentication/Authorization. New SGT is assigned from ISE based on new CCV Group data

lJodsso
1. odsu gdlelo 1Jpzeses IUSILJs JJobss) eds ISE

oU iaJ o2 9sy elds lJlgwagsle 1Jp3dg,é ywlo gl Swp od9su 10t_Group1_Asset JeJlped
TrustSec 9 IOT_Group2_Asset s>9s! JJwpss) wsu luogd CCV IUElLos wldpzesed 1 pu
IUpzeoes 2 eds IJoslds. luodd [Us pld; IJged > TrustSec > IJpdyule > pzegelo IJiplo.
lu9) 9939 luolWs. $p wouwess l)9se Jel 09 p9Loz IS IJuo9)6.

* |dentity Services Engine Home ContextVisbiity  » Operations  » Policy  » Administration [EERWCYTREIE

b Metwork Access b Guest Access  ~TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD
v Overview ~Components  » TrustSec Policy Policy Sets  » SXP » Troubleshoot Reports  » Settings
[
Security Groups Security Groups
IP SGT Static Mapping For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Security Group ACLs

Network Devices

Edit + Add X |mport 2 Export~ @ Trash~ @ Push © Verify Deploy
I iiet SeT/en Icon Name l& SGT (Dec [ Hex) Description Learned from
@ Auditors 9/0008 Auditor Security Group
(x:::r) BYOD 15/000F BYOD Security Group
(g) Contractors 5/0005 Contractor Security Group
(@) Developers 8/0008 Developer Security Group
@ Development_Servers 12/000C Development Servers Security Group
(gr) Employees 40004 Employee Security Group
@ Guests 6/0006 Guest Security Group
e 10T _Group1_Asset 16/0010
e 10T_Group2_Asset 17/0011

2. oJ9su wog puUs pdVlu IJog) sV vuwele péuoued JJpesesd 2

pdlebd: cp lp)le wdssu lugile pdle lJog s Jdpepeses 1 Vs 1Ugbes 3. Vs Idgje



IJisd po IJpumews.

loodd lds olJj 1Jgped > PO pdOdle |JO.E_)§;§ > gog luuble pdudle IJog s, 1u9) eds
luolws. ©dosu wog puULs pddle IJug,s Idppled Jodo IJuo9)s. wews) IJuib
lJpuwwgspe Vs 03l [Juoz 09 CUSTOMATTRIBUTE:AssetGroup EQUALS Group?2.

‘il Identity Services Engine Home  » ContextVisibiity  » Operations (RSBl » Administraion  » Work Centers

Policy Sets ~ Profiling ~ Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > ekorneyec_ASSET_Group2
[ D ] Profiler Policy
- fra * Name |ekurne\u: ASSET Group2 | Description
v = - frer
» [ Profiling Policies Policy Enabled 4
| Logical Profiles
* Minimum Certainty Factor | 20 | (valid Range 1 to 65535 )
* Exception Action | NONE '|
* Network Scan (NMAP) Action | NONE '|

Create an Identity Group for the policy (®) Yes, create matching Identity Group
(O Mo, use existing Identity Group hierarchy

* Parent Policy | NONE = ]

* Associated CoA Type | Global Settings v |

System Type Administrator Created

Rules

If Condition | CUSTOMATTRIBUTE _assetGroup_EQUA... & <> |Then| Certainty Factor Increases =] [20

Save Reset

3. wdosu ussluwle IJodss o Joguosue uvsluwlo SGT IJ8kses eJs peesele 0956
IJoudbs IUb,sssé gJs ISE

loodd [ds IJuwsluws > peesglo Idusslusle. 235 pzesgsd ooz 980 wodssu vor lJoigssd
3'-9,_9' JO.)O |Ju09_)0 Jltb |u0 uusto J)JJ: SUPp UESSU |JJL9|.SU |J.).,5 o udﬁ&uo k_9§
lJglbgs 1.

luwe 1JS8less Jigb pJOle 1Jog s pepsele 1Jlely
IdentityGroup-Name
: : o Suwlas presgle 09ss
Sl e2eses CCVLSe T S5bs PermitAccess IOT_GROUP1_ASSE
|Juolsé:Profiled:ekorneyc
_ASSET_GROUP1
|dentityGroup-Name
’ ’ Suwlos presgle 09so
Ij”_ﬁ'}"’? '5’5\3/”@ o bs PermitAccess |Ot_GROUP2_ASSE’
wloeo | Joolsé:Profiled:ekorneyc
_ASSET_GROUP2



PolcySes | Profing Postee  Glest Provsioring  + Puicy Eiments

Stsws  Policy St ame Deseription Candsens Alowed Frotocols / Sarver Sequance

lJoedd po lJuoes
luwegsp o3l Idduwe Joldss gpd IJodssy wuvdd Lozse.
1. puolb§6 uilb IJyoelsé lyvoubl |Js peesgd CCV 1

eJds Ipeod: spdod Iu ous o wslule IJussé couopew JJ oo 16-54:10T_Group1_Asset 917-
54:10T_Group2_Asset.

KJK_| E4000_10#show cts environnent - dat a
CTS Envi ronment Data

Current state = COVPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0-00: Unknown

Server List Info:

Installed list: CTSServerlList1l-0001, 1 server(s):

*Server: 10.48.17.86, port 1812, A-1D 11A2F46141FO0DC8F082EFBCAC49D217E

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-tine = 60 nmins, deadtine = 20 secs

Mul ti cast Group SGI Tabl e:

Security G oup Nane Tabl e:

0- 54: Unknown

2-54: Trust Sec_Devi ces

3-54: Net wor k_Ser vi ces

4-54: Enpl oyees

5-54: Contractors

6- 54: Cuest s

7-54: Production_Users

8- 54: Devel opers

9-54: Audi tors

10- 54: Poi nt _of _Sal e_Syst ens

11- 54: Producti on_Servers

12- 54: Devel opnent _Servers

13-54: Test _Servers

14-54: PCl _Servers

15- 54: BYOD
16-54:I0T_Groupl_Asset
17-54:I0T_Group2_Asset

255-54: Quar anti ned_Syst ens

Envi ronnent Data Lifetime = 86400 secs

Last update tine = 16:39:44 UTC Wed Jun 13 2035

Env-data expires in 0:23:59:53 (dd: hr: mm sec)

Env-data refreshes in 0:23:59:53 (dd: hr: mm sec)

Cache data applied = NONE

State Machine is running



KJIK_| E4000_10#

udlb IJuelss ouob@ 9dueses Jsdd: wobled yusluws CCV pgpsgs 1 Vsop CESSU
lJy)9se IOT_Group1_Asset.

bl dentity Services Engine Home ¥ Context Visibiity

~RADIUS  TRMesl-Contric NAGLIVE L0gS  » TAGAGS b Troudisnool b ASBOIVE Network Conlral  Repons

Live Logs  Live Sessions

Misconfigured Suppiicants @ Miscanfigured Hetwork Devices @ RADIUS Drops © Gllont Stopped Responding ©

1 0 0 0

T Ratesh O ResetRepesiCounts  J ExportTo~
Time Status Details Repeat C... Identity Endpoint I Endpoint Profile Authentication Pol... Autherization Palicy Authorization Profiles IP Address
002 803, 3850 *

Jun 25, 2020 10:37-32.590 AM ] a 0 DOFZBB:ADIASS ekomayc_ASSET_Group1 Oetault >> MAB

CV Group 1 Policy 10T_Group1_Assot Permithccoss 172160100

Jun 25, 2020 10:37:31.557 AM a DOF2:BB:AD3ASS ekomaye_ASSET_Greupi Defarult >> MAB Detault > CCV Group 1 Policy 10T_Geoup1_Assel Parmithccoss 172.16.0.100

S99Y> |Jpz9d show authentication session interface fa1/7 detail o wslole Busd 1Usuosd wpe
obosyoel vugle.

KJK | E4000_10#show aut henti cati on sessions interface fal/7 detai
Interface: FastEthernetl/7

MAC Address: 00f2.8ba0.3a59

I Pv6 Address: Unknown

| Pv4 Address: 172.16.0.100

User - Nanme: 00- F2- 8B- AO- 3A-59

Status: Authorized

Domai n: DATA

Qper host node: singl e-host

Qper control dir: both

Session tineout: NA

Restart tineout: NA

Periodic Acct tinmeout: NA

Session Uptine: 128s

Common Session | D 0A302BFDO000001B02BEL1ESC
Acct Session I D 0x00000010

Handl e: 0x58000003

Current Policy: POLICY_Fall7

Local Policies:

Service Tenpl ate: DEFAULT_LI NKSEC POLI CY_SHOULD SECURE (priority 150)
Security Policy: Should Secure

Security Status: Link Unsecure

Server Policies:
SGT Value: 16

Met hod status |ist:
Met hod State

mab Authc Success

KJK_| E4000_10#

2. 889, IJpur99d wogss) [Jpeesed

loeldd lJs Idoee. Iduod guslo Mac Jugbs 1Juoelss: 1oy edso 3iu'o-.§o IJs [Jpgp9esd 2.

pdlelbs: Os CCV. Jl spdud wéss) Idpzeses pu 11ds 2 Bs luedld sles. soldelds.
Sz Lildé u8bé IJuolss pu ldpzesesd ladl soesso IUpzeses 2 1Joldss.



to. CYBER VISION Q, Search

m
s

Component

Explore i
i :3a:59 o Firstactivity
] Euscuan a3 B Jun 24,2020 2:47:34 PM
Reports ==
2 rast CIEED MAC: 00:12:8b:a0:32:59 g Last activity sivity tags
2 Edit [ Add to group Jun 25,2020 12:16:39 PM N ——
Events g,
Co [} Create a new group
2 Basics @ Secu Groupl & Automation
Properties  Tags b G
Ll
eis
@ Admin .
Properties
vendor-name: Cisco Systems, Inc wendor:C15Co Systems, Inc
i i
o name: Cisco a@:3a:59 name-mac: Cisco a@:3a:59
mac: 88: f2:8b:ab:3a:59
Tags

3-6. clos) wéss) preses udlb IJuolss gds CCV

cueduw 1Jgbgle 49596 WS 030 1Juo9,0. w9 gpdso luuile pdVdle IJog s §lpe
Qébé]dgol@é CUESS) pEe9ss 1Josss IJs ekorneC_ASSET_gGROUPZ lJos wboy Vs IUgbgo
4 ppl bs |Js 8sle ISE Chuwld CoA |Js 1Jpzed (IJElb9s 5) 9lgs,l el puol> 96 u8bs lJuolss
(IJglbgo 6).

e . ° ADNVS Dréga © - ° ®
Ratesn spow

e Ts

Deta Repeat identity Endpoint Prodie Authersication Pol...  Aushortzation Policy |P Adaress Neswork Device  Device Port identity Group
] a ®
B : o s w00 repe_ASSET_Gr
-] a X
a o

s8> 129 show authentication session interface fa1/7 detail ivo wp cessu IBse 1Jzo85.

KJIK_| E4000_10#show aut henticati on sessions interface fal/7 detail
Interface: FastEthernetl/7

MAC Address: 00f2.8ba0.3a59

| Pv6 Address: Unknown

| Pv4 Address: 172.16.0.100

User - Name: 00- F2- 8B- A0- 3A-59

Status: Authorized

Donmai n: DATA

Oper host node: singl e-host

Qper control dir: both

Session tineout: NA

Restart tineout: NA

Periodic Acct timeout: NA

Session Uptine: 664s

Common Session | D 0A302BFDO000001B02BE1E9SC
Acct Session | D: 0x00000010

Handl e: 0x58000003

Current Policy: PCLICY_Fal/7

Local Policies:
Service Tenpl ate: DEFAULT_LI NKSEC_POLI CY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure



Security Status: Link Unsecure

Server Policies:
SGT Value: 17

Met hod status list:
Met hod State

mab Authc Success

KJK_| E4000_10#
lJpded

IJodosu IJpyowb o Switch TrustSec

pdlebé: Jl o ubvdd wslole lecel> CTS giel oo running-config 9sze wdssuel olywegsle
lJle, <id> password Jpg, 9 wslule lgw el CTS Ws 908 EXEC JJlpwsl).

aaa new node

!

aaa group server radius |ISE

server nanme | SE-1

!

aaa aut hentication dotlx default group |SE
aaa aut horization network default group |ISE
aaa aut horization network | SE group | SE
aaa accounting dotlx default start-stop group |SE
!

dot 1x systemauth-contro

!

aaa server radius dynam c-author

client 10.48.17.86

server-key cisco

!

aaa session-id comon

!

cts authorization list |ISE

cts rol e-based enforcenent

!

interface FastEthernetl/7

description --- ekorneyc TEST machine ---
swi tchport access vlan 10

swi tchport node access

aut hentication port-control auto

mab

!

radi us server |SE-1

address ipv4 10.48.17.86 auth-port 1645 acct-port 1646
pac key cisco

!

end

KJK_I E4000_10#
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