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= Certificate Management Certificate Signing Request

Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:

System Certicates ISE Identity Certificates:

U SR » Multi-Use (Admin, EAP, Portal, pxGnd) - Client and Server Authentication

OCSP Client Profile * Admin - Server Authentication
+ EAP Authentication - Server Authentication

Certificate Signing Requests « DTLS Authentication - Server Authentication

Certificate Periodic Check Settings + Portal - Server Authentication
* pxGnd - Client and Server Authentication
+ Certificate Authority & SAML - SAML Signing Centific ate

= |SE Messaging Service - This is not a signing request, but an ability to generate a brand new Messaging certificate
ISE Certificate Authority Certificates:

= |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

= ISE Intermediate GA - This is an Intermediate CA Signing Request

+ Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CAISE Intermediate CA.

Usage

Certificate(s) wil be used for |Mulilse | A\, You can use a single certificate for muliple services, but
o doing so is not a recommended practice. Rather, you

should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Portals, EAP, and pxGrid).

Alow Widcard Certificates [

Nede(s)
Generate CSR's for these Nodes

Node CSR Friendly Name
[} hangkongise hongkongisesMulti-Use
Usage
Certificate(s) wil be used for |Mul:i—Use v | ), You can use a single certificate for muliple services, but
Muki-Use ~ doing so is not a recommended practice. Rather, you
Admin should obtain individual certiﬁca_tes spedficaly for each
o service (for example, one certificate each for Guest
EAP Authentication Portals, EAP, and pxGrid).
Alow Wildcard Certificates RADIUS DTLS
Portal
pxGrid
Node(s) ISE Messaging Service
Generate CSR's for these Nodg SAML
ISE Root CA
Node ISE Intermediate CA 3

'Renew ISE OCSP Responder Certificates
[ hongkongise hongkongise#Multi-Use

5. loJl pedople IJesuose luveubl [Us IJedluosd Idpcedds wldpuosd is IJpubes (109226
lJoubspessé ldpobpes |dessué 1U>9d6: 9ldodb).

6. Jluole 03l b9 99§ Generate: &p 16§, Export Js IUpuwed 1U3s ._s|u.,s
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L]
[¥] hongkongise hongkongise#Multi-Use
~ Certificate Management g Emarg
System Certificates .
Subject
Trusted Certificates

Common Name (CN) | SFQDN$ | G

OCSP Client Profile

Certificate Signing Request ;
bbbl Ul b i Organizational Unit (OU) | Security i

Certificate Periodic Check Settings

b Certificate Authority Organization (O) [IT ]G

City (L) | Kokata |

State (ST) | West Bengal |

Country (C) | IN

Subject Aternative Name (SAN) ' [[IP Address -] [10.127.196.248 i
*Key type i
* Key Length i
= Digest to Sign With

Certificate Policies |

[EREEE | Cancel |

Country (C) ‘ IN

Subject Alternative Name (SAN) : | | | | ;
DNS Name
IP Address
*Key t RS
TOES E Uniform Resource Identifier

Directory Name
* Key Length {2048 v[ @

T Micact ba Oae LARL IC'I_I!\ el - I

S89p 03l woujsd bdw ol p)p) U._s Base-64 ¢p lugvlge JJw9 - szw buwld pJd PEM o5l
IJs CA JJuwsdse: sldeuesd eds pdwd yuolsé CER IJps9e IJulez (o0 Base 64).

pdlzbs: 5890 ISE 1JlLo wzdd CN edéliss! wpde FQDN JJg éo.

pdlebs: B ISE 1.3 9 1.4, Uy plbdaul Iosly puolbdes CSR gds 1IEJ Jluwegsle
pxGrid. lzsopl pguoue J PXgrid: 91Ul Jodss [Jgsele. o3 2.0 90l oo IJ 03l gds
CSR sle>.



odlebbé: B 2lJs |uuesle Idubelss Jpuolx 96 EAP. szw 1Jl sdsu I)es ™ B 28J CN
JJpsose 2 lu pesds Windows 5,0 090 Jwols 1Jghe. zos gus welbsd Verify
Server Identity (IJczd8 pu woed 0986 1UEbe) eds Idpbdyw: Spdu o o yvd puoldzs
SSL guspl sU9u ™ B 28d CN. 9ol pu 3JY. spdu luweésle FQDN glo B 28J CN.
& *.domain.com $pdu [uuwegsleo B 28J luve SAN DNS. spdu Juguo plze Iduvolsle
(CA) |uols 2,8 IJwsd (*) bs CN Jduiolss wddlssl zos 31 Jp sJo 092951 Bs CSR.
99 03l lduwsubsys sdie ©dsse bdo Elue Jeug o3l IJlg)le.

7. opz> ©98sE Iduwolo pu Bud CA (Ios wpe luublel p CSR Jpel 09 p9 oz WO [J98>59¢
oul Bl wp [uwegsle Microsoft CA). luw9d 1Js 9lzos IJpuwwse IUyuw9pessd (ISE). sluedd [Js
IJbLs > Idoble > IJgsoble > s IJbolbds > by o9 dse IJuboldo: 235 1Ueywg [Jezly, J CSR
lJ3s wp logblgo puwedl 9l W9 § 15, Bind Certificate.

AView o Export | M Deiete | | Bind Centficate

[ Friandly Name: Certficate Subject Key Length
g

Portal group tag | Timestamp
[ hengkongse 2 Mub-Use Ch=hongkangse rverdale local, 0. 2048 T 4

Tue, 14 Apr 2020
v Cartificate Authority

8. e 3JI Bp wogesd Idubolss 1Jesdes IJos wp wddsel JJws. sigbol |ywel plJsusl J ISE.
we olog Rosh IJacele Ideel,ns Jdlpuoislele puve 1elzs Jduolss (eed puol>§6 Admin
EAP. 9ldpesgJ: 90l |Us 3dY) 9lu@, Submite Jpl 09 p9 oz WO o030 |J09,6:
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(<}
- Certificate Management Bind CA Signed Certificate
Sl * Certificate File | Browse... | | certnew(1).cer
Trusted Ceriificates
OCSP Client Profile Friendly Name | Company Signed Cert 7
Certificate Signing Requests §
Valdate Certificate Extensions [ ] i
Certificate Periodic Check Settings
+ Certificate Authority
Usage
Z| Admin: Use certificate to authenticate the ISE Admin Portal
EAP Authentication: Use certificate for EAP protocols that use SSUTLS tunneling
] RADIUS DTLS: Use certificate for the RADSec server
MipxGrid: Use certificate for the pxGrid Controlier
M1 Portal: Use for partal
* Portal group tag | Default Portal Certificate Group '| 7
Portal(s) using this tag gy oD Portal (defauk) Blackist Portal (defauk)
Certificate Provisioning Portal (default) Clent Provisioning Portal (defautt)
Hotspot Guest Portal (default) MDM Portal (defaul)
My Devices Portal (default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (defaul)

Cancel
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lowoobl Ids [Jluosl 9ldeshs 1Jpguoued J VM. 9> 5L,uug)L9 3JY pu 10 IJs 15 5 95.96.
Jdozdd pu zlds ldobosy lwvee gulb, |_9IrOJ ISE 9|05, Ulp_) show application status

ise erasecat4000_flash:.

Enabling Admin role for this certificate wil cause an application server restart on the selected node.

Note: Make sure reguired Certificate Chain is imported under Trusted Certificates




The Portal tag is already assigned to the folowing certificate(s). If you proceed, it wil be removed from the existing
certificates, and affected portals wil be restarted. Do you want to proceed?
* Default self-signed server certificate
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9dJdsle widJd.

1. loewd |Js Administration > System > Certificates > Certificate Management > System Certificates. iEOJ
lJesésue 9l Export. Q'aob; Export Certificates 9, luw@le IJpdlose 1Uglues. bed JJpo
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2. luowd |Js Administration > System > Certificates > Certificate Management > Trusted Certificates. 1g.o)
lJesgsue 9w, Export. 109, Save File Joods)y Idubolss.
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