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Sessions are created by .| Syslog - Authentication
Passed

MNT Syslog for passed authentication

4| Syslog - Accounting Start

Sessions statuses are updated by

A

Syslog - Accounting Stop

Syslog for accounting

-

S| 9]

Syslog - Accounting Update

Rules for sessions removal

a. Sessions without accounting start ( ) removed after 60 minutes,

b. Sessions with accounting stop (Terminated) removed after 15 minutes

c. Sessions in ‘Started’ state (MNT got accounting start) removed after 120 hours without Interim

update.

Jpl 09 p9oe Vs 030 1096 w@89p €956 MNT Clojile p9lwe luwoobl |Us Huwlisd syslog
Jdpuob s ldos sop wpysyol sldos olos po PSNs.

Spdu wpdse gldé eduws Iepd 1UdIz$6 woluwbs syslog Jdpeluwwé.
owpe ildo gduwe IJgpd eJs MNT s 3 Lwsubsyole:
 wew ildé eduwle IJgpd w390 euwle wg> 60 595196 w9 Syl pu luublsol. ould pops cron
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© wpo DlJs aduwd IJged IJos wp luolel wes 15 58586 wdisel pu peldes sl
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lJpolb 86 ldos wp wpys)ol :

<#froot>

AcslLogs

2020- 04- 07 10:07: 29, 202

,DEBUG, 0x7fa0ada91700, cntx=0000629480, sesn=skuchere-ise26-1/375283310/10872,CPMSessionID=0A3E946C000000

5200 NOTI CE Passed- Aut hentication: Authentication succeeded

, ConfigVersionId=87, Device IP Address=10.62.148.108, DestinationIPAddress=192.168.43.26, DestinationP

bob@xanpl e. com



, NAS-IP-Address=10.62.148.108, NAS-Port=50105, Service-Type=Framed, Framed-IP-Address=192.168.255.205,
0A3E946C0000007355900123

\;42SessionID=skuchere-ise26-1/375283310/10872\;, Calling-Station-ID=

00- 50- 56- B6- 0B- C6

, NAS-Port-Type=Ethernet, NAS-Port-Id=GigabitEthernetl/0/5, EAP-Key-Name=, cisco-av-pair=service-type=F

<{froot>

AcslLogs

2020- 04-07 10:07: 30, 202

,DEBUG, 0x7fa0ad68d700, cntx=0000561096, sesn=skuchere-ise26-1/375283310/10211,CPMSessionID=0A3E946C000000
3000 NOTI CE Radi us- Accounting: RADIUS Accounting start request

, ConfigVersionId=87, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestlLatency=7, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.10
0A3E946C0000007355900123

:skuchere-ise26-1/375283310/10210, Called-Station-ID=00-E1-6D-D1-4F-05, Calling-Station-ID=

00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000041, Acct-Authentic=Remote, Event-Tim

IJozsse Idpsde Jdpeluwws !

<#root>

AcslLogs, 2020- 04- 07 22:57: 48, 642,

DEBUG, 0x7fa0adb92700, cntx=0000629843,sesn=skuchere-ise26-1/375283310/10877,CPMSessionID=0A3E946C0000007
3002 NOTI CE Radi us- Accounting: RADIUS Accounting watchdog update

, ConfigVersionId=87, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestLatency=8, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.10
00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Interim-Update, Acct-Delay-Time=0, Acct-Input-Octets=2293926, Acct-Output-Octets=0,
0A3E946C00000073559C0123

, Ccisco-av-pair=method=dotlx, AcsSessionID=skuchere-ise26-1/375283310/10877, SelectedAccessService=Defa



IJe9 S 1deeluwes

<#root>

AcsLogs, 2020- 04- 08 11:43: 22, 356

,DEBUG, 0x7fa0ad68d700, cntx=0000696242, sesn=skuchere-ise26-1/375283310/11515,CPMSessionID=0A3E946C000000
3001 NOTI CE Radi us- Accounting: RADIUS Accounting stop request

, ConfigVersionId=88, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestlLatency=12, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.1
00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Stop, Acct-Delay-Time=0, Acct-Input-Octets=4147916, Acct-Output-Octets=0, Acct-Sessi
0A3E946C00000073559C0123

, cisco-av-pair=method=dotlx, AcsSessionID=skuchere-ise26-1/375283310/11515, SelectedAccessService=Defa

PSN sls,6 IJzduwle
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Who is responsible for session management in ISE deployment?
NADs

Sessions are created by ‘ e

PSN Passed authentication

. - i
Accounting interim update

Sessions are updated by

Accounting Update ‘

Accounting Start ‘

G

Accounting messages < Accounting Update

Rules for sessions removal
a. Sessions removed upon processing Accounting stop,

b. Least recently used sessions are removed after reaching platform limit
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session
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Username: bob
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3. 5890 PSN 1 Llouile 15gld Jzduws ABC B 51,6 1Jeé o 1Upsde 1Upedss.
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PSN session cache
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10. lodble 1Jesl eds push Iobeds pal szed PSNT &) Blud JdsuosJ.

1. wed luwole Lodlzsd Vo6 Idoesse [Jpddes: sdovd ASAFTD g5p lpdluss 1Uyu09J
|Js PSN1.

12. slos Idoesse 1Jedde Jdpeluvws 1Js PSN2.
13. 1dgduwsé 1J9opss IJos wp logilgel W 31,6 Idegiso IJpsde Jeduvs PSN2.

I3l luowz PSNT polzl Jlzdl (14) Blo JJ Huwlisd IJpeluwwsd IJoldss sope lehé wozsool (15.16)
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Js I eduws 1gpd IJelbos gldeduws 1Usopss odum) gpdss 19 oeS

J90p I8 999 eduws IJgpd Sldowwdd 1dgops Jeduwd Idepd: spdud p)leed gpdssd
lJouled 9256 AnyConnect ISE Posture |Juelosé:

ISE

Endpoint Network Access Device

Stage 1 Discovery

- +—|HTTP Get to Discovery Host (IF defined)|—»
Stage 1 cycle is \

limited to 5 LI HTTP Get to enroll.cisco.com - s
seconds,
allprobesare | | HTTP Get to Default GW IP - :
e‘xecutad . Session lookup in
: simultaneously | | HTTPS requests to known PSNs Find My Session { 1, {MAC Array} > Local PSN cache
l Portalportor8905 ’ " | 4 (IP/MAC based)
!
Stage 2 Discovery
3 Session lookup in
HTTPS request to Call Home Address Find My Session { }, [MAC Array}, - Local PSN cache
8905 is used when port not defined (IP/MAC based)
Stage 2 probes | HTTPS request to PSN :
executed | Same as Probe 4 in stage 1 Find My Session { }, {MAC Array}, » | IF session not found
sequentially !
| HTTPS request to enroll.cisco.com 1 Session lookup on
V5 Port 8905 Find My Session { },{MAC Array), | > | MNT (MAC based)

IJeszds IJlsds pu IUIJe ol

ieule 030 lJpyedo & 990 9226 ISE Posture (90856 pyd ¢3ple 1J09so (ISE)) voudss 4
eunlId pujlewsd Juzsss p99e PSN IUss 8le wlg)le puolb 86 Judbé IJuoelss.

loJle 3 puwlus) eds IJuvdd puuss gds lehs IJoszso (e, luos GW IP. IP Joosd
IJlwedyilo (51 wp wgys90) 9 enroll.cisco.com IP) - o ibs, 030 IJozdsdle sisel IJs 1Jgpsd
IJs PSN IJlsew Jewsloy URL [glho w9zso Swp lg30 pou NAD (WO wo.

swp Luwld Probe ;6 4 1Js zese 1Jesbe 1dIuwluss 1p@8s06 Bs pJd
ConnectionData.xml. -.S,odu wedsw 03l Idpd 1U3s wp luilgo wgs peledo Uguog_ lJuleed
IJIsds 92098 Idpdwd IUlese Bs 2lds ooesd IJepsd wso svwdle PSN. B Iulbes
Windows: sJ90 98¢ 1Jpedwd - C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\ISE Posture\.

wello I 1Jpseds 1 ss [dooh B 380 gled Blo weses p0 C2dsd 4 sup luwoeleol
OYb hlogvde JJIJ 3 webe IJIE)s 19 1o 9256 ISE Posture IJuplbss Jp wopds pu olyvsyy
louold woese pe PSN IUss wpe beleo Vs lelhs wozso URL WS 090 5 wolu.

g0 o9l Probe 4 gJs PSN. Wluo Szw9s £Js Blises pu gulysy IP 9 MAC IJuilbs IJos wp
lJoguvloel gds uldbs IJuolss. syvwgspe PSN oo ldoslule JJewy) eds eduws Juldbo
IJwolss 030 B 319,56 IJogisu IJpdde Idpedss. 131 Il PSN szoss s eduwd 90,086 19
0dbs wolsé: B 8> $9ss 3JY s 2lds Is e IUebl IJos sop &000l Jledl s zlow
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g el szuod gpsd eJs lelule pogsss J Probe 4 (spdo 1o szess ConnectionData.xml g Js
&) oo PSN Iwlgus 9123) sop luweesle 1) Iduwyse slisel.

I przds Ieloss po ldlde il

90 2osE puvedubIle Iezds 2 £s) puluing pel seus lu IJ puvoly s89p woubEsd
w2 eduwd IJgpd s PSN 1Jgzos. bl Je sopdu PSN oo 0oy p9de IJeduws B 516
IJodisu Idesde Jdeduws Idpedss: Sedse lle v MNT (puwewl IJs guslo MAC B §b)
JJesy £ pldd 2duws IJgpd slelss luve 1Jeldd s IJsdsd.

ulu)l u|.Jro,JuJ.JO uusao e aJuuo _9o,a§o I_9_90,o..so

131 9,0d PSN |Js 1Jpsyedo 20 W)y o;&@é IJIJogulod 1Jesz9s WO 3ldye ldegiso IJpsde
Jdeduws s99e Clogsle beld sops 1y 9>5p0 Juw udbe IJuoelss. suwe gwoe gldo Idg o
lJgbl IJos wpe bzleol IUs [Jpuwegse [Juolss.

$90522 Ipeld Jsd spoe Idsupe ewsel seodlb PSN Leduws gpd $>5p6 19 2duws S0esé:

Endpoint Network Access Device ISE
- .
. - 8

e ; . N Session lookup.
I b e I 1 Find my session { L {MAC Array} €Y »®= Client Provisioning
% policy selection

o0 ——
Return to agent: Session ID, | @ Session-ID  Session-Attributes |
Posture URL, Update URL ABC {bob,MAC, "} |
Initial Posture Request {Session ID} o _ == Posture Policy
{Detected Security Products} ¢= selection
Compliance
Module
Posture Requirements selected from the 0o
matched posture policy

Final posture report with status of each O

requirement {Passed/Failed} :: Report evaluation

~ pdlebs: o0 1pop w39, 1o 030 IJp s Jl spdu lu clbo, Il 0> BSubd zese leovble
IJIJo ol 1Jpuwowss s lehs Idegzsoe 19 gus woudss Idyuoe &) lele IUwgzso.

1.1s pu lgowble Find my session |J_ols,6 g0 9236 ISE Posture (9 0836 pzudd g30le [Jogsé
(ISE)).

2. 5890 PSN Gldoze gu ldeduws Vs 51,8 Idegisu Idpdde Jdeduws. lo sdsu Ideduws o
S0 luwwe $98 eduwd gpd 90ps luoo).

3. 089p PSN Lovgsd werss gwsluws w9ds) Idgpsd. WS 2lds el odyy gduwo IJg pd
lJ9opso IJos wewss eds uvple puob@o/owvss o 9zpse Iduvslwlo IJos op odssuol



w9luwbé 1Jg psd pe36 2ol (Swp lugsle Iduwsluvle Jpgesele Active Directory PESVO eds
wwosd Idpold) sogs) eds PSN cessu uusluwsd ©i9s> gpsd woeses: spdu lu sbo, ol
WO yuwldo IUgbl: "wp wdssy welyy Weue AnyConnect J b dod Jlgwegsle 9dsd Cisco
NAC".

c Vs zld Jloo gwsluwle 1esh 1Jgpsd gles (odoo Iduwple 1Jpolzs Bs IJegduws [J9opss
Jlvsse Jpblo@o IUgwsluws pg odosy AnyConnect). Wly 39> PSN wJyy wldovdlosd
IJJbes Jpologs gpdss IJodsse.

« B 030 Iglogs ls ol guspl spduul IJegled pg eduvle Iepd IJ 83508 PSN Response
poluind pg 1Jesld pe 2lJé Idsuog 9l sop oSS gese IUeksle IJoldss. JI odsp
PSN oLhuvld COA Jluoel wegw®s lu gduws 1Jgpd pusldge wldwved. Ws ywedle Radius
Live Jl $92> 2>¢ eduwd S&uu2 pe elds pogled.

4. clJogwes Juvsobss Ideduws 1dgopss: wuuwp) 9226 9u2Es6 peud Eaple 1Jogss (ISE) pe
blo ldsoe ldlsds. seegs odl ldbde eds pedsple 29d ease powele ble dlply
ldouoesele IJos wp IUJGvd guol gds wdbo IJuolse.

5. wuwegde PSN pedspele oo uwele ldbdo sldeduws Jeblo$s gusluws lJsuoe Ipulwos.
Jio lJzduwo [J9opess wol uduo Vs Idywele Vs ?50 lJerzdd Jsuw Jrsol uwsluws Jublogol.
WIS pod 030 IJzlJs: s> PSN gJs w@bo IJuolss luol pu9led §6 s o 03l 09 sy ISE

IS e)las B 2lds gp wblod pusluws 1Jsuoe.

% pdlebbs: guspl Y9y ould Jusluws glps Spdu weassol pu ywple lJgduwd 1J9opsé.
w9luad IJgbgs 6.

6. oyze PSN Lwsluwle 1Jssog 1Upe36 |Js [J9dsd.
% pdlzbo: Vs 2lJs 3p lpdluso wedss i@ woz wyze PSN zldo IJwgluss.

7. 8890 lJodsd whzle IUeldle JIJ woglpolbde Jel wp wpysyo s Buidoe.

8. sup lple ©8sse IJodus) eds ISE sogssile 2ldsé eduws Idged IJs poslas.

. pdlzbs: B 2lJs 2298 publdd Vs 1Jsupe wuwww IJeduws 190psé: seoed lu sdleb
puw99d ISE wg o COAs IJuljvdo Vs 1Ugog povd 030 IJzlds swp wudss bdole COA
o0 PSNs ¢lbiss 9p0 pe)ySle IJedws 1JEbl.
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O wuopSe 9238 ISE Posture (9,086 prd el 1Josess (ISE)) Jpldus £33 02295 pu Ilesle
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c wiss) elde 1Jglzos.
¢ sup luwesold uble IJogvgsd wes 1Juge.
© o Jewhs IJIGe,loss (DG).

« Buvd lebs wdsse IJsuoe (PRA). lze perd wuozse IJigble po Cisco CSCvoB9557

Je sop IJI Ul g0 puob@s dot1x IJzss36 19 |Jéle wlpsy IUdpwsoo, 9 wéss) gwsly IP
w9luwloé 9236 908 ISE.

SOy £JS 9236 9,086 peud Erple 1096 (ISE) IJo il pLol> 86 23536 19 opleds lelss
el 96 Vs o030 IUywsulsgole :

* o lels 1dpuol§s PSN pgodd (ol vuwew Goble LB iy wuwow publdd pg PSN
lJlods).
* 5d9p NAD Clogile gy eduws god 2280 gu lelhs IJpuolbds.

lelss 1Jp ol5 86 £ds PSN ppeJud
pold £ds g6 1Upuol386 £Js PSN peedd wuvoo ludble svods PSN IUILoJss.

lJuovsubsy pg poliu ldogesd w9 poyiluol gl WS 2lJs LB sep wozso lele 1Jpuol> 96
|Js PSN pgodod wosegs Jluwole Lodlzso psdde IJJuod.

L () Session-ID Session-Attributes o
9 PSN1 U ABC © {alice, MAC.IP, Posture= Compliant }
& Posture Check ,
. COAfFinal  © | {!
| authentication | 3
%
Session-ID  Session-Attributes o

ABC falice, MAC.IP, Posture= Pending }

< Re-authentication

1. 1dpuol 98 IJlsJss eJs PSN1.

2. wp lougsle ABC Jeduws Igpd B 31956 IJogiso 1Jpdde Jeduwsé PSN1.
3. odsse IUsuoe IJss wpe lz)ldo g PSNI.

4. ouedd 2lJs ABS Jeduws IUgpd 1s 1ol s.

5. 5958 COA U35 swp wubvgsdo woluubo wgss) eldo 1Jssog 1Js el puolb 96 udbo
lJoolss Jobosy puvess Isuesd Idolds.

6. suewz PSN1 &) pule.

7. 1816 1Jpuol> 86 Jpduws g pd ABC s oyw PSN2.


https://tools.cisco.com/bugsearch/bug/CSCvo69557

8. wpl luol gduws 23526 Jeldé PSN2 JJzduwé wuowe peJds.

2ldé 1ds o IJlsds IJos wp wesswol uyluulbbs PSN Jdgdwé:

el \x
g -
Does end pulr:i\\ Yes
et have valid
“~_Posture lease?-
Yes \ﬁ
Authentication : No
Request from Is thll‘:r a new
NAD session 1D?
L ¥
Mo ( ™ o ™
Unknown Compliant
Ld
."-\. p _.I’I I"—J—.-H
hat is the
Unknown
Status?
Compliant

~ odlzbé: sLoW zols IJelds wesss Iads Bl JelJs |J_9ub§. Spdu o wuowe JJ eduwsd
ged wp 900 e edsol JEs) pe1996 Jlzdl 09l 986 19 €5y pe9l 996 wule eds
oldSSe IJogys) IUss wp odldso pu 9226 ISE Posture (90886 peyd gdple [Jogsd
(ISE)).
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IJeuivddo Jlgdl WO o3l Idpguous.

o IJuwdod 1Uglbis pu gluw NAD - gl6 95zl gds peyod Idgduws udwo loole pclodo
lebo IJpuolb§6. Vs 2lds 1Yo uld NAD Jogss) persd eduws gpd gus lghs Idpuolb §o.
Opu ldpzoped o SY90 03l el ¢lbisl sdjp IJozdd puo eJs NAD G wo.

sedu lousle per8 1Jzduws IUpass Bs weuwp uwsobssele 2lJs Ide IJigs. eds uvosd
Jpelde Os weue Idzldle 8> sYso Idozsld IJJlpwdIs pweool J3JY. Idgbse Id)issuns oul
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lJzerso/lUgopssd

Joesss el 31 Yl AnyConnect sbo, IJogld § loule 92930 Bes 2lJs |16 w9z wuwww
2duwd Ideed ldzuso/ldsopss: sdseol 1Usuosd s udbs IJuelss wsuel odys S lds
luvIdldso.

1. IJozdsd Vs wlliosd Voo IJuble:

1. 1uogb gds e lJoi9uw Bs 9lz0s puuegse AnyConnect

9 System Scan:
Compliant.
Metwork access allowed.

2. 8 IJlbly 1dzyss luewdd 1ds edles IJowsse "puwe IJuble" glzuolele gdlpo
lJowsse 1Jd,es6

! % Cisco AnyConnect Secure Mobility Client = X

AnyConnect Secure Mobility Client

CISCO
Status Overview System Scan
Preferences Secunty Products Scan Summary Message History
VPN
s’st.m Scan Compliance Information ~
Current Status: Compliant
Acceptable Use Policy Unknown
J Latest Scan Start Time: Thu Dec 26 13:05:43 2015 | a.
Missing Requirements: None

Remaining Optional Updates: MNone

Compliance Module Version: 4.3.344.2048
Connection Information ~
= b
Policy Server: dscolive-se2.demo.local

Collect diagnostic information for all
installed components.

ouldluowo lUs guuossu:



© 98w wae 1Bz o Idise - Sew o sdsw IUblug 1J5p0s ool 09 18J16 1Usde gus
lJoguled e udJs.
« Policy Server - sgus) 03l 1dpdd |Js luwpe Ebpe [Juoz 1U3s Blp voldsse IJysoe
Judbé IJuolss. sgo p8bwé FQDN ey oul pg FQDN oo Redirect-URL (J9_og s
Slgxs 1ehs 1Jogzse) 19 luwe PSN 1Jelgss po pzlads 1Jeuolb$6 1Jigs)é (Jsuoess
lelrs IJeggso).
2. 8o Policy Server FQDN oy lzuolissle puwe IJuble olgwe 1Jg 826 IJos 8lpe wpuol> 96

udbé IJyolss:
&' Device Security Check X | @ Device Securnity Check X = @ Device Security Check . +
L demao.loca

VIS Idpeld 1Jpess ould g30 wblod wsu IUluwe 1U3s suvsy 1Js I, PSN wluwpe cisco-ise2
Seed gduwd 90056 19 90056 Ju9bé IJuolsé odo.

sbo) IJeyue IJossoses ouvesd IJgbsle 1UJes Jogrsd IJeuvdJs:
lowoduuldd Igble eduws 1Je pd 190,056/l 83506 9luodlzol

UpuU Uu»'ué 09 |JUP56J CSU lumb eduws ng uo‘-éJdé b 90p36 9pudJb gpdiss
IJoJau I.quu-J._Jo Jdoro I-_QUOJ Jsu uldoub |uo| uuaua &uoso 90056 |9 a.J,Juo

wsupl Jlspdu wruw eduwle 9086 Vs e Iduwsubssole. wew weles lJs yoelu g0
9293 eduwle 90058 B Idosss vuwow weue 1Vod Idpehuwle IJos Je sop cudssol.

ree9Es tip DART
wedsd 2506 DART 013936 o0 wdbé 1Juelss IJos wuveuuwt IdpeuvdJs.

¢ lzovdb ouwedle olps WV Eb Vs DART. $9,08 weuwe Iduvedle Bod lehs lugile
lJeuvdJs.

Jozdsd 3JYe sew o ol 1Jbls IJpuuless Jep6 DART Jewisd Sp w@9p woubsdd
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1. £Js Windows Navigate Juse 9ose dolosd DART. 1o@) wiy Idplsuw IUlspw 9lée, -
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All Apps Documents Web More =

Fir Best match

| iz Cisco AnyConnect Diagnostics B
* and Reporting Tool f'h
Tool App
Search the web onne 1agnostcs an gpartng
Il Open file location Tool
O DART - see web results -
<=1 Pin to Start d
L Darth Vader - Ficticnal Character .
=31 Pin to taskbar
£ darth maul 0 Uninstall
2 dartmouth > 2 Run as administrator
£ dartmouth college > I3 open file location
<3 Pin to Start
2 darts >
<= Pin to taskbar
2 darth revan >
[l Uninstall
L darth plagueis >
2 dartconnect >
Ll © DART = ..

2. B lod uiluis pelde luogb eds IJolds



Cisco DART 4.7.04056 =

imiir
CISCO

Cisco Diagnostic and Reporting Tool {DART)

DART is a tool that helps to bundle the appropriate log files and diagnostic
information that can be used for analyzing and debugging the AnyConnect
dient connections.

This wizard will guide you through the steps required to create the diagnostic
bundle, To continue, didk Next.

3. Vs yblywo Idpgldz Idelds: luogb gds puwe IJ IJuwedle



Cisco DART 4,7.04056 b

st fianfn,
CiS5CO

Bundle Creation Option

Select "Default” to indude the typical log files and diagnostic information in
the bundle, Select "Custom” to choose the list of log files and diagnostic
information to be induded in the bundle,

(@) Default (Bundle will be saved to Desktop)

{:} Custom

4. o8> i Swp ouwe lJpuvddé: spdu gpe DART oy ouli luogb gds Idolds.
wedsd zjpes DART

W8> UgpSE 2ipd DART. veule IUs 1Jéle huvdwoel slde,ds) eds IJpdud
AnyConnect_ISEPosture.txt 1Je9z9> Ws IJpezd> 9256 Cisco AnyConnect ISE Posture. sz o3l
IJpd eds JIWs IJizsle IJpeed s wldldeulys.



@_‘Q_,;"'I' » DARTBundie 1215 1811 @ Cisco AnyConnect ISE Posture Module w | 45 || Search Cisco Any

Organize = Include in library = Share with + Mew folder

d Eororites Mame ? Date modified Iype
BE Desktop | | ACASPhoneHome.cef 12/15/2018 6:12 PM  CEF File
# Downloads | | aciseposturelog 25/2018 612 PM Text Document
. Recent Places 4| AnyConnect ISEPosture evix 12/15/2018 6:16 PM  Event Leg

12/15/2018 6:16 PM  Text Document

o Libraries |=| Connectionliata.xm 12/15/2018 612 PM XML Documnent
_+ Documents |=| I5EPostureCFGxml 12/15/2018 5:48 PM XML Document
.ik' Music |2 ISEPreferences.xmil 1271572008 4:05 PM XML Document
= Pictures || WaDiagnose.tut 1215728 616 PM  Tet Document
B videos

1. wae luwedunlad IJigble gl odlzol sldeg B eds zpse Jeble lehé ouvésd IUIJobly.
IJIJple 1Jiguluuss 1Jos uvsoe Idozs guol os lehé wubésd IJIJeuuld g IJo ol
HTTP. ool lowdd IJs IJgb pe el wuvésd IUIJouvld IJos pree Vs 1dJebs 1Jeds 6
JJpuplIJ:

Line 3575: 2018/12/15 17:48:08 1251 Level: info Restarting Discovery.
L}ne 3840: 2018/12/15 17:48:59 1251 Level: info Restarting Discovery.
Line 3991: 2018/12/15 17:50:24 1251 Level: info Restarting Discovery.

A < : :
Line 4214: 2018/12/15 18:00:54 OqﬂjUt 1251 Level: info Restarting Discovery.
Line 4308: 2018/12/15 18:01:14 omitted> 1251 Level: info Restarting Discovery.
Line 4530: 2018/12/15 18:11:45 1251 Level: info Restarting Discofery.

|L1ne 4642: 2018/12/15 18:12:01 1251 Level: info Restarting Discovery. |

2. e lehe ogvgsd Yo ul. Sedud puilors yub, szogs eds - IJozdd eu losl8 o)2J6
MNT. o3l p9iy woe ldoulw 1Jeyzds IJlsds:

SwiftHttpRunner::collectNoMntTargets Thread Id: 0x1340 File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libswift\Swi
ftHttpRunner.cpp Line: 1157 Level: debug Probing no MNT stage targets (#5):
Redirection target 192.168.255.1, Redirection target enroll.cisco.com,
Auth-Status target ciscolive-ise2.demo.local with path /auth/status,

Auth-Status target ciscolive-isel.demo.local with path /auth/status,

SIS wopsS) zest Iikeuble Idpuvowss Is lehs IJogzse IJos Jol uduw IJsu wsuel
weole uvedle PSN IJpouods uwlodl 1Jpelgess oo ConnectionData.xml (losles z1Js 1Jeol>96)
IJs losliol Lldsly pgedds zse 1o Uvowdle PSN FQDN odgy ghs poguluos gl 9suoew
oS 1JW, 6.

3160 pdSle Iuwzd Jons vosesd JIJ ool 99el Bsd wldded B 2lJs IUpuudJs IJos
Suvwwol gduws 1dgpd 1Ugopssllduodrss: Bluo szw Sund gese Idoedsdle IJpuwewss [Js

lelss IJogzso. 03l pold s JsW sws9 Idpuwel) IJBIuJ:



2018/12/15 18:12:01 [Information] aciseagent Function: Target::Probe Thread Id: 0x1130
File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libnaccommon\Tar?et.

cpp Line: 200 Level: debug |Status of Redlrection target|enroll.cisco.com is|{ 6 <Not
Reachable.)]

4. s pdly pl Vs Up;!;é‘ o lgbo cuvgsd Yo bl JJdeyedo 1 |3 lJeseds 20 o)s ool ulgel
o0 JuwJo 9lexs (PSN) Iy 1Je):

Target::fetchPostureStatus Thread Id: O0xBFO File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libnaccommon
\Target.cpp Line: 401 Level: debug POST request to URL (

H i ive—ji - -dj returned status 0
FOperation Success.>. |

5. wg> £36 luwb ) 00ld Lwb, pg 1IUIJ s Il guluwsd MSG_NS_SWISS_NEW_SESSION. szo9s
o3l Iduwlo) gds pg)rd eduwsd god VeJsS wp wedsd0 w9luwbs PSN Jueses Jduee g0 gduwd
lJged- luuctse perd eduws IJged 030 Jaiss pu lJoadsd B ISE Jpg,ds Jsd wuoug odo
lJzduwd 9>3506/90p56:

SwiftHttpRunner: :invokePosture Thread Id: 0x1340 File:

C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libswift\Swi

ftHttpRunner.cpp Line: 1407 Level: debug MSG NS SWISS NEW SESSION,

{{ise_fgdn="ciscolive-ise2.demo.local"}, {posture port="8443"},

{posture path="/auth/perfigo validate.jsp"},

{posture domain="posture domain"}, {posture status="Compliant"},

{session id="0a3e949c000002585c£f00588"},

{config uri="/auth/anyconnect?uuid=£62337c2-7f2e-4b7f-a89%9a-3508d761173c"},

{acpack uri="/auth/provisioning/download/066ac0d6-2df9-4a2c-al29-fabflace36aa"},
{acpack port="8443"}, {acpack ver="4.6.3049.0"}, {pra _enabled=0}}.

lJozdsd Ws ywedle ISE

WO guest.log pe wpdsu pd9u clientwebApp Vs wozsSe Uiéblc‘ SeJdu )96 PSN IJss &)
weduwé gpd stale/phantom.

Seued I?SN eds bdu pu 9Jsd ISE Posture (90886 pz)d ¢3plw 1Jogsé (ISE)). spdud
pJ|an5 o o3l bdo V-19) AnyConnect UV (9Spe0 _9-.’)@._] |qu.uo'a)|oi

<ttroot>

cisco.cpm.client.posture.PostureStatusServiet -::-

Got http request from 192.168. 255. 228 user agent is: Mzilla/4.0 (conpatible; WNDOA5;, 1.2.1.6.1.48

cisco.cpm.client.posture.PostureStatusServiet -::-
mac_|i st

fromhttp request ==> C0:4A: 00: 1F: 6B: 39

cisco.cpm.client.posture.PostureStatusServiet -::-



iplist

fromhttp request ==> 192. 168. 255. 228

cisco.cpm.client.posture.PostureStatusServiet -::-
Session id fromhttp request -

req. get Par anet er

(
sessionld
) ==> nul
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<{froot>

cpm.client.provisioning.utils.ProvisioningUtil

the input ipAddress from the Tist currently process

cpm.client.provisioning.utils.ProvisioningUtil

the ipAddress that matched the http request remote

cpm.client.provisioning.utils.ProvisioningUtil

the clientMac from the macarray list for the for 1o

cisco.cpm.client.posture.PostureStatusServlet -::- Found Client IP matching the remote IP 192.168.255.2

cpm.client.provisioning.utils.ProvisioningUtil

Sessi on = 0a3e949c000000495¢c216240
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<{froot>

cisco.cpm.client.posture.PostureStatusServlet -::- Sent an http response to 192.168.255.228 with X-ISE

cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-PDP value is clemeal9-isel.demo.local

cpm.client.provisioning.utils.ProvisioningUtil

header X-ISE-POSTURE value is /auth/perfigo_validat

cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-POSTURE_PORT value is 8443

cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_PKG_PORT value 1is 8443

header X-ISE-GUESTFLOW value is false

cpm.client.provisioning.utils.ProvisioningUtil



cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_CONFIG_URL value is https://clemeal
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_CONFIG_URI value is /auth/anyconnec
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_PKG_URL value is https://clemeal9-i
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_PKG_URI value is /auth/provisioning
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-AC_PKG_VER value is 4.6.3049.0
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-STATUS_PATH value is /auth/status
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-BACKUP_SERVERS value is clemeal9-ise2.
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-SessionId value is 0a3e949c000000495c2
cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-PostureDomain value is posture_domain

cpm.client.provisioning.utils.ProvisioningUtil -::-

header X-1| SE- POSTURE_STATUS val ue i s Unknown
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group-policy SSL-VPN attributes
vpn-idle-timeout 1200

vpn-session-timeout 1200
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~ Posture [ Automatically Close Login Success
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Screen After

General Settings

Hensn e metis Continuaus Monitoring Interval |5 | Minutes i

Updates Acceptable Use Policy in Stealth Mode

Acceptable Use Policy Posture Lease

Perform posture assessment every time a user connects to the netwark
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Convert epoch to human-readable date and vice versa

‘ 1586332942236 | Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in milliseconds:
GMT: Wednesday, 8 April 2020 r., 8:02:22.236
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2020-04-09
2020-04-09
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