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Jooplo cbusd luadlz IUigble. sop wovosd wdlb IUuoes 1ieuss 9sepd IJed wuvdluws.

U COLSY 2jpd £JS €926 ISE: wup lglhs wposs 1Ug826. Gp vlgbs wubgsd IUgsple v
lJopld IJoowse. luob) €36 58158 Bod o wopdy pu ouwesd 1Usgsd pi6 1E)s.

Sedud 239J6 gpdsle couse IJouorst sldd uldss Iuoslus Jozue ludlble 1Jgses pddel.

Ip voduse uuoesele dlodé LJJg;,Jo._,@,j W9 gds luosl) Cisco 1Uss wp uuiyo O
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5pdud I.JUJICE gu u&ssﬂu wuoese luodh I@J I>I Jly Iuo>|J I&Js rouuul al.Jsl &Js CISCO

EUd UOLSY gjpd ey Primary Administration Node (PAN) 9031 zjc o0 UMy 958« S89p Cisco ISE
voduse ldouozse eds 1ded6 Idluwlunss op eds zese IJeds 1Jelugss S IJouiy.

Bl oge vovse lJouozse eds PANIL S 3JY sulug Cisco ISE covse wlez IJouoese eds
lJe 9> IJelyyss. 3l wyvd Bs PANG Jl sop polougs Idooose s 1de@s IJelusss.

968 3J9: Bl Subd IJowse eds s po 1Jed> IUelosss Jis wwow po iowolo: SJI 51
euvop)l pe 1dgd6 IJelugss Idoeldss Ws Idogiy 1JElue .

EULY LOUSY Q‘pé eu PAN 93JJd gie pu uu) wuliss 1Jg@s 9o @9p Cisco vovwse lJouozse
eds 1Ue 96 IJluwluwssé ep eds 1Jg@r6 IJelu9ss.

Bloze vovse IJouozse eJs PANgLES 3JY wuope, Cisco Vs wowse wileg IJouozse

eds Ide@ro IJelyyse. bl wuvd Vs PAN Jl sop polwgs ldoowse [Js 1dgdss IJelugss.

A Sew o copoe w395 Ideuwdsd Isssuws 19 puwdsd IJoble Joowse peeoele IJouozse
l9 IJoslze swol. wepse [Jouwe Jlzosllbs Jdodsso sldouwe Jlzeslbs loole
IJoubgsd Sud oo vovse lJouozse.

wousw wulee wuoese wluvopsle slzos Idpuweee
l,uu9ps6

Jouisd gip ISE pu p99e 1U9se Cisco.com: lue9d |Js Downloads > Products > Security > Access Control
and Policy > I dentity Services Engine > | dentity Services Engine Software: ( oul.)


https://software.cisco.com/download/home/283801589

Downloads Home | Security [ Network Visibility and Segmentation / Identity Services Engine |/ Identity Services Engine Software | Identity Senvices Engine System Software- 2.4.0

(o ) Identity Services Engine Software
(" Expand Al | Collapse All ) Release 2.4.0 Related Links and Documentation
k Release Notes for 2.4.0
A My Naotifications
Suggested Release ~
. Details

onZ.4.0.357

Latest Release ~ 3 existing FSE 2.4.0 ase Date Size
270 Release 240 Jec-2019 2453.92 MB + s .
Release Date
SN5 36x5 FilaMame : se undie-2.4.0.357-Patch 10-19091709.5PA.xB6_64 tar.g2
Size : 2322.16 MB ( 2434950857 bytes)
Struts2-fin-2.0-2.4
o 2 MDS5 Checksum ! |I1=_~!953863:|003'03c1| 852665 | ] iap-2019 17.22 MB + s .
Struts2-fix-2.0t02.4 SHAS12 Checksum BE5EE2 o
Release Notes for 2.4.0  Security Ad
All Release 3
Cisco |dentity Services Engine Software Patch Version2,4.0,357- 26-5ep-2019 232216 MB + .
S L
Struts2-2018-11776 > Patch10-19091708. Apply this patch to an existing ISE 2.4.0
installation
Struts2=2017-5638 >

I se-patchbundle-2.4.0.357-Patch10-19091709.5PA xB6_64 tar.gz I

A edlebs: wdeu wusesele Cisco ISE o)ldpss glsé: ppl sgus v wovse IJousese 11
SwLoeU 2psSE tie IJuuoese pu ldeie 11ds Idouoese 10. sobde cowse wlez
lJouoese lehsé ouvgsd ¢lbp ISE.

~ pdlebé: ¢z 8 pu ldpzese IUIRo s MD5/SHAS12 Les wujsd pdod Idouozse.

Jobosy IJouozse eds ISE yugd 1U>g9d |Js ISE  Primary Administration Node (PAN) 9lgz o6
IJeuweése Iduwgpess (GUI) 9oudss odo lJogdselw:

lJglb9es 1. luw8d |Js Administration > System > Maintenance > Patch Management > Install.
g9 2. 16§, Browse 91w, pJd IJooese 1Uds wp wujsde eu Cisco.com.

IJ¢b9o 3. 169, Install Joowse lJouozse.

Identity Services Engine Home  » ContextVisibilty  » Operations » Work Centers
» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

Deployment Licensing  » Certificates  » Logging Upgrade » Backup & Restore  » Admin Access  » Setlings
o

Patch List > Install Patch
3 Patch Management s e

4
Install Patch bundle
Repository

Patch Bundie Browse... No file selected.

(G

Operational Data Purging

oousw lJouoese wluwegsle CLI

I._Jalogo 1. Op UUJ_9.5U PUVLIE ISE_9_9uag ipd uuoasa ISE IJpbJywo s lJpuwe9se.



https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-software/215348-how-to-configure-repository-on-identity.html

IUg 1096 2. &uwzsd 1J5¢9d 1Us lzos Lub, 91, ISE pg SSH.

IJgb96 3. olds pu 1 9lz0é Lulo, I9le, (CLI) ISE spduol yuys ppess lJpuwegse.

<{froot>

ISE/admin# show repository FTP_repository

ise-patchbundle-10.2.0.7-Patch6-19021923.SPA.x86_64.tar.gz
ise-patchbundle-10.2.0.7-Patch9-19062923.SPA.x86_64.tar.gz

i se- pat chbundl e-10. 1. 0. 0- Pt ach3-19110111. SPA. x86_64.tar. gz

I._J'aJo_96‘4. Jovuse ouoese £Js £86 ISE peswé pu 9lzos o) 1UIslo) $p woubgsd patch
install IJle) W 9,08 EXEC.

Patch install

wwed 1U5g9d 1 31206 wlb, 1isle, (CLI) Jg$26 ISE g0y wi9w9dsd SSH 9 ugd 1Jisle,
Jeldss:

ISE/admin#patch install ise-patchbundle-10.1.0.0-Ptach3-19110111.SPA.x86_64.tar.gz FTP_repository

% Warning: Patch installs only on this node. Install with Primary Administration node GUI to install on
Save the current ADE-0S run configuration? (yes/no) [yes] ? yes

Generating configuration...

Saved the ADE-0S run Configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to Tocal machine...
Unbundling Application Package...
Verifying Application Signature...
patch successfully installed

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:21 2020):
Trying to stop processes gracefully. Reload Tasts approximately 3 mins
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:21 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:41 2020):
The system is going down for reboot NOW

Broadcast message from root@ISE (pts/1) (Fri Feb 14 01:06:41 2020):



The system is going down for reboot NOW

JsWOs6 wiuse IJouoese £Js gese €90 ISE Bs IJuuiy

EUd LOLSY 2jpd pu PAN 903l 2je pu wUly p9jE SB89pe Cisco ISE Lovwse ldousese eJs
1Je 856 IUluwlmss &p zese IJeds Ielusss Os Idogi.

B 2ld vzle couse IJouoese eds 8856 1116 1Jiuwluuss (PAN) 1JisJsé: suwe ey pesd

&ple YU 1Jo9sé (ISE) pu Cisco Bbs oowse Idouozse eJs IJeds IJelusss. bl Byl B
PAN: Jl swp polugs ldovoso s 1Je@s IJelysss.

9pe 3Jdi I3l B IJecwse eds bs po 1Jeds 1Jelusss Jis oo po Jiguolo: BJI &5l

puwep)l pe 1Jed36 1Jolusss IJeldss B IJoui IJglue d.

Js8s6 |gwoghos IJooese eds zose €8> ISE W 1oy,

Jlweglss 2508 wuopse pu €8> Cisco ISE B gpods6 v Sew edsd Iadl luwesele
IJogss) pu PAN.

I3l oge d3JYe Buwsope Lele Idouozse pu IJg_i§> lJelugss. bl Wubde gpdss IJolze WS PAN.
Jlsop lpwoelhs wilee ldouoese pu ldeds Idelugss.

9p8 3JI: Bl Buvde gpdss Idoslze g0 IUouoese eds ks 856 elugss: BJl ol Igpdss
puwwe)6 Bs Idolze o ldouoese pu lJewre IJelusse IJoldss vs Idugiy [JgElue wd.

wsupl s@9p Cisco ISE wlgbs IJooese pu ldeds 1Jolusss: spdud polugs ©uldss pole
I2)S pu PANGUL. Sup lghé oubvesd IJe@s IJolugss ves IJulze.

JIgls o)lpe wuoese ISE ywed 1Us¢g9d IJs 1sEGUl lge@d |Js Administration > System > Maintenance >
Patch Management > 9233 lJouozse IJpbbdsw 91wy W98 Ralibackedpel 09 09 op:

u

ubuli  |dentity Services Engine Home  » ContextVisbiity  » Operations

» Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric

Deployment Licensing » Certificates » Logging Upgrade » Backup & Restore » Admin Access b Settings

o
Patch Management Installed Patches

,  Repository
< Install #Z]) Rollback 4 Show Node Status
Operational Data Purging
Patch Version -
® 10

Jsb spdu IJelee g0 IJouozse pu 9lzos uvbo, 1JIsle,



Jeeyd erple Jvd [Jogss (ISE)S
lJglogs 1. SSH |Js €820 ISE IJws w)yss blds IJouozse Wsol.

IJe096 2. w28 pu lJouoesele IJpowws s 896 ISE luwegsle IJle,  show version

<#root>

ISE/admin# show version

Cisco Application Deployment Engine 0OS Release: 3.0
ADE-OS Build Version: 3.0.5.144

ADE-0S System Architecture: x86_64

Copyright (c) 2005-2019 by Cisco Systems, Inc.

A1l rights reserved.

Hostname: ISE

Version information of installed applications

Version : 10.1.0.0
Build Date : Tue Feb 12 00:45:06 2019
Install Date : Mon Sep 30 12:17:29 2019

Cisco ldentity Services Engine Patch

Version : 1

Install Date : Tue Oct 01 01:30:12 2019

Cisco ldentity Services Engine Patch

Version : 3

Install Date : Tue Mar 24 05:35:19 2020

lJglo9é 3. 9p vouugsd Uiro_) patch remove <l_wpe lJobos 9> 8 pdu IJouozse IJel>
Lldwo>
2



eds uwwosd lJpold:- patch removeise2

ISE/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y
% Warning: Patch 1is removed only from this node. Remove patch with Primary Administration node GUI to r

Patch successfully uninstalled

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

S pdlebé: couwpe wuoesele ISE bosgwol IJusldpss 9dl spdu luweozleol pe 9292
luosl) lzae. sobdu 1luesl) 1Jizse 10,z¢ Tadl.

JblJs covse IJouoese Iduvlod: Bp wlilds couse lzae 25p6 19dl &p luosl IJousese
IJowlod.

ISE/admin#patch remove ise 1

Continue with application patch uninstall? [y/n] y

% Warning: Patch is removed only from this node. Remove patch with Primary Administration node GUI to r
Continue? (yes/no) [yes] ? yes

% Patch cannot be rolled back while a newer version exists, which needs to rolled back first.

IJozdd pu lduoes

Jeuo v wouse gjed ISElue9d [Js Administration > System > Maintenance > Patch Management > Show
Node Status Jpl 09 9oz WOs |Juo9,6:



Patch Status
Installation in Progress
Nat Installed

Installed

Nat Installed

Nt Installed

Not Installed

I

oedd pu eldo vovse IJousese pu €820 ISE. Lwed 1Js IJ wudwoe ISE obd 9 uvgd I.JipJ

Show Version

ISEl/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0S Build Version: 3.0.5.144
ADE-0S System Architecture: x86_64

Copyright (c) 2005-2019 by Cisco Systems, Inc.
A1l rights reserved.
Hostname: ISE1l

Version information of installed applications

Version : 10.1.0.0
Build Date : Tue Feb 12 06:15:06 2019
Install Date : Thu Nov 21 16:39:02 2019

Cisco Identity Services Engine Patch

Version : 1
Install Date : Thu Apr 02 11:00:08 2020

ISE1l/admin#

IJozdd poouwlisd Ideusese IJulzes 91JUlnds B Iz0j6 wuwso ISE:



bl dentity Services Engine

# ALARMS ©
j
Queue Link Errar 4646 4 mins ago
I e Patch Failure 2 7 mins ago
Health Status Unavailable 415 8 mins ago
ISE Authentication Inactivity 1318 13 mins ago
Fewer VM licenses installed than VM nodes deployed 4 24 mins ago
[} DNS Resolution Failure 504 24 mins ago
[ ] Patch Success 1 24 mins ago
9 ISE License expiring within 30 Days 42 25 mins ago
[x] Active Directory not joined 258 25 mins ago

poes wved vouse IJogoese IJulze

<#root>
isea/admin#

sh 1 og system ade/ ADE. | og tai

2020-04-19T15:38:01.634794+05:30 isea ADEOSJAVAAPI[26999]: ADEAUDIT 2030, type=PATCH INSTALL,

nanme=PATCH | NSTALL STARTED

, username=kopriadm,

cause=Application patch install has been inititated

, adminipaddress=10.65.80.116,

interface=GU ,

detail=Patch Install initiated with bundle - ise-patchbundle-10.1.0.0-Patch3-19110111.SPA.x86_64.tar.gz
2020-04-19T15:38:01.635194+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal

i se- pat chbundl e-10. 1. 0. 0- Pat ch3-19110111. SPA. x86_64. tar.gz

, repo - tmplocalpatchinsta

11repo

2020-04-19T15:38:01.784100+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:01.827925+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:01.829562+05:30 isea ADE-SERVICE[1158]: [26999]:[error] config:repository: rm_repos_cf
2020-04-19T15:38:01.830656+05:30 isea ADE-SERVICE[1158]: [26999]:[info] transfer: cars_xfer.c[66] [test
2020-04-19T15:38:02.873630+05:30 isea ADE-SERVICE[1158]: [26999]:[info] transfer: cars_xfer_util.c[2293
2020-04-19T15:38:03.247065+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal

Got bundle at - /storeddata/lnstall/.1587290881/i se-pat chbundl e-10. 1. 0. 0- Pat ch3-19110111. SPA. x86_64.t ar .

2020-04-19T15:38:03.247424+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:09.066295+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
2020-04-19T15:38:13.171615+05:30 isea ADE-SERVICE[1158]: [26999]:[info] application:install cars_instal
d with release key



2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

38:
38:
38:
38:
38:
38:
38:
38:

Executing patch i

2020-04-19T15:
2020-04-19T15:

NEW PATCH VER

2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

i nterface=CLI

<ttroot>

38:
38:

3

38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:

18.
18.
18.
18.
18.
18.
18.
27

nst

27.
27.

PR

27.
27.
27.
27.
27.
27.
27.
27.
33.
33.
34.
34.
43.
43.
43.

44,
46.
46.

det ai

.006433+05:

.019674+05:
.367442+05:
.400103+05:
.713844+05:

816986+05:
877267+05:
877604+05:
878051+05:
878254+05:
878517+05:
878712+05:

30
30
30
30
30
30
30
30

al |

209692+05:30
211274+05:30

OR PATCH VER:

213166+05:
214840+05:
753502+05:
755172+05:
756631+05:
781127+05:
783028+05:
784724+05:
077501+05:
197734+05:
289656+05:
671998+05:
621160+05:
657769+05:
989085+05:

30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30

753547+05:
166418+05:
168374+05:

isea
isea
isea
isea
isea
isea
isea
isea

isea
isea

0

isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea
isea

ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:
ADE-SERVICE[1158]:

test:
test:

test:
test:
test:
test:
test:
test:
test:
test:
test:
test:
test:

test:
test:
test:
test:
test:
test:
test:
test:
test:

info
info

info:
info:
info:
info:
info:
info:
info:
info:
info:

script patchinstall.sh frompatch.zip

:[patchinstall
:[patchinstall

[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall

[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:
[26999]:

.sh]
.sh]

.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]

[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]

appl
appl
appl
appl
appl
appl
appl
appl

ication
ication
ication
ication
ication
ication
ication
ication

rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall

cars_instal
cars_instal
cars_instal
cars_instal
ci_util.c[3
cars_instal
cars_instal
cars_instal

START PATCH INSTALL SCRIPT. PATCHDIR

IRF-RABBITMQ-RUNTIME and IRF-CORE-EN
Remove IRF-Rabbitmg container
IRF-Rabbitmg container id -

No IRF-Rabbitmg container exist to r
Remove IRF-Core-Engine container
IRF-Core-Engine container id -

No IRF-Core-Engine container exist t
IRF-RABBITMQ-RUNTIME and IRF-CORE-EN

Monit daemon with pid [12796] killed

info:[application:operation:
ADEOSShe11[28278]: ADEAUDIT 2062,
operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:
ADEOSShe11[29231]: ADEAUDIT 2062,

info:
info:
info:
info:
info:
info:
info:
info:
info:

| =Appl i cati on server stopped

2020-04-19T15:41:37.224949+05:30 isea

patch 3 installFileSysten()

2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:
2020-04-19T15:

.0-156.jar

41:
41
41:
41:
41:
41:
41:
41
41:
41:

37.

137.

37.
37.
37.
37.
37.

137.

37.
37.

245321+05:
251672+05:
258874+05:
265939+05:
273866+05:
280143+05:
288008+05:
295128+05:
302031+05:
308615+05:

30
30
30
30
30
30
30
30
30
30

I NVOKED

isea
isea
isea
isea
isea
isea
isea
isea
isea
isea

test:

test:
test:
test:
test:
test:
test:
test:
test:
test:
test:

info:

info:
info:
info:
info:
info:
info:
info:
info:
info:
info:

[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:

[patchinstall

[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall
[patchinstall

.sh]

.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]

ISE 10.1.

Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating
Updating

0.0

patched
patched
patched
patched
patched
patched
patched
patched
patched
patched

file:
file:
file:
file:
file:
file:
file:
file:
file:
file:

[application:operation:cpmcontrol.sh] In Stop Monit

cpmcontrol.sh] Done Stop Monit

type=USER, name=M&T Log Process
adprobe.sh] adprobe:Stopping wm
adprobe.sh] adprobe:wmi probe i
syslogprobe.sh] syslogprobe:Sto
syslogprobe.sh] syslogprobe:sys
restprobe.sh] restprobe:Stoppin
restprobe.sh] restprobe:rest pr
agentprobe.sh] agentprobe:Stopp
agentprobe.sh] agentprobe:agent
appservercontrol.sh] Stopping I
type=USER, name=Application ser

/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I



<{froot>

Broadcast message from root@isea (Sun Apr 19 15:50:40 2020):

Trying to stop processes gracefully. Reload takes approxinmately 3 mns

Broadcast message from root@isea (Sun Apr 19 15:51:01 2020):
The system is going down for reboot NOW

Session terminated, killing shell... ...kiTlTled.
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