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« System | » Identity Management » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging ¢ Maintenance  Upgrade IvBackup&Restcre I b Admin Access ¢ Settings
o

Backup & Restore

Policy Export

Backup Now ©@

© Configuration Data Backup

Operational Data Backup

Backup Now

121096 3. $p w9, luwe IJouwes Idlzeslbss: lgue 1dpuuegse 9pdolz IJouvds): 9lud)
998 lJuw Ilzeslbs.

A odpse: olds pu wid) pdule lJouvd.s,.

Backup Configuration Data

*Backup Mame Config-Backup

*Repository Name FTP-Repo j

.Enﬂwpﬂm KET' FERERRARE

“Re-Enter Encryption Key

© Internal CA Certificate Store in not in this backup. It is recommend to
export it using “application configure ise” CLI command

Cancel Backup
% pdlebé: seuss lJugwg Idlzoslbs Jodssu ISE gds guoble IJuble 9ldvoble
IJe9e99 wol 9l szuss eds yvoble pize ouodsd sléds (CA).

Jlole vung lewslbs Jegio Idesze 1deues S IUsleds (CA) sx95! pu slzod ywlo, IJisle, (CLI)
IJgl 06 o ISE. Bp wouvzsd 1J>89d 1Js £896 1516 ISE 1 igwluss (PAN) g, SSH 960



woubgsd IJle, configure ise>gss 1Jgsh) 7 1Js wuoss) peju CA IR s.

<#root>
ise/admin#

application configure ise

Selection configuration option
[1JReset M&T Session Database
[2]JRebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database
[5]Refresh Database Statistics
[6]Display Profiler Statistics

[ 7] Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes

[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Generate Daily KPM Stats

[13]Generate KPM Stats for Tast 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]EnabTle/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]EstabTlish Trust with controller

[20]Reset Context Visibility

[21]1Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation

[25]CTeanUp ESR 5921 I0S Crash Info Files
[OJExit

7

Export Repository Name:
FTP- Repo

Enter encryption-key for export:
Security Protocol Tist Start
Inside Session facade init

01d Memory Size : 7906192

01d Memory Size : 7906192

Export in progress...

01d Memory Size : 7906192

The next 5 CA key pairs were exported to repository 'FTP-Repo' at 'ise_ca_key_pairs_of_ise':
Subject:CN=Certificate Services Root CA - ise
Issuer:CN=Certificate Services Root CA - ise
Serial#:0x08f06033-2a4c4fcc-b297e75a-04f11bf9

Subject:CN=Certificate Services Node CA - ise
Issuer:CN=Certificate Services Root CA - ise
Serial#:0x3a0e8d8a-5a2846be-a902c280-b5d678aa



Subject:CN=Certificate Services Endpoint Sub CA - ise
Issuer:CN=Certificate Services Node CA - ise
Serial#:0x33b14150-596c4552-ad0a9ab1-9541f0bb

Subject:CN=Certificate Services Endpoint RA - ise
Issuer:CN=Certificate Services Endpoint Sub CA - ise
Serial#:0x37e17494-cf1d4372-bf0bale6-83653826
Subject:CN=Certificate Services OCSP Responder - 1ise

Issuer:CN=Certificate Services Node CA - ise
Serial#:0x68a694ed-bc48481d-bc6cc58e-60a44a6l

i se CA keys export conpl eted successfully

lole ouwg leoslbs Joslule odssy ISE puwe IUbJo po 9lzos ywb, IJigIro_)

lJglbgs 1. odsy puwe9de bze Jsd56 wdosy | O9> ISE

IJgLo96 2. login |Js CLI oo PAN £.856 9 g 1Jle):

<lgwp pJO IJowgs IJlzeslbse> Idpuwwyss <luwe lJpuveysrg> ise-config o vds)-key ghs
<encryption key>

<#root>
ise/admin#

backup Confi gBackup-CLlI repository FTP-Repo ise-config encryption-key plain

% Internal CA Store 1is not included in this backup. It is recommended to export it using "application c
% Creating backup with timestamped filename: ConfigBackup-CLI-CFG10-200326-0705.tar.gpg
% backup in progress: Starting Backup...10% completed

% backup in progress: Validating ISE Node Role...15% completed

% backup in progress: Backing up ISE Configuration Data...20% completed

% backup in progress: Backing up ISE Indexing Engine Data...45% completed

% backup in progress: Backing up ISE Logs...50% completed

% backup in progress: Completing ISE Backup Staging...55% completed

% backup in progress: Backing up ADEOS configuration...55% completed

% backup in progress: Moving Backup file to the repository...75% completed

% backup in progress: Completing Backup...100% completed

ise/admin#

oudSS IJuwg IJlzoslbs Jdoslule IJouvgsdss euve IdbJe pu 9lzosd
lIJpuwose ldyumsess (GUI)

IJgbgs 1. odosu puww9se bze Js9s6 wdase $9) ISE
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‘tues’  ldentity Services Engine Home  » ContextVisibility  » Operations  » Policy » Work Centers

b ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  * Certificates  » Logging ¥ Maintenance Upgrade | ~ Backup & Restore ¥ Admin Access b Settings

®  Backup & Restore

Policy Export

Backup Now @

Configuration Data Backup

© Operational Data Backup

Backup Now

Schedule Backup

IJglo96 3. §p w98, luwpe [Jouwes IJleoslbss: luve Idpune9se 9ol IJoguds): 9lud)
W99 I[Juuwe IJlzeslbs.

.& odpse: olds pu wid) plole IJouvds,.

lole ouwe lewslbs Jdoslule Idogbesdss 1JElues o ISE zuve Idbdw pu
9lzos i, 1UIgle,

IJglogs 1.odssu puwegse bee
IJg96 2. ouwesd 1U>gad IJs CLI Jg 836 MNT IJiuwluss soubésd 1die:

<lpwp pdS IJowes IUlzoslbss> puue9rg <luwe ldpumwe9se> ISE-3ss IJovgsd pdole
SIS gbs <pVclz IJoyvds,>

ise/admin# backup Ops-Backup-CLI repository FTP-Repo ise-operational encryption-key plain <backup passw
% Creating backup with timestamped filename: Ops-Backup-CLI-OPS10-200326-0719.tar.gpg

% backup in progress: Starting Backup...10% completed

% backup in progress: starting dbbackup using expdp....... 20% completed

% backup in progress: starting cars logic....... 50% completed

% backup in progress: Moving Backup file to the repository...75% completed

% backup in progress: Completing Backup...100% completed

ise/admin#

lJozd pu lduoes
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= System  » |dentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

~ Administration » Work Centers

v Logging  » Maintenance  Upgrade  ~Backup & Restore  » Admin Access  » Settings

» Certificates
o

Deployment  Licensing

Backup & Restore
oD e Configuration Data Backup
(=

Click on "Stop’ to cancel Configuration Data Backup

loold Ids 1dbLs > 1doble > IJouwg IJlzoslbs 9ldlgueglhs Jeslees o@sp IdJouwg Idlzoslbs
Jdoslole IJogvgsdss: Jel 09 p9 oz S 109,



et Identity Services Engine Home  » ConlexiVisibiity  » Operabons  » Policy

~Sysiom b Identity Managemant b Matwork Resources  + Device Portal Management  prGrid Sarvicas

Deploymant  Licensing  » Certificates  * Logging  * Maintenance Upgrade = Backup & Restore  + Admin Access  * Seltings

‘Dperational Data Backup
Backup & Restore

20%

Policy Export

Click on 'Stap” to cancel Oporational Data Backup

ol spdod IJopdd po o de IJouwt Ulzoslbes JJodsso pu 9lzos uub, 1Jisle, (CLI)
IUgluo6é w826 PAN.

<#root>
ise/admin#

show backup st atus

%% Configuration backup status

% backup name: ConfigBackup-CLI

% repository: FTP-Repo

% start date: Thu Mar 26 07:05:11 IST 2020
% scheduled: no

%  triggered from: CLI

% host:

% status: Backup is in progress

% progress %: 50

% progress message: Backing up ISE Logs

%% Operation backup status

W ————mmmmm e

% No data found. Try 'show backup history' or ISE operation audit report
ise/admin#

e IYoeld IJouwg IJlzoslbs: spdoud j986 2ldo IJouwe Idlzeslbs eds il ulges.



‘s Identity Services Engine Home

» oty

) Contaxt Visibilty  » Cporations  » Policy + Wark Centors
b Netwon *» Device Py A o pGeid Sendces

Deployment.  Licensing  » Certificales

L]

Palcy Expart

» Logging  » Mainenance  Upgrade | = Bacup & Resiors | » Admin Access  » Settings

Backup & Restore

Backup Now @

© Configuraion Data Backup
Oparational Data Backup

Schedule Backup

Fraquency Start End Date Exncute At
Canfiguration Dats Backup Sichodidy
Operational Data Backup Schedule

Last Backup Details @

Configurational Backup Details

Backup Name  ConfigBackup-CLT
Ripository Name @ FTP-Rapo
Start Date & Time :  Thu Mar 26 07:05:11 IST 2020

Bbackup ConfigBackup-CLI-
Status :  CPG10-200326-0705.tar.gpg to repository FTP-Repo:
success

Schduled ne
Triggered Form ;  CLT

Exocute On
Rigicen

lweduuld IJlgble gl oJlzol

Schedule Status

Click hoters b ol

Operational Backup Details

Backup Mame

Repository Mame |
Start Dabe & Time :
Statys ;

Scheduled :
Triggered Form ;
Execute On !

Ops-Backup-CLI

FTP-Repo

Thu Mar 26 07:22:58 IST 2030

backup Ops-Backup-CLI-0PS10-200326-07 2 L.tar.gpg
to repository FTP-Repo: success

no

=1

s po wubsd 206 peud Bo,uwé ISE sds £8> b1y ISE.

<#root>

ise-1/admin# sho

w application status ise

PROCESS ID

15706
89 PROCESSES
25683
23511

32319
23320

ISE PROCESS NAME STATE
Database Listener running
Database Server running
Application Server running
Profiler Database running
I SE | ndexi ng Engi ne

runni ng

28268

AD Connector running
M&T Session Database running
M&T Log Processor running

16272

Boslom

Jouozse i'a]olc lowoegbs IJouwe dlzeslbs gJs ISE iu.uo'a),o OUOTST Ui'a]olc lJolds:

ise-1/admin# debug backup-restore backup ?

<0-7>

<cr>  Carriage return.

Set level, from 0 (severe only) to 7 (all)



ise-1/pan# debug backup-restore backup 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info] backup-restore:backup: br_history.c[549] [system]: ISE backup/restore initi
7 [25683]:[debug] backup-restore:backup: br_backup.c[600] [system]: initiating backup Config-Backup to
[25683]: [debug] backup-restore:backup: br_backup.c[644] [system]: no staging url defined, using Tocal
[25683]: [debug] backup-restore:backup: br_backup.c[60] [system]: flushing the staging area

[25683]: [debug] backup-restore:backup: br_backup.c[673] [system]: creating /opt/backup/backup-Config-
[25683]: [debug] backup-restore:backup: br_backup.c[677] [system]: creating /opt/backup/backup-Config-
[25683]: [debug] backup-restore:backup: br_backup.c[740] [system]: creating /opt/backup/backup-Config-
[25683]: [debug] backup-restore:backup: br_backup.c[781] [system]: calling script /opt/CSCOcpm/bin/ise
[25683]:[info] backup-restore:backup: br_backup.c[818] [system]: adding ADEOS files to backup
[25683]:[info] backup-restore:backup: br_backup.c[831] [system]: Backup password provided by user
[25683]:[info] backup-restore:backup: br_backup.c[190] [system]: No post-backup entry in the manifest
[25683]: [debug] backup-restore:backup: br_backup.c[60] [system]: flushing the staging area
[25683]:[info] backup-restore:backup: br_backup.c[912] [system]: backup Config-Backup-CFG10-200421-06
[25683]:[info] backup-restore:backup: br_history.c[487] [system]: updating /tmp/ise-cfg-br-flags with

A OO NOO O N NN NN

Jl cuwesp s uuwg lewslbs J debug backup-restore 7 Joglbsd wuoese IJigble gds
lJe936.

ise-1/admin# no debug backup-restore backup 7
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