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Ø§Ù„Ù…Ù‚Ø¯Ù…Ø©

ÙŠÙˆØ¶Ø Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ÙƒÙŠÙ�ÙŠØ© ØªÙƒÙˆÙŠÙ† Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.4.0 
Ù…Ù† "Ø§Ù„Ø¯Ù�Ø§Ø¹ Ø¹Ù† ØªÙ‡Ø¯ÙŠØ¯ FirePOWER (FTD)" Ù„ØªÙ‡ÙŠØ¦Ø© 
Ù…Ø³ØªØ®Ø¯Ù…ÙŠ VPN Ù…Ù‚Ø§Ø¨Ù„ Ù…ØØ±Ùƒ Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ© (ISE).

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª

ØªÙˆØµÙŠ Cisco Ø¨Ø£Ù† ØªÙƒÙˆÙ† Ù„Ø¯ÙŠÙƒ Ù…Ø¹Ø±Ù�Ø© Ø¨Ø§Ù„Ù…ÙˆØ§Ø¶ÙŠØ¹ 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

AnyConnect Remote Access VPN•
ØªÙƒÙˆÙŠÙ† VPN Ù„Ù„ÙˆØµÙˆÙ„ Ø¹Ù† Ø¨Ø¹Ø¯ Ø¹Ù„Ù‰ FTD•
Ø®Ø¯Ù…Ø§Øª ÙˆØ¶Ø¹ÙŠØ© Ù…ØØ±Ùƒ Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ©•

Ø§Ù„Ù…ÙƒÙˆÙ†Ø§Øª Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…Ø©

ØªØ³ØªÙ†Ø¯ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ 
Ø¥Ù„Ù‰ Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„ØªØ§Ù„ÙŠØ©:

Ø¨Ø±Ù†Ø§Ù…Ø¬ Ø§Ù„Ø¯Ù�Ø§Ø¹ Ø¹Ù† ØªÙ‡Ø¯ÙŠØ¯ FirePOWER (FTD) Ù…Ù† CiscoØŒ 
Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.4.0

•

Ø¨Ø±Ù†Ø§Ù…Ø¬ Cisco Firepower Management Console (FMC)ØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6.5.0•
Microsoft Windows 10 Ù…Ø¹ Cisco AnyConnect Secure Mobility ClientØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 4.7•
Cisco Identity Services Engine (ISE)ØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 2.6 Ù…Ø¹ Patch 3•

ØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ 



Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ù…Ù† Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ø¨ÙŠØ¦Ø© 
Ù…Ø¹Ù…Ù„ÙŠØ© Ø®Ø§ØµØ©. Ø¨Ø¯Ø£Øª Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© 
Ø§Ù„Ù…Ù�Ø³ØªØ®Ø¯Ù…Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¨ØªÙƒÙˆÙŠÙ† 
Ù…Ù…Ø³ÙˆØ (Ø§Ù�ØªØ±Ø§Ø¶ÙŠ). Ø¥Ø°Ø§ ÙƒØ§Ù†Øª Ø´Ø¨ÙƒØªÙƒ Ù‚ÙŠØ¯ 
Ø§Ù„ØªØ´ØºÙŠÙ„ØŒ Ù�ØªØ£ÙƒØ¯ Ù…Ù† Ù�Ù‡Ù…Ùƒ Ù„Ù„ØªØ£Ø«ÙŠØ± Ø§Ù„Ù…ØØªÙ…Ù„ 
Ù„Ø£ÙŠ Ø£Ù…Ø±.

Ø§Ù„ØªÙƒÙˆÙŠÙ†

Ø§Ù„Ø±Ø³Ù… Ø§Ù„ØªØ®Ø·ÙŠØ·ÙŠ Ù„Ù„Ø´Ø¨ÙƒØ© ÙˆØªØ¯Ù�Ù‚ ØØ±ÙƒØ© 
Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª

1. ÙŠØ³ØªØ®Ø¯Ù… Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø¨Ø¹ÙŠØ¯ Cisco AnyConnect Ù„Ù„ÙˆØµÙˆÙ„ 
Ø¥Ù„Ù‰ VPN Ø¥Ù„Ù‰ FTD.

2. ÙŠØ±Ø³Ù„ FTD Ø·Ù„Ø¨ ÙˆØµÙˆÙ„ RADIUS Ù„Ø°Ù„Ùƒ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø¥Ù„Ù‰ ISE.

3. ÙŠØ¤Ø«Ø± Ù‡Ø°Ø§ Ø§Ù„Ø·Ù„Ø¨ Ø¹Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© Ø§Ù„Ù…Ø³Ù…Ø§Ø© FTD-VPN-
Posture-Unknown Ø¹Ù„Ù‰ ISE. ÙŠØ±Ø³Ù„ ISE Ù‚Ø¨ÙˆÙ„ ÙˆØµÙˆÙ„ RADIUS Ø¨Ø«Ù„Ø§Ø«Ø© 
Ø³Ù…Ø§Øª: 
 

cisco-av-pair = url-redirect-acl=fyusifovredirect - Ù‡Ø°Ø§ Ù‡Ùˆ Ø§Ø³Ù… Ù‚Ø§Ø¦Ù…Ø© 
Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ø°ÙŠ ØªÙ… ØªØ¹Ø±ÙŠÙ�Ù‡ 

•



Ù…ØÙ„ÙŠØ§ Ø¹Ù„Ù‰ FTDØŒ ÙˆØ§Ù„Ø°ÙŠ ÙŠÙ‚Ø±Ø± ØØ±ÙƒØ© Ù…Ø±ÙˆØ± 
Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ù„ØªÙŠ ÙŠØªÙ… Ø¥Ø¹Ø§Ø¯Ø© ØªÙˆØ¬ÙŠÙ‡Ù‡Ø§.
Cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-
98fb-0050568775a3&action=cpp - Ù‡Ø°Ø§ Ù‡Ùˆ Ø¹Ù†ÙˆØ§Ù† URL Ø§Ù„Ø°ÙŠ ÙŠØªÙ… 
Ø¥Ø¹Ø§Ø¯Ø© ØªÙˆØ¬ÙŠÙ‡ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø¨Ø¹ÙŠØ¯ Ø¥Ù„ÙŠÙ‡.

•

DACL = ALLOWED_ALL_IPv4_TRAFFIC - Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ù‚Ø§Ø¨Ù„Ø© Ù„Ù„ØªÙ†Ø²ÙŠÙ„ Ù‡Ø°Ù‡ Ø§Ù„Ø³Ù…Ø© 
Ø¥Ø®ØªÙŠØ§Ø±ÙŠØ©. Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ø³ÙŠÙ†Ø§Ø±ÙŠÙˆØŒ ÙŠØªÙ… 
Ø§Ù„Ø³Ù…Ø§Ø Ø¨Ø¬Ù…ÙŠØ¹ ØØ±ÙƒØ§Øª Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ù�ÙŠ 
Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ø®Ø§ØµØ© 
Ø¨Ø§Ù„Ù…Ù†Ù�Ø° (DACL)

•

4. Ù�ÙŠ ØØ§Ù„Ø© Ø¥Ø±Ø³Ø§Ù„ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ 
Ù„Ù„Ø¨Ù†ÙŠØ© Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ© (DACL)ØŒ ÙŠØªÙ… ØªØ¨Ø§Ø¯Ù„ Ø·Ù„Ø¨ ÙˆØµÙˆÙ„ 
RADIUS/Ù‚Ø¨ÙˆÙ„ Ø§Ù„ÙˆØµÙˆÙ„ Ù…Ù† Ø£Ø¬Ù„ ØªÙ†Ø²ÙŠÙ„ Ù…ØØªÙˆÙ‰ Ù‚Ø§Ø¦Ù…Ø© 
Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ù„Ù„Ø¨Ù†ÙŠØ© Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ© (DACL)

5. Ø¹Ù†Ø¯ ØªØ·Ø§Ø¨Ù‚ ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ± Ù…Ù† Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø´Ø¨ÙƒØ© 
Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN) Ù…Ø¹ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ù…ØØ¯Ø¯Ø© Ù…ØÙ„ÙŠØ§ØŒ ØªØªÙ… Ø¥Ø¹Ø§Ø¯Ø© 
ØªÙˆØ¬ÙŠÙ‡Ù‡Ø§ Ø¥Ù„Ù‰ Ø¨ÙˆØ§Ø¨Ø© Ø¥Ù…Ø¯Ø§Ø¯ Ø¹Ù…ÙŠÙ„ ISE. ØªÙˆÙ�Ø± ISE 
AnyConnect Posture Module ÙˆÙˆØØ¯Ø© Ø§Ù„ØªÙˆØ§Ù�Ù‚.

6. Ø¨Ø¹Ø¯ ØªØ«Ø¨ÙŠØª Ø§Ù„ÙˆÙƒÙŠÙ„ Ø¹Ù„Ù‰ Ø¬Ù‡Ø§Ø² Ø§Ù„Ø¹Ù…ÙŠÙ„ØŒ ÙŠÙ‚ÙˆÙ… 
ØªÙ„Ù‚Ø§Ø¦ÙŠØ§ Ø¨Ø§Ù„Ø¨ØØ« Ø¹Ù† ISE Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù…Ø³Ø§Ø¨ÙŠØ±. Ø¹Ù†Ø¯ 
Ø§ÙƒØªØ´Ø§Ù� ISE Ø¨Ù†Ø¬Ø§ØØŒ ÙŠØªÙ… Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ù…ØªØ·Ù„Ø¨Ø§Øª 
Ø§Ù„ÙˆØ¶Ø¹ Ø¹Ù„Ù‰ Ù†Ù‚Ø·Ø© Ø§Ù„Ù†Ù‡Ø§ÙŠØ©. Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ 
ÙŠØªØÙ‚Ù‚ Ø§Ù„Ø¹Ù…ÙŠÙ„ Ù…Ù† ÙˆØ¬ÙˆØ¯ Ø£ÙŠ Ø¨Ø±Ù†Ø§Ù…Ø¬ Ù…Ø«Ø¨Øª 
Ù„Ù…ÙƒØ§Ù�ØØ© Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„Ø¶Ø§Ø±Ø©. Ø«Ù… ÙŠØ±Ø³Ù„ ØªÙ‚Ø±ÙŠØ± 
ØØ§Ù„Ø© Ø¥Ù„Ù‰ ISE. 
 

7. Ø¹Ù†Ø¯Ù…Ø§ ÙŠØ³ØªÙ‚Ø¨Ù„ ISE ØªÙ‚Ø±ÙŠØ± Ø§Ù„ØØ§Ù„Ø© Ù…Ù† Ø§Ù„ÙˆÙƒÙŠÙ„ØŒ 
ÙŠÙ‚ÙˆÙ… ISE Ø¨ØªØºÙŠÙŠØ± ØØ§Ù„Ø© Ø§Ù„ÙˆØ¶Ø¹ Ù„Ø¬Ù„Ø³Ø© Ø§Ù„Ø¹Ù…Ù„ Ù‡Ø°Ù‡ 
ÙˆÙŠØ·Ù„Ù‚ Ø¯Ù�Ø¹ Ù†ÙˆØ¹ RADIUS CoA Ù…Ø¹ Ø³Ù…Ø§Øª Ø¬Ø¯ÙŠØ¯Ø©. Ù‡Ø°Ù‡ 
Ø§Ù„Ù…Ø±Ø©ØŒ ØªÙƒÙˆÙ† ØØ§Ù„Ø© Ø§Ù„ÙˆØ¶Ø¹ Ù…Ø¹Ø±ÙˆÙ�Ø© ÙˆÙŠØªÙ… 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ù‚Ø§Ø¹Ø¯Ø© Ø£Ø®Ø±Ù‰.

Ø¥Ø°Ø§ ÙƒØ§Ù† Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ù…ØªÙˆØ§Ù�Ù‚Ø§ØŒ Ù�Ø³ÙŠØªÙ… 
Ø¥Ø±Ø³Ø§Ù„ Ø§Ø³Ù… DACL ÙŠØ³Ù…Ø Ø¨Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„ÙƒØ§Ù…Ù„.

•

Ø¥Ø°Ø§ ÙƒØ§Ù† Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… ØºÙŠØ± Ù…ØªÙˆØ§Ù�Ù‚ØŒ Ù�Ø³ÙŠØªÙ… 
Ø¥Ø±Ø³Ø§Ù„ Ø§Ø³Ù… DACL ÙŠØ³Ù…Ø Ø¨Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ù…ØØ¯ÙˆØ¯.

•

8. ÙŠØ²ÙŠÙ„ "Ø¨Ø±Ù†Ø§Ù…Ø¬ Ø§Ù„Ø¥Ø±Ø³Ø§Ù„ Ù�Ø§Ø¦Ù‚ Ø§Ù„Ø³Ø±Ø¹Ø© (FTD)" 
Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡. ÙŠØ±Ø³Ù„ FTD Ø·Ù„Ø¨ Ø§Ù„ÙˆØµÙˆÙ„ Ù…Ù† Ø£Ø¬Ù„ 
ØªÙ†Ø²ÙŠÙ„ DACL Ù…Ù† ISE. ÙŠØªÙ… Ø¥Ø±Ù�Ø§Ù‚ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ (DACL) Ø§Ù„Ù…ØØ¯Ø¯Ø© Ø¨Ø¬Ù„Ø³Ø© Ø¹Ù…Ù„ Ø§Ù„Ø´Ø¨ÙƒØ© 
Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN).

https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp


 
Ø§Ù„ØªÙƒÙˆÙŠÙ†Ø§Øª

FTD/FMC

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ Ù…Ø¬Ù…ÙˆØ¹Ø© ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„Ø´Ø¨ÙƒØ© 
Ù„Ø®ÙˆØ§Ø¯Ù… ISE ÙˆØ§Ù„Ù…Ø¹Ø§Ù„Ø¬Ø© (Ø¥Ù† ÙˆØ¬Ø¯Øª). Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ 
ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„ÙƒØ§Ø¦Ù† > Ø§Ù„Ø´Ø¨ÙƒØ©. 
 

 
Ø§Ù„Ø®Ø·ÙˆØ© 2. Ø¥Ù†Ø´Ø§Ø¡ Ù‚Ø§Ø¦Ù…Ø© ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) 
Ù„Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© 
Ø§Ù„ÙƒØ§Ø¦Ù† > Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ÙˆØµÙˆÙ„ > Ù…ÙˆØ³Ø¹. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
Ø¥Ø¶Ø§Ù�Ø© Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ù…ÙˆØ³Ø¹Ø© ÙˆØªÙ‚Ø¯ÙŠÙ… 
Ø§Ø³Ù… Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ù„Ø¥Ø¹Ø§Ø¯Ø© 
Ø§Ù„ØªÙˆØ¬ÙŠÙ‡. ÙŠØ¬Ø¨ Ø£Ù† ÙŠÙƒÙˆÙ† Ù‡Ø°Ø§ Ø§Ù„Ø§Ø³Ù… Ù‡Ùˆ Ù†Ù�Ø³Ù‡ 
Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯ Ù�ÙŠ Ù†ØªÙŠØ¬Ø© ØªØ®ÙˆÙŠÙ„ ISE. 
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 3. Ø¥Ø¶Ø§Ù�Ø© Ø¥Ø¯Ø®Ø§Ù„Ø§Øª Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ù…Ø¹Ø§Ø¯ ØªÙˆØ¬ÙŠÙ‡Ù‡Ø§. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø§Ù„Ø²Ø± 
Ø¥Ø¶Ø§Ù�Ø©. ØØ¸Ø± ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ± Ø¥Ù„Ù‰ DNS Ùˆ ISE ÙˆØ®ÙˆØ§Ø¯Ù… 
Ø§Ù„Ø¥ØµÙ„Ø§Ø Ù„Ø§Ø³ØªØ¨Ø¹Ø§Ø¯Ù‡Ù… Ù…Ù† Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡. 
Ø§Ù„Ø³Ù…Ø§Ø Ø¨Ø¨Ù‚ÙŠØ© ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ±ØŒ ÙŠØ¤Ø¯ÙŠ Ù‡Ø°Ø§ Ø¥Ù„Ù‰ 
ØªØ´ØºÙŠÙ„ Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡ (ÙŠÙ…ÙƒÙ† Ø£Ù† ØªÙƒÙˆÙ† Ø¥Ø¯Ø®Ø§Ù„Ø§Øª 
Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ø£ÙƒØ«Ø± ØªØØ¯ÙŠØ¯Ø§ Ø¥Ø°Ø§ 
Ù„Ø²Ù… Ø§Ù„Ø£Ù…Ø±). 
 



 
 

 
Ø§Ù„Ø®Ø·ÙˆØ© 4. Ø¥Ø¶Ø§Ù�Ø© Ø¹Ù‚Ø¯Ø©/Ø¹Ù‚Ø¯ ISE PSN. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ 
ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„ÙƒØ§Ø¦Ù† > Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… RADIUS. 
Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© Ù…Ø¬Ù…ÙˆØ¹Ø© Ø®ÙˆØ§Ø¯Ù… RADIUSØŒ Ø«Ù… 
Ù‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø§Ù„Ø§Ø³Ù…ØŒ ÙˆÙ‚Ù… Ø¨ØªÙ…ÙƒÙŠÙ† ØªØØ¯ÙŠØ¯ ÙƒÙ„ 



Ø®Ø§Ù†Ø§Øª Ø§Ù„Ø§Ø®ØªÙŠØ§Ø± ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ÙŠÙ‚ÙˆÙ†Ø© Ø²Ø§Ø¦Ø¯. 
 

 
 
Ø§Ù„Ø®Ø·ÙˆØ© 5. 



Ù�ÙŠ Ø§Ù„Ù†Ø§Ù�Ø°Ø© Ø§Ù„Ù…Ù�ØªÙˆØØ©ØŒ Ù‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø¹Ù†ÙˆØ§Ù† 
IP Ù„ ISE PSNØŒ ÙˆÙ…Ù�ØªØ§Ø RADIUSØŒ ÙˆØØ¯Ø¯ ÙˆØ§Ø¬Ù‡Ø© Ù…ØØ¯Ø¯Ø© ÙˆØØ¯Ø¯ 
Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„ØªÙŠ ÙŠÙ…ÙƒÙ† Ø§Ù„ÙˆØµÙˆÙ„ Ù…Ù† Ø®Ù„Ø§Ù„Ù‡Ø§ Ø¥Ù„Ù‰ ISE 
(ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù‡Ø°Ù‡ Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© ÙƒÙ…ØµØ¯Ø± Ù„ØØ±ÙƒØ© 
Ù…Ø±ÙˆØ± RADIUS) Ø«Ù… ØØ¯Ø¯ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ 
Ù„Ø¥Ø¹Ø§Ø¯Ø© ØªÙˆØ¬ÙŠÙ‡ ACL Ø§Ù„ØªÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù…Ø³Ø¨Ù‚Ø§. 
 

 
Ø§Ù„Ø®Ø·ÙˆØ© 6. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ ØªØ¬Ù…Ø¹ Ø¹Ù†Ø§ÙˆÙŠÙ† Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠ 
VPN. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„ÙƒØ§Ø¦Ù† > 
Ù…Ø¬Ù…ÙˆØ¹Ø§Øª Ø§Ù„Ø¹Ù†Ø§ÙˆÙŠÙ† > ØªØ¬Ù…Ø¹Ø§Øª IPv4. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
Ø¥Ø¶Ø§Ù�Ø© ØªØ¬Ù…Ø¹Ø§Øª IPv4 ÙˆÙ‚Ù… Ø¨ØªØ¹Ø¨Ø¦Ø© Ø§Ù„ØªÙ�Ø§ØµÙŠÙ„. 



 

 
Ø§Ù„Ø®Ø·ÙˆØ© 7. Ø¥Ù†Ø´Ø§Ø¡ ØØ²Ù…Ø© AnyConnect. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ÙƒØ§Ø¦Ù†Ø§Øª > 
Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„ÙƒØ§Ø¦Ù† > VPN > Ù…Ù„Ù� AnyConnect. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
Ø¥Ø¶Ø§Ù�Ø© Ù…Ù„Ù� AnyConnectØŒ ÙˆØ£Ø¯Ø®Ù„ Ø§Ø³Ù… Ø§Ù„ØØ²Ù…Ø©ØŒ 
ÙˆÙ‚Ù… Ø¨ØªÙ†Ø²ÙŠÙ„ Ø§Ù„ØØ²Ù…Ø© Ù…Ù† ØªÙ†Ø²ÙŠÙ„ Ø¨Ø±Ø§Ù…Ø¬ Cisco Software 
ÙˆØØ¯Ø¯ Ù†ÙˆØ¹ Ù…Ù„Ù� ØµÙˆØ±Ø© Ø¹Ù…ÙŠÙ„ AnyConnect. 
 

https://software.cisco.com/download/home


 
Ø§Ù„Ø®Ø·ÙˆØ© 8. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„ØªØ±Ø®ÙŠØµ > Ø¥Ø¯Ø§Ø±Ø© 
Ø§Ù„ÙƒØ§Ø¦Ù† > PKI > ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø´Ù‡Ø§Ø¯Ø©. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© 
ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø«Ù‚Ø©ØŒ Ù‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø§Ù„Ø§Ø³Ù…ØŒ ÙˆØ§Ø®ØªØ± 
Ø´Ù‡Ø§Ø¯Ø© Ù…ÙˆÙ‚Ø¹Ø© Ø°Ø§ØªÙŠØ§ Ù�ÙŠ Ù†ÙˆØ¹ Ø§Ù„ØªØ³Ø¬ÙŠÙ„. Ø§Ù†Ù‚Ø± 
Ù�ÙˆÙ‚ Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ Ù…Ø¹Ù„Ù…Ø§Øª Ø§Ù„Ø´Ù‡Ø§Ø¯Ø© ÙˆÙ‚Ù… 
Ø¨ØªÙˆÙ�ÙŠØ± CN. 
 



 
 



 
 

Ø§Ù„Ø®Ø·ÙˆØ© 9. ØªØ´ØºÙŠÙ„ Ù…Ø¹Ø§Ù„Ø¬ VPN Ù„Ù„ÙˆØµÙˆÙ„ Ø¹Ù† Ø¨Ø¹Ø¯. Ø§Ù†ØªÙ‚Ù„ 
Ø¥Ù„Ù‰ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© > VPN > Ø§Ù„ÙˆØµÙˆÙ„ Ø¹Ù† Ø¨Ø¹Ø¯ ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
Ø¥Ø¶Ø§Ù�Ø©. 
 



 
 
Ø§Ù„Ø®Ø·ÙˆØ© 10. Ù‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø§Ù„Ø§Ø³Ù…ØŒ ÙˆÙ�ØØµ SSL 
ÙƒØ¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ VPNØŒ ÙˆØ§Ø®ØªØ± FTD Ø§Ù„Ø°ÙŠ ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ ÙƒÙ…Ø±ÙƒØ² VPN ÙˆØ§Ù†Ù‚Ø± Ø¹Ù„Ù‰ Ø§Ù„ØªØ§Ù„ÙŠ. 
 

 
 
Ø§Ù„Ø®Ø·ÙˆØ© 11. ØªÙˆÙ�ÙŠØ± Ø§Ø³Ù… Ù…Ù„Ù� ØªØ¹Ø±ÙŠÙ� Ø§Ù„Ø§ØªØµØ§Ù„ØŒ 
ÙˆØªØØ¯ÙŠØ¯ Ø®ÙˆØ§Ø¯Ù… Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø©/Ø§Ù„Ù…ØØ§Ø³Ø¨Ø©ØŒ ÙˆØªØØ¯ÙŠØ¯ 
ØªØ¬Ù…Ø¹ Ø§Ù„Ø¹Ù†Ø§ÙˆÙŠÙ† Ø§Ù„Ø°ÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ Ù…Ø³Ø¨Ù‚Ø§ØŒ Ø«Ù… 
Ø§Ù†Ù‚Ø± Ø¹Ù„Ù‰ Ø§Ù„ØªØ§Ù„ÙŠ.

Ù…Ù„Ø§ØØ¸Ø©: Ù„Ø§ ØªØØ¯Ø¯ Ø®Ø§Ø¯Ù… Ø§Ù„ØªØ®ÙˆÙŠÙ„. ÙˆÙ‡Ùˆ ÙŠØ´ØºÙ„ 
Ø·Ù„Ø¨ÙŠÙ† Ù„Ù„ÙˆØµÙˆÙ„ Ù„Ù…Ø³ØªØ®Ø¯Ù… ÙˆØ§ØØ¯ (Ù…Ø±Ø© ÙˆØ§ØØ¯Ø© 
Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙƒÙ„Ù…Ø© Ù…Ø±ÙˆØ± Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… ÙˆÙ…Ø±Ø© 
Ø«Ø§Ù†ÙŠØ© Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙƒÙ„Ù…Ø© Ø§Ù„Ù…Ø±ÙˆØ± cisco).



 
 
Ø§Ù„Ø®Ø·ÙˆØ© 12. ØØ¯Ø¯ ØØ²Ù…Ø© AnyConnect Ø§Ù„ØªÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ 
Ù…Ø³Ø¨Ù‚Ø§ ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø§Ù„ØªØ§Ù„ÙŠ. 
 



 
 
Ø§Ù„Ø®Ø·ÙˆØ© 13. Ø§Ù†ØªÙ‚ÙŠØª Ù‚Ø§Ø±Ù† Ù…Ù† Ø£ÙŠ VPN ØØ±ÙƒØ© Ù…Ø±ÙˆØ± 
ÙŠÙƒÙˆÙ† Ù…ØªÙˆÙ‚Ø¹ØŒ Ø¹ÙŠÙ†Øª Ø´Ù‡Ø§Ø¯Ø© ØªØ³Ø¬ÙŠÙ„ Ø£Ù† ÙƒØ§Ù† Ø´ÙƒÙ„Øª 
Ø³Ø§Ø¨Ù‚Ø§ ÙˆØ·Ù‚Ø·Ù‚Ø© Ø¨Ø¹Ø¯ Ø°Ù„Ùƒ. 
 



 
 
Ø§Ù„Ø®Ø·ÙˆØ© 14. ØªØÙ‚Ù‚ Ù…Ù† ØµÙ�ØØ© Ø§Ù„Ù…Ù„Ø®Øµ ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
Ø¥Ù†Ù‡Ø§Ø¡. 
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 15. Ù†Ø´Ø± Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¥Ù„Ù‰ FTD. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ù†Ø´Ø± 
ÙˆØØ¯Ø¯ FTD Ø§Ù„Ø°ÙŠ ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ ÙƒÙ…Ø±ÙƒØ² Ù„Ù„Ø´Ø¨ÙƒØ© 
Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN). 
 

Ù…ØØ±Ùƒ Ø®Ø¯Ù…Ø§Øª ÙƒØ´Ù� Ø§Ù„Ù‡ÙˆÙŠØ© (ISE)

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù‚Ù… Ø¨ØªØ´ØºÙŠÙ„ ØªØØ¯ÙŠØ«Ø§Øª Ø§Ù„ÙˆØ¶Ø¹. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ 
Ø¥Ø¯Ø§Ø±Ø© > Ù†Ø¸Ø§Ù… > Ø¥Ø¹Ø¯Ø§Ø¯Ø§Øª > ÙˆØ¶Ø¹ÙŠØ© > ØªØØ¯ÙŠØ«Ø§Øª. 
 



Ø§Ù„Ø®Ø·ÙˆØ© 2. ÙˆØØ¯Ø© Ø§Ù„ØªÙˆØ§Ù�Ù‚ Ù…Ø¹ Ø§Ù„ØªØÙ…ÙŠÙ„. Ø§Ù†ØªÙ‚Ù„ 
Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > 
Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„ > Ø§Ù„Ù…ÙˆØ§Ø±Ø¯. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© 
ÙˆØØ¯Ø¯ Ù…ÙˆØ§Ø±Ø¯ Ø§Ù„ÙˆÙƒÙŠÙ„ Ù…Ù† Ù…ÙˆÙ‚Ø¹ Cisco 
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 3. Ù‚Ù… Ø¨ØªÙ†Ø²ÙŠÙ„ AnyConnect Ù…Ù† ØªÙ†Ø²ÙŠÙ„ Ø¨Ø±Ø§Ù…Ø¬ 
CiscoØŒ Ø«Ù… Ù‚Ù… Ø¨ØªØÙ…ÙŠÙ„Ù‡ Ø¥Ù„Ù‰ ISE. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ 
Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø¥Ù…Ø¯Ø§Ø¯ 
Ø§Ù„Ø¹Ù…ÙŠÙ„ > Ø§Ù„Ù…ÙˆØ§Ø±Ø¯.

Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© ÙˆØØ¯Ø¯ Ù…ÙˆØ§Ø±Ø¯ Ø§Ù„ÙˆÙƒÙŠÙ„ Ù…Ù† 
Ø§Ù„Ù‚Ø±Øµ Ø§Ù„Ù…ØÙ„ÙŠ. Ø£Ø®ØªØ± ØØ²Ù… Cisco Ø§Ù„Ù…Ù‚Ø¯Ù…Ø© Ø¶Ù…Ù† 
Ø§Ù„Ù�Ø¦Ø©ØŒ ÙˆØØ¯Ø¯ ØØ²Ù…Ø© AnyConnect Ù…Ù† Ø§Ù„Ù‚Ø±Øµ Ø§Ù„Ù…ØÙ„ÙŠ 
ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø±Ø³Ø§Ù„. 
 

https://software.cisco.com/download/home
https://software.cisco.com/download/home


 
Ø§Ù„Ø®Ø·ÙˆØ© 4. Ø¥Ù†Ø´Ø§Ø¡ Ù…Ù„Ù� ØªØ¹Ø±ÙŠÙ� AnyConnect Posture. Ø§Ù†ØªÙ‚Ù„ 
Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > 
Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„ > Ø§Ù„Ù…ÙˆØ§Ø±Ø¯.

Ø§Ù†Ù‚Ø± Ø¹Ù„Ù‰ Ø¥Ø¶Ø§Ù�Ø© ÙˆØØ¯Ø¯ ØªÙˆØµÙŠÙ� AnyConnect Posture. Ù‚Ù… 
Ø¨ØªØ¹Ø¨Ø¦Ø© Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ Ø§Ù„Ø§Ø³Ù… ÙˆØ§Ù„ÙˆØ¶Ø¹ÙŠØ©.

ØªØØª *Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ø³Ù… Ø§Ù„Ø®Ø§Ø¯Ù… ÙˆØ¶Ø¹Øª * ÙˆÙˆØ¶Ø¹Øª Ø£ÙŠ Ø¹Ù†ÙˆØ§Ù† IP 
ÙˆÙ‡Ù…ÙŠ ØªØØª Ù…Ø¶ÙŠÙ� Ø§Ù„Ø§ÙƒØªØ´Ø§Ù�. 
 



Ø§Ù„Ø®Ø·ÙˆØ© 5. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© 
> Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„ > Ø§Ù„Ù…ÙˆØ§Ø±Ø¯ ÙˆØ¥Ù†Ø´Ø§Ø¡ 
ØªÙƒÙˆÙŠÙ† AnyConnect. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© ÙˆØØ¯Ø¯ ØªÙƒÙˆÙŠÙ† 
AnyConnect. ØØ¯Ø¯ ØØ²Ù…Ø© AnyConnectØŒ ÙˆÙ‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø§Ø³Ù… 
Ø§Ù„ØªÙƒÙˆÙŠÙ†ØŒ ÙˆØØ¯Ø¯ ÙˆØØ¯Ø© Ø§Ù„ØªÙˆØ§Ù�Ù‚ Ø§Ù„Ù†Ù…Ø·ÙŠØ©ØŒ 
ÙˆØ§Ø®ØªØ± Ø£Ø¯Ø§Ø© Ø§Ù„ØªØ´Ø®ÙŠØµ ÙˆØ¥Ø¹Ø¯Ø§Ø¯ Ø§Ù„ØªÙ‚Ø§Ø±ÙŠØ±ØŒ ÙˆØØ¯Ø¯ 
ÙˆØ¶Ø¹ Ù…Ù„Ù� Ø§Ù„ØªØ¹Ø±ÙŠÙ� ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ ØÙ�Ø¸.  
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 6. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ù†Ù‡Ø¬ > Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„ 
ÙˆØ¥Ù†Ø´Ø§Ø¡ Ø³ÙŠØ§Ø³Ø© Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„. Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ 
ØªØØ±ÙŠØ± Ø«Ù… ØØ¯Ø¯ Ø¥Ø¯Ø±Ø§Ø¬ Ø§Ù„Ù‚Ø§Ø¹Ø¯Ø© Ø£Ø¹Ù„Ø§Ù‡ØŒ Ù‚Ù… 
Ø¨ØªÙˆÙ



�ÙŠØ± Ø§Ù„Ø§Ø³Ù…ØŒ ÙˆØØ¯Ø¯ Ù†Ø¸Ø§Ù… Ø§Ù„ØªØ´ØºÙŠÙ„ØŒ ÙˆØ§Ø®ØªØ± 
ØªÙƒÙˆÙŠÙ† AnyConnect Ø§Ù„Ø°ÙŠ ØªÙ… Ø¥Ù†Ø´Ø§Ø¤Ù‡ Ù�ÙŠ Ø§Ù„Ø®Ø·ÙˆØ© 
Ø§Ù„Ø³Ø§Ø¨Ù‚Ø©. 
 

Ø§Ù„Ø®Ø·ÙˆØ© 7. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ ØØ§Ù„Ø© ØªØØª Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± 
Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ø´Ø±ÙˆØ· > Ø§Ù„ÙˆØ¶Ø¹ > ØØ§Ù„Ø© Ø§Ù„ØÙ…Ø§ÙŠØ© Ù…Ù† 
Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„Ø¶Ø§Ø±Ø©. Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù… "ANY_am_win_inst" Ø§Ù„Ù…ØØ¯Ø¯ Ù…Ø³Ø¨Ù‚Ø§.

. 
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 8. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© 
> Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø§Ù„ÙˆØ¶Ø¹ > Ø¥Ø¬Ø±Ø§Ø¡Ø§Øª Ø§Ù„Ù…Ø¹Ø§Ù„Ø¬Ø© 
ÙˆØ¥Ù†Ø´Ø§Ø¡ Ù…Ø¹Ø§Ù„Ø¬Ø© Ø§Ù„ÙˆØ¶Ø¹. Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠØªÙ… 
ØªØ®Ø·ÙŠÙ‡Ø§. ÙŠÙ…ÙƒÙ† Ø£Ù† ÙŠÙƒÙˆÙ† Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ø¥ØµÙ„Ø§Ø Ø±Ø³Ø§Ù„Ø© 
Ù†ØµÙŠØ©.

 
Ø§Ù„Ø®Ø·ÙˆØ© 9. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± Ø§Ù„Ø³ÙŠØ§Ø³Ø© 
> Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø§Ù„ÙˆØ¶Ø¹ > Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª ÙˆÙ‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ 
Ù…ØªØ·Ù„Ø¨Ø§Øª Ø§Ù„ÙˆØ¶Ø¹. ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù…ØªØ·Ù„Ø¨ Ù…ØØ¯Ø¯ 
Ù…Ø³Ø¨Ù‚Ø§ Any_AM_INSTALLATION_WIN. 
 



 
Ø§Ù„Ø®Ø·ÙˆØ© 10. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ Ø³ÙŠØ§Ø³Ø§Øª Ø§Ù„ÙˆØ¶Ø¹ ØªØØª Ø³ÙŠØ§Ø³Ø§Øª > 
Posture (ÙˆØ¶Ø¹ÙŠØ©). ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù†Ù‡Ø¬ Ø§Ù„ÙˆØ¶Ø¹ 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ Ù„Ø£ÙŠ Ù�ØØµ AntiWare Ù„Ù†Ø¸Ø§Ù… ØªØ´ØºÙŠÙ„ Windows.

 

 
Ø§Ù„Ø®Ø·ÙˆØ© 11. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± 
Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø§Ù„ØªÙ�ÙˆÙŠØ¶ > Ù‚ÙˆØ§Ø¦Ù… Ø§Ù„ØªØ-
ÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ù‚Ø§Ø¨Ù„Ø© Ù„Ù„ØªÙ†Ø²ÙŠÙ„ ÙˆØ¥Ù†Ø´Ø§Ø¡ 
Ù‚ÙˆØ§Ø¦Ù… Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (DACL) Ù„Ù…Ø®ØªÙ„Ù� ØØ§Ù„Ø§Øª 
Ø§Ù„ÙˆØ¶Ø¹.

Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„:

Posture Unknown DACL - ÙŠØ³Ù…Ø Ø¨ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ± Ø¥Ù„Ù‰ ØØ±ÙƒØ© •



Ù…Ø±ÙˆØ± DNS Ùˆ PSN Ùˆ HTTP Ùˆ HTTPS. 
Posture NonCompliant DACL - ÙŠØ±Ù�Ø¶ Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ 
Ø§Ù„Ø´Ø¨ÙƒØ§Øª Ø§Ù„Ù�Ø±Ø¹ÙŠØ© Ø§Ù„Ø®Ø§ØµØ© ÙˆÙŠØ³Ù…Ø Ù�Ù‚Ø· 
Ù„ØØ±ÙƒØ© Ù…Ø±ÙˆØ± Ø§Ù„Ø¥Ù†ØªØ±Ù†Øª.

•

Ø§Ù„Ø³Ù…Ø§Ø Ù„Ø¬Ù…ÙŠØ¹ Ù‚ÙˆØ§Ø¦Ù… Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ 
Ø¥Ù„Ù‰ Ø§Ù„Ù†Ù‚Ù„ (DACL) - ÙŠØ³Ù…Ø Ù„Ø¬Ù…ÙŠØ¹ ØØ±ÙƒØ© 
Ø§Ù„Ù…Ø±ÙˆØ± Ù„ØØ§Ù„Ø© Ø§Ù„ØªÙˆØ§Ù�Ù‚ Ù…Ø¹ Ø§Ù„ÙˆØ¶Ø¹. 

•

 

 
 



 
 

Ø§Ù„Ø®Ø·ÙˆØ© 12. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ Ø«Ù„Ø§Ø«Ø© Ù…Ù„Ù�Ø§Øª ØªØ¹Ø±ÙŠÙ� 
Ù„Ù„ØªØ®ÙˆÙŠÙ„ Ù„Ù„ØØ§Ù„Ø§Øª ØºÙŠØ± Ù…Ø¹Ø±ÙˆÙ�Ø© Ù„Ù„ÙˆØ¶Ø¹ØŒ ØºÙŠØ± 
Ù…ØªÙˆØ§Ù�Ù‚Ø© Ù…Ø¹ Ø§Ù„ÙˆØ¶Ø¹ ÙˆÙ…ØªÙˆØ§Ù�Ù‚Ø© Ù…Ø¹ Ø§Ù„ÙˆØ¶Ø¹. 



Ù„Ù„Ù‚ÙŠØ§Ù… Ø¨Ø°Ù„ÙƒØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø¹Ù†Ø§ØµØ± 
Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ø§Ù„Ù†ØªØ§Ø¦Ø¬ > Ø§Ù„ØªÙ�ÙˆÙŠØ¶ > Ù…Ù„Ù�Ø§Øª 
ØªØ®ØµÙŠØµ Ø§Ù„ØªÙ�ÙˆÙŠØ¶. Ù�ÙŠ Ù…Ù„Ù� Ø§Ù„ØªØ¹Ø±ÙŠÙ� Posture 
UnknownØŒ ØØ¯Ø¯ Posture Unknown DACLØŒ ÙˆÙ�ØØµ Ø¥Ø¹Ø§Ø¯Ø© ØªÙˆØ¬ÙŠÙ‡ 
Ø§Ù„ÙˆÙŠØ¨ØŒ ÙˆØØ¯Ø¯ ØªØ²ÙˆÙŠØ¯ Ø§Ù„Ø¹Ù…ÙŠÙ„ØŒ ÙˆÙ‚Ù… Ø¨ØªÙˆÙ�ÙŠØ± Ø§Ø³Ù… 
Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ù„Ø¥Ø¹Ø§Ø¯Ø© 
Ø§Ù„ØªÙˆØ¬ÙŠÙ‡ (Ø§Ù„Ø°ÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ Ø¹Ù„Ù‰ FTD)ØŒ ÙˆØØ¯Ø¯ 
Ø§Ù„Ø¨ÙˆØ§Ø¨Ø©. 

 
 



 
Ù�ÙŠ Ù…Ù„Ù� ØªØ¹Ø±ÙŠÙ� Posture ØºÙŠØ± Ù…ØªÙˆØ§Ù�Ù‚ØŒ ØØ¯Ø¯ DACL Ù„Ù„ØØ¯ 
Ù…Ù† Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø§Ù„Ø´Ø¨ÙƒØ©. 
 

 
 

 
Ù�ÙŠ Ù…Ù„Ù� Ø§Ù„ØªØ¹Ø±ÙŠÙ� Ø§Ù„Ù…ØªÙˆØ§Ù�Ù‚ Ù…Ø¹ Ø§Ù„ÙˆØ¶Ø¹ØŒ ØØ¯Ø¯ 
DACL Ù„Ù„Ø³Ù…Ø§Ø Ø¨Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„ÙƒØ§Ù…Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø´Ø¨ÙƒØ©. 



Ø§Ù„Ø®Ø·ÙˆØ© 13. Ù‚Ù… Ø¨Ø¥Ù†Ø´Ø§Ø¡ Ø³ÙŠØ§Ø³Ø§Øª Ø§Ù„ØªØ®ÙˆÙŠÙ„ ØªØØª 
Ø§Ù„Ø³ÙŠØ§Ø³Ø© > Ù…Ø¬Ù…ÙˆØ¹Ø§Øª Ø§Ù„Ø³ÙŠØ§Ø³Ø§Øª > Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ > 
Ø³ÙŠØ§Ø³Ø© Ø§Ù„ØªØ®ÙˆÙŠÙ„. ÙƒÙ…Ø§ ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… ØØ§Ù„Ø© 
ÙˆØ¶Ø¹ÙŠØ© Ø§Ù„Ø´Ø±Ø· ÙˆØ§Ø³Ù… Ù…Ø¬Ù…ÙˆØ¹Ø© Ù†Ù�Ù‚ VNP.  
 



Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØµØØ©

Ø§Ø³ØªØ®Ø¯Ù… Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù… Ù„ØªØ£ÙƒÙŠØ¯ Ø¹Ù…Ù„ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¨Ø´ÙƒÙ„ 
ØµØÙŠØ.

Ø¹Ù„Ù‰ ISEØŒ Ø®Ø·ÙˆØ© Ø§Ù„ØªØÙ‚Ù‚ Ø§Ù„Ø£ÙˆÙ„Ù‰ Ù‡ÙŠ RADIUS Live Log. 
Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø¹Ù…Ù„ÙŠØ§Øª > Ø³Ø¬Ù„ RADIUS Live. Ù‡Ù†Ø§ØŒ 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø£Ù„ÙŠØ³ Ù…ØªØµÙ„ ÙˆÙŠØªÙ… ØªØØ¯ÙŠØ¯ Ù†Ù‡Ø¬ Ø§Ù„ØªØ®ÙˆÙŠÙ„ 
Ø§Ù„Ù…ØªÙˆÙ‚Ø¹.



ØªØªÙ… Ù…Ø·Ø§Ø¨Ù‚Ø© Ø³ÙŠØ§Ø³Ø© Ø§Ù„ØªØ®ÙˆÙŠÙ„ FTD-VPN-Posture-UnknownØŒ 
ÙˆÙ†ØªÙŠØ¬Ø© Ù„Ø°Ù„ÙƒØŒ ÙŠØªÙ… Ø¥Ø±Ø³Ø§Ù„ FTD-VPN-Profile Ø¥Ù„Ù‰ FTD.

 
ØØ§Ù„Ø© Ø§Ù„ÙˆØ¶Ø¹ Ù…Ø¹Ù„Ù‚Ø©. 
 

 
ÙŠØ¸Ù‡Ø± Ù‚Ø³Ù… Ø§Ù„Ù†ØªØ§Ø¦Ø¬ Ø§Ù„Ø³Ù…Ø§Øª Ø§Ù„ØªÙŠ ÙŠØªÙ… Ø¥Ø±Ø³Ø§Ù„Ù‡Ø§ 
Ø¥Ù„Ù‰ FTD.  



Ø¹Ù„Ù‰ FTDØŒ Ù„Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§ØªØµØ§Ù„ VPNØŒ ÙŠÙ‚ÙˆÙ… Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ SSH 
Ø¨ÙˆØ¶Ø¹ Ø§Ù„Ù…Ø±Ø¨Ø¹ ÙˆØªÙ†Ù�ÙŠØ° ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ù„Ø¯Ø¹Ù… Ø§Ù„Ù†Ø¸Ø§Ù… Ø§Ù„ØªØ´Ø®ÙŠØµÙŠØ© Ø«Ù… Ø¹Ø±Ø¶ ØªÙ�Ø§ØµÙŠÙ„ VPN-
sessionDB Ø¹Ù„Ù‰ AnyConnect. Ù…Ù† Ù‡Ø°Ø§ Ø§Ù„Ø¥Ø®Ø±Ø§Ø¬ØŒ ØªØÙ‚Ù‚ Ù…Ù† 
ØªØ·Ø¨ÙŠÙ‚ Ø§Ù„Ø³Ù…Ø§Øª Ø§Ù„Ù…Ø±Ø³Ù„Ø© Ù…Ù† ISE Ù„Ø¬Ù„Ø³Ø© Ø¹Ù…Ù„ 
Ø§Ù„Ø´Ø¨ÙƒØ© Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN) Ù‡Ø°Ù‡.

 
<#root>

fyusifov-ftd-64# 

show vpn-sessiondb detail anyconnect

 
Session Type: AnyConnect Detailed 
 

Username     : alice@training.example.com

Index        : 12 

Assigned IP  : 172.16.1.10

            Public IP    : 10.229.16.169 
Protocol     : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel 
License      : AnyConnect Premium 
Encryption   : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)AES-GCM-256  DTLS-Tunnel: (1)AES256 
Hashing      : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)SHA384  DTLS-Tunnel: (1)SHA1 
Bytes Tx     : 15326                  Bytes Rx     : 13362 
Pkts Tx      : 10                     Pkts Rx      : 49 
Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
Group Policy : DfltGrpPolicy 

Tunnel Group : EmployeeVPN

Login Time   : 07:13:30 UTC Mon Feb 3 2020 
Duration     : 0h:06m:43s 
Inactivity   : 0h:00m:00s 
VLAN Mapping : N/A                    VLAN         : none 
Audt Sess ID : 000000000000c0005e37c81a 
Security Grp : none                   Tunnel Zone  : 0 
 



AnyConnect-Parent Tunnels: 1 
SSL-Tunnel Tunnels: 1 
DTLS-Tunnel Tunnels: 1 
 
AnyConnect-Parent: 
  Tunnel ID    : 12.1 
  Public IP    : 10.229.16.169 
  Encryption   : none                   Hashing      : none 
  TCP Src Port : 56491                  TCP Dst Port : 443 
  Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 23 Minutes 
  Client OS    : win 
  Client OS Ver: 10.0.18363 
  Client Type  : AnyConnect 
 

Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076

  Bytes Tx     : 7663                   Bytes Rx     : 0 
  Pkts Tx      : 5                      Pkts Rx      : 0 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 
SSL-Tunnel: 
  Tunnel ID    : 12.2 
  Assigned IP  : 172.16.1.10            Public IP    : 10.229.16.169 
  Encryption   : AES-GCM-256            Hashing      : SHA384 
  Ciphersuite  : ECDHE-RSA-AES256-GCM-SHA384 
  Encapsulation: TLSv1.2                TCP Src Port : 56495 
  TCP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 23 Minutes 
  Client OS    : Windows 
  Client Type  : SSL VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7663                   Bytes Rx     : 592 
  Pkts Tx      : 5                      Pkts Rx      : 7 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : #ACSACL#-IP-PostureUnknown-5e37414d 
 
DTLS-Tunnel: 
  Tunnel ID    : 12.3 
  Assigned IP  : 172.16.1.10            Public IP    : 10.229.16.169 
  Encryption   : AES256                 Hashing      : SHA1 
  Ciphersuite  : DHE-RSA-AES256-SHA 
  Encapsulation: DTLSv1.0               UDP Src Port : 59396 
  UDP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 29 Minutes 
  Client OS    : Windows 
  Client Type  : DTLS VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 0                      Bytes Rx     : 12770 
  Pkts Tx      : 0                      Pkts Rx      : 42 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 

 Filter Name  : #ACSACL#-IP-PostureUnknown-5e37414d

 

ISE Posture: 

  Redirect URL : https://fyusifov-26-3.example.com:8443/portal/gateway?sessionId=000000000000c0005e37c81a&portal=27b1bc... 

  Redirect ACL : fyusifovredirect

 
fyusifov-ftd-64#



 

ÙŠÙ…ÙƒÙ† Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ù†Ù‡Ø¬ ØªØ²ÙˆÙŠØ¯ Ø§Ù„Ø¹Ù…ÙŠÙ„. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ 
Ø§Ù„Ø¹Ù…Ù„ÙŠØ§Øª > Ø§Ù„ØªÙ‚Ø§Ø±ÙŠØ± > Ù†Ù‚Ø§Ø· Ø§Ù„Ù†Ù‡Ø§ÙŠØ© 
ÙˆØ§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† > Ø¥Ù…Ø¯Ø§Ø¯ Ø§Ù„Ø¹Ù…ÙŠÙ„.

ÙŠÙ…ÙƒÙ† Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† "ØªÙ‚Ø±ÙŠØ± Ø§Ù„ÙˆØ¶Ø¹" Ø§Ù„Ø°ÙŠ ØªÙ… Ø¥Ø±Ø³Ø§Ù„Ù‡ 
Ù…Ù† AnyConnect. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø¹Ù…Ù„ÙŠØ§Øª > Ø§Ù„ØªÙ‚Ø§Ø±ÙŠØ± > 
Ù†Ù‚Ø§Ø· Ø§Ù„Ù†Ù‡Ø§ÙŠØ© ÙˆØ§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† > ØªÙ‚ÙŠÙŠÙ… Ø§Ù„ÙˆØ¶Ø¹ 
ØØ³Ø¨ Ù†Ù‚Ø·Ø© Ø§Ù„Ù†Ù‡Ø§ÙŠØ©.



Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ Ù…Ø²ÙŠØ¯ Ù…Ù† Ø§Ù„ØªÙ�Ø§ØµÙŠÙ„ ØÙˆÙ„ ØªÙ‚Ø±ÙŠØ± 



Ø§Ù„ÙˆØ¶Ø¹ØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ ØªÙ�Ø§ØµÙŠÙ„.

Ø¨Ø¹Ø¯ Ø¥Ø³ØªÙ„Ø§Ù… Ø§Ù„ØªÙ‚Ø±ÙŠØ± Ø¹Ù„Ù‰ ISEØŒ ÙŠØªÙ… ØªØØ¯ÙŠØ« ØØ§Ù„Ø© 
Ø§Ù„ÙˆØ¶Ø¹. Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ØØ§Ù„Ø© Ø§Ù„ÙˆØ¶Ø¹ 
Ù…ØªÙˆØ§Ù�Ù‚Ø© ÙˆÙŠØªÙ… ØªØ´ØºÙŠÙ„ Ø¯Ù�Ø¹ CoA Ù…Ø¹ Ù…Ø¬Ù…ÙˆØ¹Ø© 
Ø¬Ø¯ÙŠØ¯Ø© Ù…Ù† Ø§Ù„Ø³Ù…Ø§Øª.





ØªØÙ‚Ù‚ Ø¹Ù„Ù‰ FTD Ù…Ù† Ø¥Ø²Ø§Ù„Ø© Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„ØªØÙƒÙ… 
Ù



�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ (ACL) Ø§Ù„Ø¬Ø¯ÙŠØ¯Ø© Ù„Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡ 
ÙˆØ¹Ù†ÙˆØ§Ù† URL Ù„Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„ØªÙˆØ¬ÙŠÙ‡ Ù„Ø¬Ù„Ø³Ø© Ø¹Ù…Ù„ 
Ø§Ù„Ø´Ø¨ÙƒØ© Ø§Ù„Ø®Ø§ØµØ© Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN) ÙˆÙ…Ù† ØªØ·Ø¨ÙŠÙ‚ 
AllowAll DACL.

 
<#root>

fyusifov-ftd-64# 

show vpn-sessiondb detail anyconnect

 
Session Type: AnyConnect Detailed 
 
Username     : 

alice@training.example.com

Index        : 14 
Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
Protocol     : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel 
License      : AnyConnect Premium 
Encryption   : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)AES-GCM-256  DTLS-Tunnel: (1)AES256 
Hashing      : AnyConnect-Parent: (1)none  SSL-Tunnel: (1)SHA384  DTLS-Tunnel: (1)SHA1 
Bytes Tx     : 53990                  Bytes Rx     : 23808 
Pkts Tx      : 73                     Pkts Rx      : 120 
Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
Group Policy : DfltGrpPolicy          Tunnel Group : 

EmployeeVPN

Login Time   : 16:58:26 UTC Mon Feb 3 2020 
Duration     : 0h:02m:24s 
Inactivity   : 0h:00m:00s 
VLAN Mapping : N/A                    VLAN         : none 
Audt Sess ID : 000000000000e0005e385132 
Security Grp : none                   Tunnel Zone  : 0 
 
AnyConnect-Parent Tunnels: 1 
SSL-Tunnel Tunnels: 1 
DTLS-Tunnel Tunnels: 1 
 
AnyConnect-Parent: 
  Tunnel ID    : 14.1 
  Public IP    : 10.55.218.19 
  Encryption   : none                   Hashing      : none 
  TCP Src Port : 51965                  TCP Dst Port : 443 
  Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 27 Minutes 
  Client OS    : win 
  Client OS Ver: 10.0.18363 
  Client Type  : AnyConnect 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7663                   Bytes Rx     : 0 
  Pkts Tx      : 5                      Pkts Rx      : 0 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
 
SSL-Tunnel: 
  Tunnel ID    : 14.2 
  Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
  Encryption   : AES-GCM-256            Hashing      : SHA384 



  Ciphersuite  : ECDHE-RSA-AES256-GCM-SHA384 
  Encapsulation: TLSv1.2                TCP Src Port : 51970 
  TCP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 27 Minutes 
  Client OS    : Windows 
  Client Type  : SSL VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 7715                   Bytes Rx     : 10157 
  Pkts Tx      : 6                      Pkts Rx      : 33 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : 

#ACSACL#-IP-PermitAll-5e384dc0

 
DTLS-Tunnel: 
  Tunnel ID    : 14.3 
  Assigned IP  : 172.16.1.10            Public IP    : 10.55.218.19 
  Encryption   : AES256                 Hashing      : SHA1 
  Ciphersuite  : DHE-RSA-AES256-SHA 
  Encapsulation: DTLSv1.0               UDP Src Port : 51536 
  UDP Dst Port : 443                    Auth Mode    : userPassword 
  Idle Time Out: 30 Minutes             Idle TO Left : 28 Minutes 
  Client OS    : Windows 
  Client Type  : DTLS VPN Client 
  Client Ver   : Cisco AnyConnect VPN Agent for Windows 4.7.01076 
  Bytes Tx     : 38612                  Bytes Rx     : 13651 
  Pkts Tx      : 62                     Pkts Rx      : 87 
  Pkts Tx Drop : 0                      Pkts Rx Drop : 0 
  Filter Name  : 

#ACSACL#-IP-PermitAll-5e384dc0

 
fyusifov-ftd-64# 

 

Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§

ÙŠÙˆÙ�Ø± Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù… Ù…Ø¹Ù„ÙˆÙ…Ø§Øª ÙŠÙ…ÙƒÙ†Ùƒ 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø£Ø®Ø·Ø§Ø¡ Ø§Ù„ØªÙƒÙˆÙŠÙ† 
ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§.

Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ ØªØ¯Ù�Ù‚ ØªÙ…ÙˆØ¶Ø¹ Ù…Ù�ØµÙ„ ÙˆÙ„Ø§Ø³ØªÙƒØ´Ø§Ù� 
Ø£Ø®Ø·Ø§Ø¡ AnyConnect Ùˆ ISE ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ØŒ ØªØÙ‚Ù‚ Ù…Ù† Ù‡Ø°Ø§ 
Ø§Ù„Ø§Ø±ØªØ¨Ø§Ø·: Ù…Ù‚Ø§Ø±Ù†Ø© Ù†Ù…Ø· ISE Posture (ÙˆØ¶Ø¹ÙŠØ© Ù…ØØ±Ùƒ 
Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ© (ISE)) Ù„Ù„pre Ùˆ post 2. 2. 
 

Ù†Ù�Ù‚ Ø³Ø§Ù„Øª 
 

•

Ø¥ØØ¯Ù‰ Ø§Ù„Ù…Ø´ÙƒÙ„Ø§Øª Ø§Ù„Ø´Ø§Ø¦Ø¹Ø©ØŒ Ø¹Ù†Ø¯ ØªÙƒÙˆÙŠÙ† Ù†Ù�Ù‚ spit. 
Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠØªÙ… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù†Ù‡Ø¬ 
Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØŒ ÙˆØ§Ù„Ø°ÙŠ ÙŠÙ†Ù�Ù‚ ØØ±ÙƒØ© 
Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø¨Ø§Ù„ÙƒØ§Ù…Ù„. Ù�ÙŠ ØØ§Ù„ Ø¥Ù†Ø´Ø§Ø¡ 

https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html


Ù‚Ù†ÙˆØ§Øª Ù„ØØ±ÙƒØ© Ù…Ø±ÙˆØ± Ù…Ø¹ÙŠÙ†Ø© Ù�Ù‚Ø·ØŒ Ù�ÙŠØ¬Ø¨ Ø£Ù† 
ØªÙ…Ø± Ù…Ø³ØªÙƒØ´Ù�Ø§Øª AnyConnect (enroll.cisco.com ÙˆÙ…Ø¶ÙŠÙ� 
Ø§Ù„Ø§ÙƒØªØ´Ø§Ù�) Ø¹Ø¨Ø± Ø§Ù„Ù†Ù�Ù‚ Ø¨Ø§Ù„Ø¥Ø¶Ø§Ù�Ø© Ø¥Ù„Ù‰ ØØ±ÙƒØ© 
Ù…Ø±ÙˆØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª Ø¥Ù„Ù‰ ISE ÙˆØ§Ù„Ù…ÙˆØ§Ø±Ø¯ Ø§Ù„Ø¯Ø§Ø®Ù„ÙŠØ© 
Ø§Ù„Ø£Ø®Ø±Ù‰.

Ù„Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø³ÙŠØ§Ø³Ø© Ø§Ù„Ù†Ù�Ù‚ Ø¹Ù„Ù‰ FMCØŒ Ø£ÙˆÙ„Ø§ØŒ 
Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ù†Ù‡Ø¬ Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© Ø§Ù„Ø°ÙŠ ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ Ù„Ø§ØªØµØ§Ù„ VPN. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© > 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¹Ù† Ø¨Ø¹Ø¯ Ø¥Ù„Ù‰ VPN.

Ø¨Ø¹Ø¯ Ø°Ù„ÙƒØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„ÙƒØ§Ø¦Ù†Ø§Øª > Ø¥Ø¯Ø§Ø±Ø© 
Ø§Ù„ÙƒØ§Ø¦Ù† > VPN > Ù†Ù‡Ø¬ Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ù†Ù‡Ø¬ 
Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© Ø§Ù„Ø°ÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ Ù„Ù„Ø´Ø¨ÙƒØ© Ø§Ù„Ø®Ø§ØµØ© 
Ø§Ù„Ø¸Ø§Ù‡Ø±ÙŠØ© (VPN).



Identity NAT•

Ø¢Ø®Ø± Ù…Ø´ÙƒÙ„Ø© Ø§Ù„Ù…Ø´ØªØ±ÙƒØ©ØŒ Ø¹Ù†Ø¯Ù…Ø§ VPN Ù…Ø³ØªØ¹Ù…Ù„ 
ÙŠØ±Ø¬Ø¹ ØØ±ÙƒØ© Ù…Ø±ÙˆØ± ÙŠØªØ±Ø¬Ù… Ù…Ø¹ Ø§Ù„Ø¥Ø³ØªØ¹Ù…Ø§Ù„Ù…Ù† ØºÙŠØ± 
ØµØÙŠØ nat Ù…Ø¯Ø®Ù„. Ù„ØÙ„ Ù‡Ø°Ù‡ Ø§Ù„Ù…Ø´ÙƒÙ„Ø©ØŒ ÙŠØ¬Ø¨ Ø¥Ù†Ø´Ø§Ø¡ NAT 
Ù„Ù„Ù‡ÙˆÙŠØ© Ø¨ØªØ±ØªÙŠØ¨ Ù…Ù†Ø§Ø³Ø¨.

Ø§ÙˆÙ„Ø§ØŒ ØªØÙ‚Ù‚ Ù…Ù† Ù‚ÙˆØ§Ø¹Ø¯ NAT Ù„Ù‡Ø°Ø§ Ø§Ù„Ø¬Ù‡Ø§Ø². Ø§Ù†ØªÙ‚Ù„ 
Ø¥Ù„Ù‰ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© > NAT Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø© Ù‚Ø§Ø¹Ø¯Ø© 
Ù„Ø¥Ù†Ø´Ø§Ø¡ Ù‚Ø§Ø¹Ø¯Ø© Ø¬Ø¯ÙŠØ¯Ø©.



Ù�ÙŠ Ø§Ù„Ø¥Ø·Ø§Ø± Ø§Ù„Ù…Ù�ØªÙˆØØŒ ØªØØª Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ 
ÙƒØ§Ø¦Ù†Ø§Øª Ø§Ù„ÙˆØ§Ø¬Ù‡Ø©ØŒ ØØ¯Ø¯ Ù…Ù†Ø§Ø·Ù‚ Ø§Ù„Ø£Ù…Ø§Ù†. Ù�ÙŠ Ù‡Ø°Ø§ 
Ø§Ù„Ù…Ø«Ø§Ù„ØŒ ÙŠØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ø¥Ø¯Ø®Ø§Ù„ NAT Ù…Ù† Ø§Ù„Ù…Ù†Ø·Ù‚Ø© 
Ø§Ù„Ø¯Ø§Ø®Ù„ÙŠØ© Ø¥Ù„Ù‰ Ø§Ù„Ù…Ù†Ø·Ù‚Ø© Ø§Ù„Ø®Ø§Ø±Ø¬ÙŠØ©.



ØªØØª Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ ØªØ±Ø¬Ù…Ø©ØŒ ØØ¯Ø¯ ØªÙ�Ø§ØµÙŠÙ„ 
Ø§Ù„ØØ²Ù…Ø© Ø§Ù„Ø£ØµÙ„ÙŠØ© ÙˆØ§Ù„Ù…ØªØ±Ø¬Ù…Ø©. Ø¨Ù…Ø§ Ø£Ù†Ù‡ NAT 
Ù„Ù„Ù‡ÙˆÙŠØ©ØŒ ÙŠØªÙ… Ø§Ù„ØÙ�Ø§Ø¸ Ø¹Ù„Ù‰ Ø§Ù„Ù…ØµØ¯Ø± ÙˆØ§Ù„ÙˆØ¬Ù‡Ø© 
Ø¯ÙˆÙ† ØªØºÙŠÙŠØ±:



ØªØØª Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ Ø®ÙŠØ§Ø±Ø§Øª Ù…ØªÙ‚Ø¯Ù…Ø©ØŒ ØØ¯Ø¯ 
Ø®Ø§Ù†Ø§Øª Ø§Ù„Ø§Ø®ØªÙŠØ§Ø± ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ù‡Ø°Ù‡ 
Ø§Ù„ØµÙˆØ±Ø©:





ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


