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- ISE Login
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|| Password ||\« - Bm—o] RADIUS Active Directory

Primary Auth
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2
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Authentication Proxy «———— T v
=

ISE Admin

3
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Windows or Linux \
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i Pul:: cr:ac::u A Proxy Accessto
\ Outbound Port 443HTTPS
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IJodssu

IJodsu IJeulss

lJ¢logs 1. ©ussd Duo Authentication Proxy Server soooswo gds zols sgpd voble IJogbesd
Windows g Linux: https://duo.com/docs/ciscoise-radius#install-the-duo-authentication-proxy

pdlebs: sgo i Swpug 03l Idgoly wlpdluss Uy e9d IJs ISE 9 Duo Cloud (8o,
IJloe,ow)

1J¢b9s 2. §p wodosy |JpJwd authproxy.cfg.

ez 03l lJpdd B peiy w92 pod Notepad++ I WordPad.

pdlzbo: swp ldeey) eds Idpsse IUIVe,)lsos s C:\Program Files (x86)\Duo Security
Authentication Proxy\conflauthproxy.cfg

IJglogs IJelJes. $p wluuvle cbousy "Cisco ISE RADIUS" W Jogs Ibl,6 Duo:
https://duo.com/docs/ciscoise-radius#first-steps

IJéb9s 4. 9o woz)s) pJd authproxy.cfg gl _olds o3l IJodgsu.

ikey= XXXXXXXXXXXXXXXX XXX XXX XXX X


https://duo.com/docs/ciscoise-radius#install-the-duo-authentication-proxy
https://duo.com/docs/ciscoise-radius#first-steps

SKey= XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api _host =api - xxxxxxxx. duosecurity.com

radi us_i p_1=10. 127. 196. 189

radi us_secret _1=r***x*

fai |l rode=secure

client=ad_client

port=1812

IJe96 5. $p wodssy ad_client luweesle ol osd Active Directory. suwegsp 93sd
lJpuob @6 IJeulss IJpedyple IJoldss Jdpuol> 96 pdlod AD Jdpuolb 6 1Jluwlguss.

[ad_client]

host =10. 127. 196. 230

servi ce_account _user nane=< AD-user nane >
servi ce_account _passwor d=< AD-password >
sear ch_dn=CN=User s, DC=gce, DC=i sel ab, DC=Il oca

Sample IP address of the ISE server

Sample IP address of the Active Directory

pdlebé: bl Jlpe gvodod cobde logold 9dsd HTTP JJdsuosd IJs IJloeyue B @e

wluolws ol osd http_proxy s authproxy.cfg.

1Jgbo96 6. §p Llelé wubgsd £3p6 998 puol 96 ol DUo. §p Ll 1JpJd lehs oubésd
&>06 Duo gJss zol; Windows.l9ep 926 wedpe g3ple Windows (services.msc). 923> 09 ¢ ¢dpd
9Jsd puolb 9o IJI,oIU Duo Ws Ylispes IJgs>ple 919, W93 lebé IJoybvgsd Jpl 09 p9 oz WOs

lJuog,6:
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2 Services
File Action View Help
s m Daz He » oo
[ Sennces (Local) o\ Sarvices llﬂﬂl':'
Duo Security Authentication Proxy ~ Mame = Descripticn Status Startup Type Log On s A
Service & DCOM Server Process Laum...  The DOOMLAUNCH se-.  Running  Automatic Lol Systern
Device Acsociation Serdce Enables pairing betawee... Manual (Trigger Start)  Local System
\i.h:::?::« % Device bnstall Service Enables 8 computer to ... Manual (Trigger Start)  Local Systern
o l Device Setup Manager Enables the detecticn, ... Manual (Trigger Start)  Local System -
< DFS Marespace Enables you b group 5. Runming  Autematic Lecal Syrtermn =
DFS Replication Enables you to synchro...  Running  Automatic Local Systern
< DHCP Client Registers and updates L. Running  Awtematic Lecsl Service
DHCP Server Performs TCR/P confi.  Running  Automatic Metwork Serdce
Disgnestic Palicy Service The Diagnastic Palicy 5., Funning  Autematic (Deleed .. Lecsl Service
Diagnostic Service Host The Diagnostic Serdce ... Manual Local Service
Disgnestic Systern Hat The Diagnostic Syttem .., Marual Loesl Syitern
Diagnostics Tracking Service  The Diagnostics Tracki.. Funning  Awtomatic Local Systern
Distribuwted Link Trackng Cl.. Maintaing links betwee... Manual Lecal Systern
Distributed Transaction Co—  Coordinates transactio..  Funning  Automatic [Delayed ... Metwork Service
DS Chient The OMN5 Chent senace ...  Runming  Autamatic (Tegger 5. MNetwark Serice
DMS Server Enables DS clientstor.. Funning  Automatic Local System
D5 Role Serves This service hosts the D... Manual Local Systern
2 Do Secunty Authenticatio... Autamatic Local Syctes
Encrypting File System (EFS)  Provedes the core file e... Manual (Trigger Start]  Locsl Systemn
o Extensilbile Authentication P The Extensible Autherii.. Mamual Local Syptern
Fube Rephication Synchronizes folders wi.., Disabled Local Systemn
< FaeZilla Serces FTP seaver P:u.'mmg Agtamatic Lol Syptern e

', Etended .‘._Stundar\d}"-

IJgbgé 7. louile luvp puwedse souyivsl Duo Mobile gJs 1Jzols IJb,9s:
https://duo.com/docs/administration-users#creating-users-manually
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https://duo.com/docs/administration-users#creating-users-manually

Q Search for users, groups, applications, or devices
4| grouips, app

Dashboard
Dashboard » Users » Add User

Add User

Adding Users

Most applications allow users to enroll themselves after they complete primary authentication.

Policies

Applications

Users

Add User Learn more about adding users [F
Pending Enroliments

Bulk Enroll Users

Import Users

Username duoadmin
Directory Sync
Bypass Codes Should match the primary authentication username.
2FA Devices
Groups

Add User

Administrators

Reports

olds pu 1o lJpuwase IJuoliss Jsso wbusd Duo ldpswe eds 1dolodd.

Phones
: P Add Phone
You may rearrange the phones by dragging and dropping in the table.

This user has no phones. Add one.

-'I' Q Search for users, groups, applications, or devices
Dashboard

Dashboard » Users » duoadmin » Add Phone
Policies
Applications
Users Type @® Phone

Tablet

Add User
Pending Enrollments
Bulk Enroll Users

Phone number = v 1 201-555-5555 Show extension field
Import Users
Directory Sync
Bypass Codes

Add Phone

2FA Devices

22> ooyl Duo Mobile: Jel 09 o907 WS 109, 6:



Device Info

Not using Duo Mobile Model ﬁ:\ 0s
Activate Duo Mobile Unknown '@' Generic Smartphone

2o louble Hp5 wugbsl Duo Mobile: Jpel 09 p9 oz WO 1Uuo9,)6:

Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile

Activate Duo Mobile

Policies

Applications

Users This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their
mobile device or authenticate via Duo Push,

2FA Devices
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Phones

Hardware Tokens

WebAuthn & U2F Ehone: Generic Smartphone
Groups
Administrators Expiration 24 hours j after generation

Reports

Settings Generate Duo Mobile Activation Code

22> buwld wedsplo wolugubs SMS: Jpl o9 p9 0z s 1Ju09)é:

Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile
Policies . .
Activate Duo Mobile
Applications
Users A new Duo Mobile activation code has been generated, and any old credentials have been invalidated. You now have the option to deliver the installation instructions and/or
activation instructions to the user by SMS.
2FA Devices
Phones
Phone Generic Smartphone
Hardware Tokens
WebAuthn & U2F
Installation instructions Send installation instructions via SMS

Groups

Welcome to Duo! Please install Duo Mobile from your app
Administrators

store.
Reports
Settings i
Billing
Activation instructions Send activation instructions via SMS

Support

To activate the app, tap and open this link with Duo Mobile:

Upgrade your plan for support.
R _
4

Helpful Links
Documentation 4 Send Instructions by SMS LI RGTEEET]

User Guide 7

ludy 9§ IJbeolb 1Je9z9> '—-95.'.5 SMS. 950 sob wbosd Duo veuwle IJpuuedse Ss Suwe
pedple IJzols ol 09 p9 0z W IUL0,6:



=|I= Q, Search for users, groups, applications, or devices Al Giseo Systems | ID:

[4110]

Dashboard
Dashboard > Phones > Phone:—

Policies
Send SME

Applications

Users

: h  duoadmin (NANCY) » Attach a user
2FA Devices 4 Authentication devices

Phones

can share multiple
Hardware Tokens users
WebAuthn & U2F

Groups )
Device Info

Using Duo Mobile 3.28.0 m Model
Reactivate Duo Mobile '\ ) _

Settings .~ Last Seen
29 minutes ago

Administrators
0s

Reports Android 8.0.0

Billing

odysu ISE
I bo96 1. 50z ISE pg 9dsJ puols$é Duo.
loodd 1S Bhs > b 1Jegss > puols) 1Jesss 1Ughzss > 505 RADIUS IJpps): 1o, luolds

JIuplds ¢le RADIUS 1Jpes; Uz $e wogrssd luwe 1ghe Bis edlps Idowsse gle sguslo
IPsldpwsclz IJpuue,d BOs gdled IJowsse lJlouold Jpl 09 p9oz WS 1Jue9,6:

?‘”C‘Es: N a0 UC\JP &Jd 60 Lo cred s JJ@U‘“—’C%«#O 1J 53 ldd\qé dd&?d &J_; U.ug_'q&

il Identity Services Engine

Home » Context Visibility » Operations ¢ Policy ~ Administration » Work Centers

b System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v Idenfities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
—————

RADIUS Token List > DUO

RADIUS Token Identity Sources
General Connection Authentication Authorization

External Identity Sources
v =
» [ Cedificate Authentication Profile

¥ | Active Directory * Server Connection
4 AD
(& LoaP
& opec
~ [53] RADIUS Token
= Duo
(] RSA SecurlD
(] SAML Id Providers ¥ Primary Server ¥ Secondary Server

L Social Login
* HostIP | 19.127.196.230 ] q Host IP i
* Shared Secret | qoeeeeee | [-.Show Shared Secret Show
* Authentication Port 7 Authentication Port

* Server Timeout [gg Seconds Server Timeout seconds

Safeword Server

Enable Secondary Server () Always Access Primary Server First

(&) Failback to Primary Server after Minutes (0-99)

" Connection Attempts [ 3 1 Connection Attempts

IJgb96 2. 1ue6d 1Js hé > uble > 9,09 IJpuwdsd > puolb$é > luvdsw I‘J.‘ouol),jé 923 ¢bp
RADIUS lJpps) 1J3s op odosue puwodl Jpuosy JJosss: Jel 09 9oz O IJuo9,s:



ddly Identity Services Engine Home » Context Visibility ~ » Operations  » Policy [ERg-VIIEETA » Work Centers

= System  » Idenfity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore = Admin Access  » Settings

—
(]
Authentication Password Policy Account Disable Policy Lock/Suspend Settings
» Authorization Authentication Type
~ Administrators
® Password Based |
* |dentity Source |RADIUS:DUO v
Admin Users iy
Admin Groups
O Client Certificate Based
b Settings

IJgb9s IJelJes. luedd |Js bLé > uble > Admin Access > Administrators > Admin Users
(IJpuwdsdsv) 98e wlouble puvcgse Admin Jglzs 999, lewsls Super Admin. Jpl o9 p9 oz
Vs lduoy,é:

'cll's\\':lt: Identity Services Engine Home: » Context Visibility » Operations » Policy + Administration » Work Centers

wSystem b ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Cerfificates  » Logging  » Maintenance  Upgrade  » Backup & Restore = Admin Access  » Seftings

I
<]
L Administrators List > New Administrator
Authentication
¥ Admin User
» Authorization
* Name | duoadmin
~ Administrators
Status Enabled =
Admin Users Email | | [7] Include system alarms in emails
Admin Groups
External i
b Settings

Read Only []

Inactive account never disabled

¥ User Information

First Name | |

Last Name | |

» Account Options

* Admin Groups

1Super Admin ®

| Submit | | Cancel |

lJoedd po lJuoes
lguegse 03l IUBuwe Joldss gpd IUodssy wuvdd Lozse.

10z 9lz06 IUpuwedse ldyuusess (ISE). &p 235 ¢l RADIUS Token Joos, 0956 985
wouwesd Isged vluwodle puvetse IJpundsd.
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CISCO

[dentity Services
—NgiNe

Usarmnmame duoadmm

FPassword essssses

[dentity Source  DUIO -

m ]'.

Problem logging in?

luwed bl 1Jisble sl oJlzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvaduld igble IJodssy sluadlzol.

Jlgwodguls 1dpeunldd IJpoed$s olouold 99dsd Duo Clduweles I9 Active Directory s|l_oJlzol.
e -.,_;&,od‘go ouoese IJligble gds 9dsd Idpuolb 9o IJoulss gu bysd luolwe "debug=true”
lowvod 18w e 1J)issuws pu authproxy.cfg.

w9 Iduvedle Lopu 1dpsde IJolds:
C:\Program Files (x86)\Duo Security Authentication Proxy\log
e 1Jpedud authproxy.log B ez, w90 eoJ Notepad++ Ig WordPad.

wwed lzsle oo Duo Auth Proxy sodds bdo e ISE 9s,uvJo |Js Duo Cloud.

2019- 08- 19T04: 59: 27- 0700 [ DuoFor war dServer (UDP)] Sendi ng request from 10.127.196.189 to
radi us_server_auto

2019- 08-19T04: 59: 27- 0700 [ DuoFor war dServer (UDP)] Received new request id 2 from

(' 10.127.196.189', 62001)

2019- 08- 19T04: 59: 27- 0700 [ DuoForwar dServer (UDP)] (('10.127.196.189', 62001), duoadm n, 2):
login attempt for username u'duocadmin’'

2019- 08-19T04: 59: 27- 0700 [ DuoForwar dServer (UDP)] Sending AD authentication request for
'duocadmin' to '10.127.196.230"

2019- 08-19T04: 59: 27- 0700 [ duoaut hpr oxy. modul es. ad_cl i ent. _ADAut hCl i ent Fact ory#i nfo] Starting



factory

wed IJBuoluole po Duo Auth Proxy sezj o swJé Duo Cloud.

2019- 08-19T04: 59: 27- 0700 [ duoaut hpr oxy. nodul es. ad_cl i ent. _ADAut hd i ent Fact or y#i nfo] St oppi ng
factory
2019- 08-19T04: 59: 37-0700 [-] Duo preauth call failed

Traceback (nost recent call last):

File "twi sted\internet\defer.pyc", line 654, in _runCall backs

File "twi sted\internet\defer.pyc", line 1475, in gotResult

File "twi sted\internet\defer.pyc", line 1416, in _inlineCall backs

File "tw sted\python\failure.pyc", line 512, in throwExceptionlntoGenerator
Fil e "duoaut hproxy\li b\radi us\duo_server.pyc", line 111, in preauth

File "twi sted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "tw sted\python\failure.pyc", line 512, in throwExceptionlntoGenerator
Fil e "duoaut hproxy\lib\duo_async. pyc", line 246, in preauth

File "twi sted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "tw sted\python\failure.pyc", line 512, in throwExceptionlntoGenerator
Fil e "duoaut hproxy\lib\duo_async. pyc", line 202, in cal

File "twi sted\internet\defer.pyc", line 654, in _runCallbacks

Fil e "duoaut hproxy\lib\duo_async.pyc", line 186, in err_func

duocauthproxy.lib.duo_async.DuoAPIFailOpenError: API Request Failed: DNSLookupError('api-
xXxXxXxXxXxXxx.duosecurity.com',)

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Fail node Secure - Denied
Duo login on preauth failure

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Returning response code
3: AccessReject

2019- 08-19T04: 59: 37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Sending response

pedsple dlo LoJé
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https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
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