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3. wuulee Isdsd Judbs Jzee Ioslule sldedled pe ldpumedse Iduokss. suvede
IJsdsd pedyple 29d pobdole IUssog pu ISE 9599, w9l [Js ISE BOspl seedd
welds bdole [dgile. syvows o3l 1dpuweus |Js 9226 AnyConnect ISE Posture Module
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030 lJpwodvle.

2. szo lduwele wpods TCP 8905 J uodle PSN IPs. se) 19 og £wy TCP psule 8905
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DNS Server

10.48.30.104

Server
10.0.0.10

pustyugo-ise23-1.example.com
10.48.30.127
Primary PAN
Primary MNT
PSN

pustyugo-ise23-2.example.com
10.48.30.128
Secondary PAN
Secondary MNT
PSN

VPN user “ooooooooooooooo 980 MNSL .

External IP: 7.7.7.7
VPN IP: 10.20.30.x/24

LAN

GE1

‘25» Vi
GE3

=

FlexVPN HUB
GE1: 10.48.71.183
GE3:5.5.5.5

ouszuad pumoese Giwds VPN eds 28 1d90o9d [Js 1Jgle (10.0.0.10) Béb I3l Jlue 2lJs

lJogled § Jsso.

od9su ¢hbpe DNS

B 03l ldpuwows: sop luueesle Windows Server 2008 R2 Jgls» DNS.

IJgb9s 1. |Jolds wed Idpuosd (A) J login.cisco.com s s, [Js IP J PSN:

< Server Manager

File Action “iew Help

B EEEEIEEEE

i Server Manager (PUSTYUGO-DC-1) enroll.cisco.com

3 record(s)

= & Dns
B PUSTYUGO-DC-L
Global Logs
[= [ ] Forward Laokup Zones

-/ enrall.cisco.com
:‘J example com

-l Reverse Lookup Zanes
| Conditional Forwarders
Qﬂ ‘Web Server (TIS)
i Features
E Diagnostics
fm Configuration
23 Storage

=] 5 Roles
Active Directory Certificate Services Biame Type LEIE
Active Directory Domain Services §:| (same as parent Folder) Start of Autharity {S04) [12], pustyuga poce ) |
SF DHCP Server {| (same as parent folder) Mame Server (NS) puskyugo-de-1
B 2, DNS Server g (same as parent Falder) Host {4) 10.48.30.127

Fully qualified domain name (FQDR):

enroll.cisco.com Properties HE

Hast {uses parent domain if left blank):

I enrall, cisco, com

1P address:

|10.48.30‘12?

¥ Update assoriated painter (PTR) record

0k I Cancel Apply.




IJgb9s 2. |uolds wed IJpgosd (A) J CPP FQDN (CPP.example.com |Jp v p B o3l
lJeeld) subs) IJs IP J PSN:

< Server Manager

Fil=  Action VYiew Help

s |7 XE=|H=l i 85

i} Server Manager (PUSTYUGO-DC-1) example.com & record(s)
[l 5 Rales = |
E Active Directary Certificate Services !\Iame Type - Data cpp Properties HE
Active Directory Domain Services —| (same as parent folder) Start of Autharity (SOA) [13], pustyuge T ]
S DHCP Server =|(same as parent Folder) Mame Server (NS) pustyugo-de-1 ost(A) | Fecurity I
= &, DNS Server % teR Host (&) IS 0 2 Host [uses parent damain if left blank):
B 2 DS = flexvpn-hub Host (a) 10.48.71.183 oo
= 5 PUSTYUGO-DC-1 ] pustyuga-ise?3-1 Host (4) 10.48.30.127 l_
Global Logs = pustyugo-isezi-z Host () 10,48,30,128 Fully qualiied domain name (FDN:

=l || Forward Lookup Zones
- Icpp.axamp\e.cum

B
IP addiess:
|1U.4B.3EI.‘I 7

= enroll,cisco,com
= example.com

¥ Updatz associated pointer [PTR] record

HHH

| Reverse Lookup Zones
| Conditional Farwarders
Q_E| Web Server (IIS)
Eﬂ Features
Jm Diagniostics
ji!; Configuration
=5 Storage

oK. I Cancel Apply

IJodssy IJisJs 10S XE

odysu Juolxs 1Jogso
o Suweese Ieszo Iduielss Jpolsds wdwe eds gpsd AnyConnect. szw o sd90 wigsuo

IJpgze p98981 wo pu Yud wble IJobesd 1Jelue wldpunere Joruw wrds) Idubebs leule
eoedsé oluvsuw [Jloold.

SpIJU U @rSpe yuwolé 1Jogss uless lJby 9 IJoeldss:
pdlebo: |y ésle Idgvoble 1Jesdes slosl gs) pr89p o8 IKEV2 FlexVPN.
IJésh 1 - cdosu gbe IJesze IUpuo38 (CA) eds 1Upszo

pdlebd: spdu lugile e CA gds p9zo 10S OB wo 19 p9zo Ig). W 030 IJpdlJé. swp
louble CA gds 1Jp9zo uowo.

pdlzbé: wzolz lJs pjilews IUsw pg 2be NTP Sod lJopdy pu wpdsu gbe CA.

pdlebbo: s s pdlebs i lJewogde Ju Sopdu pu ldozdl pu uoed 0do IJbolyé.
seldolds Ju wdso wslule Idpuwase press Jos ogple Isgsd U Bl we ldozdd pu
Jwobs IJerze 1dpuod8 8298l 90 luwos)bol [Us zols IJpuwesre Sod oluwsuw
IJlouold.

IJg 96 1. louble pidlosz RSA Jglse CA:



Fl exVPN- HUB(config)# crypto key generate rsa | abel ROOT- CA nodul us 2048
11096 2. lugile pdlose RSA Juuolss 1Josss:

Fl exVPN- HUB(config)# crypto key generate rsa | abel FLEX-1 nodul us 2048
lJozlw:

Fl exVPN- HUB# show crypto key nypubkey rsa
---- output truncated -----

Key nanme: ROOT-CA

Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00CO01F04 EOAF3AB8 97CED516 3B31152A 5C3678A0 829A0DOD 2F46D86C 2CBC9175
----- output truncated ------ ----- output truncated ------ Key nane: FLEX-1
Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101

009091AE 4185DC96 4F561F7E S06D56E8 240606D0 CCl6CCS5E EAE24EEB 1664E42C -----

IUg96 3. §p wodssu ldeze IJpuor8:

ip http server
crypto pki server ROOT-CA

i ssuer-name cn=RO0T- CA. exanpl e. com
hash sha256

lifetine certificate 1095

lifetine ca-certificate 3650

eku server-auth

no shut down

lJozw:

Fl exVPN- HUB# show crypto pki server

Certificate Server ROOT-CA:
Status: enabl ed
State: enabl ed
Server's configuration is |locked (enter "shut" to unlock it)
I ssuer nane: cn=ROOT- CA. exanpl e. com
CA cert fingerprint: A5522AAB 1410E645 667F0D70 49AADA45
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration tinmer: 18:12:07 UTC Mar 26 2021
CRL NextUpdate timer: 21:52:55 UTC May 21 2018
Current primary storage dir: nvram
Dat abase Level: Mnimum- no cert data witten to storage

lJglogs 4. o9y TrustPoint:

out put truncated



interface | oopback 0

i p address 10.10.10.10 255. 255. 255. 255
crypto pki trustpoint FLEX-TP-1
enrol | ment url http://10.10.10.10: 80
fgdn none

subj ect - name cn=f| exvpn- hub. exanpl e. com
revocation-check none

rsakeypair FLEX-1

IUg096 5. p o $6 IJesze 1Jpuord:

Fl exVPN- HUB(confi g) #crypto pki authenticate FLEX-TP-1
Certificate has the followi ng attributes:
Fi ngerprint MD5: A5522AAB 1410E645 667F0D70 49AADA45
Fi ngerprint SHAl: F52EAB1A D39642E7 DBEAB804 OEB30973 7647A860

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

lJel9s 6. o wesd IJegzoe IJs CA:

FI exVPN- HUB( confi g) #crypto pki enrol|l FLEX-TP-1

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.

Passwor d:
Re-ent er password:

% The subject name in the certificate will include: cn=flexvpn-hub.exanpl e.com

% The fully-qualified donain nane will not be included in the certificate

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% I nclude an I P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose FLEX-TP-1'" commandwi || show the fingerprint.

May 21 16:16:55.922: CRYPTO PKI: Certificate Request Fingerprint MD5: 80B1FAFD 35346D0F
D23F6648 F83F039B

May 21 16:16:55.924: CRYPTO PKI: Certificate Request Fingerprint SHAl: A8401EDE 35EE4AF8
46C4AD619 8D653BFD 079CA4F7

0288 p0 bdule Iuseble IUped$s £ds 1Jpoze 1dpuosd 9ids pu ploluds wooes IUluowe:

Fl exVPN- HUB#show crypto pki server ROOT-CA requests
Enrol | ment Request Dat abase:

Subordinate CA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

RA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

Router certificates requests:



Reql D State Fi nger pri nt Subj ect Nane

1 pendi ng 80B1FAFD35346D0FD23F6648F83F039B cn=f | exvpn- hub. exanpl e. com

IUgboss 7. poz Iduiolss wluvegsle ReqiD 1Jpoluy:

Fl exVPN- HUB#crypt o pki server ROOT-CA grant 1
loolb, Tos Sbdo lJpsze JJuiolso py0 13,68 (9981 Jodl IJodssy ywsop IJozdd 10 o)lo
06 91236 Vs 1U>9596). luge gu uuwldé syslog:

May 21 16:18:56.375: 9Kl -6- CERTRET: Certificate received from Certificate Authority
O2BY pU wEwse IJolss:

FI exVPN- HUB#show crypto pki certificates FLEX-TP-1
Certificate
Status: Available
Certificate Serial Nunmber (hex): 04
Certificate Usage: General Purpose
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect:
Nane: flexvpn-hub. exanpl e.com
cn=f | exvpn- hub. exanpl e. com
Validity Date:
start date: 16:18:16 UTC May 21 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1

CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect:
cn=RO0T- CA. exanpl e. com
Validity Date:
start date: 18:12:07 UTC Mar 27 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1 ROOT- CA
St orage: nvram ROOT- CAexanp#1CA. cer

lJgsh 2 - luvosul> Ubelss p9des ¢hesl

Fl exVPN- HUB(config)# crypto pki inport FLEX-TP-2 pkcsl12 ftp://cisco:cisco@.O0.48.30.130/ password
ci scol23

% | mporting pkcsl2...

Address or nanme of renote host [10.48.30.130]7?

Source filenane [ FLEX-TP-2]? fl exvpn-hub. exanpl e.com pl2

Reading file fromftp://cisco@O.48. 30. 130/ fl exvpn-hub. exanpl e. com p12!

[OK - 4416/ 4096 byt es]

% The CA cert is not self-signed.

% Do you al so want to create trustpoints for CAs higher in

% the hierarchy? [yes/no]:

May 21 16:55:26.344: Y%CRYPTO _ENG NE- 5- KEY_ADDI TI ON: A key naned FLEX-TP-2 has been generated or
i mported



yes
CRYPTO PKI: Inported PKCS12 file successfully.

Fl exVPN- HUB(confi g) #

May 21 16:55:34.396: %Kl - 6- PKCS12| MPORT_SUCCESS: PKCS #12 Successfully | nported.
Fl exVPN- HUB(confi g) #

odysu IKEV2

lJglbesé 1. odysu ¢lsp RADIUS g COa:

aaa group server radius Fl exVPN- Aut hC Server-G oup-1
server-private 10.48.30. 127 key Ciscol23
server-private 10.48.30.128 key Ci scol23

aaa server radius dynami c-author
client 10.48.30.127 server-key C scol23
client 10.48.30.128 server-key Ciscol23
server-key G scol23
aut h-type any

IJglo96 2. odysyu §9lse IJpuols§6 9ldodas o:

aaa new nodel

aaa aut hentication |ogin Fl exVPN-Aut hC-List-1 group Fl exVPN Aut hC- Server-G oup-1

aaa aut horization network Fl exVPN- Aut hZ-List-1 | ocal

aaa accounting update new nfo

aaa accounting network Fl exVPN-Accounting-List-1 start-stop group Fl exVPN- Aut hC- Server-G oup-1

lJglo9é 3. [uuvle wog weosd IKEV2:

crypto i kev2 authorization policy FlexVPN Local -Policy-1
pool Fl exVPN- Pool -1
dns 10. 48. 30. 104
net mask 255.255.255.0
def - domai n exanpl e. com

U b9 4. |ouile pJBd &g s IKEV2:

crypto i kev2 profile FlexVPN-|KEv2-Profile-1
match identity renpte key-id exanpl e.com
identity local dn
aut hentication |local rsa-sig
aut hentication renmote eap query-identity
pki trustpoint FLEX-TP-2
dpd 60 2 on-demand
aaa aut hentication eap Fl exVPN-Aut hC-List-1
aaa aut horization group eap |ist FlexVPN Authz-List-1 Fl exVPN-Local -Policy-1
aaa aut hori zation user eap cached
aaa accounting eap Fl exVPN- Accounting-List-1
virtual -tenplate 10

IJglo9s 5. luuble pzegs wesd 9pJWd wg s IPSec:

crypto i psec transformset FlexVPN-TS-1 esp-aes esp-sha-hmac
node t unnel

crypto ipsec profile FlexVPN-|Psec-Profile-1

set transformset FlexVPN-TS-1



set ikev2-profile FlexVPN-IKEv2-Profile-1
IJg 96 6. loile 9lzos BlJu blos:

interface Virtual - Tenpl atel0 type tunnel
i p unnunbered G gabit Et hernet 3
tunnel node ipsec ipv4
tunnel protection ipsec profile FlexVPN-I|Psec-Profile-1

lJglb9s 7. luuule wgpg peds:

ip local pool FlexVPN Pool-1 10.20.30.100 10.20. 30. 200

IUekess 8. $p Lluuble Slisps wede B 1dsuesd (ACL) Jodsss 9uesd Idgpdle £s)
lJpo9l b dsu. eole 2lJo 1o og £6) IJpg )99 Szw w9ds,) 030 I.JI>_9UIU eds I.JIL9.J

- 296 09, DNS

« 2,398 10,9, 1Jes ISE PSNs e, IJpols 80 9 443 9 8905

- 298 1Jp)9) [Js ISE PSNs IJes subs) IJsol pogd CPP FQDN

c 28 09, Iwslole s g9be 1luadlz 131 Jje 11,
03l pold gds @lises Idogdp O 1J9uo9d (ACL) wi9w g9be IUluodlz: wwp luolwe 1,0 o
lJuosse Juveds 10.0.0.0/24 JlpJlousos 15986« Jpl s9z> Lopews "deny ip any any" s wolso
Slisps IJoedp s 1Usuesd:

ip access-1ist extended DENY_SERVER
permt udp any any eq donain

permit tcp any host 10.48.30.127 eq 80
permit tcp any host 10.48.30.127 eq 443
permit tcp any host 10.48.30.127 eq 8443
permit tcp any host 10.48.30.127 eq 8905
permit tcp any host 10.48.30.128 eq 80
permit tcp any host 10.48.30.128 eq 443
permit tcp any host 10.48.30.128 eq 8443
permit tcp any host 10.48.30.128 eq 8905
deny ip any 10.0.0.0 0.0.0. 255

12196 9. lugble $lispsé wede Vs 1Jsuesd (ACL) JJuwelz ldauesd Ids Idgpdle
lJpwslo9su:

ip access-list extended PERM T_ALL
pernmit ip any any

lJgl9é 10. odssu IJudd Idpuduwe (I2oshs)

?_,u‘}yd.J I-.éojlu'og;_‘ WSO wIzse gese e py9) ldoslole gx) u‘b.__,eJé_ VPN. in order to
luwe 2yJs py9) S8b |Js Uubg_fdlo lJpgr26c loe suwelbse esue op Vs IJ keV2 wg9sd
wSluws Quwpe. pu ldppedu |Uols suble pugssd g luuegsle Blses [Usuosd lJ9sluwss.

crypto i kev2 authorization policy FlexVPN Local-Policy-1
route set renote ipv4 10.0.0.0 255.0.0.0

IJgbbss 1. 1d9u09d [Us Uluesoe Jdizess IUgpsds IJwgsss (Itoshs)

in order to LuvJJo IJlooldle 1duolsy6 o0 1d wess puds jugu IJs Idpuosyd Vs IJloe,uw i
SIJ9u NAT-ed |Js 1Jgldps ip guslo pu ldpuwele wgdss Id nat o,z ped:



ip access-1ist extended NAT
permit ip 10.20.30.0 0.0.0.255 any

ip nat inside source list NAT interface G gabitEthernetl overl oad extended

interface G gabitEthernetl
ip nat outside

interface Virtual - Tenpl ate 10
ip nat inside

odIsu pJV wg sV gpsd AnyConnect

O vodasu pdud wg)rsV Idepsd vluwedsle pe)) pd wgrsd AnyConnect. sop pdb
pJVle wg)ys09 AnyConnect Security Mobile Client ¢ Js Windows 7 9 10 W.s
7ProgramData/\Cisco\Cisco AnyConnect Secure Mobility Client\Profile.

IJ¢bgs 1. websd psjd "Jyvd IUogles 1Jeds6"™. I3l e sop welbsd ¢be HTTP gds J9go
9ued FIEXVPN. O woopwow p856 1dognle 1desles 1deds>é J AnyConnect W W uvd
IJlouold. 1d)zle pdlzbs 1y glbe CA Jo Sepd wi9u gbpe HTTP.

&, AnyConnect Profile Editor - VPN

File Help
4
| VPN s Preferences (Part 1)
405 Prefe t 1] - . - . .
{‘% references (Part 1) Profile: ...\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml
----- % Preferences (Part 2)
----- Backup Servers
..... Certificate Pinning Ige Start Before Logon | User Controllable
----- o Certificate Matching
_____ I Certificate Enroliment Show Pre-Connect Message
{233 Mobile Policy Certificate Store
----- 1@ Server List
Windows | All -
macos All -
Certificate Store Override
Auto Connect On Start | User Controllable
| Minimize On Connect | User Controllable
Local Lan Access | User Controllable
| Disable Captive Portal Detection User Controllable
| Auto Reconnect User Controllable
Auto Reconnect Behavior User Controllable
ReconnectAfterResume -

lJglo9s 2. o dosu Slises [Jgole:



L‘}l AnyConnect Profile Editor - VPN
File Help

| Server List

fokpreferences (Part 1) . c R . -
: Eferences Part 2) Profile: ...\Cisco AnyConnect Secure Mobility Client\ProfilelFLEXVPMN.xml

. WPN

Backup Servers Server List Entry @
Certificate Pinning

= Certificate Matching Server | Load Balancing Servers | SCEP I IMobile I Certificate Pinning|

= Certificate Enrolment

g Mabile Policy Primary Server Connection Information
1@ Server List

a. Display Mame (required)  |FLEXVFN Primary Protocol IPsec - C.
FQDN or IP Address User Group AS.A;].ahau\naxf—
b. | fiexvpn-hub.example.com Auth Method During IKE Megotiation ;EAP-MDE - .
Group URL IKE Identity (I0S gateway only)
example. com

Backup Servers

Host Address Add

oK | | Cancel

NN NINISN
- 3¢Jo FQDN g ip gu9lu oo FlexVPN Lo 6.
- 22> IPsec I ,90999] Iwlws.

- Bp wldéle weass ¢lus IUlgesh) "sulyé ASA" 9255 EAP-MDS5 Jlb)s.86 ool 86. I>gd 09,56
IKE wplel Jpl 09 IJ2ld WS wdssy pdd wgrsd IKEV2 eds J9zo 9uod FlexVPN (Ws o3l
IJecld: sop odosu pdud wg s IKEV2 Uluwegsle 1Jie, "match identity remote key-id
example.com". J3JJ vewlz IJs luvwgsle example.com Jogss IKE).

IJeb9s 3. lodb pJu 1Jog,s9 S 7ZProgramDataz\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile slg> o ubvgsd Josh [Jpw)ss.

2508 XML JpJd I g 58

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Profil e xm ns="http://schemas. xn soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profile. xsd">

<Cientlnitialization>

<UseSt ar t Bef oreLogon User Control | abl e="true" >f al se</ UseSt art Bef or eLogon>
<Aut omati cCert Sel ecti on UserControl |l abl e="true">true</Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al | </ CertificateStoreMac>



<CertificateStoreQverride>fal se</CertificateStoreOverride>
<ProxySettings>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>f al se</ Al | owL.ocal ProxyConnecti ons>
<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="t rue" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</ M ni m zeOnConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>
<Di sabl eCapti vePort al Det ecti on
User Control | abl e="fal se" >t rue</ Di sabl eCapti vePort al Det ecti on>
<Cl ear Smart cardPi n User Control | abl e="true">f al se</ Cl ear Snart car dPi n>
<| PPr ot ocol Support >l Pv4, | Pv6</ | PProt ocol Support >
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or
User Control | abl e="f al se" >Reconnect Af t er Resune</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="f al se" >t rue</ Aut oUpdat e>
<RSASecur | DI nt egrati on User Control | abl e="fal se">Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndows VPNEst abl i shent >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Aut ormati c
<PPPExcl usi onServer| P User Control | abl e="f al se"></ PPPExcl usi onSer ver | P>
</ PPPExcl usi on>
<Enabl eScri pti ng UserControl | abl e="fal se">fal se</ Enabl eScri pti ng>
<Enabl eAut ormat i cSer ver Sel ecti on User Control | abl e="true">fal se
<Aut oSer ver Sel ecti onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi me>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut omat i cSer ver Sel ecti on>
<Ret ai nVpnOnLogof f >f al se
</ Ret ai nVpnOnLogof f >
<Al | owanual Host | nput >t rue</ Al | owivlinual Host | nput >
</Cientlnitialization>
<ServerList>
<Host Entry>
<Host Narme>FLEXVPN</ Host Nanme>
<Host Addr ess>f | exvpn- hub. exanpl e. conk/ Host Addr ess>
<Pri mar yPr ot ocol >| Psec
<St andar dAut hent i cati onOnl y>t rue
<Aut hMet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hMet hodDur i ngl KENegot i ati on>
<I KEl denti t y>exanpl e. conx/ | KEl dentity>
</ St andar dAut hent i cati onOnl y>
</ Pri maryPr ot ocol >
</ Host Entry>
</ ServerLi st>
</ AnyConnect Profi | e>

odosu ISE

odysu Jvoble IJpuugsd 9 CPP

pdlzbd: Jus9ds weEss) uvols IJpuwgsd IUs lghé wubvgsd 1Jg8r6 lJos wp wgss)
lJubol>é gdsol.

lJgb9es 1. luegd IJs IJbLé -> Iduble -> IJveble -> bdoule o9dse IJuvoble: 1o, eds
louvle bdule o9dse IJuvobsle (CSR):



Identity Services Engine

Home

« Administration » Work Centers

» Context Visibility + Operations + Policy

= System | » Identity Management  » Network Resources  » Device Portal Management

- Certificates » Maintenance

Deployment  Licensing » Logging Upgrade

~ Certificate Management Certificate Signing Requests

System Certificates

Generate Certificate Signing Requests (CSR)

Trusted Certificates

pxGrid Services

» Backup & Restore

» Feed Service  » Threat Centric NAC

» Admin Access  » Settings

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to dewnload one or more CSRs so that they may be ¢

"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.

OCSP Client Profile

Certificate Signing Requests Pview  @oexport | X Delete Bind Certificate

Certificate Periodic Check Setti... [ Friendly Name

» Certificate Authority

Certificate Subject

Key Length Portal group tag | Timestamp

No data available

IJgo96 2. B 10926 [Jpd09z6 235 936 PSN IJ2,9,56: 99 wogwiss 1dzded IJuoi9,s6
9luoles FQDN JJg 96« enroll.cisco.com. cpp.example.com 9gg9ly IP JJg 936 WO 299J SAN

slody logble:

aluaalie
<€Isco

Identity Services Engine

Home + Context Visibility » Operations » Policy

- Administration + Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service » Threat Centric NAC
Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings
o Usage
~ Certificate Management Certificate(s) will be used for |Multi-Use | s, You can use a single certificate for multiple services, but

System Certificates

Trusted Certificates

Allow Wildeard Certificates  [] i

QCSP Client Profile

Certificate Signing Requests Node(s)

Certificate Periodic Check Setti... Generate CSR's for these Nodes

¢ Certificate Authority Node

pustyugo-ise23-1

[ pustyugo-ise23-2

Subject

~ doing so is not a recommended practice. Rather, you
should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Portals, EAP, and pxGrid).

CSR Friendly Name

pustyugo-ise23-1#Multi-Use

pustyugo-ise23-2#Multi-Use

Common Name (CN) | $FoDNS

Organizational Unit (OU) | TAC

Organization (O) | Cisco

City (L) |

State (ST) |

Y —



Subject Alternative Name (SAN) | DNS Name v ‘ ‘ pustyugo-ise23-1.example.com ‘

| DNS Name " ‘ enroll.cisco.com ‘
| DNS Name " ‘ cpp.example.com ‘
| 1P Address +| | 10.4830.127 | i
* Key type |RSA h | i
* Key Length |2048 ]
* Digest to Sign With | SHA-256 - |

Certificate Policies ‘

Generate |Me:yes

pdlzbd: Bl §po Lopdsy [guodsle pogss Vs odo IJgbgs: Bspdud [pweisle vy
lduiolss JJesgd lsuol.

O Il Idblo) b8, 898 wuods) Jedb CSR wouuwsd pem lJs pplos IUepd 1ppdsé:
X

Successfully generated CSR(s)

Certificate Signing request(s) generated:
pustyugo-ise23-1#Multi-Use

Click Export to download C5R(s) or OK to return to list of CSR(s) screen

epor JETS

121096 3. séus IJ CSR pg CA 09898 wo 9szued eds pdod Idosgsus pu ld CA Cldlunlos
lJs Idgvduwds 1JIledos po giuoble CA (Idz3) sldswsb).

g6 4. loedd [Js IdblLs -> IJuble -> Idgsoble -> 1Jyboble 1993 wol: 108, 998
lovosb. Vs IJubluws IJoldss lody 898 lgosh pd 9233 pd wizsue CAlJR): e
wogwist Iluve 91U 1deldswd 131 e IUles: 9235 yo9s IJgshle 1Jp9esd wol slud) 898
buwld:



2'.';5'5 Identity Services Engine Home » Context Visibility » Operations » Policy  Administration » Work Centers

- System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Choose File |PUSTYUGODC1.pem
System Certificates

Trusted Certificates Friendly Name ‘ PUSTYUGO ROOT CA i

OCSP Client Profile Trusted For: ;

Certificate Signing Requests
mngikicd [#] Trust for authentication within ISE
Certificate Periodic Check Setti...

Trust for client authentication and Syslog

» Certificate Authority
[¥] Trust for authentication of Cisco Services

[] Validate Certificate Extensions

Description | PUSTYUGO ROOT CA

b JEETT

Iy 030 IUgbys Jegpse Idyvoble IJpoyubs Ws Iduvdunds 131 Jly ool Ls

lJg 9o 5. yz9¢e IJs IUbL6 -> IJublpe -> IUgboble -> bdule osdse IJuboble: 23> CSR IJJLje
9lud)y W99 Heb IJ uole:

ubabe - Identity Services Engine Home + Context Visibility

cisco » Operations » Policy ~ Administration » Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Setlings

<]
~ Certificate Management Certificate Signing Requests
Trusted Certificates A Certificate Signing Reguests (CSRs) must be sent to and signed by an external authority. Click "export" to download one or more CSRs so that they may be signed by an exterr
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound. it will be removed from this list.
QCSP Client Profile
Certificate Signing Requests Jview @obxport M Delete |m
Certificate Periodic Check Setti 1| Friendly Name Certificate Subject Key Length Portal group tag  Timestamp ~ Host
» Certificate Authority ] pustyugo-ise23-1#Multi-Use CN=pustyugo-ise23-1.... 2048 Sun, 10 Jun 2018 pustyugo-ise

121096 6. B 1J o528 IJp 90926 108y 9938 [eosh pdu: 225 pdd Idyielss IUss e luuedleo
pu ldpsze 1dpuodd: &p Be Veld luwe pldod Il Uje IUle): &p 23 luwesle: pumdsd (luvagsle:
p3ed lsuol spdu wessso oul Bl wp lugble CSR Cluuwgsle pogss IJlguedsle) slud) 999
buwlJ:



"tieth: Identity Services Engine Home » Context Visibility » Operations » Policy w Administration » Work Centers

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Bind CA Signed Certificate

System Certificates * Certificate File Signed CSR.cer

Trusted Certificates

OCSP Client Profile Friendly Name | pustyugo-ise23-1 Admin i

Certificate Signing Requests
Validate Certificate Extensions [ i
Certificate Periodic Check Setti. .

» Certificate Authority
Usage

Admin: Use certificate to authenticate the ISE Admin Portal

] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
[ RADIUS DTLS: Use certificate for the RADSec server

[ pxGrid: Use certificate for the pxGrid Controller

I:l Portal: Use for portal

o [T

IJgb96 7. O 1deedsy Ideuwed: lud) B98 wgp Jluole Iluves)ls. uvsope lghs cuvgsd
|JE_L9)O lJPUIUJo uu&gs-,s_) Jwol>o |Jrouu_99J

Enabling Admin role for this certificate will cause an application server restart on the selected node.

MNote: Make sure required Certificate Chain is imported under Trusted Certificates

Iy ebsle wissy yuols CPP I 8,0 luwasle yiolss pudods Jdpsgd. S 1Jelbys 6 22>
Juvesle: p3ed 9lod) 998 buwlJ:



aliili
cIsco

Identity Services Engine

Home » Context Visibility

» Operations » Policy

 Administration

» Work Centers

~ System
Deployment  Licensing

= Certificate Management

System Certificates
Trusted Certificates
OCSP Client Profile

Certificate Signing Requests

» Identity Management

» Certificates

Certificate Periodic Check Setti. ..

} Certificate Authority

+ Network Resources
» Logging  » Maintenance
o

Bind CA Signed Certificate

* Certificate File

» Device Portal Management

pxGrid Services

Upgrade » Backup & Restore  » Admin

Choose File | Signed CSR Portal.cer

¢ Feed Service

» Threat Centric NAC

Access  » Settings

Friendly Name | pustyugo-ise23-1 Portal

Validate Certificate Extensions

O a

Usage

Portal(s) using this tag

O Admin: Use certificate to authent
ﬂ EAP Authentication; Use

[ rADIUS DTLS:

se certificate fc

0 pxGrid: Use cer

Portal: Use for |

ate the ISE

-ertificate for

Admin Portal

EAP protocels that use SSL/TLS tunneling

* Portal group tag | Default Portal Certificate Groupw | (;

BYOD Portal (default)

Certificate Provisioning Portal (default)
Hotspot Guest Portal {default)

My Devices Portal (default)

Sponsor Portal (default)

Blacklist Portal (default)

Client Provisioning Portal (default)
MDM Portal (default)

Self-Registered Guest Portal (default)
Sponsored Guest Portal (default)

[sooms JECTH

Iy, Idgbsle Jepese yvwdle PSN Ws uui) ISE.

louble puwodspe peds eds ISE
pdlebbé: Cluwegsle iu.u‘_ng EAP-MD5: scp sgp lJpuvedsesu ldpedssy Web eds ISE.

IJgbss 1. luwdd IJs IJbLé => bls IJIslo [Jpgvodd -> 1Jessle -> 1Jpguedspsu: lu8) 899
luol9s.

atfna]ne
CISCO

Identity Services Engine

Home » Context Visibility » Operations + Policy ~ Administration » Work Centers

» System |~ ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

w ldentities  Groups
—

External ldentity Sources

(]

Identity Source Sequences b Settings

Network Access Users
Users

Latest Manual Network Scan Results e
|

dpAdd | @Changs Smtus | @aImport  @sBxport v | M Delete  {yDuplicats

Status MName a  Description First Name Last Name Email Address User Identity Groups Admin

Mo data available

1J1096 2. b5 IUuodes [Updegzs bgd luve IUpuwagse 99Jes 1Ups9, Sldpedsele 1duo,9,s6
Iz slody eds buwld.



Hm

cisco  ldentity Services Engine Home + Context Visibility » Operations » Policy ~ Administration + Work Centers

» System « ldenlity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
ridentiies Groups External Identity Sources  Identity Source Sequences  » Settings
I

Metwork Access Users List > New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

* Name I vpnuser

Status Enabled «

Email |

v Passwords

Password Type: Internal Users =]

Password Re-Enter Password
* Login Password | sesan | | e | | Generate Password :| i
Enable Password | | | | [ Generate Password |

+ User Information

First Name [ |

Last Name | |

¥ Account Options

Description I

Change password on next login CJ

» Account Disable Policy

O pisable account i date exceeds | 2018-07-27 (yyyy-mm-dd)

» User Groups

£ [ALL_ACCOUNTS (default) )

(o)

luol 86 p9se FlexVPN JgpsJ) RADIUS

IJe 096 1. loedd IJs pold; Igped -> IUsuoe -> 12036 1w Jé. [0, [uoldé

csco  ldentity Services Engine Home: » Context Visibility » Operations » Policy » Administration - Work Centers

b Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Cwverview  Network Devices  » Client Provisioning b Folicy Elements  Posiure Policy  Policy Sets  Troubleshoot  Reports  » Seflings
I

Network Devices

;?’ Edit :ﬂ:Add |:|"_1-| Duplicate | @almport g Export O Generate PAC | 3 Delete
MName a | IP/Mask Frofile Name Location Type Description

Mo data available

VOS) 2. OS IJuo&ao Urodu_sao I>aJ |,Ju|o lJzoljc gusly IP IJpgdsple IJuo_)_gJ..so Ula_,s T
¢lud IJlzosl) "lesble puol> 36 RADIUS. I>3J Juw) IJpive,d 9lud) buwld Bs I,_}udJ
Uuodao.



csco  ldentity Services Engine Home: » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access b TrustSec » BYOD » Profiler « Posture » Device Administration » PassivelD

Cwerview  Network Devices ¢ Client Provisioning » Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports ¢ Sefiings

Metwork Devices List » New Network Device
Network Devices

* Name | FlexVPN-HUB |

Description | FlexVEN HUB |

[ Paddess  +| *IP: [10.48.71.183 N E

@ IPvS is supported only for TACACS, At least ane IPv4 must be defined when RADIUS is selected

* Device Profile | g Cisco » | &

Software Version :l

* MWetwork Device Group

Location [a)| Locations © | | Set ToDefault |

IPSEC [IsIPSEC Device @ | [ SetToDefault |

Device Type [all Device Types © | | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Frotocol  RADIUS

* Shared Secret

T | | Show |

Use Second Shared Secret []

Show
CoA Port | 1700 | [ Set To Default ]
RADIUS DTLS Settings (7
DTLS Required [ i
Shared Secret | radiusidils i
CoA Port | 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required (optional) v | i
DNS Name | |
General Settings
Enable KeyWrap O
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ‘= ASCI HEXADECIMAL

| » TACACS Authentication Settings
L1 |y sNMP Sattings

LIy Advanced Trustsec Seftings

(o)




odosu | IJgpsd
030 os lJgbole Jlgslh wdgsy AnyConnect.

IJgo9s 1. wujisd zies AnyConnect. Jl ©o999; 2jpé AnyConnect o wol JJeussd IJpolui)
ou ISE. J3JY Bod Idwsed olds po w99 Idosh [dpw)yss eds IJJpwsse, Uu'béqatﬁs. SpJu
luvegsle ol Idhoulb Joujsd IJosh Idew,ss - http://cisco.com/go/anyconnect. 9.s o3l
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cisco ldentity Services Engine Home + Context Visibility » Operations » Policy + Administration ~ Work Centers

» Network Access b GuestAccess  » TrustSec  » BYCD  » Profiler | ~Posture | » Device Administration  » PassivelD
COverview  Network Devices - Client Provisioning b Policy Elements  Posture Policy Policy Sets  Troublesheot  Reports  » Setflings

Agent Resources From Local Disk > Agent Resources From Local Disk

Client Provisioning Policy
Agent Resources From Local Disk
Resources

Client Provisioning Portal

Category Cisco Provided Packages M

Choose File | anyconnect- _ploy-kS pkg

v AnyConnect Uploaded Resources

Mame - | Type Version Description

AnyConnectDesktopWindows 4.5.503...  AnyConnectDesktopWindows — 4.5.5030.0 AnyConnect Secure Mobility Clien...

m | Cancal

luB8) 898 buwld Jlwole IJluvos,ls. ©2dd pu oziss IUzieé sluoeb s cldss.

IJglb9o 3. sgo weesd 9226 IJwgld g IJupbss [Js ISE. Ws v [JuoWes (eld; 1Jged >
lUsuog -> |esbs Idgpsd > 1Upslnd) 108, 9939 Iuolds sl el IUsdsd po p9de Cisco. s
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Download Remote Resources

MName

AgentCustomizationPackage 1.1.1.6
AnyConnectComplianceMaduleCSX 3.6.11682.2
AnyConnectComplianceModuleCSX 4.3.290
AnyConnectComplianceModuleWindows 3.6 116822
AnyConnectCompliance MaduleWindows 4.3.50.0
CiscoTemporaldgentOSx 4.5.02036
CizcoTemporaldgentWindows 4.5.02036
ComplianceModule 3.6.11510.2
MACComplianceModule 3.6.11510.2
MacOsXAgent 4.9.4 3

MacOsXAgent 4953

MacOsxXSPWizard 1.0.0.18

MacCsxXSPWizard 1.0.0.21

MacOsXSPWizard 1.0.0.27

MacOsXSPWizard 1.0.0.22

MacOsXSPWizard 1.0.0.30

000000000 orOoOoOoOog

FY

Description

This is the NACAgent Customization Package v1.1.1.6 for Wir .

AnyConnect OS5 X Compliance Module 3.6.11632.2
AnyConnect OSX Compliance Module 4.3.29.0

AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnect Windows Compliance Module 4.3.50.0

Cisco Temporal Agent for OSX With CM: 4.2.1019.0 Works wi
Cizco Temporal Agent for Windows With CWM: 4.2.1226.0 Work
NACAgent CompliancelModule v3.6.11510.2 for Windows
MACAgent ComplianceModule v3.6.11510.2 for MAC QSX
MNAC Paosture Agent for Mac OSX w4 894 3-1SE1.2  ISE1.1..
MNAC Posture Agent for Mac OSX v4.9.5.3 - 1SE 1.2 Patch 12,
Supplicant Provisioning Wizard for Mac OsX 1.0.0.13 (ISE 1.1
Supplicant Provisioning Wizard for Mac CsX 1.0.0.21 (for ISE
Supplicant Provisioning Wizard for Mac CsX 1.0.0.27 (for ISE
Supplicant Provisioning Wizard for Mac ©sX 1.0.0.29 (for ISE

Supplicant Provisioning Wizard for Mac Csx 1.0.0.30 (for ISE

>
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CISCO

Identity Services Engine

Home

» Metwork Access b Guest Access » TrustSec

» BYCD

b+ Context Visibility

» FProfiler

» Policy Elements

» Operations » Policy ¢ Administration  \Work Centers

+ Posture » Device Administration » PassivelD

Posture Policy  Policy Sets  Troubleshoot  Reports

ISE Posture Agent Profile Settings > New Profile

Cverview  MNetwork Devices  + Client Provisioning
<]
Client Provisioning Policy
Resources Posture Agent Profile Settings
Client Provisioning Portal a. |Any€onnect d
b. *Name:

AC-4.5-Posture

Description:

e, wae IJosuosd. sew luvaesle AnyConnect Josl IJ usul)ss.
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Parameter Value Notes

PRA retransmission time 120 secs

Discovery host | |

* Sarver name rules | - | a need to be blank by default o force admin to enter a

value. "*" means agent will connect to all

Call Home List

| pustyugo-ise23-1.exampl | b.

List of IP addresses, FQDMs with or without port must be
comma-separated and with colon in betwaen the IP
address/FQDMN and the port. Example:
|IFaddress/FQDMN:Fort (Port number should be the same,
specified in the Client Provisioning portal)

Back-off Timer

30 secs

Enter value of back-off imer in seconds, the supported
range is between 10s - 600s.

Note: It is recommended that a separate profile be created for Windows and OS8X deployments

s JEETES

- 2> 99les lywe 1Jgb e Jl spdu io SY9y 03l 1Jz9d Q9|_)'&|. SeJdu iQ Sewss IJzed eds
FQDN Czy0 Idesd IJ3s s@ss louold 9236 90856 J.Jo..glj lJpw,35 & PSNS oo puwleé
lJlwe Idpuluvesd. 9,08 weped Bl Jly see lduwele ols FQDN.

Nl ele 9 1Ps 1 pes36 00l @83 IJluwegsle 1oole 1dpreds 2 pu Idousld IJs oe Glze
IJgo96 14 o0 w398 19 og 8.5 ISE 2.2" §wp). Spdud |uolds Iuuple pudLodé puve
COMA 993JY ;9 IJpuds wg> FQDN/IP Cluwegsle IJudbosy.

lJgb9é 5.9, wluuvle wdysy AC. luedd IJs pold) IJged -> Posture (9_ogsé) -> Client
Provisioning (398> [Jgpdle) > 1Je9lys 9l ) 899 Juolds: & p 23> odesy AnyConnect.



/content/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9

cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access » TrustSec » BYCD » Profiler | « Posture » Device Administration » PassivelD

Cwerview  Network Devices  + Client Provisioning ¥ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings

(<]
Client Provisioning Policy AnyConnect Configuration > New AnyConnect Configuration
Resources
Client Provisioning Portal * Select AnyConnect Package] AnyConnectDesktopWindows 4.5.5030.0 v| a.
* Configuration Name:| AnyConnect Configuration | b.
Description;
e

DescriptionValue
* Compliance MOUU|9| AnyConnectComplianceModuleWindows 4.3.50.0 | €

AnyConnect Module Selection

ISE Paosture v
VPN
Network Access Managed |
Web Security_]
AMP Enablerl_]
ASA Posture[]
Metwork Visibilitd_]

Umbrella Roaming Securi
Start Before Logon[J
Diagnostic and Reporting Toal_

Profile Selection

* ISE Posture] AC-4.5-Posture »| d.
VPN -
Network Access Manager -
Web Security| -
AMP Enablen -
Netwaork Visibility -
Umbrella Roaming Security| -
Customer Feedback -

- 2 2ied wsh poyo.
c8p wo9s) luwe wdssu Idosh) 1Jpw)ss.
. i'tOJ luosl) 9226 1wyl § Iduplbss.

2 pJO LSS LISy 9uess IJosh Idpesss pu IJ8lses IJpouwsJs.
IJgo98 6. o dasu woz w9ds) IJgpsd. luwdd IJs pild IJgpd -> 1sgog > lpsb Igpsd. B
glJé IJodssy llsds: spdud wewiss IUdse IJSLES S Iduoz Ipdoe pe
IJIve,)losle. Ws zlds 1Jzlzs J!u'olgéis_ Uog !Js odg.:,sg lJsoe 1Jp9z9s: luedd Ids Iduog
lJ3s spdu lehé |uwegslpo glge, ad)l) lgdlo 19 wdhl) bule. Jpl spdu lognle voz o8>
Jdedles IJozhss.

o3l pold eds Iduwslgws 1Jpuwedsres BOs Idpuwous.



"te Mentity ServicesEngine  rome  » Conlex!Visibily  » Operaons  » Polcy Ty

b Network Access b GuestAccess  » TrustSee 5 BYOD  » Profier | wPosture  » Dévice Administration  » PassivelD

Cuerdew  Neteork Devices = Client Provisioning  » Polcy Eléménts  Poshre Policy  Pokcy Sets  Troudleshoot  Reponts b Seftings

(st Provisostag Polcy client Provisiening Policy

Resoutces

Client Provisioning Portal

Rule Name Idurity Groups Operatng Systems Gher Gondition: Resuls
’ ~ | [Windows 1 Any Wingows All ] [Gonatinis) ] AnyConngct L
Agent Configuration -
Agert [AryComect Configuration  © |

Native Supplicant Configuration

Config Wizard| Chooss a Config Wizard

Wigard Profie:| Choass 3 Wizard Profiie

i'acu odssu IJosh) 1dpe)ss Vs duwe IJuolse.
wvsluwle 9uingb 1dsuog

Swp luwwgsle Vo IJ._9U'08 lJouwshb. op odosu ISE Jdoeg 8l PU 929> lJpJd CATEST.txt
eds zlow 1Jzols IJJoJ.d..:s. 9> wdgu uwsubssele 1Jzslé 1Usl e ss 1Ue, wggssl sdIdu gbgle
lJodysy IJgle os o ywol.

IUglogs 1. Sp luuble 2lJs. oo Linsb Idsuoe Ss eild; IJged -> 1suog -> guluo,
IJgwslows > IJuiagb. 2oy woe uivb Idsuog 9lud |uplI8. 225 1dpedsple 109,56 Slud,
eOb. boloe spdud Idgwy) eds pold Juwb 1Ugses 1U3s seo 1ozl pu 929> IJpdws
CA\TEST.txt.

csco  ldentity Services Engine Home ¢ Context Visibility » Operations » Policy » Administration ~Work Centers

» Metwork Access » Guest Access » TrustSec » BYOD » Profiler | « Posture » Device Administration » PassivelD

Owverview  Network Devices ¥ Client Provisioning - Puolicy Elements Posture Policy  Policy Sets  Troubleshoot  Reports » Settings
|

<]
File Conditions List = TEST txt
~ Conditions ) .
File Condition
Hardware Attributes Condition + Name | TEST fxt |
Application Description | |
Firewall Condition . -
* Operating System | Windows All
Anti-Malware
Compliance Module Any version
Anti-Spyware
. *File Type | FileExistence "| i
Anti-virus
* f - . ]
Compound File Path | ABSCOLUTE_PATH | | CATEST.tet i
Dictionary Simple * File Operator | Exists "|
Dictionary Compaound - e
Save ERGEEES

Disk Encryption
Fila

Fatch Management
Reqgistry

Service

UsB

¢lbys 2.Posture pobdo wuvdsd. luodd IUs pold) IJged -> 1Usoe -> gulues IJuog ->
IJpcbdule. 03l peld gds 929> TEST.txt JJpdus:



File Bxstance for ndows Al using = wsing | anvyConnect + ] metit | TEST_txt | ten “.‘essau(‘ Done

Nole: Supported Remediation Actions are Eered based on the Operating Systems and Stealth Mode selections.
Remediation Actions are no! applicable for Hardware Conditions and Apphcation Congitions configured using the Provision By Category or Provision By Everything options. Action |Message Text Only |
- L -
Messa0e Shown to AQEnT USer | Create TEST. it file on disk C: -

2oy Uinb 1d9soe IJElue wd Bs pobde 238 9233 lo)le luadle.

IJglo96 3. wdssu woe IJs e, lowdd IJs plds Idgpd -> IUs o -> wog IUguog. bulo Spdud
lJewy) eds pold Jduog lJpuweese Jodl |J=pu.uoo). STWIS lJuoz eJs pobdoe "9g9s IUpJ8"
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il identity Services Engine Home  »ContextVisibiity  » Operaions  » Policy  » Administration  [EESICERITIISS

* Network Access  » GuestAccess  # TrusiSec  » BYOD  » Profiler | ~ + Device Administration  » PassivelD

Overview  Network Devices  » Client Provisioning  » Policy Elements

Policy Sets ~ Troubleshoot  Reports  » Settings

Posture Policy

Defing the Posture Policy by configuring rules based on operating system andlor other

-

Status  Rule Name Igentity Groups Operating Systems Compliance Module Posture Type Otner Conditions
o

B - [ Fieroicy ] [ Any & | | Windows Al &} 4. or later - AnyConnect - | (Owtional) Dictionar.

odIsu pded LIV IJgpsd

CAJouwed JJsuoe w9 lehs Idugzse: sew weus) wdssu paed wavds) IJepsd. luedd lds
eld5 1depd -> 1doog -> el Idgpsd ->p3¢d o IJgpsd spdod luvegdle Idwglos
ISl oss T logule IJwslows 1JglLos .

"eues Identity Services Engine Home  » ContextVisibiity b Operations  » Policy  » Administration  [RIUSEe IS

» Network Access  » Guest Access  » TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration  » PassivelD
Overview  Network Devices  ~ Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings
——
o
Client Provisioning Policy

- ]
Resources Portal Settings

Client Provisioning Portal HTTPS port*

(8000 - 8999)

Allowed Interfaces:= For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
| Gigabit Ethemnet 0 | Bond 0
Gigabit Ethemet 1 Lises Gigabit Ethernet 0 &5 primany interface, Gigabit Ethemet 1 as backup
Gigabit Ethemet 2 Bond 1
Gigabit Ethemet 3 Uses Gigabit Ethernet 2 as primary interface, Gigabit Ethemet 3 as backup
Gigabit Ethemet 4 Bond 2
Gigabit Ethemet 5 Lises Gigabit Ethernet 4 a5 primary interface, Gigabit Ethemet 5 as backup

Certificate group tag: * | pafault Portal Certificate Group ¥
Configure certificates at:
Administration > System > Certificates »
System Certificates

Authentication method: * | Al User_ID_Stores v a.

Admi ion > Identity Mar >
Identity Source Sequences

access (o the portal

Al W /Builtin/Administrators i I ALL_ACCOUNTS (default) a~ I b.
AD: /BuiltinfUsers

AD: [Users{Domain Computers

AD: [Users{Domain Users

AD: [Users{1SE Admins °

AD: [Users{VPN Admin

ADiccer - onn fUsers/ VPN User °

Employes
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

4 Choose all  Clear all

Fully qualified domain name (FQDN): | cpp.example.com c.

Idle timeout: 1-30 (minutes)

Sew oSy 0do lJlgshble Vs wdssy 1dpesrgd Juvsulysy 3p lele IJwgzso:
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- 9931 JBlisps "wundund puod) 1Jo9ss" [dpesssc sop pde Blispes IUpzesgle IUpclzs. g0
030 lJu@bé. weolz IJs weass Idpzesele IUpswpss Jogwesd 1Uxgsd IJs [JpesgJ.

- Sgw wedss FQDN Jesgd wisss IJgpsd. sgw ed FQDN o3l |Js ISE PSNs IPs. szo w9zso
lJpuwwgdpsu Jogsss FQDN Bs puwee)uo 1Ussw loule pelade IUleuold 1Jlsds.

odosy wLosIle IJogesd slduog

Sdip w888 Isuosd IJisds Jdgesd ewdpl odss 21Js IUs og £5) po9dr6. 900 Ippdy
oz 9sY 030 IJglss wloy 9§ pugssé:

- RADIUS Filter-ID - Cluegsle 030 ldwps: Spdu wgssu Blisesd IJoedp O IJsue9d (ACL)
lJpg 96 ppdsl eJs NAD .JJ,ouuo'aﬁfo lJ3s J>s0 2ldo 9,28 68 p85996. 90l Iy 030
wpd Sslumss Jpzad RFC Bszo lu sepd o3l lduoz wuvdd 2> Jeese p9,0s NAD.

- Cisco:Cisco:AV-pair = ip:interface-config - pplod gsl J Radius Filter-ID. spdo wgssu Slisped
IJoede S 1Usuo9d (ACL) Ideg 96 ppdsl eds NAD Jdpuwedse welds ldsuoe sy
lJpg 9. pold eds IJoYssu:
Cisco-av-pair = ip:interface-config=ip access-group deny_server W.s

IJgb9o 1. odsu pdWd wg)sW IJegssd.

ol 09 pgol Lldouwes JI9UoE: $dip 929> w9LosBs wedsd: sew lu sewss IJesh IJlsd
eds s wog pu lusle 859> 1Usoad 1Js Iduveds. spdu wbosd pdod Idog)ssd o3l gds
gpdsle IJpuob o Idos Jl ogwlas zldo IJysog Jol IJeglvg. 9> spess pdd o )sud
IJegosd Idelus eds lpdlusle guple O9b 9spdu cbosde gds eduvs gpd wldelds
"9,08s8" wuwlys [Joglsd .

Jlogble pdod ogrs9 IJogssd: luedd Ids pild; IJged -> IUsuoe -> ol Idueg -> pdUle
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pild £ pd oe,80 1Us o9 1dpdss wluueésle RADIUS Filter-1D:
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cisco  ldentity Services Engine Home » Context Visibility ¥ Operations » Policy » Adminisiration

b Metwork Access  » Gues!t Access b TrustSec L BYOD » Profiler | «Posiure b Device Adminisiration  » PassivelD

Overview MNebwork Devices b Client Provisioning = Policy Elements Posture Policy  Policy Saels Troubleshodt Reporns b Seftings

o
Authorization Profiles > LIMITED_ACCESS
= Conditions e .
Authorization Profile

Hardware Attributes Condition *Name | LIMITED_ACCESS |

Application Description |

Firewall Condition " Access TYPE |ACCESS ACCERT *|

Anti-halwarg

Al Spywars Metwork Device Profile | &k Cisco |« | @&

Anti-vinus Service Template

Compound Track Movement [ ;

Dictionary Simple

ry ot Passive identity Tracking [ ;

Dictionary Compound

Disk Encryption

File

» Common Tasks

Fatch Management

Registry D pACL Name

Service

UsB ¥ ACL (Filter-ID) DENY_SERVER n
¢ Remediations

Security Group
Requirements
Allowed Protocols
WLAN

Authonization Profiles

Downloadable ACLS

w Advanced Attributes Settings

 [selectan item o = 5]

+ Attributes Details

Access Type = ACCESS ACCEPT
Filtar-ID = DENY_SERVER.In

peld eJs ed wers 1suesd Idedss wluvegsle g izoé Cisco-AV:



"tsehe Identity Services Engine Home + Context Visibility » Operations i » Administration

» Network Access b GuestAccess b TrusiSec  » BYOD ¢ Profiler  ~Posture | » Device Administration  » PassivelD
Owerview  Network Devices  » Client Provisioning  ~ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reporls ¢ Settings
[ <]

Autharization Profiles > LIMITED_ACCESS

~ Conditions L.
Authorization Profile
Hardware Attributes Condition * Name | LIMITED ACCESS |
Application Description | )
Firewall Condition * Access Type |£lCEE55 T = I
Anti-Matware
el (N, - | B}
Anti-Spyware Network Device Profile ak Clsco 4]
Anti-virus Service Template )
Compound Track Movement [ ;
Dictionary Simple
J D Passive Identity Tracking [ ;
Dictionary Compound
Disk Encryption
File
 Common Tasks
Paich Management
Registry L DACL Name
Semvice
uss O AcL (Fitter-ID)
r Remediations
- Security Group
Requirements

Allowed Prolocols
L wvaiAaN
Authorization Profiles

Downloadable ACLs

+ Advanced Attributes Settings

|Cisco:cisco-av-pair ~] =|ip:inl:arfa|:e-conﬁg-i|: ACCESS-]... QI

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in

pold gds o cuosuo 1J9u09d £y [p229> pe per elod wuodss RADIUS:



cisco €MLY Services Engine Ome ~ontext Visibility ¢ Operations + Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess  p TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Qverview  Network Devices  » Client Provisioning  wPolicy Elements  Posture Policy  Policy Sets Troubleshoot  Reports  » Settings

o Tame | UNLIMITE D_ACCESS |

= Conditions Description [ 45
. " *Access Type [access aCCERT -]
Hardware Attributes Condition
Application Network Device Profile as Cisco| | (23]

Firewall Condition
Service Template )

Anti-Malware
Track Movement [ ;
Anti-Spyware
Passive Identity Trackin v
T ‘asgive Identity Tracking ) 5
Compound
Dictionary Simple
Dictionary Compound ~ Common Tasks
Digk Encryplion
) DACL Name
File
Patch Management )
¥ ACL (Filter-1D) IPERMIT_ALL ]-ln
Registry
EERLED ! Security Group
USB
+ Remediations ) WLAN
Requirements

Allowed Protocols

Authorization Brofiles v Advanced Attributes Settings

Downloadable ACLs

£ [select an item Q] =| =l

w Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = PERMIT_ALL.in

peld eds pdod w89 1dsuo9d €8, 1Jpz29s wluwesle joz pulds Cisco-AV:



bl dentity Services Engine Home  » ContextVisibiity  » Operations  » Policy  » Administration

+ Work Centers

b Metwork Access  » GuestAccess » TrustSec  » BYOD e Profiler = Posture | » Device Administration

F PassivelD

Overview  Network Devices  » Client Provisioning = Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Repors

» Settings

4

o ame | UNLIMITED_ACCESS |
~ Conditions Description |
, *Access Type [aCcESS_ACCEPT -]
Hardware Aitributes Condition
Application Network Device Profile s Clsco | » | &

Firewall Condition ;
Service Template

Anti-Malware
Track Movement i
Anti-Spyware
Passive |dentity Tracki ;
Anti-Virug ) o :
Compound

Dictionary Simple
Dictionary Compound + Common Tasks
Digk Encryption

DACL Name
File

Patch Management
ACL (Filter-ID)

Registry
Senvice Security Group
UsB

+ Remediations VLAN

Requiremenis
Allowed Protocols
Aulhorizaion Profles w Advanced Attributes Settings

Downloadable ACLS

Cisco:cisco-av-pair i)| = |i;|:interface-corrﬂg=-ip ACCRES~(..

s

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsinterface-config=ip access-group PERMIT_ALL in

1Je 96 2. cdoso wog IJegasd. Ieule oo IUglbss sew luuble voz wgasd leusu. IJlsJ
Jeblo s bdo ldeuobds IUlads pe 2lds IJssoe €5, Idpensod sldelus Jogsso IUsuesd

IJdled we> gpdss Idsuog Idulee.

luo pold eds uwsluwle [Jogasd lJouvslbs Jodo IdelJs:

NEIWOIK_ALZEss_AUMentcanon_Passen
@  Unknown_Compkarce_Redrect  AND

m o

Compiance_Uninawn_Devices

Network_ccess_Aulhentcaton_Passed
E  NonComgiiant_Devices_Redirect  AND
Non_Compkant_Devices

Network_sccess_Authenticaton_Passed
&  Compian_Devices_Access AND

Do 0o

Conplan_Devices

Resulls

Profiles

= LIMITED_ACCESS

= LIMITED_ACCESS

= UNLINITED_ACCESS

Security Groups Hits. Actions
+ = &
+ =5 -4
= -+ L

odasu woz Ide b8 Jsuw zigl pu 03l Ipuwews 9JJu sew 1o cuse S Idlgovl Tu
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38> sl 1Jezdd Uluwluws pu IJosdE pu el gble jissumss:

IUs 96 1. 1Je288 po 2duws gpd RA VPN gds J9zé 9,0J FlexVPN:

show crypto session username vpnuser detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnentation

R - I KE Auto Reconnect, U - |IKE Dynanic Route Update

Interface: Virtual - Accessl
Profile: FlexVPN-|KEv2-Profile-1
Uptime: 00: 04: 40
Sessi on status: UP-ACTI VE
Peer: 7.7.7.7 port 60644 fvrf: (none) ivrf: (none)
Phasel_id: exanple.com
Desc: (none)
Session I D 20
| KEv2 SA: local 5.5.5.5/4500 renote 7.7.7.7/60644 Active
Capabilities:DNX connid:1 |ifetime:23:55:20
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 10.20.30.107
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 499 drop O life (KB/ Sec) 4607933/ 3320
Cut bound: #pkts enc'ed 185 drop O life (KB/ Sec) 4607945/ 3320

show crypto ikev2 sa detail
I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf
1 5.5.5.5/ 4500 7.7.7.7/ 60644 none/ none

St at us
READY

Encr: AES- CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH G p:5, Auth sign:

verify: EAP
Li fe/ Active Time: 86400/ 393 sec
CE id: 1010, Session-id: 8
Status Description: Negotiation done
Local spi: 54EC006180B502D3 Renot e spi: C3B92D79A86B0ODF8
Local id: cn=fl exvpn-hub. exanpl e.com
Renote id: exanple.com
Renot e EAP id: vpnuser

Local req nsg id: O Renote req nsg id: 19
Local next nmsg id: O Renote next msg id: 19
Local req queued: O Renote req queued: 19
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 60 seconds, retry 2
Fragnentati on not configured.

Dynam ¢ Route Update: disabled

Ext ended Aut hentication configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 10.20.30. 107
Initiator of SA: No

IPv6 Crypto | KEv2 SA
IJgbb96 2. 1Jee 8l pu w3838 lJpuols 96 (uvedle RADIUS
lJeeluiyf):

RSA, Auth
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|Jglbgs 3.Posture report verify - I 9J |Js Operations -> Reports -> Reports -> Endpoint and
Users -> Posture Assessment by Endpoint.
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1. wuoese leble IKEV2 JJozpse pu 9226 IJluvodold sldoe:

debug crypto ikev2

debug crypto ikev2 packet
debug crypto ikev2 interna
debug crypto ikev2 error

2. wuprst leble 1puol>$6 sldeBdas o sldeeluwns (AAA) JJIbJlg s wesso lduvele
lJpedso 9/l IUogs6:

debug aaa aut horization
debug aaa aut hentication
debug aaa accounting

debug aaa coa

debug radi us authentication
debug radi us accounting

3. DART pu gpsd AnyConnect.
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