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S 7 Home  Operatons| Y  Poicy | ¥ GuestAccess|Y  Administraton | ¥ ‘

c::f System & Identity Management i Network Resources E‘ Device Portal Management [k__,h pxGrid Services E Feed Service {8 pxGrid Identity Mapping

Identities External Identity Sources Identity Source Sequences Settings
Identity Groups Endpoint Identity Groups
c L)
G vE . S JEdit EAdd | W Delete
» [T User Identity Groups LETTE | [DEITHIET
O 15MinAccessGroup
[ Blackist Blackiist Identity Group
O cscotP-Phone Identity Group for Profile: Cisco-IP-Phone
O GuestEndpoints Guest Endpoints Identity Group
O erofied Profiled Identity Group
O RegisteredDevices Asset Registered Endpoints Identity Group
[ unknown Unknown Identity Group
O workstation Identity Group for Profile: Workstation
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Configure Guest and Sponsor Access

Overview
Get an overview of the steps Guest Portals

required to configure guest access

Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.

uest Portals

/ Configure the portals guests wil Create Edit Duplicate Delete
use to access the network

Hotspot 15 min access

Specify guest's access privieges
pecty g [EILEL ° Used in 1 rules in the Authorization policy

Sponsor Groups Hotspot Guest Portal (default)

Define the permissions and settings for users Guests do not require username and password credentials to access the network, but you can optionally require an access code
who can create and manage guest accounts £A Authorization setup required

Sponsor Portals Self-Registered Guest Portal (default)

Configure the portals that sponsors Guests are allowed to create their own accounts and access the network using their assigned username and password

use o create and manage guest accounts ° Used in 1 rules in the Authorization policy
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/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html

- RedirectHotSpot - pJd wg) s IJowsso 1J3s sess Idegzse IUs wolws 1Jguesd 1Js
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Authorization Profile

* Name | RedirectHotSpot |

Description |

* Access Type |ACCESS_ACCEPT - |

Service Template [

v Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth v ACL ‘ REDIRECT Value | Hotspot 15 min access -

Display Certificates Renewal Message
[l static IP/Host name/FQDN

- RedirectSelfReg - pJw wg)s9 IJwgasd 1Uss sgss IJegzso 1Js wyleo Guest Portal

lJpwedé Slosl
Authorization Profile

* Name | RedirectSelfReq |

Description |

* Access Type |ACCESS_ACCEPT - |

Service Template [

+ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth v ACL | REDIRECT Value | seff-Registered Guest Portal (del v|

Display Certificates Renewal Message
[ static IP/Host name/FQDN

- PermitAccess15 5§s§6 - pJd we)rs9 IJogasd 1Uss soze wuoase IJauesd ssuovb
P99 lgls IJp ol 96 gds 15 59586



Authorization Profile

* Name ‘ PermitAccess15Minutes |

Description

* Access Type |ACCESS_ACCEPT v ]

Service Template [

» Common Tasks

Tim eﬂ S00 (Enter value in seconds )
Maintain Connectivity During Reauthentication | RADILIS-Request |
4. oJdosu W9les IJowgso.
Status Rule Name Conditions (identity groups and other conditions) Permissions
Registered guest access GuestEndpoints Wireless_MAB PermitAccess
Unregistered guest access 15 min Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess15Minutes
Redirect to Self-Reg Portal 15MinAccessGroup Wireless_MAB RedirectSelfReg
Redirect to Hotspot 15 min access Wireless_MAB RedirectHotSpot
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Optional Content 2

<script>
jouery ('.cisco-ise-scriptable') .append ("<div class="ui-submit ui-btn ui-shadow'>
<input type='submit' walue='Get Zccess' class='hotspot-btn'/></div>");
jouery('.cisco-ise-login-text') .hide();

jouery ('.cisco-ise-scriptable') .find('#ui login instruction message').remove();
jousry('.cisco-ise-scriptable') .find('#ui login content label').html ('Hotspot'):;
JjQuery('.hotspot-btn') .on('click', functicon(evt){

evt.preventDefault (),

jousry ("#ui login self reg button").trigger('click');

i

</script><br moz editor bogus node="TRUE" />

(text or HTML) Click Preview fo test HTML rendering

.

<script>

j Query('.cisco-ise-scriptable').append("<div class="ui-submt ui-btn ui-shadow ><i nput
type='subnmit' val ue=' Get Access' class='hotspot-btn'/></div>");

j Query('.cisco-ise-login-text').hide();

j Query('.cisco-ise-scriptable').find('#ui_login_instruction_nessage').renove();

j Query('.cisco-ise-scriptable').find('#ui_login_content_|abel').htm (' Hotspot');

j Query('.hotspot-btn').on('click', function(evt){

evt.preventDefaul t();

j Query("#ui _login_self_reg button").trigger('click');

1)

</script>
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<scri pt>

j Query(' #page-sel f-registration'). hide();

set Ti meout (function(){

j Query("' #ui _self_reg_subnmit_button').trigger('click');

}, 100);

</script>
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<scri pt>

j Query(' #page-sel f-registration-results'). hide();

j Query("'#ui _self_reg_results_subnmit_button').trigger('click');
</script>
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Android

Android
Android

Android

Default >> MAB

Default >> MAB >> Defauft
Default >> MAB

Default >> MAB >> Default

Default >> Registered guest access

Default >> Redirect to Seff-Reg Portal

Default >> Unregistered guest access 15 min

Default >> Redirect to Hotspot 15 min access

PermitAccess

RedirectSelfReg

PermitAccess1SMinutes  User Identity Groups:..

RedirectHotSpot

User Identity Groups:..

GuestType_Daily (de...

15MinAccessGroup

GuestType_15MinAc...

Profiled

Authorize-Only succeeded
Dynamic Authorization succeeded
Guest Authentication Passed
Authentication succeeded
Authorize-Only succeeded
Dynamic Authorization succeeded
Guest Authentication Passed

Authentication succeeded
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( Portal Behavior and Flow Settings

Use these settings to specify the guest experience for this
portal.

o ——

Portal Theme | Default Blue theme

P

(&)

Portal Page Customization
Customize portal pages by applying a theme and specifying

~— field names and messages displayed to users.

E| [ Tweaks... ]

Advanced Customization... =

View in

English - English
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