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Directory Attributes

Only attributes selected below will be available for use as policy conditions in policy rules.
* Sample User or Machine

testuserexternal O
Account
Retrieve Attributes...
Name ~  Type Example Value
aCSPolicyName STRING NotMuchAccess
O accountExpires STRING 9223372036854775807
O badPasswordTime STRING 0
(]  badPwdCount STRING 0
(] cn STRING testuserexternal
[ codePage STRING 0
() countryCode STRING 0
D dSCorePropagationData STRING 16010101000000.0Z
[:] displayName STRING testuserexternal
d distinguishedMame STRING CN=testuserexternal,CN=Users,DC=rinsantr,DC=lab
<
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Dictionaries Conditions Results
I

» New Authorization Profile

Authentication >

Authorization Profile

Authorization ~

ExternalUserAttributeTest
Authorization Profiles

Downloadable ACLs Description

* Access Type

ACCESS_ACCEPT s

Profiling > -
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“ Autharization Policy (3)

Results
Status  Rule Name Conditions Profiles Security Groups
~
b,
b Network
Basie Authent Access-AuthenticationStatus EQUALS AuthenticationPassed = & :
(] AND nternalUserAttributeTe Select from list
Access Intern
1  RadiusUser-Name EQUALS testuserinternal
I Network
Basi i 3 Agcess-AuthenticationStatus EQUALS AuthenticationPassed
Basic Authenticated A v . =
] A Erail AND ExternalUserAttribute Select from list
reEcaRaTEXtaIm Sl er . RiniAD-ExternalGroups EQUALS rinsantr.lab/Users/Test
pe
Group
(] Default DenyAccess Select from list
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Overview

Event 5200 Authentication succeeded

Username testuserinternal

Endpoint Id B4:96:91:26:E0:2B &

Endpoint Profile Intel-Device

Authentication Policy New Paolicy Set 1 »> Authentication Rule 1

Authorization Policy New Policy Set 1 »> Basic Authenticated Access Internal User
Authorization Result InternalUserAttributeTest
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Overview

Event 5200 Authentication succeeded
Username testuserexternal

Endpoint Id B4:96:91:26:E0:2B &

Endpoint Profile Intel-Device

Authentication Policy New Policy Set 1 >> Authentication Rule 1

New Policy Set 1 >> Basic Authenticated Access External

Authorization Policy User

Authorization Result ExternalUserAttributeTest
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EnableFlag Enabled
ACL NotMuchAccess

RADIUS Username testuserinternal
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aCSPolicyName NotMuchAccess

RADIUS Username testuserexternal
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Overview

Event 5232 DACL Download Succeeded
Username BACSACLH-IP-NotMuchAccess-60049chb
Endpoint Id

Endpoint Profile

Authorization Result
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