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S92z o3l ldpuwows Jsss wdysy Identity Services Engine (ISE) Clgweésle Sless wslule
Oracle Jpo!>96 ISE Clguegsle louold Bless Ideuslule 1dewveyzs (ODBC).

cobdu puobds louold Bless Iduslole 1Jpewdeses (ODBC) Iy s pdy ISE o0 leuoly JJpd

P19 PUNEEIP ULP ENS. SpdU CULOS) JJpd Iprg) Bs Blesd Iduslule sdIdu seo B
U0l Lsluwbs 1Jlle 1Upgs0.

IJecbdule IUIlguluss
IJpobdolo

o900 Cisco Llu odaw Jssd pe,us Lldeslose IJoldss:

. Cisco Identity Services Engine 2.3
- 9les Idoslule 9pdlos,e ODBC
- lgyled



IJedsulo IJpuuodped

ouvows Idpedyple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse IJoldso:
- ldentity Services Engine 2.3.0.298
s wSULuw 7

- Vlgsxé wslule Oracle IJl ool 12.2.0.1.0
- plog, Oracle SQL 4.1.5

IJodosy

pdlzbs: oelod pe lolele SAL IJed3p6 Bis 03l IUpuuows Jipeds. o030 Jsuwe bysds
DurPS8 9p9,0S wol Judasy Ylgss wslule Oracle. wlds pu Bopd Juwses JJ
lweedle SQAL cdwjp o golesyo.

IJg1o96 1. cosisé Oracle IJiuwlusd

WO o3l ldpeld wp wdgsy Oracle Llwedslp IJpedple IJoldso:
e Bless lJuslole: ORCL
- luwp 1Jg>p6: orcl.vkumov.local
- 1Jpowes: 1621 (IJ1w el o)

- wp lugwle guwle J ISE Cluwe ISE
Ip vudosy 8lgsxsé wslule Oracle 9od lJpologs.

IJgdo96 2. ISE Il us ouvdsd

logvle puo3) 0956 ODBC W IUbL6 > o0, 0956 Ehes > ODBC sl ool IJleuolJ:



ODBC DB connection details
ostname/IP[:pori] | 10.48.26.61

* Database n

1k

me | orcl.vkumov.loca

Admin username ca

Admin password | sssesss
* Timeout ] h
Test connection X
* Retries |1 Connection succeeded
* Database type  Oracle Stored Procedures

<:Lj> Flain text password authentication - Mot Configured
5 g:- Plain text password fetching - Mot Configured

<:Lj> Check username or machine exists - Mot Configured
{E:- Fetch groups - Mot Configured

4 E'-" Fetch attributes - Mot Configured

|: Close |

pdlebé: souod ISE ¢ Oracle Clywogsle lgwe 1Ug 60 9oldolds see pde Ide8d [luve
Sless ldoslule] oluwpe [Jgs006 1Je9z9s b Oracle: 9Jsuw SID (9 [ywp DB). cuvow [Jgbl
CSCvi06497 6, §bs () suwelbse Jl suwegpd BOs [8lers pelosle luwp] peld- wp luadlz
o3l IJglol s ISE 2.3.

IJglo9s 3. od9su puolb §6 IJp s e

ounwgdpe pueb o ISE [Js ODBC IJlg)lele 1Jpgius. pu ldppedy weass uae Idlplelo. W oil
lJpolde ouwegse pepsele Iduwedlo Jpyogelo.

ldouwws Jdlplele 1JiE s lze » : J £l 109,56 oo Cisco. Il ool 2.3

wdpst: pu Ipedo bele Ipedele 1deuwpels wodl oo pzeses IJoolse. lue B9k w9
peodV pu ldpeelo lJgblises os ywol.

1. 9p wlogvle Idzaed wluveple wslule lewpb IJpuworpso. olds po wessu lesble 1Jogss
eds IUpBdole IUlwluws.

DDL for Tabl e USERS


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf06497/?reffering_site=dumpcr
/content/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_01110.html#concept_6EB9B4875CBB47D79168E329696E2C65

CREATE TABLE "1 SE". " USERS"

("USER_I D' NUMBER(*, 0) GENERATED ALWAYS AS | DENTITY M NVALUE 1 MAXVALUE
9999999999999999999999999999 | NCREMENT BY 1 START WTH 1 CACHE 20 NOORDER NOCYCLE NOKEEP
NOSCALE
" USERNAME" VARCHAR2( 120 BYTE),

"PASSWORD' VARCHAR2( 120 BYTE)
) SEGVENT CREATI ON | MVEDI ATE
PCTFREE 10 PCTUSED 40 | NI TRANS 1 MAXTRANS 255

NOCOVPRESS LOGE NG
STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS" ;

-- DDL for Index USERS PK

CREATE UNI QUE | NDEX "I SE"."USERS_PK" ON "I SE"."USERS" ("USER_|D")
PCTFREE 10 | NI TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS" ;

ALTER TABLE "I SE"."USERS" MODI FY ("USER_ | D' NOT NULL ENABLE);

ALTER TABLE "I SE". " USERS" MODI FY ("USERNAME" NOT NULL ENABLE);

ALTER TABLE "I SE". " USERS" MODI FY ("PASSWORD' NOT NULL ENABLE);

ALTER TABLE "I SE". " USERS" ADD CONSTRAI NT "USERS_PK" PRI MARY KEY ("USER_I| D")
USI NG | NDEX PCTFREE 10 | NIl TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS" ENABLE;

9 p0 51206 IUpuwese Iyuwsess (GUI) Jelos, SQL:



B3 Create Table X
Schema: [ISE "] [w] Advanced g
MName: UsERs |
Table Type: [Normal ']
Q, Search
Columns: Q. name g ¥
Hﬂm PK  MName Data Type Size Mot Mull Default Comment
- Indexes E®  USER_ID b INT <Identity Calu...
... In-Memary USERNAME VARCHARZ 120 -
- Partitions iF
- Comment
. OOL G
i
F .
Data Type  Constraints  Indexes Identity Column
(3) Simple () Complex () Virtual
Column Type: [VARCHARZ "]
Size: [120 | Units: | <Not Specified> -
Help 0K Cancel

2. |ols puweEsrpsy

I NSERT | NTO "1 SE". "USERS" (USERNAME, PASSWORD) VALUES ('alice', 'passwordl')
I NSERT | NTO "1 SE". "USERS" (USERNAME, PASSWORD) VALUES (' bob', 'passwordl')
I NSERT | NTO "1 SE". "USERS" (USERNAME, PASSWORD) VALUES ('admin', 'passwordl')

3. 3p lousle lole Jpuolsds Ips pi9) IJoue IJebs (suveese pg PAP. IJigndsw IslgJs
EAP-GTC. TACACS)

create or replace function | SEAUTH R
(
i se_usernane | N VARCHARZ,
i se_user password | N VARCHAR2
) return sys_refcursor AS
BEG N
decl are
c integer;
resul t Set SYS_REFCURSOR;
begi n
sel ect count(*) into ¢ from USERS where USERS. USERNAME = i se_usernane and USERS. PASSWORD =
i se_user passwor d;
if ¢ >0 then
open resultSet for select 0 as code, 11, 'good user', 'no error' fromdual;
ELSE
open resultSet for select 3, 0, 'odbc',' ODBC Authen Error' from dual;
END | F;



return resultSet;
end;
END | SEAUTH_R;

4. Gp Slouile lple Jedo IJps 019, 1Jouo 1Jelbs (suveésp o CHAP 9 MSCHAPVINV2 9 EAP-
MD5 ¢ LEAP 9 EAP-MSCHAPV2 IJi_vJse IUslzJs 9 TACACS)

create or replace function | SEFETCH R
(
i se_username | N VARCHAR2
) return sys_refcursor AS
BEG N
decl are
c integer;
resul t Set SYS_REFCURSOR;
begi n
sel ect count(*) into ¢ from USERS where USERS. USERNAME = i se_user namneg;
if ¢ >0 then
open resultSet for select 0, 11, 'good user', 'no error', password from USERS where
USERS. USERNAME = i se_user nane;
DBMS_QUTPUT. PUT_LI NE(' f ound' ) ;
ELSE
open resultSet for select 3, 0, 'odbc',' ODBC Authen Error' from dual;
DBMS_QUTPUT. PUT_LI NE(' not found');

END | F;
return resultSet;
end;

END;

5. 8p wlouble lple JJozdd pu luve IJpuueese 19 1dzols (suwwgse J MAB. slelss IUlo Lol
lJuv,se J PEAP. EAP-FAST 9 EAP-TTLS)

create or replace function | SELOOKUP_R
(
i se_username | N VARCHAR2
) return sys_refcursor AS
BEG N
decl are
c integer;
resul t Set SYS_REFCURSOR;
begi n
sel ect count(*) into ¢ from USERS where USERS. USERNAMVE = i se_user nhamneg;
if ¢ >0 then
open resultSet for select 0, 11, 'good user', 'no error' from USERS where USERS. USERNAME =
i se_user nane;
ELSE
open resultSet for select 3, 0, 'odbc',' ODBC Authen Error' from dual;
END | F;
return resultSet;
end;
END;

6. cdosu lJlplele eds ISE 9ldz ol



ODEC List > OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes Groups

Stored procedure type | Returns recordset -
Plain text password authentication | ISEAUTH_R i (13}
Flain text password fetching | ISEFETCH_R i (13}
Check username or machine exists | ISELOOKUP R | i
Fetch groups | | i
Fetch attributes i B
Search for MAC Address in format | soi-o-s--oi-n v | (i

7. 85 1Js gdles IJowsse "louald" slods B96 15, "lecul Ileual )"

g

Test connection X

Connection succeaded

Stored Procedures

Plain text password authentication - Exists
Plain text password fetching - Exists

Check username or machine exists - Exists
@ Fetch groups - Mot Configured

@ Fetch attributes - Mot Configured

| Close |

IJelo9é 4. od9su luwa b IJpeesss

1. 8p wlogile 2219d cewss eds pzesele puvcereso 9219d 16 puvetsps Jogsso pugs>
lJs pogas

CREATE TABLE "I SE". " GROUPS"
("GROUP_I D' NUMBER(*,0) GENERATED ALWAYS AS | DENTI TY M NVALUE 1 MAXVALUE



9999999999999999999999999999 | NCREMENT BY 1 START WTH 1 CACHE 20 NOORDER NOCYCLE NOKEEP
NOSCALE
" GROUP_NAME" VARCHAR2( 255 BYTE),
" DESCRI PTI ON' CLOB
) SEGVENT CREATI ON | MVEDI ATE
PCTFREE 10 PCTUSED 40 | NI TRANS 1 MAXTRANS 255
NOCOVPRESS LOGE NG
STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS"
LOB (" DESCRI PTI ON') STORE AS SECUREFI LE (
TABLESPACE " USERS" ENABLE STORAGE | N ROW CHUNK 8192
NOCACHE LOGGE NG NOCOVPRESS KEEP_DUPLI CATES
STORAGE(|I NI TI AL 106496 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT))

)

CREATE TABLE "1 SE". " USER_GROUPS_MAPPI NG'
("USER | D' NUMBER(*, 0),
"GROUP_I D' NUVBER( *, 0)
) SEGVENT CREATI ON | MVEDI ATE
PCTFREE 10 PCTUSED 40 | NI TRANS 1 MAXTRANS 255
NOCOVPRESS LOGGH NG
STORAGE(| NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE "USERS" ;

CREATE UNI QUE | NDEX "I SE"."GROUPS_PK" ON "I SE"." GROUPS" ("GROUP_ID")
PCTFREE 10 | NI TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS" ;

-- DDL for Index USER _GROUPS_MAPPI NG_UK1

CREATE UNI QUE | NDEX "1 SE". "USER GROUPS_MAPPI NG UK1" ON "I SE"."USER GROUPS MAPPI NG' ("USER | D",
" GROUP_I D")

PCTFREE 10 | NI TRANS 2 MAXTRANS 255 COMPUTE STATI STI CS

STORAGE(| NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER _POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE "USERS" ;

ALTER TABLE "I SE". " GROUPS" MODI FY (" GROUP_I D' NOT NULL ENABLE);

ALTER TABLE "I SE". " GROUPS" MODI FY (" GROUP_NAME" NOT NULL ENABLE);

ALTER TABLE "I SE". " GROUPS" ADD CONSTRAI NT " CROUPS_PK" PRI MARY KEY (" GROUP_ID")
USI NG | NDEX PCTFREE 10 | NI TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE " USERS" ENABLE;



ALTER TABLE "I SE". " USER_GROUPS_MAPPI NG' MCDI FY ("USER_I D' NOT NULL ENABLE);

ALTER TABLE "I SE". " USER_GROUPS_MAPPI NG' MCDI FY (" GROUP_I D' NOT NULL ENABLE);

ALTER TABLE "I SE". " USER_GROUPS_MAPPI NG' ADD CONSTRAI NT " USER_GROUPS_MAPPI NG_UK1" UNI QUE
("USER_I D', "GROUP_ID")

USI NG | NDEX PCTFREE 10 I NI TRANS 2 MAXTRANS 255 COWPUTE STATI STI CS

STORAGE(| NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER _POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE " USERS' ENABLE;

PL 9lzod IJpuueise 1)y pse:

& Edit Table X
Neme:  |SENGH
Q Search R =
" mmu q rLAne * x
Columns
T
==t Data Type Mot hull
i ———
In-Memary VARCHAR2 o
Storage nescmmm CLOB i._i o
Comment i
DL
&
Q
S
DataType | Constraints Indexes @ LOE Parameters Identity Column
Constraints on Column:
Constraint Name Constraint Type Other Columns -
GROUPS_PK &2 Primary Key




E& Edit Table

=

MName: USER. GROUPS_MAPPING
Q, Search
Columns: QL name g ¥
o PK N Data T i Not hul Default C t
: Constraints ame ata Type ize ot Mu efau ommen
e s howem @ ||
... InMemory GROUP_ID NUMBER -
- Storage {F
- Comment G
L. DDL 2
@
b W
Data Type @ Constraints  Indexes Identity Column
Constraints on Column:
Constraint Name Constraint Type Other Columns -
USER_GROUPS_MAPPING_UK1 E= Unigue GROUP_ID
Help QK Cancel

2. 10136 pzesgle suesSUle: Lese SULES Idsuw 9 wow IUs puncdes [Upzeoes Suces

IJew99d 1Js pumdsds [Jpzeses

-- Addi ng groups
I NSERT | NTO "I SE". " GROUPS"
adm ni strators')
I NSERT | NTO "I SE". " GROUPS"

-- Alice and Bob are users

I NSERT | NTO "I SE". " USER_GROUPS_MAPPI NG' (USER I D,
I NSERT | NTO "I SE". " USER_GROUPS_MAPPI NG' (USER I D,

-- Admin is in Adnmns group

I NSERT | NTO "I SE". " USER_GROUPS_MAPPI NG' (USER I D,

3. logsle lg)le luwe ol peegsd. ©99p whzle Jlwo lJezpessle B Il luwe ldpuuegsp 09

create or replace function | SEGROUPSH

(
i se_usernane | N VARCHARZ,
ise_result QUT int

) return sys_refcursor as

BEG N
decl are
c integer;

userid integer;

(GROUP_NAME, DESCRI PTI ON) VALUES (' Adnmins',

(GROUP_NAME, DESCRI PTION) VALUES (' Users',

"Group for

' Corporate users')

GROUP_ID) VALUES ('1', '2')
GROUP_ID) VALUES ('2', '2')
GROUP_ID) VALUES ('3', '1')

nxn




resul t Set SYS_REFCURSOR;

begi n
IF ise_usernane = '*' then
ise_result := 0;
open resultSet for select GROUP_NAME from GROUPS;
ELSE

sel ect count(*) into ¢ from USERS where USERS. USERNAME = i se_user namneg;
select USER ID into userid from USERS where USERS. USERNAME = i se_user hamne;
IF c >0 then
ise_result := 0;
open resultSet for select GROUP_NAME from GROUPS where GROUP_ID IN ( SELECT m GROUP_I D
from USER_GROUPS_NMAPPI NG m where m USER_ID = userid );
ELSE
ise_result := 3;
open resultSet for select O fromdual where 1=2;
END | F;
END | F;
return resultSet;
end;
END ;

4. 9p wugbsbol Jleuol IJpzestle
DDEBEC List = OracleDB
ODBC Identity Source

General Connection | ] Attributes Groups
Stored procedure type | Returns recordset b
Flain text password authentication | ISEAUTH_R | i

Flain text password fetching | ISEFETCH_R

Check username or machine exists | ISELOOKUP R

Fetch groups | ISEGROUPSH | @ &
Fetch attributes | | AL
Search for MAC Address in format | === w | (i

5. lguob IJpzpsele sluolwoel s pues) 0956 ODBC



Select Groups from ODBC

Sample User or Machine | = | i |' Fetrneve Groups '|

[]| Name Mame in ISE
[] Admins Admins
[] Users Users

m | Cancel |

22 Ipzesele Idpbdsws 91u8) WB93§ p9l 88 suwebo, B edlps IJowssw preselo

ODEC List = OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes I |
Edit ofAdd v 3 Delete

[]| Name MName in ISE
[] Admins Admins
] Users Users

IJelo9s 5. odysu luwe b Idygwele

1. o0 led copwsb o3l lJpold: sop luwotsle z29d puwbe Juwelo

CREATE TABLE "I SE". " ATTRI BUTES"
("USER | D' NUVMBER(*, 0),
"ATTR NAME" VARCHAR2(255 BYTE),
"VALUE" VARCHAR2(255 BYTE)
) SEGVENT CREATI ON | MVEDI ATE
PCTFREE 10 PCTUSED 40 | NI TRANS 1 MAXTRANS 255
NOCOVPRESS LOGGH NG
STORAGE(| NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645
PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1

BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)
TABLESPACE " USERS"



-- DDL for

I ndex ATTRI BUTES_PK

CREATE UNI QUE | NDEX "I SE"."ATTRI BUTES_PK" ON "I SE"."ATTRI BUTES" ("ATTR_NAME",

PCTFREE 10 | NI TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE " USERS"

ALTER TABLE "I SE".
ALTER TABLE "I SE".
ALTER TABLE "I SE".

"USER | D")

" ATTRI BUTES"
" ATTRI BUTES"
"ATTRI BUTES" ADD CONSTRAI NT " ATTRI BUTES_PK"

MODI FY (" USER | D"
MODI FY (" ATTR_NAME" NOT NULL ENABLE);
PRI MARY KEY ("ATTR NAME',

USI NG | NDEX PCTFREE 10 | NIl TRANS 2 MAXTRANS 255

STORAGE(|I NI TI AL 65536 NEXT 1048576 M NEXTENTS 1 MAXEXTENTS 2147483645

PCTI NCREASE 0 FREELI STS 1 FREELI ST GROUPS 1
BUFFER_POOL DEFAULT FLASH CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE " USERS"

ENABLE;

PL 9lzod IJpuueise Id)umspse:

NOT NULL ENABLE);

"USER | D")

B Edit Table X
Marne: ATTRIBUTES
Q Search
Columns: Q. name g XK
- PK N Data T: i Not Null Default C t
_____ Constraints ame ata Type ize ot Mu efau ommen
[ e s o @ | | ]
‘o In-Memary EF  ATTR_NAME VARCHAR2 255 o
‘... Storage VALUE VARCHAR2 255 E @
b Comment p
...... DoL 4}
<@
F .
Data Type  Constraints ~ Indexes Identity Column
Constraints on Column:
Constraint Name Constraint Type QOther Columns -
ATTRIBUTES_FK1 E'§ Foreign Key
ATTRIBUTES_PK @5 Primary Key ATTR._MNAME
Help oK Cancel
2. logble veuo Iduwele Jdpuvoiseso
I NSERT | NTO "I SE". " ATTRI BUTES" (USER | D, ATTR _NAME, VALUE) VALUES ('3', 'SecuritylLevel', '15")




I NSERT I NTO "I SE". "ATTRI BUTES" (USER_I D, ATTR_NAME, VALUE) VALUES ('1', 'SecuritylLevel', '5")
I NSERT | NTO "I SE". "ATTRI BUTES" (USER_I D, ATTR_NAME, VALUE) VALUES ('2', 'SecuritylLevel', '10")

3. Bp wluuble lg)le. Jpl 09 1J2ld pe luvenzle 1dpzeselo BOluol ywesze JJ Iduwpele 1Jpesso 13
JIo lgwe Idpuwegse o9 ™

create or replace function | SEATTRSH
(
i se_usernanme | N VARCHAR2,
ise_result QUT int
) return sys_refcursor as

BEG N
decl are
c integer;

userid integer;
resul t Set SYS_REFCURSOR;

begi n
IF ise_usernane = '*' then
ise_result := 0;
open resultSet for select DI STINCT ATTR_ NAME, '0' as "VAL" from ATTRI BUTES;
ELSE

select count(*) into ¢ from USERS where USERS. USERNAME = i se_user nane;
select USER ID into userid from USERS where USERS. USERNAVE = i se_usernane;
if ¢ >0 then
ise_result := 0;
open resultSet for select ATTR _NAME, VALUE from ATTRI BUTES where USER_|I D = useri d;
ELSE
ise_result := 3;
open resultSet for select O fromdual where 1=2;
END I F;
END I F;
return resultSet;
end;
END ;

4. Gp woplbsbol Jlpuoly Idywele

ODEC List = OracleDB
ODBC Identity Source

General Connection | | Attributes Groups
Stored procedure type = Returns recordset -
Plain text password authentication | ISEAUTH_R i
Plain text password fetching | ISEFETCH_R i @
Check username or machine exists | ISELOOKUP_R i &
Fetch groups | ISEGROUPSH i
Fetch attributes | ISEATTRESH i
Search for MAC Address in format | - v | (i

5. leuol) [duwpele



Select Attributes from ODBC

Sample User or Machine | = | i | Retrieve Attributes |
[] MName Type Default Value Mame in ISE
[] SecurityLevel STRING ] SecurityLevel

Coc JETER

| ’
22 durlisuo 9lud) psle .
IJgb9é 6. oJd9su ywsluwle IJpuobdé/lJogesd
Vs o3l Idpeldi wp wdysy pwsluwle IJegssd IJouwsbo IJoldss:
@ Asowadmin network access & OracieD8 ExtemalGroups EQUALS Admins - PermitAccess + + &
@ SecwityLevel toa low & OracleD8 Securtylevel EQUALS § * DenyAccess + + &
@  ABowusers network access M. OrackeD@ ExemalGroups EQUALS Users * ParmitAccess +* + o

WSwp )90 Idpwedresu IUdsu J>sope SecurityLevel = 5.

IJglo9é 7. |olds Oracle ODBC |Js wunduvdle pues) [Jo9so

lowwd IJs bLié > blé IJogsé > owd wdle pu03) 1J09sé: 235 IJouwduwd 1UEluo od 990

wluolws ODBC [Js IJogudund:



|dentity Source Sequences List = All_User_ID_Stores
Identity Source Sequence

w» Identity Source Sequence

*Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

w Certificate Based Authentication

Select Certificate Authentication Profile |Pre|uaded_Certiﬁtate_P o

w Authentication Search List

A sef of identity sources that will be accessed in sequence until first authentication succeeds

Availlable Selected

Internal Users
Al_AD_Join_Points
Guest Users
CracleDB

Internal Endpoints

a0
EE Bl

+ Advanced Search List Settings
IT & selected identity store cannot be accessed for authentication

0 Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

()
Iz bo.

lJoedd po lJuoes

Sz o wdso IUTu 8oyl eds puols 86 IUpuwegspso pdlod ODBC Ul sluueols pzesgleop
duwploop.

wvedle RADIUS 1Jpul i)

e wlole weud gpdsle 1Jpuol> 86 slowdd [Js IJgpdsle > RADIUS > Idwedie Ideoliné



Time

Aug 08, 2017 04:31:32 545 FM
Aug 03, 2017 04:31:32.465 PM
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