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General
| | Name:[ISE_TACACS | Status:[Enabled V| @

The Customize button in the lower right area of the policy rules screen controls which policy
! conditions and resulls are avallable here for use in policy rules.

Conditions
[«] Protocol: | match »|Tacacs Selact

Results
| Service: | Default Device Admin |

|oK|| Cancel | | Help |
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Steps

13020 Get TACACS+ default network device setting

13013 Received TACACS+ Authentication START Request

15049 Evaluating Policy Group

15008 Evaluating Senvice Selection Policy

15048 Queried PIP - Network Access Protocol

15006 Matched Default Rule

13064 TACACS proxy received incoming request for forwarding
13065 TACACS proxy received valid incoming authentication request
13063 Start forwarding request to remote TACACS server

13074 Finishedto process TACACS Proxy request

13020 Get TACACS+ default network device sefting

13014 Received TACACS+ Authentication CONTINUE Request
13064 TACACS proxy received incoming request for forwarding
13065 TACACS proxy received valid incoming authentication request
13071 Continue flow (seq_no > 1)

130623  Start forwarding request to remote TACACS server

13074 Finished 1o process TACACS Proxy request
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TACACS: Invalid TACACS+ request packet - possibly mismatched Shared
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TCP Dump

Monitor the packet headers on the network and save to a fie (up to 5 Minutes)

status @ Stopped [ start |

Host Name |[tornado "
Network Interface |GigabitEthernet 0 "
Promiscuous Mode @ on O OFf

Fiter

Example: 'ip host hebos and not iceburg

Format |Raw Packet Data bl

Dump File Last created on Fri Dec 09 20:51:18 IST 2016
File size: 9,606 bytes
Format: Raw Packet Data
Host Name: tornado
Network Interface: GigabitEthernet 0
Promiscuous Mode: On

| Download | | Delete |

3. 131 o spdo £500 1Jedhs) £Js ISE 9JJ0 Jsuw £Js ACS: B@s sews 5Jd Jel 1o 1Ubde
Je suod s ACS cuwow odssu ¢lbis Jegesele IJuwsluwle eds ISE sldos spdo
Igwedald 1igble sluodizel lgweohl [Us IJodrss IJeduosds v 1SE Iy wovww puid 8
VO Iduvedo spdyu weassol wolyubs IJodlb 2je6 eds ACS.

4. 51 wp ldlbdlg eds IJ;;&I_,Q, eds JJ pu ISE9 ACS 9JJu Jl s)ld Idpuuwegse ppusel po

IJguog.J S| yol udgu s IJglde puvdds Vs wdysy uwsluwle 1Jsuesd eds ACS gldos

SpJdy quuduula IJIaJoIc sluodlzol luwoobl lds IJo@ys) IJowvwuosds 29d ACS. Jol szo
lJuwele werds e, 1Jglss6 pu ISE |Js golj JuvwJs.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



