SOudS3 ol JJes 1Up,9, Jslzos Ll I9le,
ISE (CLI)

lJpzogsle

Lol ol
Ledaule | 200
lzule | 3> Yoo |
lowels Jps | ol L Jbblo s ISE
Lawe ol JJps | 2ol j SNS-36XX Series

ool Jps | 22l 22ale CIMC

Ths6 loweols I, 1eé o0, ISE GUI

|Jpé)p5

S o3l Idpwews IJsle pgodwds Jluue s Jdes IUe,s, J Identity Services Engine (ISE) CLI
9 GUl lgweobl |Js wog 1Jzols.

Iecbdole IJlul jusé

lJeobdolo

9028 Cisco Lly odsw Jssd pe,ds uldeslose IJoldss:

. ro‘c‘)géé iuu|uug§5 o ISE.
o pe,W6 luulwss w9ess IJoede Idpedleds Bs IUD1,8 pu Cisco.

lJpdyule 1dpuuegspd
JIsguuo) o3l ldpuwows gds luoshle wilpe 9pdsule pldsé pesus.

o IJzol; IJbblo,s ISE (1IJluos), 8 oo VMware (IJ10e,l ss) J ESXi 5.x (IJz> IJbbos J 5.1 U2)
)

« 20l; ISE 3500 Series (ISE-3515-K9 / ISE-3595-K9)

» 20l; SNS-3600 Series (SNS-3615-K9 /SNS-3655-K9/SNS-3695-K9)

e louble IJro:&Jg,olo 1J91536 B 03l IJpuaws oo 1Jiz036 10092936 B wsisé pg psé ¢luob.
o zese Ulzosd IJpuwogrps Os 03l 1Jpuwows wodssu peunsz (Be)lups). Bl dive
dvwdod §6 IJogvgsd Volds po Bopd Jdoles) Idpzoed Jis ).



Ile luweysb Jddpeo 1Ue,9)
i IJeé 1e,9, JJzols IUble,s ISE

IJg¢b9o 1. §p woujsd pJ ISO IUglue wluesh ISE 1Jzlds 1Uss swp ouvgsdo WS lJwsise
PU p99E wujisd wlpz Cisco gugpsdo lJs pyd) walule IJgol; [Jblo,s.

1Jg96 2. §p wlsdlW wuvgsd IJzgol; IUblo,s ISE.

lJglogs 3. b9y vy IJplouw |.JL§.0Q ISE VM 0 1J8lispé 925> Edit Settings.

Compatibility: ESXi 5.0 and later

VMware Tools: Mot running, versiof
tePCs

DNS Name;

IP Addresses:
firtual Machines Powered On T

0sl:
LA L w@iwsliei i I A = Mansalas ﬂ
;Lﬁbmm._, Q&
shy & Open Console
il_F L
B Shut Down Guest OS -
a 2 CPU(s), 0 MH2 used
=R " | 4096 MB, 0 MB used
100 GB
m
ect L Manage Snapsholts... (connected)
! Connected ;’ -
dwv
4 MB
,

gk s 4. s Uil e loed lJs Virtual Hardware > CD/DVD]_osl, ISE 1S0 9oLobzo [ 03l IUluosh, wee 1SO pJub datastore.



Select File

Datastores

» [ TMPL_D1

¥ [ bgl-vaas-08:datastore
» EJGEN_20

» BB GEN_21

» B GEN_22

» (AGEN_23

» I GEN_24

& 1S0_01

¥ []vmimages

File Type: | ISO Image (*.is0)

Contents
[ ise bundie

(&) i80-1.1.3.124.i386.is0

[} 20130528-084508_slave..
[& ise-1.1.4.218.1386 iso

|5 ise-2.1.0.381.5PAXBE 6..

[& -_is0-1.3.0.747 x86_8B4.is0
(&) ise-2.1.0426 NOT_FOR...
[&) ise-1.1.2.145.i386.is0

(& ise-1.0.4.573.1388(2) s0
|5 ise-2.7.0.356.5PA xB6...
[} mdSsum.exe

[} 2.1.0.381_MD5.txt

[} BIGIP-11.3.0.39.0-scsl.ova
[& ADEOS-RESCUE-0.6.is0
[&) ise-1.3.0.876.x86_64 iso
|3 ise-1.2.1.198.x86_64.is0

I0ER s 5. 10,9, Connect At PowerOn Jpl 09 p9_oe I 1Juo9)é.

» [ CPU

+ B Memory

* 0 Hard disk 1

» (&, SCSI controller 0
¢ [l Network adapter 1

* (W) CD/OVD drive 1

| Virtual Hardware | VM Options | SDRS Rules | vApp Options

- O

LS! Logic Parallel
VLAN-7T 10.106.73.65
Datastore I1SO File

Infarmation

Modified:

ISE
S07/20 9:20 PM

» | [+ Connected

- v Connected

Status
CDoVD Media

| + Connect At Power On |

[lEG_ﬂ"] GEN/SE/ise-2.7.| Browse. ..

Device Mode

» [ Video card

v s VMCI device

Virtual Device Node DE(O:0




gL % 6. luw$d [Js Options> Boot options. §pe wopdso IJgsh Jel 09 9oz Force BIOS Setup W 1Juo9y6 ool wp ludy OK

| Virtual Hardware | VM Options | SDRS Rules | vApp Options

¢ General Options

VYiMware Remote Console

Options

+ VMware Tools

+ Power management
= *Boot Options

Firmware

Boot Delay

Vi Mame; |~

Expand for VMware Tools seffings
Expand for power management sefings

Choose which firmware should be used to boot the virtlual machine:
BIOS v

Whenever the virtual machine is powered on or resel, delay the boot
order for:

0 %f millisecands

__f

Force BIOS setup (*)

[ The next time the virtual machine boots, force entry into the BIOS
setup screen

Failed Boot Recovery

[| When the virtual machine fails to find a boot device, automatically
retry boot after:

I0Eh5 7. 8p wouvésd IJzols IUbloys ISEVM g)l@w 926 wede 1Jzols IUbloys 1Jgluo8 wedze ie, BIOS.

gL 8. B LSS oSy IJuposs CD-ROM Driveglz oo lJs IUpsoe 1JigJ.




Hain Advanced Security

Item Specific Help

+Removable Devices
+Hard Drive Keys used to view or
Network boot from Intel E1000 configure devices:
<Enter> expands or
collapses devices with
a+aor -

<Ctrl+Enter> expands
all

<+» and <-» moves the
device up or doun.

<n> Hay move removable
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.

S>&p CisCo ISE ¢9lsp VMware 9¢ pJlcol:

sJ9u 1Jluosl) 8 po VMware (IJ1 el o) J ESXi 5.x (IJzs IJbos J 5.1 U2) o9 1Jluosl; 919 luesh lese. sep sgp RHEL 7
o€ lz038 VMware lJ| o1, 9 sldluosble 1dizse.

VMware lJl_osl, 11 (1J1d el o) J ESXi 6

IUERs$ 9. ILog b gds Enter 1)) Jedb lesble 1oy woe IJouvgsd 12836 91JE0z pu 9028 wdasu BIOS. g5 1Ugsh 3 pu Lodes
"poww ISE" JJwoe System Utilities (K eyboar d/Monitor).



HelcoMe to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.7.8.356

vailable boot options:

[11 Cisco ISE Installation (Keyboard/Monitor)
[2]1 Cisco ISE Installation (Serial Console)
[3] System Utilities (Kepboard-Monitor)

[4] System Utilities (3erial Console)

{Enter?> Boot existing 05 from hard disk.

‘nter boot option and press <{Enter:.

boot :

IUER8 10. 235 1Jgsh 1 oo System Utilities izd luve ol IJpé 019, [Jpuwdsd. 98 1Jgsh 1 $lisps zuvlule 1dpuuisds IJos op
wdysuol gds ol ISE.

Available System Utilities:

[1] Recover Administrator Password
[Z2] Virtual Machine Resource Check
[3] Perform System Erase

[q] Quit and reload

Enter option [1 - 31 q to Quit:

gk 11, 25 IUgsh 1 Jluwp Idpuwegse admin sisgd Jdes pi9) 2286, bed y Jedb JJps 1,9, 12836 9pclugs System
Utilities |J_ow9g6.




fAidnin Password Recovery

This wutility will reset the password for the specified ADE-0S5 administrator.
At most the first five adninistrators will be listed. To abort without
saving changes, enter [gl to Quit and return to utilities menu

Admin Usernanes :
[1] admin
Enter choice [1] or q to Quit :
Password :

Verify password:

Save changes and exit? [ysml:

I>¢d q JJéu9z puw System Utilities | obzs.

vailable System Utilities:

[1] Recover Administrator Password
[Z2] Virtual Machine Resource Check
[3]1 Perform System Erase

[g] Quit and reload

Enter option [1 - 31 g to Quit:

I0ghss 12. 16,8, Enter Jopeoss ISE pu 1d8)0o IJeluw 1Jelds.

IUERs 13, (IE@s)8). B woudss IJgbsle 6-8 Jluueels 1oy 1doposs lJs peud IJIG)lue IJeluws Jgsh) lad wes luvesh IJps
[Jea9) wugle. 030 1Jgbys plodgws wese Jl weole IUs béEld pbldes [uuwe b IJes o9, 1dpunisd b JJ pi6 Sop bsol lelss




wpeos> ISEVM.

% pdigds: 31 Jp wepd JJps 1Jps9) 1Jzas38 wes loule 1Jgbsle 1Jp3d9,6 Iedlo. Blowl, Jesé wwslez po 15 [Js 30 58586
Sod pelads cuvasd 10589 s slzos ywlo, IJlgle, (CLI) IJgl 06 o ISE.

luwesls JJpesé 1Je,9y Jzol; SNS-36XX Series

ould edleo ig_9|g_ pU ig_ojé wwduwdé SNS 3600 IJws wagp ISE:

e SNS-3615
e SNS-3655
*  SNS-3695

00ld bysdels Juwesh JJps 19, e izoss SNS 3600 Series:

o lomensh Jps 1dpess) po el luveesle 9236 Ideede s 1UbL6 IUpedleds (CIMC) po Cisco

o Juwanb Jdpé Idey9) po edld luweesle ra(_uué') USB $lod JJwposs

luwedly JJeé 1Jp,9) pu edid luvwgsle CIMC

cobdo bysd6 luve b JJps Ide,y9) 030 lesl wdssy CIMC gds iao)é wvduwde 36xx. hze lds leab 1Joble olawegsle | i>le
lJpwless Jodase Cisco IMC Jpg 96 1Jp)js> 29d ebsle wdysy CIMC.

lowegsle louold CIMC Jbsl)é 1zo36 Cisco SNS-35XX 9 SNS-36XX. spdu luwegsle 1316 KVM 1Jpwless o gJIJ louold CIMC
Jouldss gese IJepdslor wpl B 3JY wdgse BIOS gJs zol; Cisco SNS-35XX g zol; Cisco SNS-36XX.

10ghs 1. lpwegsp IJpulds IJos wp weassol B lesls 9,08 wbl s slzos IJuuwds (NIC) Josuosd Judle lse,ue po
b ds 1ppdiss (LAN) [ds 1Jgbe. colbdo lesble odsl wbl$s slzes 1Jubwds (NIC) IJuyinlos 9ldgleds IJouuilbs 1leolJ

CPUDISU. SUp w9IBS) peU9ple v Losdss Vs rJsd wdssy CIMC.

I0ghs 2. Iuuegsp pouodz 98w9lu IPIJElLe o CIMC Jouwesd 1Usgsd 1Js 1316 el CIMC IJpuwlgss. suvaus guslo IPIJs
lesble edssu CIMC IJas wp lpldol Icule glogle wdssey CIMC (lpl guslo elow I 1dgwslo 1Jpgso po Gwd ¢l DHCP).

~ 2B | u e I powegse IUIGE,los JJgb e 09 admin. JJes 1,9, IUIGE,lLos6 05 Jps 1Jes9,.

gk 3. bgd luve Ipuwetse 59Jp6 1Jpu9) Jouwesd 1Usgsd IJs wlus CIMC.
gkt 4. 16,8, Launch KVM Console

IEkss 5. 109, 999 Virtual Media gJlps IJow9se.


https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install/b_sns_3600_install_chapter_01.html#task_xfm_n3r_fz
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install/b_sns_3600_install_chapter_01.html#task_xfm_n3r_fz
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install/b_sns_3600_install_chapter_01.html#task_xfm_n3r_fz

Ijghss 6. 109, CreateImage Jogsss luoslh ISE 1Jelds 190 pu IJuble 1U3s 89 voubésd puvesruo IJgpsd.
gk 7. 233 ¢lus Mapped IJIgesl) pdlod pesd 1@,lue CDIDVD IUbloys 1Jss wp logiblde.
IUgksb 8. ¢, Macros > Ctrl-Alt-Del pos> zol; Cisco SNS-35XX Iy Cisco SNS-36XX pu ¢JIJ luwegsle (09,6 1S0.

Idgkss 9. Iusgl eJs F6 Jg)uo Blispd IUoposs. oo, il us peleds Jel 09 p9 oz Bs 030 1Jo9,6.

select boot device:

303024

I0ERs8 10. 235 IJ8)uo IUpoEsbl 8,0 DVD IJ3s wp wesswo Sluogb Enter. swpe g)02 1huwlds oul.

Welcome to the Cisco I SE 2.x Recovery Available boot options:

[1] Cisco Secure ISE Installation (Keyboard/Monitor) [2] Cisco Secure ISE Installation (Serial Console) [3] System Utilities (Keyboard/Monitor
[4] System Utilities (Serial Console)
<Enter> Boot existing OS from hard disk. Enter boot option and press <Enter> boot:

IUERs 11, 25 1Jgsh 3 1o 1Jgsh 4 (bgd 3 JJogs Iplose 9el@ws IJbssss Idpouods oldzels o bed 4 131 JIg IUsuo9d pu
edld louold poudds 9236 wedp ounduwdss peds):


https://www.cisco.com/c/dam/en/us/td/i/300001-400000/300001-310000/303001-304000/303024.tif/_jcr_content/renditions/303024.jpg

Helcome to the Cisco ldentity Services Engine Installer
Cisco ISE Version: 2.7.8.356

vailable boot options:

[1] Cisco ISE Installation (Reyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Reyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing 03 from hard disk.

Enter boot option and press <Enter>.

2 1Jgsh 1 pu Idunlyus ool goleg.

vailable System Utilitie

[1] Recover Administrator Password
[Z2] VUirtual Machine Resource Check
[3] Perform System Erase

[q] Quit and reload

Enter option [1 - 3] q to Quit:

UC-EJS 12. T |uu|p |quuoé.)ro |JIAJDJ99 y19) |JL9|.,5|903|UOEJD EJ‘S enter Jlgbo CESSU éJJroé L_J,o_)jJ.

wEHuo 9eé IJuedp:

Admin username: [1]:admin [2]:admin2 [3]:admin3 [4]:admin4 Enter number of admin for password recovery:2 Password: Verify password: Save change




loveb JJps 1Je)e) po edld luwegsle pods USB $lod JJoeoss

Aed e §p Olugble pz)d I&luo USB Glod JJoposs. Ulze lugile zol; USB @lo w08 Joouse Cisco ISE.

IUEhs 1. §p woubésd zolj Cisco SNS-35XX Ig Cisco SNS-36XX.

gL 2. Bp Lluolds pp,d 16)luo USB IJGlud JJouiésd 1Jss seoss s wosyé Cisco Secure ISE 1SO |Js pucds USB.
I0Ehs5 3. §p Llehs wuvésd zoly SNS-35XX sluwdd lJs suoe BIOS gJs 9236 Idozdp.

IUEhss 4. B 9 o¢ BIOS. Iz, 1o poss po USB.

IUEhs 5. 13,2 pu 9L 08 BIOSslu @, Save.

I0ghss 6. Bp wlehs wuvgsd goli ISEslJwposs pu USB.

Sup &2 luwlds oul.

Welcome to the Cisco ISE 2.x Recovery To boot from hard disk press <Enter> Available boot options: [1] Cisco Secure ISE Installation (Keyboard/Monitc

gk 7. 25 IJgsh 319 1l 4 (bed 3 11 Il pouodl po eJIJ Jogé Idpsdlose suil s 1Jdssss 19 bed 4 Jusuosd puds
9226 wedp wuwduwdss pedsd):

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.7.8.356

vailable boot options:

[1]1 Cisco ISE Installation (Keyboard-Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Reyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <{Enter>.

I0ERs8 8. 235 IUgsh) 1 Juwse $lised luwedl IJpes p)9) 1Jpuwssd.


https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/InstallGuide27/b_ise_InstallationGuide27/b_ise_InstallationGuide27_chapter_011.html#id_12079
https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/InstallGuide27/b_ise_InstallationGuide27/b_ise_InstallationGuide27_chapter_011.html#id_12079
https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/InstallGuide27/b_ise_InstallationGuide27/b_ise_InstallationGuide27_chapter_011.html#id_12079
https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/InstallGuide27/b_ise_InstallationGuide27/b_ise_InstallationGuide27_chapter_011.html#id_12079

ivailable System Utilitie

[1])] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase

ll',l ] Juit and reload

Enter option [1 - 3] g to Quit:

IERSE 9. 235 lgwe Idpumetsp Iduorst pu IUBlses sluog o eds enter Jlghs cesso Idps 1des).

Admin username: [1]:admin [2]:admin2 [3]:admin3 [4]:admin4 Enter number of admin for password recovery:2 Password: Verify password: Save change

pToss luolss

ghst 1. Igvegse puvle puwdsd CLI Jouwesd 103¢9d 1Us 5296 Idezde.

% pdigds: o33, 1o puwle puwdsd 9296 IJwedp podd 0 zuwle puwdsd 91206 puweese IJosw. Jssoe luwe IJpuwegsp
0B wo 9JIu $pdu lu sIsu Jop JJple p9) peodds.

IUEhs5 2. po pozo 191, 1JI9le,. Iuwegs o application reset-passwd ise admin IJis, Jogsso JJps o9, 11 91208 puvegse 95w

T2S$>0.
Idghss 3. wlbo, ulWd3s plldué Llglhs ol JJpd 1,9, Jel 09 p9Loz B 0do IULo9,6.

ISE-2-8/admin# application reset-passwd ise admin
Enter new password:
Confirm new password:

Password reset successfully.
ISE-2-0/admin# |

gk 4. bed IJpé 1Jpu9) 1Uzr836 Jpel 09 plodoe.

gL 5. JJolds pu o IJps 1pa) 1Uzrs36 wgpd: luvegse IJpd 1Upu) 1Uzrs36 Jouwesd 1Usesd 1Js 9lzos Idpuvegsp



lw9ess.

at i),
CIsScOo

[dentity Services
Engine

Usamame admin|

Password  ssessssssrsses

e

Problems logging In?




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



