oedSd ywolé SCEP RA gJs Windows Server
AD 2012 IJowwédpd J BYOD gJs ISE

lJpzosslo
| Jp, 9506

IJpclodole 1l wlwsé

3. 550 weslole, MSCEP-RA I, 85506

4. loile Svoble zysy6 J SCEP

4.1. 1o ule ol o wzsJd Exchange
4.2. o ole givolys o jvds, CEP

5. 1Jez.99 o0l o

6. 1gls o vgsJ IS

7. Nuvle pJwd of 509 SCEP RA 238>

8. wedsd 9ldo | ol

lJp 9500

S9u2oe 03l IJpuwews Jsdss weass guobosu sup luwegsleopl Juyswsdsd ouwzsd IJuvolsé
lJouvsb (SCEP): gposd wuvzsd Exchange g uolys wvds,) CEP gJs Microsoft Active
Directory 2012.

IJpobdole IJigulgusé
IJpobdule
w9os Cisco vig oJ9u s pgy96 wldesluose 1Joldss:
- peyd8 luwluwsd wedssy Microsoft Active Directory
1 per88 IIoulouss Wlooss Wigslunss Jdpsele Igle (PKI)
- 1Jpeeys IUluwluss Jeyd el 1Jogss (ISE)
IJpdovle IJpyuwe>pd
ouvows Idpedsple 1Ugl)o WOs 03l IUpuwaws IJs luoshle Ideslez sldpdsule 1debse Ioldso:

- Cisco Identity Services Engine. |J]_o>l, 2.0



- Microsoft Active Directory 2012 R2

IJpuidJé

Suwwedpe Cisco ISE o ,9u939d SCEP Usgp wwesd IJeolj IUuvguos (Uoe BYOD). g0
luvosle poze puesd SCEP Ehzs: sop we)s o3l ldpsze Idpuosd woluwbd pdod wg)so
SCEP RA gJs ISE. g0 lugvle w905 SCEP RA( wwp Il guobosy wddliss! IUs péio
lJuwoble 1Jpe9e98 wol:

» ubolss 23, Idesze Idpueo 0.

- gwobso (puodzo IJouwzsd) 1Jesdeo po Sod puodro IJouuzsd.
SI90 RA puissdl eu luwedle Idbde 3ldozdld po wozwo pu zob Idouvesd: slehsé wgzsoo
IJs CAlJ3s suod) yiols 1Jg psd.

gud luwole Lodless yuolbs RAC Ul swp wedssol odilss! eds zluw CA (Windows Server 2012
VO o3l 1dpeld). sz lu swp 3JY 898! w9luwbs puwg9d Active Directory/CA.

IJsd Idpeld IJolds dsdso wpdsd d3JY gds uble IJoybgsd Windows Server 2012 R2.

Jvolsle, SCEP IJisJsé 1Jpissé s ISE:

Edit SCEP RA Profile

*Name | External_SCEP |

Description | |

URL ' http://10.0.100.200/certsrv/mscep [ Test Connection

Certificates

v LEMON CA
Subject CN=LEMON CA,DC=example,DC=com
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 1C 23 2A 8D 07 71 62 89 42 E6 6A 32 C2 05 E0 CE
Validity From Fri, 11 Mar 2016 15:03:48 CET
Validity To  Wed, 11 Mar 2026 15:13:48 CET

| v WIN2012-MSCEP-RA
Subject CN=WIN2012-MSCEP-RA,C=PL
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 7A 00 00 00 OA 9F 5D C3 13 CD 7A 08 FC 00 00 00 00 00 0A
Validity From Tue, 14 Jun 2016 11:46:03 CEST
Validity To Thu, 14 Jun 2018 11:46:03 CEST

Save Reset
SO, 1o uolss MSCEP-RA ouwoss IJuodlzsé 9szw weassol.
lJzJ

o8y Sew luwouihé 1Jpuwssd Iadl 29 s wéss)le ol gJs Windows Server.



1. o8> IJpslose 1Ugluoo 1U8>500

IJozo g0 pdlose eluoé pde,ws wubolsle RA gJs Active Directory Ll wagsle 1316 certutil. wgs
3Jd 235 p9 8¢ loss IJpSluse.

certutil -store MY $%$COMPUTERNAME%-MSCEP-RA
Soes pdlebs luo 5l Jly luwe Juolss MSCEP-RA IJisdsé pgoddil Bszw wessdol B ol
IUbde. 9p¢ 3dIi see lu szess vuvdd 18e)lgas eds luve IUdposse.

slzersxAdminisztrator>certutil —=store MY #COMPUTERNAME:—MSCEP-RA
¥ "Perszonal”
Certificate 8
Lerial Mumber: YaBBB00000?48cBebbd5aade3VI00000BEEEHAEY
Izzuer: CH=LEMOWN CA, DC=example, DC=com
MotBefore: 14-86-2816 11:46
MotAfter: 14-86-2018 11:46
Subject: CH=WINZB12-MSCEP-RA,. C=PL
ertificate Template Mame (Certificate Type?: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline, Exchange Enrollment Agent {0ffline requestl
ert Hazshtshal: £f3 3a b8 a7 ae bha Be b5 c4 ebh ec BY ec 89 eb 58 1c 5a 15 ca
Keyv Container = f162c291346fh17hfc312ffe3dP?d29258 a53324173ed8f 4194 heebh—2£97

Simple container name: le—-84278304-3925-4b4?-abh8-5a1?7eci4728
Provider = Microsoft Strong Cryptographic Provider

rivate key iz NOT exportahbhle

L ignature test passed

Certificate 3
Serial NHumber: 7aBBB0BARa?f5dc313cd?adsfcARRARRRAAREA
Izzuer: CH=LEMON CA, DC=example, DC=com
MotBefore: 14-86-2016 11:46
MotAfter: 14062018 11:46
Subject: CH=WUIN2B812-MSCEP-RA,. C=PL
ertificate Template Hame {(Certificate Typed: CEPEncryption
on—root Certificate
emplate: CEPEncryption,., CEP Encryption
ert Hashizshal>: Be el % 11 33 23 cB 34 2b bd hd 78 £f7 el h? 23 ht Ba 5c b2
Key Container = e32681B8cBbl128829c?M1dbeabbcBed3s ahl3241Y—3e8f—4194-heeb—2£27

Simple container name: le-A955h42bh-6442-48a8-?Yaa—7h4cBa?9c36?
Provider = Microsoft Strong Cryptographic Provider

rivate key iz MOT exportahle

Encryption test passed

ertlUtil: —store command completed succezsfully.

2. 2508 lIJpVdlose 1Ugluos 1U 83500

238 pdblose IJlelds $9s! pu Ipeds bule:

C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys



. v ThisPC » Local Disk (C:) » ProgramData » Microsoft » Crypto » RSA » MachineKeys v O

Mame - Date modified Type

%] bdefcb26d2b92c0ecdefelbld824aa2_a5332417-3edf-4194-bee3-Sf07af Tchfd2 11/03/2016 15:09 System file
%] Tad36fel06ed83060f48a004af 2 edal_a3332417-38f-4194- bee5-0f07af Tcbfd2 11/03/2016 15:0G System file
%] T6944fb336362eddbB590521c2eB815a_a5332417-3e8f-4194-bee3-0f97af Tchfd2 11703/ System file
%] c2319c42033a5caif44e731bfdIfa2b5_ad332417-3edf-4194-bee5-9f97af Tchfd2 11/03/2016 15:09 System file
%] dbd3236f00a1ec0de24c049875fdbo00c_a3332417-3e8f-4194-bee3-5f97af T chfd2 11/03/2016 15:09 System file
%] e326010c0b128329c971dbeabbcBe035_a3332417-3e0f-4194-bee5-9f97af T cbfd2 14/06/2016 11:56 System file
%] ed(7e6fe25bB0535d30408fd239982ee_a3332417-3e8f-4194-bee5-0f97af Tchfd2 11/03/2016 1317 System file
%] £162c291346fb17bfc312ffe37d29238_a5332417-3edf-4194-bee3-9f97af Tcbfd2 14/06/2016 11:56 System file
%] fo86aacebP42fbTiTceb231212eefdad 35332417-3e8f-4194-bee3- 007 Tchfd2 02/03/2016 14:59 System file
%] foBhaacebB42fbTf7ceb23121 2eefdad c34601aa-5e3c-4094-0e3a-Thde7f025c30 22/08/2013 16:50 System file
|| foBhaaceb®42fbTTceb231212eefdad_fOdb93d0-2b5b-4682-9d23-2d 035080905 18/03/2014 10:47 System file

3. 23V wslulo MSCEP-RA 1J3>506
w8 23V IJpdluse 1Jgluos: §p wlilds wslule MSCEP-RA oy 9236 wedp MMC.

MMC > oJs > |_olS6/151J6 bl6 | ols.ss... > Iohss "aLols)" > puvle IUdewsscs >
IJdps90) Idezds

File Action  View Favortes Window Help

e 2[E 0| 9= B[

-

| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Mame
4 [ Certificates (Local Corr|| FI]LEMON CA LEMON CA 11/03/2026 <All» <Mone>
4 [ ] Personal alwin2012.example.com LEMON CA 1170372017 Client Authenticati.. <MNone>
| Certificates T WIN2012-MSCEP-RA LEMOM CA 14/06/2013 Certificate Request ... <Mone>
b [ Trusted Root Certifi | 7] \yin2012-MSCEP-RA LEMON CA 14/06/2018 Certificate Request .. <Mone>
[= || Enterprise Trust
| Intermediate Certifi

4. |ouble gvoble grs>6 J SCEP
4.1. Jogble Jvolys o wzsd Exchange

4.1.1. $p clogsle pJd Cisco_ndes_sign.inf LlJezw9s bolo. swp luuegsle 030 lJpgdsple
Jlzsl wsluwbos 1bls certreq.exe Jluuvle bdo w9ldse Iduvolyé (CSR):

[NewRequest]

Subject = “CN=NEW-MSCEP-RA,OQOU=Cisco,0=Systems, L=Krakow, S=Malopolskie, C=PL”"
Exportable = TRUE

KeyLength = 2048

KeySpec = 2

KeyUsage = 0x80

MachineKeySet = TRUE

ProviderName = “Microsoft Enhanced Cryptographic Provider v1.0
ProviderType = 1

[EnhancedKeyUsageExtension]
OID = 1.3.6.1.4.1.311.20.2.1

[RequestAttributes]
CertificateTemplate = EnrollmentAgentOffline

<>~JPQSES!5|L§P<> HHJLJUE.L§LJHJ LJPLJgQ 05|ngLﬁ) p(JLjogHLDO CUVY p(leLJ9J(>djjdbaL§L§ U



ot IJ Iz uvdd Lozse (vel B 3Jd gdlele IUIEo Ll w).

4.1.2. o Slogile CSR Igueohl 1JJs pJb inf luuessle o3l 1Jie,:

certreq -f -new cisco_ndes_sign.inf cisco_ndes_sign.req

I3l wgbue SlJe uwsld IJpuwase pg cubésd uwsld IJeols O piwe 29b o) 1oy B9
09l 9. spdu welod o3l IJweis).

slUserssAdministratorsDesktopicertreq —f —new cisco_ndes_sign.inf cisco_ndes_si

Active Directory Enrollment Policy
1558450638765 —-4CA3-84BB- E14191DFDE4E}
ldap:
ser context template conflicts with machine context.

ertReq: Regquest Created

sUserssAdministratorsDesktop
4.1.3. Luwld CSR Uluwagsle o3l 1Jiey:

certreq -submit cisco_ndes_sign.reqg cisco_ndes_sign.cer

edlJ o3l Ilg)lec whbo, ulWd36 95wy lewsh Idesze IUpuesd IUpoluwe.
Certification Authority List | > [

Select Certification Authority
CA Computer

= =0 .
1L L N = = 5

(8 4 Cancel

sUserssAdminisztratorsDesktopicertreq —submit cisco_ndes_sign.req cisco_ndes_si

Active Directory Enrollment Policy
{558458063-8765—4CA3-84BB- E14191DFDH4E}

ll11 L1}
ertificate retrieved<Izssued?> Issued

sUszerssAdninistratorsDesktop>

4-1-4 B9 1 iol>s 1Juolsy6 B 1Uglbgs I wlods. oosed Jodl 1iey sop luvos,h Iduelss
1Jz>836 su8dol IJs 1dpsu Iduveues JJJpossa) Idpeds:



certreq -accept cisco ndes sign.cer
tsUsersAdministratorsDesktopicertreq —accept cisco_ndes_sign.cer

txUsers~Adminisztrator~Dezsktop>

4.2, |ogvle vol>é ovds) CEP

4.21. 8p wlouble pJud 25> Cisco_ndes_xchg.inf:

[NewRequest]
Subject = "CN=NEW-MSCEP-RA,0OU=Cisco,0=Systems, L=Krakow, S=Malopolskie, C=PL"

Exportable = TRUE

KeyLength = 2048

KeySpec = 1

KeyUsage = 0x20

MachineKeySet = TRUE

ProviderName = “Microsoft RSA Schannel Cryptographic Provider”
ProviderType = 12

[EnhancedKeyUsageExtension]
OID = 1.3.6.1.4.1.311.20.2.1

[RequestAttributes]
CertificateTemplate = CEPEncryption

lowe IJgbsle oy wol IJpsoes WO 4.1.

4.2.2. §p logile CSR Iwaubl |Us pdw .infldzsss:

certreq -f -new cisco_ndes_xchg.inf cisco_ndes_xchg.req

4-2-3- 0 B350 b

certreq -submit cisco_ndes_xchg.req cisco_ndes_xchg.cer

4-2-4: 9o9d IJywolsé 1Ugss36 wuddol IJs piu IJJpousyo) Idubvguos ldpzds:

certreq -accept cisco_ndes_xchg.cer

5. 1Joedd pu lJuoed
w83 1Jpld 1IUgb9s 4. Juobo, Guol>ol MSCEP-RA zyxssoly WS "pgiu IdJpwsse) Iduvguos
Jpzds”

& File Action View Favorites Window Help

e #E 8| 6= BHE

| Console Root lssued To Issued By Expiration Date  Certificate Template Intended Purposes Friendly M...
4 —e.-JJ Certificates (Local Com|| T]LEMON CA LEMON CA 11/03/2026 <All> <MNones
4[] Personal ExJNEW-MSCEP-RA LEMON CA 14/06/2018 Exchange Enrollment Agent (Offline request]  Certificate Request Agent  <Mone>
| Certificates oI NEW-MSCEP-RA LEMON CA 14/06/2018 CEP Encryption Certificate Request Agent  <Mone>
b [ Trusted Root Certifi T 0in2012. cxample.com LEMON CA 1170372017 Domain Controller Client Authentication, 5...  <None»

I» || Enterprise Trust

Sedud lsuol 1eedd po Iduveble wluuagsle 116 certutil.exe (olds pu luuagsle luve IJol>s
lJz>s> Iduoest): Sew &oue uvoblo MSCEP-RA IJws wewss eds luwple glpd 23536 91910
ouwduwdso 22868



certutil -store MY NEW-MSCEP-RA
sUzerssAdministratorsDesktopicertutil —store MY WEW-MECEP-RA

Y "Personal"
================ (Qertificate 2 ================
Serial Humber: YalBBAAAAchZ258f5a%9d6c1113500000BRRAARAC
lssuer: CN=LEMUM CH, D =example,., Di=com

MotBefore: 14-86-.2016 13:48

MotAfter: 14-06.-2018 13:49
Subject: CH=MWEW-MECEP-RA. OU=Cizco. 0=EBystemsz. L=Krakow. 5=Malopolskie. C=PL
ertificate Template Hame <Certificate Type)>: CEPEncruption
on—root Certificate
emplate: CEPEncryption, CEP Encryption
ert Hazh(shal>: 31 4e 83 U8 57 14 25 &? Bh ht ?a el 4f cb6 f2 cf 61 Bh ed 99

Key Container = 1ha225d16a774cPichl157e?8b356342c_a5332417-3elf—4174-hee5-9f2%a

Simple container name: CertReq—CEPEncryption—f42ec236-077a—48a?7-h83a—47adbccid
Be
Provider = Microsoft REA SChannel Cryptographic Provider

Encryption test passed

================ (ertificate ] ===s=s=s=s=s=s========

Cerial Number: 7aBABABAALZ813070a2h3616f ARRBRBRABAAAL

Izzuwer: CH=LEMON CA, DC=example, DC=com

MotBefore: 14-86-2816 13:35%

MothAfter: 14-86-2818 13:35%

Bubject:= CH=MEW-HMHSCEP-RA,. OU=Cisco, O0=Systemsz, L=Krakow, S5=Malopolskie, C=PL

;ertiticate lemplate Mame (Certificate Type?: EnrollmentAgentOffline

on—root Certificate

emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent (Offline request?
ert Hashizhal>: 12 44 ha et 4c 4e £f8 78 7a ab ae 68 9b bA b2 ad e? ha 62 %a
Key Container = 328e64886bd15%eca?bl2283F3f6Veeb_ab3324173ebBf—4174-bee5-7£27a

Simple container name: GCertRegq—EnrollmentAgentOffline—HecBhic4-8828-4Fl?-927h—
2f86758%cab

Provider = Microszoft Enhanced Cryptographic Provider vl. @
S ignature test passed

ertlUtil: —store command completed successfully.

sswUserssAdministratorsDesktop>

6. lgbs cuvgsd IIS

Ip wlehdé ouvgsd gbp erple pedyple IUloe,ve (I1S) Jobosy IJogss)le:

iisreset.exe

sUserssAdministratorsDesktopriisreset .. exe

Attempting stop...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted

7. logvle pdu og)s9 SCEP RA 255>

gJis ISE lugbse w9058 SCEP RA 2353 (pg 0w euslo sub 1Jghe pod 1J8380): vese
Supe wujsd Iduvoble 1Ugrss6 gluolvwoel |Us pgio IJuvoble 1Ueses g wol:



External CA Settings
SCEP RA Profiles (SCEP-Simple Certificate Enroliment Protocol)

J Edit =bAdd | )¢ Delete

[] Name « | Description URL CA Cert Name
[ External_SCEP http://10.0.100.200/certsrv/mscep LEMON CA,WIN2012-MSCEP-RA
O New_External_Scep http://10.0.100.200/certsrv/mscep LEMON CA,NEW-MSCEP-RA

8. vessd Bldw Iduvelss

ol PU S pdV wg s SCEP RA IJzys> Ws Wlde Idyielss IJpuuedse pu Sod BYOD
(spdud pilzeco Vs IUbL6 > Idoble > Idivoble > e,z Ideuos 9 > 99l IUoble):

"cll',';k' Identity Services Engine Home » Operations » Policy » Guest Access  Administration » Work Centers

+ System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing  ~ Ceriificates + Logging » Maintenance Upgrade  Backup & Restore b Admin Access b Setlings
<]

» Certificate Management Edit Certificate Template

~ Certificate Authority * Mame | EAP_Authentication_Certificate_Template |

Internal CA Settings Description | This template will be used to issue certificates for EAP Authentication |

Certificate Templates Subject

c Name (CN ;
External CA Settings omman Name (CN) - §UserName$

Organizational Unit (OU) | Example unit

Organization (0) | Company name

City (L) | City

State (ST) | State

Country (C) [ US

Subject Alternative Name {SAN)

[ MAC Address v]
Key Size |2048 T |
* SCEP RA Profile | New_External_Scep| |

ISE Internal CA
New_External_Scep
| External_SCEP

lJeslze

1. p.9lJ6 Microsoft TechNet Zone

2. bJs wdasy Cisco ISE



https://blogs.technet.microsoft.com/askds/2008/04/28/configuring-network-device-enrollment-service-for-windows-server-2008-with-custom-certificates/
//www.cisco.com/c/ar_ae/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



