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aaa- server ISE21 protocol radius
authorize-only

interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE21 (outside) host 10.48.23.88
key cisco

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
authentication-server-group ISE21
accounting-server-group ISE21

def aul t - gr oup-policy GP-SSL
tunnel -group RA webvpn-attributes
group-alias RA enable

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-4.3.00520- k9. pkg 1
anyconnect enable

tunnel -group-1ist enable

error-recovery disable

group-policy GP-SSL interna

group-policy GP-SSL attributes

dns-server val ue 10.62. 145.72

vpn-tunnel - protocol ssl-client

access-1ist ACL_WEBAUTH_REDI RECT ext ended deny udp any any eq dommin
access-1ist ACL_WEBAUTH _REDI RECT ext ended deny ip any host 10.48. 23.88
access-|ist ACL_WEBAUTH_REDI RECT ext ended deny icnp any any
access-1ist ACL_WEBAUTH REDI RECT extended pernit tcp any any
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/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

“huilie Identity Services Engine Homea » Context Directory » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management = ~ Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD » Threat Centric NAC
~ Network Devices ~ Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
I
(<]

. Metwork Devices List > BSNS-ASA5515-11
Network devices

Network Devices
Default Device
* Name | BSNS-ASA5515-11
Desaripton [ ]
*IP Address: | 10.48.66.202 | /32 |

* Device Profile | i Cisco | ~| &

Software Version l:l

* Metwork Device Group

Device Type [all Device Types () | | Set To Default |

Location [a]| Locations © | [ set To Default |

~ RADIUS Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret

[, | ( show |
Enable KeyWrap  []
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoAPort [ 1700 | [(setTo Default |
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cisco  dentity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning =~ ~ Policy Elements
Dictionaries = Conditions  » Results
<]
¢ Authentication Mame USBE_Check

» Authorization Description Cisco Predefined Check: Checks if USE mass storage device is connected.

Operating System  Windows All
Profiling

Compliance Module 4.x or later ;
~ Posture

Anti-Malware Condition
Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition

Disk Encryption Condition
File Condition

Patch Management Condition
Registry Condition

Service Condition

USE Condition

Dictionary Simple Condition
Dicticnary Compound Condition

» Guest

» Common

13D paciass il Lo @i6Sall clllaiall (o 353 colliniall < gl < bl < dwlwd] jolic < duwlull o
ol

‘huthie Identity Services Engine Home  » ContextDirectory  » Operations » Administration ~ » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  +Results

o
» Authentication Requirements
Mame Operating Systems Compliance Module Conditions Remediation Actions

+ Authorization USB_Block 0 Windows Al Joino 4xor later el USB_Check hen USB_Block
» Profiling

~ Posture

~ Remediation Actions
Requirements

¢ Client Provisioning

‘o)l 138 plaziwY Windows adlS _JI Wb i ol [Posture < agill 0



cisco |dentity Services Engine Home + Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiing =~ Posture = Client Provisioning  » Policy Elements

Posture Policy

Define the Posture Palicy by configuring rules based on operating system and/or other conditions.

-

Status Rule Name Identity Groups Operating Systems Compliance Module Other Conditions Requirements
Windows 7 USE check Any ‘Windows 7 (All) 4.x or later USB_Block

s>l o i USB pMo| cllas < @leall olel>] < gingll < gilil < dwlll jole < dwludl ;o
USB (0555 63631 ,laz) lipuo ligall MoV

cisco  ldentity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning =« Policy Elements

Dictionaries » Conditions - Results

o
b AT e USB Remediations
» Authorization J Edit =bAdd [fyDuplicate | ¢ Delete
Name: Description Type

» Profiling 3 _ .

O USB_Block Cisco Predefined Remediation: ...  Automatic
~ Posture

+ Remediation Actions

Anti-Malware Remediations
Anti-Spyware Remediations
Anti-Virus Remediations

File Remediations

Launch Program Remediations
Link Remediations

Patch Management Remedia...
USB Remediations

Windows Server Update Ser...
Windows Update Remediations

Requirements

» Client Provisioning

aiwluwg Jrasll 31ae] 3,lgo 0S5 .3 Bglazil
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Identity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning - Policy Elements

Dictionaries  » Conditions  ~ Results
—

[<]
» Authentication Resources
» Authorization ,-,f-’ Edit cﬂ:i\dd - Eb[}upllcate 3¢ Delete
o o] [J Name Type Version Last Update Description
ny
< AnyConnectDesktopWindows 4.3.520.0 AnyConnectDesktopWindows  4.3.520.0 2016/03/11 11:10:47 AnyConnect Secure Mobility Clie...
} Posture AnyConnectComplianceModuleWind...  AnyConnectComplianceMo...  4.2.330.0 2016/03/11 11:11:16 AnyConnect Windows Complian. ..
[ winSPWizard 2.1.0.50 WinSPWizard 2.1.050 2016/03/07 17:50:37 Supplicant Provisioning Wizard f...
~ Glient Provisioning [J AnyConnect Configuration AnyConnectConfig Not Applicable  2016/03/11 11:12:42
[ MacOsXSPWizard 2.1.0.39 MacOsXSPWizard 21.038 2016/03/07 17:50:37 Supplicant Provisioning Wizard f...
Resources [ cCisco-ISE-NSP Native Supplicant Profile Mot Applicable  2016/03/07 17:50:37 Pre-configured Native Supplicant...
[ Cisco-ISE-Chrome-NSP Native Supplicant Profile Mot Applicable 2016/03/07 17:50:37 Pre-configured Native Supplicant...
O Anyconnect_Posture_Profile AnyConnectProfile Not Applicable 2016/03711 14:39:03

AnyConnect Posture cawogs clisl, a8 AnyConnect Posture wawogs 91 NAC JiS9 < adlio] plaziwl,
.ol 9l whslacl (AnyConnect_Posture_Profile : pawYl)

:(AnyConnect ,,955 :awYl) AnyConnect ;65 ol AnyConnect 955 < adliol plaiuwl,

Identity Services Engine Home » Context Directory » Operations + Administration + Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning =~ ~ Policy Elements

Dictionaries » Conditions = Results

(<]
AnyConnect Configuration > AnyConnect Configuration

+ Authentication
+ Authorization

* Select AnyConnect Package: AnyConnectDesktopWindows 4.3.520.0 ¥
» Profiling * Configuration Name:| AnyConnect Configuration

Description:
+ Posture
~ Client Provisioning DescriptionValue Notes
* Compliance Modula| AnyConnectComplianceModuleWindows 4.2.330.0
Resources

AnyConnect Module Selection
ISE Posture +
vPNC]
Network Access Manager |
Web Security_|
AMP Enabled_]
ASA Posture[_]
Network Visibility_]
Start Before Logon[_]
Diagnostic and Reporting ToolJ

Profile Selection
* ISE Posture| Anyconnect_Posture_Profile -
VPN -
MNetwork Access Manager| -
Web Security| -
AMP Enabler -
Network Visibility v
Customer Feedback] -

9SS plaziwY Windows J (Windows_Posture) 63> dwluw clish a9 Jwosll 5l < ag 0
:AnyConnect



Identity Services Engine Home » Context Directory » Operations + Administration » Work Centers

Authentication  Authorization  Profiing  Posture = Client Provisioning » Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent compliance module, and/or agent customization package.
For Mative Supplicant Configuration: wizard profile and/or wizard. Drag and drop rules to change the order.

hd
Rule Name Identity Groups Operating Systems Other Conditions Results

@ 105 Any Apple i0S All Condition(s) Cisco-ISE-NSP

@ Android Any Android Condition(s) Cisco-ISE-NSP

@ Windows Any Windows All Condition(s) WinSPWizard 2.1.0.50
And Cisco-ISE-NSP

Windows_Posture Any Windows All Condition(s) AnyConnect
Configuration

@ MAC OS Any Mac OSX Condition(s) MacOsXSPWizard
2.1.0.39 And Cisco-
ISE-NSP

@ Chromebook Any Chrome OS All Condition(s) Cisco-ISE-Chrome-NSF

@300l Aclgd (0S5 .4 sglasil

au2s sl (Posture_Redirect : auwVl) Jioss s calo waiol Jigsdl < bl < duwluadl puolic < dwlud] 0
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Identity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries » Conditions  ~Results

(<]
Authorization Profiles = Posture_Redirect
+ Authentication .
Authorization Profile
~ Authorization “Name | posture_Redirect |
Authorization Profiles Description | P
Downloadable ACLs " Access Type | ACCESS_ACCEPT ]
b FILE Network Device Profile b Cisco | » | &
» Posture Service Template [~
¢ Client Provisioning Track Movement ()G

Passive |dentity Tracking i

w Common Tasks

| Voice Domain Permission

Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) | »|  ACL [ ACL_WEBAUTH_REDIRECT | Value | client Provisioning Portal (defa ~ |

ASA _lc ACL WEBAUTH REDIRECT ACL Jowoll, 5 aSxill daild yaxs pis sila>Mo
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csco Identity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication = Authorization ~ Profiing  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore = Policy Export Page

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Compliant_Devices_Access Metwork_Access_Authentication_Passed Compliant_Devices Permitdccess
Posture_Unknown Session:PostureStatus NOT_EQUALS Compliant Posture_Redirect

oolel gl>)) piy aadlgio e 9l 499,20 e W oS I3] . JolSUl Jouogll ,udgi piy «addlgio ayleill dass colS I3]
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e Search Computer P

Organize ~ AutoPlay Eject Properties System properties » ﬂ:: = E @

/7 Favorites 4 Hard Disk Drives (1)
M Desktop

| Downloads

Local Disk (C:)

W /16 GB free of 99.8 GB

4 Devices with Removable Storage (2)

i Recent Places

m

:3 Libraries &‘
EL Documents $ DVD Drive (D:)
——
._;_di', Music .
&, Pictures 16GB (E:)

Videos - -
l 8 W 102 GB free of 14.9 GB

& Computer > Network Location (1)

B | ~eal Niels 0

16GB (E) Space used: | | Total size: 14.9 GB
‘L.? Removable Disk Space free: 10.2 GB File system: FAT32

VPN:
Ready to connect.

BSNS-ASAS515-11.example.com [ Connect

VPN s> elis)

Gy alo o €535 ag>gi sleall URL wlsic lge>g5 sleall Jowogll daaild gl ISE poiuw @dsLaall clisl
Posture_Redirect _a,g2;

caisco  |dentity Services Engine Home » Context Directory ~ Operations » Policy » Administration » Work Centers License Warning A

~vRADIUS = TC-NACLiveLogs » TACACS Legacy Dashboard Reports » Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
—
[:] i Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @

0 0 6 0 0

Refresh Every iminute | Show| Latest20records | within| LastSminues -

© Refresh © Reset Repeat Counts 2 Export To v Y Filter v - 24
Time Sta... Details Identity Endpoint ID Authentication Policy Authorization Policy Authorization Pr...  IP Address Network De... Posture Status Server
Mar 11, 2016 03:57:40.126 PM o a cisco 00:0C:29:C9:.... Default >> Default >> Default Default >> Posture_Un...  Posture_Redirect 10.10.10... Pending ISE21-1
Mar 11, 2016 03:57:39.598 PM Qa cisco 00:0C:29:C9:.... Default >> Default >> Default Default >> Posture_Un...  Posture_Redirect BSNS-ASAS55...  Pending ISE21-1/

1499 Jsosll o0 ASA 49,0 &S,> ags b3lel aiw (VPN) d,dlall dolil aSuil Jac dwl> clis] 5,2



‘lee> g5 Sleall Jaog)l doslsl

BSNS- ASA5515- 11# sh vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane . cisco I ndex : 29
Assigned IP : 10.10.10.10 Public IP : 10.229.16. 34
Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel
Li cense : AnyConnect Prem um
Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES128 DITLS-Tunnel: (1)AES128
Hashi ng . AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHAL
Byt es Tx . 14696 Byt es Rx . 18408
Pkts Tx : 20 Pkts Rx ;132
Pkts Tx Drop : O Pkts Rx Drop : O
G oup Policy : GP-SSL Tunnel Group : RA
Login Tinme : 15:57:39 CET Fri Mar 11 2016
Dur ati on : Oh: 07m 22s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN . none

Audt Sess I D : 0a3042ca0001d00056e2dce3
Security Gp : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

: AnyConnect - Par ent

Tunnel 1D :29.1

Public IP : 10.229.16. 34

Encryption . none Hashi ng . none

TCP Src Port : 61956 TCP Dst Port : 443

Aut h Mode : user Password

Idle Tine Qut: 30 M nutes Idle TO Left : 22 M nutes
Client CS . owin

Client CS Ver: 6.1.7601 Service Pack 1
Cient Type : AnyConnect

Cient Ver : Cisco AnyConnect VPN Agent for W ndows 4. 3. 00520
Bytes Tx . 6701 Bytes Rx . 774

Pkts Tx . b Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

: SSL- Tunnel

Tunnel 1D :29.2

Assigned IP : 10.10.10.10 Public IP . 10. 229. 16. 34
Encryption . AES128 Hashi ng . SHA1

Encapsul ation: TLSv1.0 TCP Src Port : 61957

TCP Dst Port : 443 Aut h Mode . user Password
Idle Time Qut: 30 M nutes Idle TO Left : 22 Mnutes
Cient CS : W ndows

Client Type : SSL VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for W ndows 4. 3. 00520
Byt es Tx © 6701 Byt es Rx . 1245

Pkts Tx . b Pkts Rx . b

Pkts Tx Drop : O Pkts Rx Drop : O

: DTLS- Tunnel

Tunnel 1D :29.3

Assigned IP : 10.10.10.10 Public IP : 10. 229. 16. 34
Encryption . AES128 Hashi ng . SHA1

Encapsul ati on: DTLSv1.0 UDP Src Port : 55708

UDP Dst Port : 443 Aut h Mode . user Password



Idle Tine Qut: 30 M nutes Idle TO Left : 26 M nutes

Cient CS : W ndows

Client Type : DTLS VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for W ndows 4.3.00520
Bytes Tx 11294 Bytes Rx : 16389
Pkts Tx : 10 Pkts Rx : 126

Pkts Tx Drop : O Pkts Rx Drop : O

:ISE Posture
Redirect URL : https://ISE21-

...lek.example.com: 8443 /portal/gateway?sessionId=0a3042ca0001d00056e2dce3&portal=2blba210-e
Redirect ACL : ACL_WEBAUTH_REDIRECT

Jsasdl 50|

‘Jresll 19 ISE | dulgil dasil cu9 Lo ymius H9,0 45,> azgs dsle] pis dl>,all b (99

é'ﬂ https://ise21-1ek.example.com:8443/portal/PortalSetup.action?portal=2blba210-e486-11e5-9980-005056bf55e08&session] c Q Search ﬁ E U 4

CISCO Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start

(B8lsilly AIXJI) Posture 61>9 go AnyConnect cuaxs pis (dx =l xic

CoA 9 giogll 0 (Gaxill

«(enroll.cisco.com gl DNS A Jzuw 3929 Lgllas (655 28) ISE akiuiS1g cdulnaill Posture 6a>9 dai pi
05 il dlw,Jl o e pisw USB ais OPSWAT v4 lex) 3> cl,>l9 dgio (gaxilly giogll bog i Jijii9

Cisco AnyConne
I} IT policy prohibits the use of USB storage devices. -
. % Cisco AnyConnect Secure Mobility Client ﬁ‘

& Connected to BSNS-ASAS5515-11.example.com.
network. SNS-ASAS5515-11,example.com
_-“‘: You have 4 minutes to install and for the compliance 00:08:37

check to complete

System Scan:
Updating requirement 1 of 1.

+ Remind me what to do next I 80%

:pazimol) [8gio USB lg> a2y o)l Jl ST 5,20



Organize ~ AutoPlay Eject Properties System properties »

=p RecentPlaces * 4 Hard Disk Drives (1)

Local Disk (C)

] Libraries -
“| Documents w |
< 71.6 GB free of 99.8 GB
@ Music

—| 4 Devices with Removable Storage (2)

=TI L

Location is not available l M ‘ X ‘ &4
— )) DVD Drive (D3)
£ . ) =
|@) E:\ is not accessible. e
16GB (E)
Access is denied. —

" 102 GB free of 14.9 GB
File system: FAT32
W sk BitLocker status: Off

2o 39150l AnyConnect psis . JolsIl Joogll 139, oo acgill 55leY Jgwsll 6 Sl dasls ASA L
J.JJLO..\”

= x |

’s Cisco AnyConnect Secure Mobility Client

Connected to BSNS-ASAS5515-11.example.com.

SNS-ASAS5515-11.example.com

00:33:06

System Scan:
Compliant.
Network access allowed.
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Al cuw> giogll pwss

Home + Context Directory ~ Operations + Policy » Administration » Work Centers

» RADIUS TC-NACLivelogs » TACACS Legacy Dashboard = Reporis | » Troubleshoot  » Adaptive Network Control

Report Selector Posture Assessment by Condition
Favorites
From 03/11/2016 12:00:00.000 AM to 03/11/2016 04:37:13.253 PM

» Audit
10 reports

» Device Administration Logged At Posture | Identity Endpoint ID 1P Address Location Endpeint 05 Policy Enforcement Type ~ Condition Status Condition name
4 reports 2016-03-11 16:06:24.974 cisco 00:0C:29:09:09:37  10.48.66.202 All Locations Windows 7 Ultim Windows 7 USB check Mandatory Passed USB_Check

s ?:ilxlf 2016-03-11 11:31:53.456 cisca 00:0€:29:C:09:37  10.48.66.202 All Locations  Windows 7 Ultim Windows 7 USBcheck  Mandatory Passed USB_Check

2016-03-11 11:26:57.007 P29 ’

v Endpoints and Users cisoo 00:0C:29:C9:09:37  10.48.66.202 All Locations Windows 7 Ultim  Windows 7 USB check Mandatory Passed USB_Check

Authentication Summary 2016-03-11 11:16:33.483 cisco 00:0C:29:09:09:37  10.48.66.202 Al Locations Windows 7 Ultim. Windows 7 USB check Mandatory Passed USB_Check

Client Provisioning

Current Active Sessions

External Mobile Device Management
Manual Certificate Provisioning
PassivelD

Posture Assessment by Condition
7 Filers o

* Tine Rarge

» Context Directory « Operations + Policy » Administration » Work Centers

» RADIUS TC-NAC Livelogs » TACACS Legacy Dashboard  Repors » Troubleshoot  » Adaptive Network Control

Report Selector Posture Assessment by Endpoint
Favorites
From 03/11/2016 12:00:00.000 AM to 03/11/2016 04:33:39.111 PM

» Audit

10 reports
» Device Administration Logged At Details = PRA Action Identity Endpoint ID 1P Address Endpoint 05 Agent Message

4 reports 2016-03-11 16:06:24.974 a N/A cisco 00:0C:29:C9:D9:37  10.48.66.202 Windows 7 Ultim AnyConnect P...  Received a posture report from an endpoint
L4 ?;agnus;;cs 2016-03-11 11:31:53.456 a N/A cisco 00:0C:29:09:D9:37  10.48.66.202 Windows 7 Ultim. AnyConnect P...  Received a posture report from an endpoint

repo
2016-03-11 11:26:57.007 -D9- -~ i

 Endpoints and Users a logoff cisco 00:0C:29:09:09:37  10.48.66.202 Windows 7 Ultim. AnyConnect P...  Posture service received a USB-check report from an endpoint

Authentication Summary 2016-03-11 11:16:33.483 a NA cisco 00:0C:29:09:09:37  10.46.66.202 Windows 7 Ultim AnyConnectP...  Received a posture report from an endpoint

Client Provisioning

Current Active Sessions

External Mobile Device Management
Manual Certificate Provisioning
PassivelD

Posture Assessment by Condition

Posture Assessment by Endpoint
7 Filters o
* Time Range

gl ot st Juolis



Posture More Detail Assessment

Time Range:  From 03/11/2016 12:00:00.000 AM to 03/11/2016 04:34:03.708 PM
Generated At 2016-03-11 16:34:03.708

Username: cisco

Mac Address: 00:0C:29:09:D9:37

1P address: 10.48.66.202

Location: All Locations

Session ID: 023042ca0001d00056e2dce3

Client Operating System: Windows 7 Ultimate 64-bit

Client NAC Agent: AnyConnect Posture Agent for Windows 4.3.00520
PRA Enforcement: 0

Co: Received a posture report from an endpoint

PRA Grace Time: 0

PRA Interval: 0

PRA Action: N/A

User Agreement Status: NotEnabled

System Name: WINF-PC

System Domain: nja

System User: Win?

User Domain: Win7-PC

AV Installed:

AS Installed:

AM Installed: Windows Defender;6,1.7600.16385;1.215.699.0;03/09/2016;

Posture Report

Posture Status: Compliant

Logged At: 2016-03-11 16:06:24.974

Posture Policy Details e
Policy Name Enforcement Type | Status  Passed Conditions  Failed Conditions | Skipped Conditions

Windows 7 USB check  USB_Block Mandatory A USB Check
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http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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