v ulld gble ISE 950z FirePOWER Jgsele
lJo9sé 9luodleol

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

lJodoule | OEdp0

ez Eple I v 1Jo9.s6 (ISE)
2206 Active Directory

>0l | lJes IJvodo
woble J pxGrid 9 MnT
2206 pxGrid

oSl wd IJozesd

EMC

Ol 9 Active Directory
oo, J Admin 9 pxGrid

oo ISE
[ wo | Jo9.so
wslwo lJozdp Vs 19,09
lJoz2.9.9 ou o
luuwle z2Jwé VPN

FMC wslole [z 6 oo MnT

| lJs owzsd FMC

| wed ol 1Jizble 9l odlzol

ouozse Izble FMC

lwoedle SGT g, PXgrid

lwoedlo 2J woé lJs od £, REST API [Js MnT
O OPST izble ISE

zunlo
lJeolze
NFX YY)

S 03l lJpuuwews Jsbss odoso gusluvle ps,9d6 J TrustSec gl wod il Tgblisol
luodlzol eds wble IJzplss pu ldobdd pu ldzsd IJelds (NGIPS) oo Cisco. s>gp NGIPS
lJluosl, 6.0 IJedled pg Identity Services Engine (ISE) 1U3s suwpee vlousle guslugwle ps,36
JJo9so.



lJecbdolo IUlgulgusé
IJeobdoulo
900 Cisco Llu oday Jrsd pe,uds ldpsluose IJeldss:

- odasu zols IJiely IJslud JJodsyd (ASA) VPN g Cisco
- wJgsu Cisco AnyConnect Secure Mobility Client
clJodsse Idiusluws Jesds sls FirePOWER ey Cisco

- w9y Cisco ISE

- zJod Cisco TrustSec

lJedyule IJpuuwosped
ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Ido)lez 9ldedsole 1Jpebss IJeldss:

- bl IJobgsd Microsoft Windows 7

- Jeoze 1Jpuor9 Juvolé wble IJougsd Microsoft Windows 2012 (CA)
- ASA IJ|o>l) 9.3 pu Cisco

- wyulpg Cisco ISE: IJlosLle 1.4

- Cisco AnyConnect Secure Mobility Client. |Jl_o>l, 4.2

- pyJj b6 FirePOWER (FMC) oo Cisco. IJ]osl, 6.0

- Cisco FirePOWER NGIPS. |J|_o>l, 6.0

IJodosu

s8> pydj blys FirePOWER (FMC) IJouble 1Jiulws JIslyé FirePOWER. ool uoglo po
lJoblisd IJpoed 6 wodled 3ol IJoybsd 9loywsss:
- Jluodlz - suwee J FMC g5d 1dpolze g0y ISE ldos wgpd eds wéss) 2ldé IJogosd
cuvdd dsulpsds eds zoli 1Usuesd 1Uss 998, 9u29d1 pra9dl Ids IJuvwds. oold zsdlu
o0 03l 1JzJ:

1. wuulpz vuos J Perl 1 @sspe wluwegsle luvwsgle 9lgoé wyped IJobosdle (API) Jgsps
2plss IJugbs IJb,Bss (EPS) |Js ISE.

2. |gwosgle 9236 uplbss i@d‘, wluweesle wy9w9d9ed pxGrid J ISE (030 1J9gs6 IJuploss
pEwp36 Vb Vs IUluosl) 5.4 - £s) 36906 B 6.0 1Usg o IILods I pgbl b 6.1).

- [duog - suvpee J FMC codysu Iduwsluwle luvoobl Ids gdlele pzesesd irolo TrustSec
(SGT).
oydj odo IJpBlde eds 1dgbswds IJeluss. pu iaJ pold IUluodlz: 1Uszle G)led Guwpe [Jpslze

lLuwe Jotbsbs JJuveds



Audit Server
172.16.34.100

_“*\_ Cisco
Anyconnect
Internet MEIIbI|E
Security VPN
H“""—\—\_
172.16.32.1
Kka
External o
Cutside: Inside:
@ Gig 0/0 172.16.32.10 Gig 0/1 172.16.31.100
Internal e
.
T T e ASA-VPN
NGIPS VPN assigned IP: ISE
Eth0: Management 172.16.50.50

(172.16.31.205)
Ehtl: Internal {bridge)
Eth2: External (bridge)

FMC
172.16.31.206

Sop wdyso FMC Clgwogsle vog Idozde Vs 1dsuo9d 1U3s szoss eds dlesasy:

« )0 296 py9) HTTP Lluwegsle URL oo o (attack-url)
. Uu*’{"t VC)GJE) P9 HTTP v'uﬂoéﬂp URL PCUP O (attack—url) 9JJy L9d]0 L9.,$ CLJO
wESSU Idpuwegse Jedlpsd s,8se IJed9sd (9) woluwbs ISE
S8 ISE wessu edled wrds9 IUs gese puvwspes Active Directory 1dsso suwpyo lds
per9es 1Jpymdsd sy 9suweése zols ASA-VPN Jdsuosd Ids Idubods.

9009d Wpuwopsp 1Js Idubeds g louold VPN edis ASA. &p selad Ipuciae 1U9uesd s
lJghbe 1J3s wp wr8s8o wluwegslpe suslo URL JJdogge - 9dJuo suuuvd Jlve Jp swp wegssuo
IJs pze9gd s9Sw U888 svprr luadlz 3Jd: sure Idlouald.

o eplo Iyl [Jogso (ISE)

&>06 Active Directory

Szw wdosu wdlpd AD gszu leuol Idegpesglo IUuoesed (swp luvegsle peessd Administrators
Juisb Sless Idegssd):



Identity Services Engine Home » Operations v Policy b Guest Access w Administration » Work Centers

F System + |dentity Management » Metwork Resources } Device Portal Management pxGrid Services F Feed Service ¥ Identity Mapping

¥ Identities Groups External Identity Sources Identity Source Sequences b Settings

External Identity Sources Connection Authentication Domains : Attributes Advanced Settings

v v -

» [ Certificate Authentication Profile

Hdit opAdd v Delete Group Update SID Values

N sSID
[ Active Dirsctory L] Name -
<5 example.com D example com/Builtin/Administrators example.com/S-1-5-32-544
- TDAP D example.com/Builtin/Guests example.com/S-1-5-32-546
» [ RADIUS Token O example.com/Builtin/IS_IUSRS example.com/5-1-5-32-568
» [ RSA SecurlD |:| example.com/Builtin/Users example.com/S-1-5-32-545
r O SAML Id Providers D example.com/Users/Domain Computers 5-1-5-21-914949363-206684 3066-3727110587-515
[ example.com/Users/Domain Users 5-1-5-21-914949383-206884 3066-3727110587-513

2ol IJsosd IJs 1o Js

o luolds ASA Jzolj Lvuds. sop luwoesle ASA-VPN-Audit JJez 986 IUpg 006 Jpl 09
P9LOT I 030 IJo9,6:

cisco  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System ¢ Identity Management ~ Metwork Resources ¢ Device Portal Management pxGrid Services + Feed Service v Identity Mapping

= Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM ¢ Location Services

Metwork Devices List > ASA
Network Devices

MNetwork devices

Default Device

*IPAddress: [ 172.16.31.100 | /[32 |

* Device Profile | Cisco| = | &

somwareverson [ 7]

* Network Device Group

Location [all Locations | [ Set To Default |

Device Type [ASAVPN-Audit | [ Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

* Shared Secret [ esses | [ Show |

wvoble J pxGrid 9 MnT

Cuuspsp 9236 Ioede B 1bhs IJosdd (FMC) IUgspese gds ISE:

- pxGrid Jlgwogdlpe wslole SGT 9 PROFILE

- 1Jesl s sleshs Idodhis)y (MNT) Joussd eduws 1dged [przegs
:_“1_9&.9) MNt oo0p 2ol .Ji.;,o wodo lJbys596 swp ledle FMC Leuslo IP Jdeduws 1Jeuos9 edsol
Lsuol IUUP |.Jrouuoé_)p _9|,4JL§|0 |Jpp§j.3|w&¢|)| l!JgS 5.J~3J; g,spdo uJDu;Sd |Jw5|w|u
IJuozses. sozs pdlebs 1o NGIPS Ul sogp wbosewo gdlele ILdse Guoe Idedlple eds



1Jz2)99) pod ASA. eds eJw i)l_)o IJluwple Wluol wrgp luwple IU)Bse wadl pu LG8l BEb.
Souwww o030 ldpobdule: sgolz JJ pu ISE 9 FMC |Js 1Je @6 Ws 1Jg>po I.Jié)..s (Ubol>s).
Suvwgdpe MnT Idguolss IJzluwss JJgbe Wb 9ouuwgs e PXGrid I vols>s 1Jzluwse JIJ pu
lJepsd 9ldehe.

S e Microsoft CA Jogdse Jlws IJioblw.

Jogwes 1ds MnT (39, IJpuuisd): sew 1o $d9e ISE Llousle bl wodse Iduvel>s (CSR)
Jpl 09 p907 O 030 196!

.::ll's.éloh Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

* System » Identity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service * Identity Mapping

Deployment Licensing  Certificates ¥ Logging » Maintenance Upgrade Backup & Restore ¥ Admin Access b Settings
(<]
Certificate Signing Request

* Certificate Management

Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:

Overview
ISE Identity Certificates:

SR R * Multi-Use - Client and Server Authenticatian

Endpoint Certificates * Admin - Server Authentication
) * EAP Authentication - Server Authentication
Trusted Certificates * Portal - Server Authentication

OCSP Client Profile * pxGrid - Client and Server Authentication

Certificate Signing Requests ISE Certificate Authority Certificates:

Certificate Periodic Check Sefings * |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
# |SE Intermediate CA - This is an Intermediate CA Signing Reguest.

b Certificate Authority * Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by

the ISE Root CAJISE Intermediate CA

Usage
Certificate(s) will be used for |Admin| -
Allow Wildcard [J
Certificates
MNode(s)

Generate C5R's for these Nodes:

Node CS5R Friendly Name
[ lisezo lise20#Admin
Subject

Common Name (CN) | $FQDN$ | i

Sew loule gods6 ppleds Jgsps pxGrid. gusoe luwogsle IJgbolds (IJubeble) JJgsh sew
wedss pxGrid.

welloe Jl spdu 1o wds 0uld wits s Jopl luup 9 098 polblud: Bpu IUpdusd welel
Iol 86 85p6 pped 96 Jduwe "loc" 19 "0" (eds uvwsd IUpald pxGrid).

pdlgbé: 1 ele IJolds o0 wd9su ywgd DNS IJuozse £Js ¢lbp DNS JJJ | gwpe p2ld p9od
wlJIlpd (FQDN) JJJ pu ISE 9 FMC.

1J9,8 1d928> wsu uwel>s Admin 9 wolssé PXGrid o9 WO gpdsé IJugdse. wel Io Luoble
PxGrid szw lu cogppo tsblo luvedsle pclz psuwe JIJ oo IS IJptuoue Jpuob s
IJe psd 91J¢b e eJs Microsoft CA spdo |gweslee J3JY:



Loc
Al S
AD
AD
AD
AD
DN

]
=

File
1S

TaAlk® @

=l
File  Action  Wiew Help

e« B XE = HE

Certificate Templates Console

] Certificate Templates (iIN-GIH

Template O
& Admini
] sutherd
& Basic EF
A Exe

& CEP End
& Code Si
]| Cornpu
5 Crass C
5 Directo
H Dornain
H Dornain
F EFS Rec
] Enrallm
E Enrallrm
]| Exchang
= Exchang
)| Exchang
 Ipsec
H1Psec (]
= ISE-pr=g
H] Kerbera
= Key Rec
Hocser
] RAS ang
H Root Ce
H Router

] Srnartcd

|SE-pxarid Properties _

Subject Mame | lszuance Reguirements

General | Compatibility | Fiequest Handling | Cryptography | Fey Atteztation

Superzeded Templates | Extensions | Security I Server

To modify an extension, select it, and then clhick Edit.

Ertensions included in this template:
Application Palicies

D Basic Constraints

D Certific-ate Template [nformation
D Iszuance Policies

Fey zage

Dezcription of Application Policies:

E Srmartcy

o] o] [

ded Purp

mte Key S

ctory Serd

t Authent

er Authent
t Authent
Recovery £
P Signing
t Authent

Ll

wboy Js9so |guegsle 306 954 pu Microsoft Joggsg CSR pxGrid W o030 1Juo9,)6:




Microsoft Active Directory Certificate S

rvices — example-WIN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

Base-84-encoded
certificate request
(CMC or

ABZ4skS+gVGugYC4ls1jHcXGIejph2h2ndn/ri2d &
FibxEHKK1tAymQ9GEWXIELdASXZZVE11VnWFzL] 3
/E2PTchIgFk5zeyXConTNWAQIE/Robkd7DIxduVC
6C6daw+GKhFTbOF jacvr15K1RWod /X0QZ560ZAz1c

PKCS #10 or
PKCS #7):

pB+rROT3dKOW Y

----- END CERTIFICATE REQUEST---- | W
< <P

Certificate Template:
ISE-pxgrid W

Additional Attributes:

Attributes:

Submit =

B IJuolss ISE souwés lu ST eJds yvobsle Admin 9 pxGrid p9 96 pu Ipsze 1dpuos9
ds 0o IJ 09)0:

lJe. 86 (Microsoft) Jel 09 o9, 0

huale \dentity Services Engine Home
w System » Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Identity Mapping
Deployment  Licensing  ~Cerfificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin Access b Settings

(<]

~ Certificate Management System Certificates / For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.

B # Edit ||k Generate Self Signed Ceriificate | (g Import | @ Export | [ Delete || View
System Certificates Friendly Name Used By Portal group tag Issued To ssued By
Endpoint Certificates v/ e

Admin Admin, Portal Default Portal Certificate Group!(i lise20.example com example-WIN-CA
Trusted Certificates —

N EAP EAP Authentication lise20.example .com example-WIN-CA

OCSP Client Profile —

pxgrid pxGrid lise20.example com example-WIN-CA

Certificate Signing Requests

Certificate Periodic Check Settings

&>06 pxGrid

Sew wpdsu 29 Idgvoble pxGrid IJuozsz Je936 peswo: Jpl 09 p9 oz B 030 |JLo9,6:



Nl

cISCo Identity Services Engine Home v Operations v Palicy » Guest Access w Administration » Work Centers

* System ¥ Identity Management » Network Resources ¥ Device Portal Management pxGrid Services } Feed Senvice ¥ Identity Mapping

Deployment Licensing b Certificates k Logging k Maintenance Upgrade Backup & Restore F Admin Access F Settings

I
Deployment Deployment Nodes List > lise20
el - & Edit Node

General Settings Profiling Configuration

» c;?;;: Deployment
=%s PAN Failover
Hostname lise20
FQDN lise20.example.com
IP Address 172.16.31.210
Mode Type ldentity Services Engine (ISE)

Personas
| Administration Role STANDALONE | nfake Primary |
o Momnitoring Role | PRIMARY i Other Monitoring Node

¥| Policy Service

¥| Enable Session Services'd

Include Node in Node Group | [1OTE ¥| &
¥| Enable Profiling Service
U Enable SXP Service
Use Interface | GigabitEthernet 0 v| G

Ul Enable Device Admin Service

Ul Enable Identity Mapping i

9Szw wEssu IJpslvvgs Idodilisss eds wpdsu:

1l Identity Services Engine

» System  » Identity Management  » Network Re:

OETENNITTIERS Disable Auto-Registration

§fEnable @Disable @Approve @ Group W Decline @@ Delete » G Refresh | Total Pending Approval(0) v 1404 Show 35 | porpage Page |1 9]

Client Description Statu: Log
5(4 Pub, 2 Sub) Online View

(2 Pub, 1 Sub) Online View

(0 Pub, 3 Sub) Online View

Gapabilities(0 Pub, 0 Sub) Offline View

wwsluwo [Jogasd

Sop luwedsle vor ldeuolb$s IUIVe,luos (swpe lole vz AD B 2lds e3p Ieey) eds
IJeuwese IJpeds).

ope odyso wog IJegssd Jugids) 1Usuesd IUdled |Js Iduvwds (IJ13u: PermitAc-cess).
Jdpwedsresu IU3su sop ldpuob 8o sdsop gy ASA-VPN gsuouve9u IJs Active Directory
Group Administrators - olJuuweé Jogdle ldpuwegspsu swpe bzle 298 St Tag:



wilvat|n.

cisco Identity Services Engine Home » Operations - Policy » Guest Access ¥ Administration ¥ Wark Centers

Authentication Authorization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions)
ASAVPN example.com:ExternalGroups EQUALS example.com/Builtin
/Administrators DEVICE:Device Type EQUALS All Device

Types#ASA-VPN-Audit

FMC

ubl Active Directory

Permissions

PermitAccess Auditors

Sdie wdssu IJubly JJgpd pg wdlpd ISE (Jlgwegsle puslusle 1Jogss gluwe sl 0956
lUpzesed Jdpuweerpsu lisu opo puob@ooe wuvdd pudos). spdu wdssu IJubls J
Active Directory iy IJw,90999J 1Jgd s JJso9d JIsdsd (LDAP). B o3l Ipeld. sop

luwoisle AD. w0 IJoble > IJedled > [Jobls:



Overview Anal ysis

AD-Realm

Directory Realm Configuration User Download

AD Primary Domain * example.com

Directory Username * Administratori@example.com
Directory Password * sesssens

Base DN * CN=users,DC=example,DC=com
Group DN * DC=example,DC=com

Group Attribute Member

User Session Timeout
Authenticated Users 1440
Failed Authentication Users 1440

Guest Users 1440

* Required Field

Swp luwogsle leshle [Usdsd 1J9sluvss:

Overview Analysis Policies Devices

=k

=k

=M

=k

domain.com

useri@domain

ou=userdc=cisco,dc=com

ou=group,dc=cisco,dc=com

minutes

minutes

minutes

AD-Realm

Realm Configuration  User Download

URL {Hostname/IP Address and Port)

172.16.31.103:389



9swe luve b weup presele AD (Jlgvoisleol duisb [uolds B Goles IJezde ldsuosl):

AD-Realm

Directory  Realm Configuration User Download

+ | Download users and groups
Begin automatic download at |12 |v

| &y Download Mow |

Available Groups &

AM | v | America/MNew York

Repeat Every |24 |v | Hours

Groups to Include (5)

ch by n

|4

A% Administrators

4-}} Terminal Server License Servers

a;} Access Control Assistance Operators
;_;5' Cryptographic Operators

&5' Metwork Configuration Cperators

voble J Admin 9 pxGrid

>

A5 Users

&% Domain Admins
4% Domain Users
4% Enterprise Admins

eds ILgp pu luol sy plbdows. [l iuol ppliuws 2836 Jluuble CSR Juosd Idpuwdsd. e
wlJosdse eds CSR lgwesle AD 098938 wor Bp wluwas)ls Idubol>s 1Je98es 06 12)s: Jpl
09 p9LPT IS 030 IJoy,é!

Informati
information Current HTTPS Certificate
> HTTPS Certificate

Health v Monitoring Tools ¥

Configuration ~ Users  Domains  Integration ~ Updates Licenses

| © Generate New csR || € 1mport HTTPS Certificate |

External Database Access
SIS firepower example.com s Krakow c AnA Krakow

Database

Management Interfaces ssuer ———— em—

Process
Ty Not Before Not After

Remote Storage Device Nov 29 12:23:55 2015 GMT  Nov 28 12:23:55 2016 GMT

Change Reconcilition i 02

Access Control Preferences

Serial Number 1700000008D385AAF7D2057EAE000000000008

Access List
Signature Algorithm shal WithRSAERcryption

Audit Log

Dashboard HTTPS Client Certificate Settings

DNS Cache

il Notification Enable Client Certificates

Intrusion Policy Preferences —_—
Language -
Login Banner

Network Analysis Policy Preferences

v

STIG Compliance

Time

Time Synchronization

Shell Timesut

Vuinerabilty Mapping

VMware Tools

SJ

Object Management

Analysis

Intrusion Rules

52 Network -~

& Port

@@ Security Zones

[} Appiication Filters
VLAN Tag

VeriSign Class 3 Public Primary Certification Authority - G5
VeriSign Class 4 Public Primary Certification Authority - G3

NeriSign Universal Root Certification Authority

Visa eCommerce Root

Variable Set

Visa Information Delivery Root CA
4 18 security Intelligence

& Network Lists and Feeds
(B DNS Lists and Feeds
) URL Lists and Feeds

@siinole

File List

VRK Gov. Root CA
Wells Fargo Root Certificate Authority
WellsSecure Public Root Certificate Authority

Win2012
4 Cipher Suite List
4 £ Distinguished Name
[ Individusl Objects

XRamp Global Certification Authority

3 Object Groups
4 e
[ Internal CAs
[E] Trusted cas

System  Help v admin v

AMP for Network Status

Vvalue
A nirepower.example.com - t connec

CN=VeriSign Class 3 Public Primary Certification Authority - GS, ORG=VeriSign, Inc., OU=(c) 2006 VeriSign, Inc. - For aut®

CN~=VeriSign Class 4 Public Primary Certification Authority - G3, ORG=VeriSign, Inc., QU=(c) 1999 Verisign, Inc. - For authorized use only, G=US il
CN=VeriSign Universal Root Certification Authority, ORG=VeriSign, Inc., OU=(c) 2008 Verision, Inc. - For authorized use only, C=US s 8
CN~Visa eCommerce Root, ORG=VISA, QU=Visa International Service Association, G=US & 8
CN=Visa Information Delivery Root CA, ORG=VISA, OU=Visa International Service Association, C=US ]
CN=VRK Gov. Root CA, ORG= Tkeskus CA, OU= , C-F1 &8
Ch=Wells Fargo Root Certificate Authority, ORG=Wells Fargo, OU=Wells Fargo Certification Authority, C=US il
CN-WellsSecure Public Reot Certificate Authrity, ORG=Wells Fargo WellsSecure, OU=Wells Farge Bank NA, C=US il
Ch=example-WIN-CA &8
CN=XRamp Global Certification Authority, ORG=XRamp Security Services Inc, OU=www.xrampsecurity.com, C=US &8

oopsd IJgbs 1Jigs)6 B lugule svolyé PXgrid Ios ouuegspol 9236 IJeede B s



[Jlbble (FMC) Jogssd 206 ISE pxGrid. Jlogule lzosd yulo, I9lo, (CLI) CSR szw luwegsleol (Is
s zols bes 16 wluuogsle 15l OpenSSL).

admin@firepower:~$ sudo su -

Password:

root@firepower:~#

root@firepower:~# openssl genrsa -des3 -out fire.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for fire.key:

Verifying - Enter pass phrase for fire.key:

root@firepower:~#

root@firepower:~# openssl req -new -key fire.key -out fire.csr

You are about to be asked to enter information that will be incorporated
into your certificate redquest.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Code []:PL

State or Province Name []:

Locality Name []:

Organization Name []:Cisco

Organizational Unit Name []:TAC

Common Name []:firepower.example.com

Email Address []:

root@firepower:~#

Ip wlduwsdse eds Fire.csr wpg)s luguliso wluwagale Microsoft CA ($lde pxGrid). S
uluuusJI> IJ,oduIa I._J?_Iuo (flre key)gIJuuobo |Jp9deo (flre pem) IJs ,aa,u |.J,Ju0|)|u IJ>I?_J5 J
i», openssl

Add Known Internal Certificate

Mame: | pxgrid |

Certificate Data or, choose a file:

AwICAGCAMAL GC CaGSIb3DAMEAgIAGDAHBgUIDgMCEzAKBagqhkiGIwODBEZANBokg
hkiGIwDBAQUFAAOCAQEASObDPO4NTYpHEChwz 1 nusKoaPIUe YHAJZU7 TraWh 1WV
Xe JET3TrUj3a09mu+gjndyoL C/+qyaMIBUZIzb2bhLaxu336/0XGLy/ABS39gnh
NZRPXr111dSY OkTZWW22yuDvyo TGWn PxF3VGeKigCZXx814 SphMPeWC hx0kuT!
PZmDelSKMLIdWayldLgojlEfiNgnd5XVHAZdsaT1eVE97dOL HRp+15BulYXu
TBAIMEI4XbOGAa2GY VD igfrm1 ciTaTedEyB4oFcabMBNDEOpxcSH/7rOTIDYUB
QgnHOPvdUIPAIEn+dYWip3IiXoHMydmREbrafz6g==

CUEND CERTIFICATE-

Key or, choose a file:

HXBNIIGM+NBUALCEIUbVET BtkKNuPySUTSKSBO4i6E97253hal 41Syq Yy TiRQa
G50qjWiMD0B5sUvCayzGh400hpZiicECggEAAUZT CpeulSdLIDSKmIKTAbgbykN
HGthr/T2p8iG++gFOFOMC+Gsq7PkaR 1WLH/HFcFUMwWP4 1 Xd2WkilTNamVjopMZB80
On/iBoo/MNe460Kr1 ZuToUWISfD0 1 Jjvaw TeTnlyZ5D SoXFmiwX2 TuEmSXWabycl
T/IEpEUdGhkJTdyUDFsJHTEW3dmnFkWerB55Cw+eWqCOQacObxMBSOpwDzwiPVG
om+WZNH+2LWLvM2dh2dATdywrad0ZjG7 RpdV5uYPkSZOWLigJHI 1m+3FpILiMIT
SVwssCFKO04DVJhidHERgA3VFawWL/psTUbWknMFEdrvBIxd SF1dUdqoA==
——END RSA PRIVATE KEY—

<> O >

>  }

“._/J Encrypted, and the password is:

(sme ) (e ]

oo ISE



PR UOLSUY gese IJuveble: 9p vudssy wdled ISE pu IJuble > 1ol pd:

Status

* %\ ISE connection status:
Primary host: Success

Iuwegse Jeze 1Jpuosd 1dpunesrs JIJ po ldoedd po woed Uioble g3ele PXgrid g MnT.
Joers Idozde IUbhse (MC) |uuwésle Juolss slgdss we lugulgel J pxGrid.

uu§|uu5 U°3c$5

od9su wog 1Jossé IUss suweese ubld AD 1dpdss pumwedl Jpuols$s 1Jgleds:

Overview Analysis JULIIEEEN Devices Objects AMP

Access Control » Identity Network Discovery Application Detectors Correlation Actions

ISEPalicy

Enter a description

m Active Authentication
(@ Add Category (&) Add Rule

Administrator Rules

This categery is empty

Standard Rules

1 Rule-AD any any any any any any any AD-Realm Passive Authentication

This category is empty

wwsluws Idogde Bs 1Usuesd

Josl IJpeld: op logile goslo URL 1Jpgouo:



Edit URL Objects

Name: attack-url

Description:

URL: attack-url

Allow Overrides: )

is [EEUELT] Devices Objects System Helpv admin v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions ¥

CustomPolicy

{Enter 2 deseription

Ldentity Policy:JISEPalicy SSL Policy: None

Tz Inheritance Settings | [F], Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
© Add Category | @ Add Rule | Search Rules

# Fiter by Device x
v h N

v Mandatory - CustomPolicy (1-2)

1 PermitPrivileged-HTTP & AD-Realm/Administrat [ HTTP an @ attack-url  Allow ] Lo & &
2 DenyUnprivileged-HTTP o) OwTTe an @ attacicur! 3 Block with reset | Bo &8

w Default - CustomPolicy (-)

Tnereare o rles i i section. Al Rl o Add Categary
Defautt Action ccess Comror Trom A e ~a

ouwee Slexé PermitPrivileged-HTTP Jzese 1puweéspso |J5;§Q';§Qop_9¢ IJs pzp9ed .
pur99Js AD 1Ussu wp wessu £Jlpd SGT Jop. 1Jps8890 Joudss ozsp HTTP gls JIds
[Jlosles.

,8 o DenyUnprivileged-HTTP o3l IJlz)le JUI86 1Jppuegspsu I sw.

Jlzb Is ol lue &> e wesso voz 1Jesss IUss we lugblie puuwdl Juoz IJezde Lldsuesd
o3l

Bes elpd IJowssy 030 pu £ Idppdu 186 edlple Idswr sdJuel pisss leole logble Iy

Editing Rule - PermitPrivileged-HTTP

Name | permitprivileged-HTTP | v Enabled Hove

Action |+ Allow [v| 1PS: nopoiicies  Variables: n/a Files: no inspection Logging: connections: Event Viewer

Zones Networks  VLAN Tags Users  Applications Ports URLs m Inspection Logging Comments
Available ISE Session Attributes © Available ISE Metadata € Selected Source ISE Metadata (1)
& udtors ]

[& scach by neme o votue [& seare by name o va

e |
@ securiy Group Tag @ any -
B Device type F
0 Location 18 & srop

@ contractors 40d to Ruie
& Developers

@ Development_Servers

& Employess

& Guests

& Network_Services
& Pt servers

20 2 Loction 1P Address

olds po cesso Iduwsluws 1Js NGIPS 36 e wuib) zese IJotssle:




Overview Analysis

Access Control » Access Control Network Discovery Application Detectors Correlation Actions *

Access Control Policy Status

Targeting 1 devices

CustomPolicy Up-to-date on all targeted devices

lJozdd pu lduogs

w&> odoso IJ Ubse wubdd LoTse: Stw 1o S ISE luvesld gesd PXGrid B 306 2wt
IJeed (Id2lds g Idloerow).

cieco  ldentity Services Engine Home

} Operations » Policy » Guest Access * Administration + Work Centers

» System b Identity Management » Network Resources + Device Portal Management pxGrid Services » Feed Service b Identity Mapping

| I Live Log

«f Enable @) Disable @_\pp:-.--.-. @ Group ‘ Decling eDelete v @.Refresh Total Pending Approval(0) -

|:| Client Name Client Description Capabilities Status Client Group(s)
ise-adminise apabilities(4 Pub, 2 Su nline ministrator

D L dmin-lise20 c bilities(4 Pub, 2 Sub) Cnli Administrat:
ise-mntlise apabilities(2 Pub, 1 Su nline ministrator

D L tHise20 c bilities(2 Pub, 1 Sub) Cnli Administrat:

[ » iseagentfirepowerexample.co... Capabilities(0 Pub, 3 Sub) [Cnling] Session
resightisetest-firepowerexampl... apabilities(0 Pub, 0 Su ine ession

D ¥ firesightisetest-fi | c bilities(0 Pub, 0 Sub) Offli S i

pu lduvedle spdud lsuol ldss 1o FMC @5 1uve,d B 206 TrustSecMetaData (gl ol
SGT) - zuodo gds gpse edlple IJopss) sop lJele IUlguo,)ld.
= Administration

pxGrid Services

e
cisco

Identity Services Engine

Home v Operations ¢ Policy b Guest Access

b System b ldentity Management r Network Resources v Device Portal Management r Feed Service v lde

Clients | ] iseagent-firepower.example.com-07 3% dead20cc77eldccTcdd200f661 e

Refres

€JClear Logs [T Resync

Client Mame Capability Name

firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl...
firesightisetest-firepowerexampl.._.
firesightisetest-firepowerexampl. .
firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl._.
firesightisetest-firepowerexampl. .

firesightisetest-firepowerexampl. ..

louble 2Juws VPN

TrustSecMetaData-1.0
SessionDirectory-1.0
EndpointProfileMetaData-1.0
SessionDirectory-1.0
TrustSecMetaData-1.0
EndpointProfileMetaData-1.0

Event Type

Client offline

Client unsubscribed
Client unsubscribed
Client unsubscribed
Client subscribed
Client subscribed
Client subscribed

Client online

Timestamp

11:53:14 PM CET, Dec 1 2015
11:53:14 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015

sop lole Ulgooh Iisd Juvsobss eosel Jl sése IJoBdasue eds ISE whzle edles SGT
lJueesesd (Jl ouwee wbldle NGIPS Clgooble IJes8sd).



ol lo VPN gduws up AnyConnect pweg pd Bho (Ul) suwebse j9ro Jos) oBdluosd:

@ Cisco AnyConnect Secure Mobility Client (beta)

il AnyConnect

Ceonnectien Information
State: Connected VPN
Tunnel Mode (TPw4): Tunnel All Traffic Connected to 172.15.32.100.
Tunnel Mode (IPve): Drop All Traffic
Duration: 00:00:34 | San Jose - S5L

Address Informaticn
Client (TPwv4): 172.16.50.50
Client (IPvé): Mot Available
Server: 172.16.32.100
Bytes
Sent: wired
Received:

Network:
Connected (192,168, 10.67)

Collect diagnostic information for all Frames
installed components.

Spdu J ASA cldss olyusuw IJeduwé:

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Administrator Index 1

Assigned IP : 172.16.50.50 Public IP : 192.168.10.67

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1)AES128

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAl DTLS-Tunnel:
(1)sHAL

Bytes Tx : 11428 Bytes Rx

24604

Group Policy : POLICY Tunnel Group

SSLVPN

Login Time : 12:22:59 UTC Wed Dec 2

2015

Duration

Oh:01m:49s

Inactivity

O0h:00m:00s

VLAN Mapping : N/A VLAN

none



Audt Sess ID : acl01£6400001000565ee2a3

Sz pdlebs lu ASA Ul s)s 1s udp udSw wpe belgo Joso IUpuolds. Jp sop wdasu ASA J
TrustSec - pus swp webs lJpgdple gds |s 2ld.

S89p ISE s ol wlJlodIE go 1dodssuo IJulze (IJuwed B wple Iduwlgs 23:36:19) - Jp sop
bele lsé edlps LS

>Icll‘s';‘o“ Identity Services Engine Home *Operations. » Policy » Guest Access + Administration » Work Centers.

RADIUS Livelog TACACS Livelog Reports. } Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices ' RADIUS Drops @ Client Stepped Res
0 ] 278 0
[ Show Live Sessions {54 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh[
Status f f £ f i
Time o Det.. Repeat C.. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
\ | | | | ||l |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default >= Default Default >> ASAVPN  PermitAccess ASA lise20 Authentication succeeded

FMC szuod eds wslole IJgduws po MNT

Vs odd IJpredé: syuwd FMC W var/logimessages o §,8)l g0 eduws gpd 25836 (wp
oddsol Jeyive,d Jgoes pxGrid) Jlgwe puvetse Idpuwdsd 9oz AD Jduesse Idluwluus
Jeuosss [pepses:

firepower SF-IMS[3554]: [17768] ADI:adi.LdapRealm [INFO] search
' (| (sAMAccountName=Administrator))' has the following DN:
'CN=Administrator,CN=Users, DC=example,DC=com' .

IJswo9d [Jis IJubeds 39 ks leosble b9 leoslile

gwdel selad Idpuwogrp B 030 Ipypdd Bog puve s 98w 9lUsuesd [ds IUehe IUss wpe
U39S 90 wSwp luole IJloLold:

£ Internet Explorer cannot display the webpage - Windows Internet Explorer
P
@U ® | 8] http://172.16.34.100/ sttack-url

File Edit View Favorites Tools Help

¢ Favorites | & Internet Explorer cannot display the webpage

Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems

= More information



Spdo oldssol Lyluwbs IJedlb 1Uzje6 1Jos op lgsol po 1depsd (Lusld TCP RST 908!
Jodysy FMC):

. Cisco AnyConnect VPN Virtual Miniport Adapter for Windows x64: \Device\NPF_{BF9293D2-3A19-4BBO-86B6-5CFC21AB4AAB]} [Wireshark 1.84 (SVN Rev 46250 from /trunk-1.8)]
File Edit VYiew Go Capture Analyze Statistics Te\ephnnz Tools Internals  Help

@) ~ ag | R
B e DEXRe Aes+TL2/EE QaQaal D% % B
Filter: |E| Expression.. Clear Apply Save
Mo, Source Destination Protocol Length Info
1172.16.50.50 192.168.10.151 TCP 66 59916 > http [SYN] 5eq=0 Win=8192 Len=0 M55=1346 W5=4 SACK_PERM=1
2 172.16.50.50 172.16.34.100 TCP 66 59917 > http [S¥YN] Seg=0 Win=8192 Len=0 M55=1346 WS=4 SACK_PERM=1
3172.16.34.100 172.16.50.50 TCP 66 http > 59917 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1346 SACK_PERM=1 WS=128
4 172.16.50.50 172.16.34.100 TCP 54 59917 > http [ACK] Seg=1 Ack=1 wWin=65952 Len=0
5 172.16.50.50 172 .34.100 HTTP 588 GET Jattack-url HTTP/1.1

54 http > 59917 [RST, ACK] Seq=l Ack=535 Win=0 Len=0

: 588 bytes on wire (4704 bits), 588 bytes captured (4704 bits) on interface O

# Ethernet II, Src: Cisco_3c:7a:00 (00:05:9a:3c:7a:00), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)

= Internet Protocol version 4, src: 172.16.50.50 (172.16.50.50), Dst: 172.16.34.100 (172.16.34.100)

# Transmission Control Protocol, src Port: 59917 (59917), Dst Port: http (80), Seq: 1, Ack: 1, Len: 534

= Hypertext Transfer Protocol

# GET /attack-url HTTP/1.1%r%n

Accept: application/x-ms-application, image/jpeq, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, application/vnd.ms-
Accept-Language: pl-PLA\rn
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; wWindows NT 6.1; wWowé4; Trident/4.0; 5LCC2; .NET CLR 2.0.50727; .NET CLR 3.5.307289; .NET CLR
Accept-Encoding: gzip, deflatelrin
Host: 172.16.34.100%r%n
Connection: Keep-Alivel\rin
S rhn
[Full request URI: http://172.16.34.100/attack-url]

ol lu yuvddo ISE sJdgy o Syess ldes sy wblgs ASA eduwé wdlsy:

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Administrator Index 1

Assigned IP : 172.16.50.50 Public IP : 192.168.10.67
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1)AES128

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel:
(1)SHAL

Bytes Tx : 11428 Bytes Rx

24604

Group Policy : POLICY Tunnel Group

SSLVPN

Login Time : 12:22:59 UTC Wed Dec 2
2015

Duration
0h:01m:49s

Inactivity
Oh:00m:00s

VLAN Mapping : N/A VLAN
none

Audt Sess ID : acl01£6400001000565ee2a3
Security Grp : 9

s89p ISE ls ol Lldledle g0 vzle Idodss e (duwed Bs wple 1duwles 23:37:26) - sope Lezle



#3909 |.J€J|ro¢3 SGT:

csco  Identity Services Engine Home ~Operations y + Guest Access » Administration + Work

RADIUS Livelog TACACS Livelog Reports ¥ Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops & Client Stopped Res

0 o] 278 0

Show Live Sessions {04 Add or Remove Columns + 4 Refresh ) Reset Repeat Counts Refresh|_
Time . Status Det.. RepeatC. Identity ' Authentication Policy ‘ Autherization Policy | Authorization Profiles "' | Network Device | Server * Event '
Al \ | | ||l | |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default >> Default Default >=> ASAVPN PermitAccess,Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess, Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... Q Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

95pdu Jdpuwede [J9uosd [s 106 1p3d9,6:
& hitp://172.16.38.100/ attack-url - Windows Internet Explorer
@Q ® | @] http://172.16.34.100/ attack-url

File Edit View Favorites Tools Help

i¢ Favorites | @8 hittp://172.16.34.100/attack-url

succeeded

lJsuo9d [Js ouvesd FMC

Spdu oldss o3l lduuil wluubs w@)s) 2o IJlouold:

Help v admin v]

Objects | AMP
Context Explorer ~ Connections » Events  Intrusions¥  Files¥  Hostsv  Users¥  Vulnerabilities ¥  Correlation ¥ Custom ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events &

@ Info x
Deleted 9 Connection(s)
o 201512 s
Connections with Application Detsils > Table View of Connection Events Wl 2015-12-01 21:74:00 - 2015-12- nx;:p::ﬁ:zu

» Search Constraints (Edit Search Save Search) Disabled Columns

Jump to... ¥

~ Last Packet x Action X InitiatorIp X  Initiator User X Responder %  Ingress X  Applieation %  Aceess Control X  AccessControl X  Seeuri X Ingress X NetBIOS X  Initister X Initiater X  Count
L
I Security Zone Protocol Policy Rule Group Tag Interface Domain Packets Bytes

3 | 201512-0123:38:19 Allow 172.46.50.50 5 ator (LDAP) 172.16.34.100 Internal [ urTe CustomPolicy PermitPrivileged-HTTP  Auditors ethi 10 1.680 1
3 | 2015-12:0123:38:05 Alow wz1s5050 5 A stor (LDAR) ©172.16.34.100 Internal O hrre Custompolicy Permiprivileqed-HTT?  Auditors et 2 L512 1
3 201512-012326018 Allow 172165050 5 tor (LDAP) 172.16.34.100  Internal [ urTe CustomPolicy PermitPrivileged-HTTP  Auditors etht 8 1,312 1
3 | 2051201232501 Alow 172165050 5 D ator (LDAP) 172.16.34.100 Internal ) Hrre CustomPolicy Permitprivilcged-HTTH eth1 2 3952 1
[ Block with reset 172.16.50.50 5 aD. stor (LDAP) 172.16.34.100 Internal O urre Custompali DenyUnprivileged-HTTP etnt = 3.038 s

Page| 1 |of1 Displaying rows 1-5 of 5 rows

View J| Delete

[ viewan |[ opetetean |

igJI‘ Jde sJu lJpuwese 9> wp wessu sy 99lu suoyw Ylesrsé DenyUnprivileged-HTTP.
e’ wessu edlps 1Up> 99 woluwbs ISE (luweghool wylyulbs 8lgsé FMC) swp luvwesle
PermitPrivileged-HTTP 9swp lUuwelz wlJsuo9d.



Jizbs is ol ive Jdeuosd eds IUesup: wpc 1516 lgpss pogsss Jive g ol sop e)uo §less
IJoede ldsuesd sedles preges Idlplu Jies Idlgess 12,6 Bsew luvedle vinsh IJops)
IJI8s). spdu edb bysds IJeyuo Ipeuouos oso slehs luvesleol W IJpuwedwd.

lwedunldd IJigble 9l oJlzol
ouoese leble FMC

JJozdd pu uvedle pdes ADI Idpuw9sd eu ldozdd pu 2ple 1Jo9se var/log/messages file:

[23509] ADI_ISE_Test_Help:ADI_ISE_Test_Help [INFO] Parsing command line arguments...
[23509] ADI_ISE_Test_Help:adi.DirectoryTestHandler [INFO] test: ISE connection.
[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing ISE Connection objects...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing subscription objects...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
TrustSecMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
TrustSecMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
SessionDirectoryCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
SessionDirectoryCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Connecting to ISE server...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Beginning to connect to ISE server...

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44
INFO]: _reconnection_thread started

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44
INFO]: pxgrid connection init done successfully

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44
INFO]: connecting to host lise20.example.com .......

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44
INFO]: stream opened

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44
INFO] : EXTERNAL authentication complete

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44
INFO] : authenticated successfully (sasl mechanism: EXTERNAL)

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: successfully subscribed

message repeated 2 times

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Queried 1 bulk download
hostnames:lise20.example.com:8910

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] ...successfully connected to ISE

server.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Starting bulk download

[23514] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: curl_easy_ setopt() for CURLOPT_URL:
'https://lise20.example.com:8910/pxgrid/mnt/sd/getSessionListByTime'

[8893] ADI:ADI [INFO] : sub command emits:'* Trying 172.16.31.210..."

[8893] ADI:ADI [INFO] : sub command emits:'* Connected to lise20.example.com (172.16.31.210)
port 8910 (#0)"

[8893] ADI:ADI [INFO] : sub command emits:'* Cipher selection:

ALL: !EXPORT: ! EXPORT40: ! EXPORT56: !aNULL: ! LOW: !RC4 : @STRENGTH'

[



[8893] ADI:ADI [INFO] sub command emits:'* SSL connection using TLSv1.2 / DHE-RSA-AES256-
SHA256"'

[8893] ADI:ADI [INFO] sub command emits:'* Server certificate:’

[8893] ADI:ADI [INFO] sub command emits:'* ~I subject: CN=lise20.example.com'

[8893] ADI:ADI [INFO] sub command emits:'* ~I start date: 2015-11-21 14:40:36 GMT'

[8893] ADI:ADI [INFO] sub command emits:'* I expire date: 2017-11-20 14:40:36 GMT'

[8893] ADI:ADI [INFO] sub command emits:'* "I common name: lise20.example.com (matched)'
[8893] ADI:ADI [INFO] sub command emits:'* ~I issuer: DC=com; DC=example; CN=example-WIN-
CA'

[8893] ADI:ADI [INFO] sub command emits:'* "I SSL certificate verify ok.'

[8893] ADI:ADI [INFO] sub command emits:'> POST /pxgrid/mnt/sd/getSessionListByTime
HTTP/1.1"M'

[8893] ADI:ADI [INFO] sub command emits:'Host: lise20.example.com:8910"M'

[8893] ADI:ADI [INFO] sub command emits:'Accept: */*"M'

[8893] ADI:ADI [INFO] : sub command emits:'Content-Type: application/xml” M’

[8893] ADI:ADI [INFO] : sub command emits:'user:firesightisetest-firepower.example.com-
0739edea820cc77e04cc7c44200f661le@xgrid.cisco.com”™M’

[8893] ADI:ADI [INFO] sub command emits:'Content-Length: 269 "M’

[8893] ADI:ADI [INFO] sub command emits:'” M’

[8893] ADI:ADI [INFO] sub command emits:'* upload completely sent off: 269 out of 269 bytes'
[8893] ADI:ADI [INFO] sub command emits:'< HTTP/1.1 200 OK"M'

[8893] ADI:ADI [INFO] sub command emits:'< Date: Tue, 01 Dec 2015 23:10:45 GMT"M'

[8893] ADI:ADI [INFO] sub command emits:'< Content-Type: application/xml” M’

[8893] ADI:ADI [INFO] sub command emits:'< Content-Length: 1287"M'

[8893] ADI:ADI [INFO] sub command emits:'< Server: "M'

[8893] ADI:ADI [INFO] sub command emits:'< "M’

[8893] ADI:ADI [INFO] sub command emits:'* Connection #0 to host lise20.example.com left
intact'

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] bulk download processed 0 entries.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] disconnecting pxgrid

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: Starting reconnection stop

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: _reconnection_thread exited

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: stream closed; err_dom=(null) 2015-12-01T23:10:45 [ INFO]: clientDisconnectedCb ->
destroying client object

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: pxgrid connection shutdown done successfully

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: Exiting from event base loop

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: successfully disconnected

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: connection disconnect done .....

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid reconnection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying underlying pxgrid

connection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid config

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] ISE identity feed destructor called

[23509] ADI_ISE_Test_Help:ADI_ISE Test_Help [INFO] /usr/local/sf/bin/adi_iseTestHelp cleanly
exits.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: pxgrid library has been uninitialized

[8893] ADI:ADI [INFO] Parent done waiting,

child completed with integer status 0

Jdzuoad eds wusese 19e) oduosdl po Idpedo God 1deedss 108986 (pu 123, wes
IJgwa9) segivgsdel Lluwegosle 9uusbs wuozse IIgble:

root@firepower:/var/log# ps ax | grep adi

[



24047 ? Sl 0:00 /usr/local/sf/bin/adi

24090 pts/0 S+ 0:00 grep adi

root@firepower: /var/log# kill -9 24047

root@firepower: /var/log# /usr/local/sf/bin/adi --debug

Dec 01 23:14:34 firepower SF-IMS[24106]: [24106] ADI:adi.Adi [DEBUG] adi.cpp:319:HandleLog() :
ADI Created, awaiting config

Dec 01 23:14:34 firepower SF-IMS[24106]: [24106] ADI:config [DEBUG]
config.cpp:289:ProcessConfigGlobalSettings(): Parsing global settings

< a lot of detailed output with data....... >

luvogdlpe SGT g PXgrid

sop cudsd IJgedss eus 1Judy B398 i IlRowh S Sume odlpd ISE I gus woase $lises
lbLdsw: loule |uoles 8lgsé s vog ldezdpe wlJsuosd.

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.ISEConnection [DEBUG]
adi.cpp:319:HandlelLog () : Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : pxgrid_connection_query (connection*:0x10c7da0, capability: 0x1064510,
request:<getSecurityGroupListRequest xmlns='http://www.cisco.com/pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : returns [OK|<n55:getSecurityGroupListResponse

xmlns:ns2="http://www.cisco.com/pxgrid' xmlns:ns3='http://www.cisco.com/pxgrid/net"'
xmlns:ns4="http://www.cisco.com/pxgrid/admin' xmlns:nsb5='http://www.cisco.com/pxgrid/identity"
xmlns:ns6="http://www.cisco.com/pxgrid/eps' xmlns:ns7='http://www.cisco.com/pxgrid/netcap'
xmlns:ns8="http://www.cisco.com/pxgrid/anc'><ns5:SecurityGroups><ns5:SecurityGroup><ns5:id>fc6£f9
470-6d8f-11e5-978e-005056bf2f0a</nsb5:id><nsb5 :name>Unknown</nsb:name><nsb5:description>Unknown
Security
Group</nsh5:description><ns5:tag>0</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc7c8c
c0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>ANY</nsb5:name><nsb5:description>Any Security
Group</ns5:description><nsb5:tag>65535</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc
£95de0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Auditors</ns5:name><ns5:description>Auditor
Security
Group</nsh5:description><nsb5:tag>9</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdl4dfc
30-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>BYOD</ns5:name><ns5:description>BYOD Security
Group</ns5:description><nsb5:tag>15</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:1id>£fd2fb
020-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Contractors</nsb5:name><nsb5:description>Contractor Security
Group</ns5:description><nsb5:tag>5</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd4el34
a0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Developers</ns5:name><ns5:description>Developer
Security
Group</ns5:description><nsb5:tag>8</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd6d2e
50-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Development_Servers</nsb:name><ns5:description>Development
Servers Security
Group</nsh5:description><nsb5:tag>12</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>£fdal0
£90-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Employees</nsb:name><nsb:description>Employee
Security
Group</ns5:description><nsb5:tag>4</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdbcd4
f0-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Guests</ns5:name><ns5:description>Guest
Security
Group</ns5:description><nsb5:tag>6</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdd9ab
c0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb:name>Network_Services</ns5:name><ns5:description>Network Services
Security
Group</ns5:description><nsb5:tag>3</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdf4d4
e0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>PCI_Servers</nsb5:name><ns5:description>PCI
Servers Security
Group</ns5:description><nsb5:tag>14</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fella
bb0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Point_of_Sale_Systems</ns5:name><ns5:description>Point of Sale
Security



Group</nsb:description><ns5:tag>10</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe2d2
2f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Servers</nsb:name><ns5:description>Production Servers
Security
Group</nsb:description><ns5:tag>11</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fed87
320-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Users</ns5:name><nsb5:description>Production User
Security
Group</ns5:description><ns5:tag>7</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe62d8
f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Quarantined_Systems</ns5:name><ns5:description>Quarantine
Security

Group</nsb:description><ns5:tag>255</ns5:tag></nsb:SecurityGroup><nsb5: SecurityGroup><ns5:id>fe7d
3ec0-6d8f-11e5-978e-005056bf2f0a</ns5:1d><nsb :name>Test_Servers</ns5:name><ns5:description>Test
Servers Security
Group</nsb:description><ns5:tag>13</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe99c
770-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>TrustSec_Devices</nsb5:name><ns5:description>TrustSec Devices
Security
Group</nsb:description><ns5:tag>2</nsb5:tag></ns5:SecurityGroup></ns5:SecurityGroups></ns5:getSec
urityGroupListResponse>]
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= @D File:/f/tmp/xxml
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—<nsi:getSecurityGroupListResponse>
—<ns3:SecurityGroups>
—<ns3:SecurityGroup>
<ns3:id>fc6f9470-6d8f-11e5-978e-005056bf2f0a</ns3:id>
<nsi:name>Unknown</ns3:name>
<ns3:description>Unknown Security Group</ns5:description>
<nsi:tag>0</nsi:tag>
</ms3:SecurityGroup>
—<ns3:SecurityGroup>
<ns3:id>fc7c8cc0-6d8f-11e5-978e-005056bf2f0a</ns5:id>
<nsd:name>ANY</nsd:name>
<ns3:description>Any Security Group</ns5:description>
<ns3:tag>65535</nsi:tag>
</ns3:Securi

—<ns3:SecurityGroup>
<ns3:id>fd14fc30-6d8f-11e5-978e-005056bf2f0a</ns3:id=>
<nsi:name>BYOD</ns3:name>
<ns3:description>BYOD Security Group</ns3:description>
<ns3:tag>15</ns5:tag>

</ns3:SecurityGroup>

I,_,uoedl,o EJU-U& UE_‘OJ [X53) REST API |Js MnT

903l lsuol 258 pu £pdsé IJIzoul,y (Iszle pdlebs wpss) luvp puoS 90083 MNT g, pxGrid).
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Dec 01 23:14:39 firepower SF-IMS[24106]: [24143] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandleLog(): returns [OK, p_node*:0x7f0ea6ffa8a8 (<session
xmlns="'http://www.cisco.com/pxgrid/net'><gid
xmlns="'http://www.cisco.com/pxgrid'>acl01£6400007000565d597f</gid><lastUpdateTime
xmlns='http://www.cisco.com/pxgrid'>2015-12-
01T23:37:31.191+401:00</lastUpdateTime><extraAttributes
xmlns="http://www.cisco.com/pxgrid'><attribute>UGVybW1l0QWN]ZXNzLEF1Z2Gl0b3Jz</attribute></extraAt
tributes><state>Started</state><RADIUSAttrs><attrName>Acct-Session-
Id</attrName><attrValue>91200007</attrValue></RADIUSAttrs><interface><ipIntfID><ipAddress
xmlns="http://www.cisco.com/pxgrid'>172.16.50.50</ipAddress></ipIntfID><macAddress>08:00:27:23:E
6:F2</macAddress><deviceAttachPt><deviceMgmtIntfID><ipAddress
xmlns="http://www.cisco.com/pxgrid'>172.16.31.100</ipAddress></deviceMgmtIntfID></deviceAttachPt
></interface><user><name



xmlns="http://www.cisco.com/pxgrid'>Administrator</name><ADUserDNSDomain>example.com</ADUserDNSD
omain><ADUserNetBIOSName>EXAMPLE</ADUserNetBIOSName></user><assessedPostureEvent/><endpointProfi
le>Windows7-Workstation</endpointProfile><securityGroup>Auditors</securityGroup></session>) ]

Dec 01 23:14:39 firepower SF-IMS[24106]: [24143] ADI:adi.ISEConnection [DEBUG]
adi.cpp:319:HandlelLog(): bulk download invoking callback on entry# 1

Dec 01 23:14:39 firepower SF-IMS[24106]: [24143] ADI:adi.ISESessionEntry [DEBUG]
adi.cpp:319:HandlelLog(): parsing Session Entry with following text:<session
xmlns="'http://www.cisco.com/pxgrid/net'><gid
xmlns="'http://www.cisco.com/pxgrid'>acl01£6400007000565d597f</gid><lastUpdateTime
xmlns="'http://www.cisco.com/pxgrid'>2015-12-
01T23:37:31.191+01:00</lastUpdateTime><extraAttributes
xmlns="http://www.cisco.com/pxgrid'><attribute>UGVybW1l0QWN]ZXNzLEF1Z2Gl0b3Jz</attribute></extraAt
tributes><state>Started</state><RADIUSAttrs><attrName>Acct-Session-
Id</attrName><attrValue>91200007</attrValue></RADIUSAttrs><interface><ipIntfID><ipAddress
xmlns="http://www.cisco.com/pxgrid'>172.16.50.50</ipAddress></ipIntfID><macAddress>08:00:27:23:E
6:F2</macAddress><deviceAttachPt><deviceMgmtIntfID><ipAddress
xmlns="http://www.cisco.com/pxgrid'>172.16.31.100</ipAddress></deviceMgmtIntfID></deviceAttachPt
></interface><user><name
xmlns="http://www.cisco.com/pxgrid'>Administrator</name><ADUserDNSDomain>example.com</ADUserDNSD
omain><ADUserNetBIOSName>EXAMPLE</ADUserNetBIOSName></user><assessedPostureEvent/><endpointProfi
le>Windows7-Workstation</endpointProfile><securityGroup>Auditors</securityGroup></session>

ldooses IJos op vedsdol (e luwedle duws gpd wuvbd 91z6):

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISESessionEntry [DEBUG]
adi.cpp:319:HandlelLog(): Parsing incoming DOM resulted in following ISESessionEntry:
{gid = acl01£6400007000565d597f, timestamp = 2015-12-01T23:37:31.191+01:00,

state = Started, session_id = 91200007, nas_ip = 172.16.31.100,

mac_addr = 08:00:27:23:E6:F2, ip = 172.16.50.50, user_name = Administrator,

sgt = Auditors, domain = example.com, device_name = Windows7-Workstation}

B odd 1despds: selsd NGIPS Hub luwe IJpuucse (3ldpzld) wluwe puweése Realm-AD:

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.RealmContainer [DEBUG] adi.cpp:319
:HandlelLog () : findRealm: Found Realm for domain example.com

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISEConnectionSub [DEBUG]
adi.cpp:319:Handlelog(): userName = 'Administrator' realmId = 2, ipAddress = 172.16.50.50

sop lyweesle LDAP Jdewy) eds eu2986 [dpuweesp sldpzeses:

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [INFO] adi.cpp:322:
HandleLog () : search ' (| (sAMAccountName=Administrator))' has the following

DN: 'CN=Administrator,CN=Users,DC=example,DC=com’.

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [DEBUG] adi.cpp:319:
HandleLog () : getUserIdentifier: searchfield sAMAccountName has display naming attr:
Administrator.

ouoese lgble ISE
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pold pg luwoels edlps H¥sw:

2015-12-02 00:05:39,352 DEBUG [pool-l-thread-14]1[]
cisco.pxgrid.controller.query.CoreAuthorizationManager -::

:- checking core authorization (topic=TrustSecMetaData, user=firesightisetest-
firepower.example.com
-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com, operation=subscribe)...



2015-12-02 00:05:39,358 TRACE |[pool-l1-thread-14][] cisco.pxgrid.controller.common.

LogAdvice -:::::- args: [TrustSecMetaData, subscribe, firesightisetest-firepower.example.com-
0739edea820cc77e04cc7c44200f661lel@xg

rid.cisco.com]

2015-12-02 00:05:39,359 DEBUG |[pool-l1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- groups [Any, Session] found for client firesightisetest-firepower.
example.com-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com
2015-12-02 00:05:39,360 DEBUG |[pool-l1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- permitted rule found for Session TrustSecMetaData subscribe.
total rules found 1
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https://tools.cisco.com/bugsearch/bug/CSCuv32295
https://tools.cisco.com/bugsearch/bug/CSCus53796
https://tools.cisco.com/bugsearch/bug/CSCuv43145
/content/en/us/support/docs/security/identity-services-engine/119370-configure-ise-00.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
/content/en/us/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html
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