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ةمدقملا

نم (ISE) ةيوهلا تامدخ كرحم اهيف معدي يتلا ةزيملا نيوكت ةيفيك دنتسملا اذه فصي
Cisco لوكوتورب 2.0 رادصإلا TrustSec Sgt Exchange (SXP) توصلا تاربكم عضو يف
.اهحالصإو اهئاطخأ فاشكتساو رتسيللاو

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

●Cisco نم Catalyst لوحم نيوكت

●TrustSec و Identity Services Engine (ISE) تامدخ

ةمدختسملا تانوكملا

:ةيلاتلا جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

●ثدحألا تارادصإلاو IOS-XE 3.7.2 جمانربب Cisco Catalyst 3850 switch لوحملا

Cisco ISE، ثدحألا تارادصإلاو 2.0 رادصإلا●

نيوكتلا



ةكبشلل يطيطختلا مسرلا

رورملا ةكرح قفدت

security Group Tag (SGT) 16 (IT) عجري ISE - 10.0.0.100 ل 802.1x قدصم وه 3850-2
ةحجانلا ةقداصملل

●

تامولعم لاسرإو (IP ةزهجأ بقعت) لوحملاب صاخلا IP ناونع ملعتب 2-3850 لوحملا موقي
SXP لوكوتورب مادختساب ISE ىلإ (IP-SGT) طيطختلا

●

●ةحجانلا ةقداصملل (قيوستلا) ISE Return Sgt Tag 9 - 10.0.0.1 ل 802.1x قدصم وه 3850-1

ىلع لمعي امم ،(SGT 16 وه 10.0.0.100) ISE نم SXP نييعت تامولعم 1-3850 زارطلا ىقلتي
ISE نم ةسايسلا ليزنت

●

مل) 2-3850 ةطساوب 10.0.0.1 ىلإ 10.0.0.100 نم ةلسرملا رورملا ةكرح هيجوت ةداعإ متت
ذيفنتب موقت ضرف ةادأ نوكت يتلاو ،1-3850 ىلإ (ةددحم تاسايس يأ ليزنت متي
(9) قيوستلا <- IT (16) ةسايس

●

عيمج تيبثت متي كلذل - cts طابترإ سيل تالوحملا نيب طابترالا نأ ةظحالم ءاجرلا
.SXP لوكوتورب ربع تالوحملا ىلع دعب نع تانييعتلا

ةسايسلا ربع ةجمربلاب حمست يتلا ةزهجألا ىلع تالوحملا عيمج يوتحت ال :ةظحالم
نم ققحتلل .ةملتسملا SXP تانييعت ىلإ ادانتسا ISE نم اهلابقتسا متي يتلا
ةمظنأب لاصتالا وأ TrustSec قفاوت ةفوفصم ثدحأ ىلإ امئاد عوجرلا ىجري ،ةحصلا



Cisco.

تانيوكتلا

يف تالاقملا مسق ىلإ عجرا ،يساسألا TrustSec نيوكت لوح ليصافت ىلع لوصحلل
.عجارملا

1-3850 لوحملا

كرحم معد وحن SXP توص ربكمك اضيأو بيقرلا ةمهم عم 802.1x لمع ةسلج لوحملا يهني
.(ISE) ةيوهلا تامدخ

aaa authentication dot1x default group ISE_mgarcarz

aaa authorization network default group ISE_mgarcarz

aaa authorization network ISE_mgarcarz group ISE_mgarcarz

aaa accounting dot1x default start-stop group ISE_mgarcarz

aaa accounting update newinfo

radius server ISE_mgarcarz

 address ipv4 10.48.17.235 auth-port 1645 acct-port 1646

 pac key cisco

aaa group server radius ISE_mgarcarz

 server name ISE_mgarcarz

interface GigabitEthernet1/0/3

 switchport mode trunk

interface GigabitEthernet1/0/5

 description mgarcarz

 switchport access vlan 100

 switchport mode access

 ip flow monitor F_MON input

 ip flow monitor F_MON output

 authentication order dot1x mab

 authentication priority dot1x mab

 authentication port-control auto

 mab

 dot1x pae authenticator

cts authorization list ISE_mgarcarz

cts role-based enforcement

cts role-based enforcement vlan-list 1-4094

cts sxp enable

cts sxp default password cisco

cts sxp connection peer 10.48.17.235 password default mode local listener hold-time 0

2-3850 لوحملا

لصحي SXP لئاسر عزومك اضيأو بيقرلا ةمهم عم 802.1x لمع ةسلج ءاهنإب لوحملا موقي
.ISE نم طيطخت ىلع

aaa authentication dot1x default group ISE_mgarcarz

aaa authorization network default group ISE_mgarcarz

aaa authorization network ISE_mgarcarz group ISE_mgarcarz

aaa accounting dot1x default start-stop group ISE_mgarcarz



aaa accounting update newinfo

radius server ISE_mgarcarz

 address ipv4 10.48.17.235 auth-port 1645 acct-port 1646

 pac key cisco

aaa group server radius ISE_mgarcarz

 server name ISE_mgarcarz

interface GigabitEthernet1/0/3

 switchport mode trunk

interface GigabitEthernet1/0/5

 description mgarcarz

 switchport access vlan 100

 switchport mode access

 authentication order dot1x mab

 authentication priority dot1x mab

 authentication port-control auto

 mab

 dot1x pae authenticator

cts authorization list ISE_mgarcarz

cts role-based enforcement

cts role-based enforcement vlan-list 1-4094

cts sxp enable

cts sxp default password cisco

cts sxp connection peer 10.48.17.235 password default mode local speaker hold-time 0

(ISE) ةيوهلا فشك تامدخ كرحم

ةكبشلا ىلإ لوصولا ةزهجأ  .1 ةوطخلا

رورم ةملك عم نيلوحملا الك تفضأو ،ةكبشلا دراوم < زاهجلا ةرادإ < لمعلا زكارم ىلإ لقتنا
Krakow123 نم ةكرتشملا ةيرسلا Cisco و TrustSec.



نامألا تاعومجم .2 ةوطخلا

< TrustSec < لمعلا زكارم ىلإ لقتنا ،قيوستو تامولعم ةينقت دعاسم ةفاضإ لجأ نم
.نامألا تاعومجم < تانوكملا



نامألا تاعومجمل (ACL) لوصولا يف مكحتلا ةمئاق  .3 ةوطخلا

< لمعلا زكارم ىلإ لقتنا ،نامألا ةعومجمب ةصاخلا (ACL) لوصولا يف مكحتلا ةمئاق ةفاضإل
TrustSec > نامألا ةعومجمب ةصاخلا لوصولا يف مكحتلا مئاوق < تانوكملا.

.ICMP رورم ةكرحل طقف حامسلا

TrustSec جهن .4 ةوطخلا

زكارم ىلإ لقتنا ،قيوستلا ىلإ IT نم تانايبلا رورم ةكرح يف مكحتت ةسايس ةفاضإل
.ةفوفصم < جورخلا ةسايس < تانوكملا < TrustSec < لمعلا



.رورملا ةكرح لك ضفرل لاخدإلل يضارتفالا دايطصإلا ةدعاق نييعتب مق

SXP ةزهجأ .5 ةوطخلا

< لمعلا زكارم ىلإ لقتنا ،ةلباقملا تالوحملل توص ربكمو SXP ءاغصإ ةدحو نيوكتل
TrustSec > ةزهجأ SXP.

.(حاتفملا ىلع sxp ل لكشي رخآ يأ وأ) cisco ةملك تلمعتسا

ليوختلا ةسايس .6 ةوطخلا

< جهن ىلإ لقتنا ،مدختسم لكل ةحيحصلا SGT تامالع عاجرإب موقي ليوختلا جهن نأ نم دكأت
.ليوخت



ةحصلا نم ققحتلا

CTS ل Switch Join ISE .1 ةوطخلا

ىلع لوصحلل (ISE/Step1 يف اهنيوكت مت يتلا) TrustSec دامتعا تانايب لوحم لك رفوي
.(PAC) يمحملا لوصولا تاغوسم

KSEC-3850-2#cts credentials id KSEC-3850-2 password Krakow123

CTS device ID and password have been inserted in the local keystore. Please make sure that the

same ID and password are configured in the server database.

.(PAC) يمحملا لوصولا غوسم ليزنت نم دكأت

KSEC-3850-2#show cts pacs

 AID: 65D55BAF222BBC73362A7810A04A005B

 PAC-Info:

   PAC-type = Cisco Trustsec

   AID: 65D55BAF222BBC73362A7810A04A005B

   I-ID: KSEC-3850-2

   A-ID-Info: Identity Services Engine

   Credential Lifetime: 20:42:37 UTC Nov 13 2015

 PAC-Opaque:

000200B8000300010004001065D55BAF222BBC73362A7810A04A005B0006009C00030100B26D8DDC125B6595067D64F9

17DA624C0000001355CB2E1C00093A800E567155E0DE76419D2F3B97D890F34F109C4C42F586B29050CEC7B441E0CA60

FC6684D4F6E8263FA2623A6E450927815A140CD3B9D68988E95D8C1E65544E222E187C647B9F7F3F230F6DB4F80F3C20

1ACD623B309077E27688EDF7704740A1CD3F18CE8485788054C19909083ED303BB49A6975AC0395D41E1227B

 Refresh timer is set for 12w4d

.ةئيبلا ةسايس ثيدحت متيو

KSEC-3850-2#show cts environment-data

CTS Environment Data

====================

Current state = COMPLETE

Last status = Successful

Local Device SGT:

 SGT tag = 0-00:Unknown

Server List Info:

Installed list: CTSServerList1-0001, 1 server(s):

 *Server: 10.48.17.235, port 1812, A-ID 65D55BAF222BBC73362A7810A04A005B

         Status = ALIVE



         auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Multicast Group SGT Table:

Security Group Name Table:

   0-00:Unknown

 6-00:SGT_Guest

   9-00:SGT_Marketing  

   15-00:SGT_BYOD

   16-00:SGT_IT

   255-00:SGT_Quarantine

Environment Data Lifetime = 86400 secs

Last update time = 20:47:04 UTC Sat Aug 15 2015

Env-data expires in   0:08:09:13 (dd:hr:mm:sec)

Env-data refreshes in 0:08:09:13 (dd:hr:mm:sec)

Cache data applied           = NONE

State Machine is running

1-3850 ل ةيلمعلا سفن ررك

802.1x لمع تاسلج - 2 ةوطخلا

.ةحيحصلا ةمالعلا نييعت متي ،تامولعملا ايجولونكت مدختسم ةقداصم دعب

KSEC-3850-2#show authentication sessions interface g1/0/5 details

           Interface:  GigabitEthernet1/0/5

              IIF-ID:  0x107E700000000C4

         MAC Address:  0050.b611.ed31

        IPv6 Address:  Unknown

         IPv4 Address:  10.0.0.100

           User-Name:  cisco

              Status:  Authorized

              Domain:  DATA

      Oper host mode:  single-host

    Oper control dir:  both

     Session timeout:  N/A

   Common Session ID:  0A3E946D00000FF214D18E36

     Acct Session ID:  0x00000FDC

              Handle:  0xA4000020

      Current Policy:  POLICY_Gi1/0/5

Local Policies:

       Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

     Security Policy:  Should Secure

     Security Status:  Link Unsecure

Server Policies:

           SGT Value:  16

Method status list:

      Method           State

      dot1x            Authc Success

.يلحملا SGT-IP لودج يف طيطختلا تيبثت متيو

KSEC-3850-2#show cts role-based sgt-map all

Active IPv4-SGT Bindings Information

IP Address              SGT     Source

============================================

10.0.0.100              16      LOCAL

SXP توص ربكم .3 ةوطخلا



.CTS sxp ل ءاطخألا حيحصت ليدبت ،ISE ىلإ طيطختلا لسري 3850-2

KSEC-3850-2(config)#do show debug

CTS:

 CTS SXP message debugging is on

*Aug 16 12:48:30.173: CTS-SXP-MSG:trp_send_msg <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.173: CTS-SXP-MSG:trp_socket_write fd<1>, cdbp->ph_sock_pending<1>,

<10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock socket_recv result:-1 errno:11;

<10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock socket_conn is accepted; <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_socket_write fd<1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_socket_write freeing tx_msgq_entry, <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:after socket_send, wlen=28, slen=0, tot_len=28, <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_read readlen = -1; errno = 11, <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:32, datalen:0 remain:4096 bufp

=

*Aug 16 12:48:30.278: CTS-SXP-MSG:sxp_handle_rx_msg_v2 <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:imu_sxp_conn_cr <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:wrt_sxp_opcode_info_v4 cdbp 0x3D541160

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_send_msg <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write fd<1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write freeing tx_msgq_entry, <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:after socket_send, wlen=28, slen=0, tot_len=28, <10.48.17.235,

10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.280: CTS-SXP-MSG:trp_socket_read readlen = 32; errno = 11, <10.48.17.235,

10.62.148.109>

ISE (sxp_appserver/sxp.log) ريراقت

2015-08-16 14:44:07,029 INFO  [nioEventLoopGroup-2-3]

opendaylight.sxp.core.behavior.Strategy:473 -

[ISE:10.48.17.235][10.48.17.235:21121/10.62.148.109:64999][O|Lv4/Sv4 192.168.77.2] PURGEALL

processing

2015-08-16 14:44:07,029 WARN  [nioEventLoopGroup-2-3]

opendaylight.sxp.core.handler.MessageDecoder:173 -

[ISE:10.48.17.235][10.48.17.235:21121/10.62.148.109:64999] Channel inactivation

2015-08-16 14:44:07,029 INFO  [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:721

- SXP_PERF:BINDINGS_PER_SXP_UPDATE_MESSAGE(CHUNK)=1, onlyChanged=true

2015-08-16 14:44:07,030 INFO  [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725

- SXP_PERF:NUM_OF_CHUNKS=1, onlyChanged=true

2015-08-16 14:44:07,030 INFO  [pool-3-thread-9]

opendaylight.sxp.core.service.UpdateExportTask:93 - SXP_PERF:SEND_UPDATE_BUFFER_SIZE=16

2015-08-16 14:44:07,030 INFO  [pool-3-thread-9]

opendaylight.sxp.core.service.UpdateExportTask:119 - SENT_UPDATE to

[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999][O|Sv4]

2015-08-16 14:44:07,030 INFO  [pool-3-thread-9]

opendaylight.sxp.core.service.UpdateExportTask:140 - SENT_UPDATE SUCCESSFUL to

[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999][O|Sv4]:false



2015-08-16 14:44:07,030 INFO  [pool-3-thread-1]

opendaylight.sxp.core.service.BindingDispatcher:198 -

SXP_PERF:MDB_PARTITON_AND_SXP_DISPATCH:DURATION=1 milliseconds, NUM_CONNECTIONS=1

2015-08-16 14:44:07,031 INFO  [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725

- SXP_PERF:NUM_OF_CHUNKS=0, onlyChanged=true

2015-08-16 14:44:12,534 INFO  [nioEventLoopGroup-2-4]

opendaylight.sxp.core.behavior.Strategy:232 -

[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035][X|Lv4/Sv4 192.168.77.2] received

Message  Open

2015-08-16 14:44:12,535 INFO  [nioEventLoopGroup-2-4]

opendaylight.sxp.core.behavior.Strategy:358 -

[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035][O|Lv4/Sv4 192.168.77.2] Sent RESP 0 0

0 32 0 0 0 2 | 0 0 0 4 0 0 0 2 80 6 6 3 0 2 0 1 0 80 7 4 0 120 0 180

2015-08-16 14:44:12,585 INFO  [nioEventLoopGroup-2-4]

opendaylight.sxp.core.behavior.Strategy:451 -

[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035][O|Lv4/Sv4 192.168.77.2] received

Message  Update

2015-08-16 14:44:12,586 INFO  [pool-3-thread-2]

opendaylight.sxp.core.service.SimpleBindingHandler:663 - PERF_SXP_PROCESS_UPDATE from

[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035][O|Lv4/Sv4 192.168.77.2]

2015-08-16 14:44:12,586 INFO  [pool-3-thread-2]

opendaylight.sxp.core.service.SimpleBindingHandler:666 - PERF_SXP_PROCESS_UPDATE_DONE from

[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035][O|Lv4/Sv4 192.168.77.2]

2015-08-16 14:44:12,586 INFO  [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:721

- SXP_PERF:BINDINGS_PER_SXP_UPDATE_MESSAGE(CHUNK)=1, onlyChanged=true

2015-08-16 14:44:12,587 INFO  [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725

- SXP_PERF:NUM_OF_CHUNKS=1, onlyChanged=true

2015-08-16 14:44:12,587 INFO  [pool-3-thread-11]

opendaylight.sxp.core.service.UpdateExportTask:93 - SXP_PERF:SEND_UPDATE_BUFFER_SIZE=32

2015-08-16 14:44:12,587 INFO  [pool-3-thread-11]

opendaylight.sxp.core.service.UpdateExportTask:119 - SENT_UPDATE to

[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999][O|Sv4]

2015-08-16 14:44:12,587 INFO  [pool-3-thread-11]

opendaylight.sxp.core.service.UpdateExportTask:140 - SENT_UPDATE SUCCESSFUL to

[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999][O|Sv4]:false

2015-08-16 14:44:12,587 INFO  [pool-3-thread-1]

opendaylight.sxp.core.service.BindingDispatcher:198 -

SXP_PERF:MDB_PARTITON_AND_SXP_DISPATCH:DURATION=1 milliseconds, NUM_CONNECTIONS=1

10.0.0.100 ل نييعت كلذ يف امب) ةيموسرلا مدختسملا ةهجاو ربع تانييعتلا عيمج ميدقتو
.ةروصلا هذه يف حضوم وه امك ،(2-3850 نم اهيقلت مت

.(فرعم IP ناونع ىلعأ) 2-3850 ىلع SXP لاصتا فرعم وه 192.168.77.2

KSEC-3850-2#show ip interface brief

Interface              IP-Address      OK? Method Status                Protocol

GigabitEthernet0/0     unassigned      YES unset  down                  down    



Vlan1                  unassigned      YES NVRAM  administratively down down    

Vlan100                10.0.0.2        YES manual up                    up      

Vlan480                10.62.148.109   YES NVRAM  up                    up      

Vlan613                unassigned      YES NVRAM  administratively down down    

Vlan666                192.168.66.2    YES NVRAM  down                  down    

Vlan777                192.168.77.2    YES NVRAM  down                  down   

SXP عمتسم .4 ةوطخلا

.لوحملا ءاطخأ حيحصت ،1-3850 ىلإ كلذ نييعت ةداعإب ISE موقي مث

*Aug 16 05:42:54.199: CTS-SXP-MSG:trp_send_msg <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.199: CTS-SXP-MSG:trp_socket_write fd<1>, cdbp->ph_sock_pending<1>,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock socket_recv result:-1 errno:11;

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock socket_conn is accepted; <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write fd<1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write freeing tx_msgq_entry, <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:after socket_send, wlen=32, slen=0, tot_len=32, <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.249: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.249: CTS-SXP-MSG:trp_socket_read readlen = -1; errno = 11, <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:28, datalen:0 remain:4096 bufp

=

*Aug 16 05:42:54.301: CTS-SXP-MSG:sxp_handle_rx_msg_v2 <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:imu_sxp_conn_cr ci<1> cdbp->ph_conn_state<2>, <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:trp_socket_read readlen = 28; errno = 11, <10.48.17.235,

10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:52, datalen:0 remain:4096 bufp

=

*Aug 16 05:42:54.302: CTS-SXP-MSG:sxp_handle_rx_msg_v2 <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:sxp_recv_update_v4 <1> peer ip: 10.48.17.235

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:44, opc_ptr:0x3DFC7308,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:37, opc_ptr:0x3DFC730F,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:32, opc_ptr:0x3DFC7314,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:24, opc_ptr:0x3DFC731C,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:13, opc_ptr:0x3DFC7327,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:8, opc_ptr:0x3DFC732C,

<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.303: CTS-SXP-MSG:1. msg type:3, total len:52,  payl len:0, opc_ptr:0x3DFC7334,

<10.48.17.235, 10.62.148.108>

.SXP تانييعت لاسرإ متي هنأ 1-3850 وحن رورملا ةكرحل ISE نم ةذوخأملا ةمزحلا طاقتلا دكؤي



:ةلومحلا نم ققحتلل .يسايقلا SMPP زيمرتلا كف زاهج Wireshark مدختسي

c0 a8 01 cb" (192.168.1.203)" ل (16 = بيقرلا) 10

0a 00 00 64" (10.0.0.100)" ل (16 = بيقرلا) 10

.ISE نم اهيقلت مت يتلا تانييعتلا عيمج تيبثتب 1-3850 زارطلا موقي

KSEC-3850-1# show cts sxp sgt-map

SXP Node ID(generated):0xC0A84D01(192.168.77.1)

IP-SGT Mappings as follows:

IPv4,SGT: <10.0.0.100 , 16:SGT_IT>

source  : SXP;

Peer IP : 10.48.17.235;

Ins Num : 2;

Status  : Active;

Seq Num : 439

Peer Seq: 0A3011EB,C0A84D02,

IPv4,SGT: <192.168.1.203 , 16:SGT_IT>

source  : SXP;

Peer IP : 10.48.17.235;

Ins Num : 6;

Status  : Active;

Seq Num : 21

Peer Seq: 0A3011EB,

Total number of IP-SGT Mappings: 2

KSEC-3850-1# show cts role-based sgt-map all

Active IPv4-SGT Bindings Information

IP Address              SGT     Source

============================================

10.0.0.100              16      SXP

192.168.1.203           16      SXP



IP-SGT Active Bindings Summary

============================================

Total number of CLI      bindings = 1

Total number of SXP      bindings = 2

Total number of active   bindings = 3

اهذيفنتو ةسايسلا ليزنت .5 ةوطخلا

(16 بيقرلا عم ةفوفصملا فص) .ISE نم ةحيحصلا ةسايسلا ليزنتب مق 

KSEC-3850-1#show cts role-based permissions

IPv4 Role-based permissions default:

       Permit IP-00

IPv4 Role-based permissions from group 16:SGT_IT to group 9:SGT_Marketing:

        ICMP-10

        Deny IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

دادزتو ،(Sgt Marketing) 10.0.0.1 ىلإ (Sgt IT) 10.0.0.100 نم ICMP رورم ةكرحب حامسلا متي
.تادادعلا

KSEC-3850-1#show cts role-based counters from 16

Role-based IPv4 counters

#Hardware counters are not available for specific SGT/DGT

#Use this command without arguments to see hardware counters

From    To      SW-Denied       SW-Permitted   

16      9       0               0               11              0

.طاقسإلا تادادع دادزت ،Telnet جمانرب لاصتا مادختسإ ةلواحم لشف دنع

KSEC-3850-1#show cts role-based counters from 16

Role-based IPv4 counters

#Hardware counters are not available for specific SGT/DGT

#Use this command without arguments to see hardware counters

From    To      SW-Denied       SW-Permitted   

16      9       3               0               11              0

.اهلماكب رورملا ةكرحب حامسلا متي ،2-3850 ىلع ددحم جهن دوجو مدع ةظحالم ءاجرلا

KSEC-3850-2#show cts role-based permissions

IPv4 Role-based permissions default:

        Permit IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

و ،هب حومسملا TCP لوكوتورب ةفاضإ ،ISE ىلع SG ل لوصولا يف مكحتلا ةمئاق ليدعت دعب
CTS تانايب رورم ةكرح لوبق متي مث - 1-3850 ىلع ةسايسلا ثيدحت Telnet.

تقؤملا نيزختلا ةركاذ نم أدبت يتلا) ةنرملا NetFlow ةينقت مادختسإ اضيأ نكمملا نم
.كولسلا ديكأتل (Sgt Aware رايعم عم ةقفاوتملا IOS-XE 3.7.2 ةيلحملا

flow record cts-v4

 match ipv4 protocol

 match ipv4 source address

 match ipv4 destination address

 match transport source-port

 match transport destination-port



 match flow direction

 match flow cts source group-tag

 match flow cts destination group-tag

 collect counter packets long

flow monitor F_MON

 record cts-v4

interface GigabitEthernet1/0/3

 ip flow monitor F_MON input

 ip flow monitor F_MON output

رورملا ةكرح نأل 0 وه ردصملا بيقرلاو .2-3850 نم ةملتسملا رورملا ةكرح جئاتنلا رهظت
ةعومجم ةمالع لادبتسإ متي نكلو ،(CTS طابترإ دجوي ال) بيقر يأ ىلع يوتحت ال ةملتسملا
.يلحملا طئارخلا لودج ىلإ ادانتسا ايئاقلت ةهجولا

KSEC-3850-1#show flow monitor F_MON cache

 Cache type:                               Normal (Platform cache)

 Cache size:                              Unknown

 Current entries:                               6

 Flows added:                                1978

 Flows aged:                                 1972

   - Active timeout      (  1800 secs)         30

   - Inactive timeout    (    15 secs)       1942

IPV4 SRC ADDR    IPV4 DST ADDR    TRNS SRC PORT  TRNS DST PORT  FLOW DIRN  FLOW CTS SRC GROUP

TAG  FLOW CTS DST GROUP TAG  IP PROT             pkts long

===============  ===============  =============  =============  ========= 

======================  ======================  =======  ====================

150.1.7.1        224.0.0.10                   0              0  Output                         

0                       0       88                    57

10.62.148.1      224.0.0.13                   0           8192  Output                         

0                       0      103                     0

7.7.4.1          224.0.0.10                   0              0  Output                         

0                       0       88                    56

10.0.0.1         10.0.0.100                   0              0  Output                         

0                       0        1                  1388

150.1.7.105      224.0.0.5                    0              0  Output                         

0                       0       89                    24

150.1.7.1        224.0.0.5                    0              0  Output                         

0                       0       89                    24

10.0.0.100       10.0.0.1                     0           2048  Input                          

0                       9        1                  1388

اذإ .ةملتسملا رورملا ةكرح ديكأتل NetFlow ل ةيلحملا تقؤملا نيزختلا ةركاذ مادختسإ نكمي
.لبق نم ةمدقملا CTS تادادع ةطساوب كلذ ديكأت متي ،اهطاقسإ وأ هذه رورملا ةكرح لوبق مت

.ةروصلا هذه يف حضوم وه امك ،لاصتالا ريراقتو SXP طبر ءاشنإب اضيأ ISE حمسي



عجارملا

ASA 9.2.1 رادصإلا VPN Posture نيوكت لاثم عم ISE●

ءاطخألا فاشكتسأ ليلدو Catalyst 3750X Series Switch TrustSec و ASA نيوكت لاثم
اهحالصإو

●

●Cisco TrustSec مهف :Cisco TrustSec لوحم نيوكت ليلد

●قيرطلا ةطيرخو Cisco TrustSec رشن

●Cisco Catalyst 3850 TrustSec نيوكت ليلد

●Cisco TrustSec قفاوت ةفوفصم

●Cisco Systems - تادنتسملاو ينقتلا معدلا

/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
/content/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_010011.html
/content/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


