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lJopd wowse OpenLDAP J Microsoft Windows oo ¢JId 9lz0d [Jpuweése |y ess (GUI).
908 9luoed 9puluis. IJpssoe UG e )luos 09 C: > OpenLlDAP. Les IJoewse: Sgw lu e)s ol

lJ>Jsd:
Mame ) Date modified Type Size
.. BDETools 6,/3/2015 5:06 PM File folder
| ClientTools 6,/3,/2015 5:06 PM File folder
|. data 6/4/2015 9:09 PM File folder
L. Idifdata 6/4/201511:03 AM  File folder
. Readme 6,/3,/2015 5:06 PM File folder
. replica 6/3/2015 5:06 PM File folder
L. run 6,/4,/2015 %09 PM File folder
. schema 6,/3,/2015 5:06 PM File folder
| secure 6,/3,/2015 5:06 PM File folder
L 5QL 6,/3/2015 5:06 PM File folder
|, ucdata 6,/3,/2015 5:06 PM File folder
|%| 4758 cca.dll 2/22/2015 5:59 PM  Application extens... 15 KB
|%| aep.dll 272272015 5:59 PM  Application extens... 15 KB
|%| atalla.dll 2/22/2015 5:59 PM Application extens... 13 KE
|%| capi.dll 2/22/2015 5:59 PM  Application extens... 29 KB
|%| chil.dll 272272015 5:59 PM  Application extens... 21 KB
|%) cswift.dll 2/22/2015 5:59 PM Application extens... 20 KB
|% gmp.dil 272272015 5:59 PM Application extens... 6 KB
|%| gost.dll 2/22/2015 559 PM  Application extens... 76 KB
|%| hs_regex.dll 5/11/201510:58 PM Application extens... 38 KB
|| InstallService. Action 5/11/201510:59 PM ACTION File 81 KB
2k | krb5.ini 6/3/2015 5:06 PM Configuration sett... 1KB
|%| libeay32.dll 272272015 5:59 PM  Application extens... 1,545 KE
|%| libsasl.dll 2/5/2015 9:40 PM Application extens... 252 KB
|| maxcre.dif 2/5/2015 %:40 PM LDIF File 1KB
|%| nuron.dll 272272015 5:59 PM  Application extens... 11 KB
|%| padlock.dll 2/22/2015 5:59 PM Application extens... 71 KB
=] slapacl.exe 51172015 10:58 PM Application 3,711 KB

IUlelbs gdpl wodldso eds gze IJeuesue:

+ ClientTools - swuopew 03l 1Usdsd pgegsd pu lJoulssle lJos sop luvegsleol Joz)s)
Sless wslule LDAP.

- Idifdata - 03l 09 IUpdlo 1Uss Szw wiis IJpddle Beo pg Jlsole LDAP.



luol6 03l Iosdd 1Js lgss wslole LDAP:

# | LDAPExplorerTool 2

- objectClass
- hasSubordinates

File Tools
é..gu:gﬂjupE (- subschemaSubentry
[ --mndif}rTimestamp
é..Du:FlEDFllE G- gidNumber
é....uid:thﬂ.ljDE -- structuralObjectClass
5....uid:_ian.knwa|5ki --m-:u:lifiers.l"-lame
iuenhyCSN
-- creatorsMame
=

- memberllid
?uMd;mhndnauu:penNadc:wmxu;dc:cnm
uid=jan.kowalski,cu=people dc=maxcrc,de=com

- entryDM

- €n

- createTimestamp

- entryIUID

| o O e Y ey O e |
B i | |

oze Idsd IJzs: sze odssu 923080 pduvursaso (0Us). szo lu ceass OU=groups OU
£Js pzp9esd W,yes6 9lzao (cn=domainUsers Ws o3l IJpelJ).

og)yd OU=people g wlos Idpuwedse IUJ3su Suwpeslu IUs pgpsgs cn=domainUsers.

Jede §less ldoslole. szo edsd logble pJd 1dif sl ¢ p lousle Iooss 1esdsys gulodl po
03l 1JpJus:

dn: ou=groups,dc=maxcrc,dc=com
changetype: add

ou: groups

description: Al1l groups in organisation
objectclass: organizationalunit

dn: ou=people,dc=maxcrc,dc=com
changetype: add

ou: people

description: Al1l people in organisation
objectclass: organizationalunit

dn: uid=john.doe,ou=people,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

uid: john.doe

givenName: John

sn: Doe



cn: John Doe
mail: john.doe@example.com
userPassword: password

dn: uid=jan.kowalski,ou=people,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

uid: jan.kowalski

givenName: Jan

sn: Kowalski

cn: Jan Kowalski

mail: jan.kowalski@example.com
userPassword: password

dn: cn=domainusers,ou=groups,dc=maxcrc,dc=com
changetype: add

objectClass: top

objectClass: posixGroup

gidNumber: 678

memberUid: uid=john.doe,ou=people,dc=maxcrc,dc=com
memberUid: uid=jan.kowalski,ou=people,dc=maxcrc,dc=com

Jluolds IJdlisole 1Js $lgss wslole LDAP. [guegse 1Jie, Idapmodify binary:

C:\OpenLDAP\ClientTools>Tdapmodify.exe -a -x -h localhost -p 389 -D "cn=Manager,
dc=maxcrc,dc=com" -w secret -f C:\OpenLDAP\1difdata\test.ldif
Tdap_connect_to_host: TCP localhost:389

Tdap_new_socket: 496

ldap_prepare_socket: 496

ldap_connect_to_host: Trying ::1 389

Tdap_pvt_connect: fd: 496 tm: -1 async: O

attempting to connect:

connect success

adding new entry "ou=groups,dc=maxcrc,dc=com"

adding new entry "ou=people,dc=maxcrc,dc=com"
adding new entry "uid=john.doe,ou=people,dc=maxcrc,dc=com"
adding new entry "uid=jan.kowalski,ou=people,dc=maxcrc,dc=com"

adding new entry "cn=domainusers,ou=groups,dc=maxcrc,dc=com"

>pz OpenLDAP p¢ ISE

lweg pdo IJpedses 16 sI90 5930 B IJuo9) po I 03l Buwpe in order to udJe LDAP
Jo9s6 pgju eds IJ ISE.
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odsu guuoy Idoedpe Vs Iduveds IJpedso IUJlgwddso (WLC)

Ipwegse IJpedsple 1dedsps Bis 030 1Ju09, Jodsso euue Idoedp B Iduveds 1depdss
IJJlguddiss (WLC) Jeuolsds 802.1x:

CISCO MONITOR  WlANs COMTROLLER  WIRELESS SECURITY  MAMAGEMENT  COMMANDS HELP EEEDBACK

WLANs WLAN= > Edit “piborowi_byod'

R | General | Security | QoS | Policy Mapping | Advanced |
Seru
' WiLahs
| » advanced Laver2 | Laver3 | AAAServers |

Layer 2 Security 8 WPA+WPA2 -

MAC Filtering® ||
Fasl Transition
Fast Transitian
Protected Management Frame

FMF Disabled =

WPA+WPAZ Paramatars

WiPA Policy ]
WPAZ Policy-AES Fil

Authentication Key Managamant

B0Z.1% ¥ Enabie




aften]

CISCO MONTTOR  WLAN: CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELF  FEEDBACK
WLANs WLANs = Edit "piborowi_byod"
T _ General | Security | QoS | Policy-Mapping | Advanced
F Advanced i Layer 2 | Layer 3 ] AAA SErVers

Select AAA sereers below to override use of default servers on this WLAN
Radius Servars

Radius Server Dvarwrite interface | |Enabled

Authentication Servers Accounting Servers CAP Parameters
[# Enablad [ =nablad Enable: [

Sarvar 1 IP:r10.BE. 145 51, Forti1E12 =  IF:10.62.145.51, Fartr1E13 -

Server 2 pong » Mone -

Sarver 3 MNone » Mone -

Server 4 Mong  Mone -

Sarvar 5 Mone * Mone -

Server & MNone » PMone -

.l::lllst:;lq;l MONITOR  WLANS  CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HFELF  FEEDBACK
WLANs WLANs = Edit "piborowi_byod"
T _ General | Security | QoS | Policy-Mapping | Advanced
F Advanced i Layer 2 | Layer 3 1 AAA SErVers

Select AAA sereers below to override use of default servers on this WLAN
Radius Servars

Radius Server Dvarwrite interface | |Enabled

Authentication Servers Accounting Servers CAP Parameters
[# Enablad [ znablad Enoble: [

Sarvar 1 IP:10.623.145.51, Pors:1E12 = IP:10.6:2.135.51, Fort: 1E12 -

Server 2 Mone » PMone -

Sarver 3 mone = Mlone -

Server 4 Mong * Mone -

Saerver 5 Mone + Mone -

Server & Mone + Mone -

wdgsy EAP-GTC

2> Iuwldsw IJpuols 86 1Jese906 J LDAP 0g EAP-GTC. 909 p9u8, s Cisco AnyConnect.
9JIu Sew edsd wouse pz pdW CErsS 38 1d9uesd IUs Iduveds Jodssy pdud
IJogrssd vuvdd vozse.

Jol sze edsd oS 0daso "eds) 1d9uesd IJs 1duve ds" 1Jeszss (wuvdd 18 o,los) oul:

C: > ProgramData > Cisco > Cisco AnyConnect Secure Mobility Client > Network Access Manager
(p>s) 1J9uesd IJs Iduveds) > IJubble > Configuration.xml file



Iowese IUpedsele [Jpdse6 B 030 1Los) Jodsss EAP-GTC eds udlbs IJuolss:

File Help

Ji Network accessmenager | Networks
i g8} Chent Policy . T - )
B Authentication Polcy Profile: ...ility ClientiNetwork Access Managerisystem\configuration.xml
i Metwerks Media Type
’--%N:h‘luﬁﬁruﬂ:s Mame: . |CW_'EI'I | :
Group Membership Seoun . LMTWE
() In group: |Ln:a| netwarks - | =
3 Credentials
i@ In al groups (Global)
-Choose Your Network Media -

) 'Wired (BD2.3) Network
Select & wired network if the endstations wil be connecting fo the network
with a traditional ethernet cable.

(@ Wi (wireless) Metwork

Sedect a WiFi network if the endstations will be connecting ta the netwark
iz & wireless radio connechion to an Access Point,

SEID (max 32 dhars): pibarowi_byad
|| Hidden Netwark
[] Corparate Network
Agsgciation Timeout 5 seConds:
Commen Settings

Siript or apolication on each user's machine to run when connected,

| Erowse Local Machine




File Help

, Metwaork Access Manager : Metworks

{ﬁ} Client Policy R . )
| Authentcaton Poicy Profile: _.ility Client\iNetwork Access Managerisystem\configuration.xm|

L Networks - Sacurity Level | MediaType |
- hetnorks Groups ) Open Network Security Level |
(Cpen networks have no ssourity, and ars open o anybody within range, This is Connection Type
thee least secure type of network, User Auth
Credentials

(™) Shared Key Netwark
Shared Key Metworks use 2 shared key bo encrypl data between end slations and
nebwork acoess points,  This medium seounty kevel is suiteble for
smal/home offices,

i@ Authenticating Network
B sthenticating netwarks provide the highest level of security and are perfect for
enterprise lewel netwarks.  Authentication netwarks reguire radus servers, and
other network infrastructure.

802, 1% Sattngs |
authPeriod (5ec.) K i startPeriod (sec.) k1] |
heldPeriod (s=c.) El maxStart 3 |

Association Mode
\WPAZEnterpriss (AES]  w |




| Netwark Access Manager | Networks

48§ Clent Policy

|- B Authentication Policy Profile: __.ility ClientiNetwork Access Managerisystemiconfiguration.xm|

i+ mvp Nebwors | Network Connection Type Media Type
b Mebwork Groups () Machine Connectian sarurity Level
Conmecion Type

Thiz should bie used if the end station should hag onto the netwark before the eer Aukh

uger bogs in. Ths is bypicaly used for connecting o domans, 1o g2t GRO's and Credentisls

other updates from the network before the user has acoess.
@ Lisar Cannactian

The user connection should be used when a machine connection is not needed.,

A uger carmection will make the network available after the user haz boged on.
() Machine and Liser Connection

This typ= of connection wil be made sutomatically when the machine boats.

It weil then be brought down, and back up again with different credentials

when the user lags in.




File Help
i Metwork Access Menager ] Networks

{283 Chent Policy .

| & e Py Profile: ...ility ClientiMetwork Access Managerisystemi\configuration.xml

:"ﬁ“ﬂ"ﬂ"iﬁfm E EAP-TLS E PE&AP ml.!“’d

Connection Type
() EAP-TTLS ) EMP-FAST Uzer Auth
— | Cregentals |
|| Extend user connection beyond log off
- EAP-FEAR Setlings

[] Walidate Server Tdentity
|| Erable Fast Reconnect

|| Disable when using a Smart Card

- Inner Methods based on Credentials Source
@ Authenticate wsing a Password

[ EAPMSCHARZ
& EAP-ETC
(7 EAP-TLS, using a Certificate

(7} AuthenBcate using a Token and EAP-GTC




Profile: ..ility ClientiNetwork Access Managerisystemiconfiguration.xml

- Lear Tdentity Media Type
Unprotected [dentty Pattern: fohn.doe | Security Level
Carmecton Typs
Protected [dentty Pattern: jehn.doz | | Usersuth |
Credentias
User Credentials

Ipwogsp Ipedsele 1dedsps B 030 Iuog) Jogss) wwsluvle 1deuob$s sldoBssus eds
ISE:

R . — . —
mlr Goboy|® GuetAccmm v Admnetratmn

8] Awtherzation |5, Profilng [, rosture [f&l Chent Frovisoring [ Trustsec &b Polcy Eemants

Authentication Moebcy

Define the Avtherticton Policy oy selecttng the profocnk that [SE should wse o communicebe aith the nebwork devices, and the idendity scurces that & should use for authentication.
For Pobcy 2epait go b Adminiimation = Svstem = Dackud & Restore = Poloy Dot Page

Pokcy Tyor ([0 Smae (@) Ruk-Eased

H 2 : K Wired HAB OR Alowe Probocols @ Defauk Metwork fooess and
Wirnkes HAR
B oefuk ‘use  Intaral Endaoints
ﬂ Dokl : F Wired BO2.1XOR #baws Prokocas @ Defauk Metwork fooess and

Wirakes AN2.0%

B oefuk ‘usa IMAR EXAMPLE

B ocfukRue (Fnematchl :oabow Protoccls - Defaut Network Access and use @ Al Usar IN_Staras



&t Homa  opemtons | T Poky T Guestaccess| T Adminktraton |7

|2y Authenticatin M [y Prcdiimg [ Pesturs |edl Cherk Pruvsoning |5 TiusiSec o Poicy Blenenis

Authortzation Poloy

Defre the Authoncaton Foboy by comfigunng rales bas=d on dentty groups andfor other condiors. Urag and drop ukes to drange the oncer,
Far Fodoy Exoort go to Admnktaton = Syster = Rackun B Restors = Boloy Exoat Faga

Firs Mzionad Rule Aonles -

¥ Excoptions (07

Standard
Slatuz  Ruke Mame Coredtiong CicenTty groups and okher condtong) PeiriEsiing
[} Uzere in LOAP store Wireless_802,10 ANC LDAR_DXAMPLE:DateraiGneups COUALS o PermitAccess
= dumarusers, su=groups, de= ek, de=com
[} Wirakace Black List Dafait Blackilst 210 Wiralass_Scoess Ecehoke_Winakess_ACCRES
u Frofled Cewo [P Phone: Ceco-1P-Phone Jier Cmon_ P ®hones
-] Frafied Hom Clca [F Phones Han Ceco Pafied Phones Mon_Cscn [ Phanes
H Fas_suthenticetes _Acoase Hetwork_acoase_athantaton_Passsd < PermiAcess
[} Defaul ne rmatehes, then  Denyfcoss

w8 wbusd lJodssu: sew o wdsw Bl eds IUleuold LlduvwJs:

@Ciscuhnyﬁ:unnect Secure Mobility Client | = || (=] || B4 |

9 Network:

Connected (10.0.13.87)
eap_gtc ol -

IJozdl pu lduoes

JJozl pu wdgsule LDAP 9 ISE: §p wluwe b 1degsosele sldpzessle oluwesle louold



Zind gucrezaiul lo 10051105 242,200

Sasul ot testing this covdguraton |5 as fnlows:
Mumber ol Zusedds 2
Humber ol Sroups 1

Respnnss Hma-i63ems

w9uee 030 Iduasy cdusul uesdes! pu IJ ISE:

I I
mﬂm‘ ooermons | T pomy | Guem Aol M"“_

' Roports K Endzaint Frotection Scrvce “ag Trauzlzshzat
e gurel] Sapphaty © Wemcn lgurs] Helvanh Dssrws © WAL Lropy © Ul Sboppwe] Besounihog 4
| 1] 1305 [

[] Shre i boe Smeene (00 fadt o Bemee S omre ® 405 Rabnech 00 Rt Repast Dot ferted [ Bvery & mowte
— o T | RanesE Cnont %.Lw £ Iﬂpu-l.jh £ Cnilpcnl Bale #JIH"JA’MI Pobey | ‘ autmuean Buky Sl sl Poles
200506 M 2150555 n O 0 ohedon Do A1 s indoasT ekt
2023-06-M 21:53:45.510 n el nhutng CEAADDLANES  iindows? okt Diefauit =2 DoblX > Dafauk Cafzuk o Uszrs in LOAF doe Parmittoc s

Overview
Event 5200 Authentication succeeded
Username 5
Endpoint Id CO:4A4:00:14:3D:48 &
Endpoint Profile Windows7-Workstation
Authentication Policy Default == Dot1X == Default
Authorization Policy Default »= Users in LDAP store
Authorization Result Permitdccess




Authentication Details

Source Timestamp
Received Timestamp
Policy Server
Event

Failure Reason
Resolution

Root cause
Username

User Type
Endpoint |d
Endpoint Profile

IP Address

Authentication |dentity Store

Identity Group

Audit Session Id
Authentication Method
Authentication Protocol

Service Type

AD ExternalGroups
ldentityDn

RADIUS Username

2015-06-04 21:59:45.509
2015-06-04 21:59:45 51
ise13

5200 Authentication succeeded

john.doe

CO4A:00:14:8D:48

Windows7-Workstation

LODAP_EXAMPLE

Workstation
0a3e8465000010035570b956

dot1x

PEAP (EAP-GTC)

Framed

cn=domainusers,ou=groups,dc=masxcrc,dc=com

uid=john.doe, ou=people dc=maxcrc,dc=com

john.doe
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* 08 wousw OpenlDAP: |5l glzow ébi JJluvlye |Js W@sly gssapidile §p olgho wuvgsd
Microsoft Windows.

* G Jl sy ppdul wpysy pdwd configuration.xml J Cisco AnyConnect ool i)o. Iz db
IJedaso Izass B pade o) e luvegseo Jluwoosld 1dedd 135 p.
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<tfroot>

Aut henti cation nethod is not supported by any applicable identity store
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Cisco.


https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html
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