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pxLog dalrg
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S oid olaio

(FreeBSD |PFirewall (IPEW

CoA dxJleoy VPN olSui 4, ;91>

pxGrid Jol>9 el§ b

PXgrid  Llee EREST  Llao ISE: REST wlsulni dxo p wlg>l9
A

i o3 ologles

doasoll

13® zui .PXGrid _ouws 630> (API) wlaulni daxo, dg>l9 1.3 )laoYl (Identity Services Engine (ISE acuy
Jsl> go dgguu aodll 4ilSe| (clegazall) wlslioVly nadilly dslaall acay sVl o ally pasnll JsSeig !
PxLog J ¢Sy . pogiall e JJaS ailiS wos sl pxLog  gulai plaziw| el 138 cauay .3V GloYI
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ey 62.97.

= 10.221.0.60 SMmmE—IZ 1) 773 0,60 o
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Snort
Wan 221 T

j Any Security

— Solution
A supporting
syslog 1!
Windows? p—
GHCF
10.221,0.1480 —ee  Diata Traffic (ICMP from client)
»  pxgrid
—_— Radiui
Syslog
1Sl laudazill puull (9 2ioge 98 WS 9 ell 45,> (3935 (b Lad9
A .802.1x a9>3Lan Msiiy 09859 Joxall Microsoft Windows 7 paziue i
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Jlu,Y pXGrid pacius o6 .2 leally Lo P lgic 215wl Snort dlawlg, L) piy il syslog
(PXGrid pS>5 61>9 9@ ISE) p=lgall IP ylsic Jlax) ISE g Llb

.6 Session:EPSStatus 5 (g jc o dyleill dlass oY .4y doll Jioxil dwliw pwss 65lel ISE pg4y
ISE CoA Juw . .(Dot1x Quarantine) walixo Ji9x%5 oy yi walog eloyiwl pi Jjll bo i S9luy

o9 pSx aasld gulai piy9 d8slanll osle] Jaii Jl 839, 13D .dwlll elgY Joxall JI Terminate
pxiall Il 39220l aSuidl Jowoy ,9¢5 illg (PERMIT_ICMP) Jjill abld 632> (DACL) Jguogll

o ledl

T el dgzly e b i Sy duled] dass Jje elel] J9suall 8, 18 (> el 0id L9
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oI Jsuogll

pxLog

&,lac

Udp/514
—

Sﬁlug-r@
{receiving syslog
massages from

network)

My=gl database
(configuration of pxlog
app rules and logs)

Tepl3306

Linux Sarver or Wi

File read
operation

b4
prlog (Java application on Tomcat)
- sarvlet processing web requests
(administrative access via GUI) &

- enforcer module (separate thread)
processing syskog messages and using pxgrid
to communicate with ISE

n‘]\

4

LGUL; topfdda3

rd

pxgrid: tep/d443

usSeid Slg> e olauill (o dcgoxo i 92 J=JI

100 Sudaill 13 Wy . Tomeat pol3 e o uisg Java 8 pxLog  gubes a,lS a5

ool Goseims e dbYl asglll I Jswogll i pladiuw] i - cugll ol alle, Sil ws I

oo syslog JsLw, Enforcement I ,a, el g0 092 pi SV Lyl g0 - Enforcement Module
waxall slyz| Jis) clelVl i s lgusSs o Ll acloall lidy Jiluw Il ol gleyg (oumxo) caloll

(pxGrid juc



2 (eNoulls acloall) pxLOg cusSs Lle iz Ll MySQL bl sacls
b ] leiSy9 a1 dabnil oo syslog Jilu, Jsdiwy sl syslog psls .3
il
o LiSall 01D pXLog  Gulai paiuw

(AJAX pacil) jQuery -
oLl (MVC) 23gadl Jo,e oS5 60>9 23gas) (JavaServer (JSTL ps5 ol jusi wlode dsso -
HTML 6,43 g9 Jaad auuxill (JavaServer (JSP o35 dxas 6 04 pasius : glaiall o,c lehad pi

(Java clis 9
Jeuuill ,9 ollais LOGYj -
MySQL Jogo -
Jelll o y=ll Jglax) DisplayTag -
(147 Wi )laoYl W) Cisco alawlg; PxGrid API -

Java olale oo el Juid > Y i) g9 uisall (ol alall Jds (3 Jeall 636>00 oliSall 0id gua>
.(ArChive (JAR

N .Tomcat WebApp JJ> JI JolSIL JJI do 3> clell, 09

2 ) iy ol wxy sills Serverify Jusio o8 Lollaoll 3>g)l ju2ill WEB-INF/web.xml wlo =i 08
o0 V) (dysgl 53V19 Ley Baigall dyoell a>19) BL> wlslgid KeyStores cliul piy 28 Layl .ISE

3l dab Jac dwl> pasiws (il PXGrid olaulas dxo g1y dlawlg 138 plasiuw| aiy (Lol i8I
2o 63lgid] pyas JuaVl s> WS e cusiy . p3llg Jrosdl obleis (o JS g0 (SSL) dio¥l Juogill
S J puid llaio JoS9i9 0 PXGrid JI el .ozl lagiagy 9 daill lagle caziy LS ozl lagiasy
Jsgles

BDNS) Jall pusl o353 3 Jzadl g21) pxLog Lle auxo JSuin al> p5 ISE cawian punl ol oo ST
Jaogles LS J pud llaio JsS6i9,0 pxGrid JI cd>l . (dasianll 656231 JBsliells I g/ ol

39 slaieYl olily jusi Say .mysqlfinit.sql _paill aobul plaziwl MySQL wlly 6acl8 95 09 .4
WEB-INF/web.xml aloll 8 juSeis ol v

L3

_),\_.Zu.l
5290 2 Sow iy Y el 13g)9 63320 IPS p9lic §iJ£UL&d| 01® ;5,5 Y

' Jolazl plaiwl ,9,al 8,5 ags 63le] a5 .DAQ ac> go caiae wil _lc SNORT (655 ai

iptables -1 FORWARD -j ACCEPT
i ptables -1 FORWARD -j NFQUEUE - - queue-num 1

a0V oLl J9a> sclea) lady agmgs dslely aid> ax (axall a2y 4l



oSl 9 ete/snort/rules/test.rules/ calo uouini piy) dauazoll juoluoll aclgd o Jul8 dac 9SS o3
(el

(alert icnp any any -> any any (itype:8; dsize:666<>686; sid:100122
(alert icnp any any -> any any (itype:8; ttl: 6; sid:100124

686 9 666 (u oozl ax> 91 6 $9buy do 3l oo (TTL) eladl cd9 oSy boaic syslog aluw, snort Ju
snort &S 8 o 490l &S,> o> pi o)

:(etc/snort/threshold.conf/) , ,Sio JSuin o lguidl Jasis pac oo 35Tl 59031 slac] Loy Las

event _filter gen_id 1, sig_id 100122, type limt, track by_src, count 1, seconds 60
event _filter gen_id 1, sig_id 100124, type limt, track by_src, count 1, seconds 60

:(pxLog (/etc/snort/snort.conf jlg> _JI syslog es> uin ai

out put al ert_syslog: host=10.222.0.61: 514, LOG AUTH LOG ALER
oblaeYl plaziw| Sau o5 09 SYSlOg (11055 dlaw o cllasi JLd .snort oo whlaoyl jaed duudl
PxLog wawao J| duso Jilw) azgi 63ley syslog-ng (eSS SS9 dxall cawanll JI juis (il dwol 9Vl

(ISE) dye¢ll LaiisS Gloas Iy
2SIl

6>lgidly duazuill

i < 8] cov Luolyi8l ISE JI e §leo 0oy sl 495 pxGrid JI ciso



Deployment Nodes List = lise

Edit Node
General Settings Profiling Configuration
Hostname lise
FQDNM lise.example.com

IF Address 10.62.97.40
Mode Type Identity Services Engine (ISE)

Personas

[+ Administration Role STANDALOME Make Primary J

|¥| Monitoring Role FRIMARY = Other Monitaring Mode

|+| Policy Service

|| Enable Session Services (i
Include Mode in Mode Group | Mone - | U

|+| Enable Frofiling Service

pxGrid i

oblgb el < oblgis < 6)b] e pxGrid J wlasiwl oblgidl oe8s ol wéds .2

—~——
£y Home  Operafions | *  Poliey|*  GuestAccess |*  Administration |+

T 2 e

garment i Hetwork Resounces |i) Drevice Portal Management |e] poinid Senices | Feed Semvice
Daployment Licansing Logging Maintananca Backup & Restore Admin Access Sattings
Certificate Managemaent Edit S&'Btem Certificate
! lasuer
Ovenview
*Friendly Name | Jise
M Descrpton |
Endpoint Cerificates Subject CM=lise txamplecom
Issuar win2ii2
Trusted Centificalas 1
Valid From  Twe, 26 Aug 2014 12,3256 CEST
QCEP Clignt Profila ailid To (Espiration) Thu, 25 Awg 2016 12:32:56 CEST
Serial Murber T8 0000 00 30 4C 06 27 01 7D BE DF A6 00 00 00 00 00 3D
Canificata Signing Requesis
Signature Algorihm  SHATWITHRSA
KeyLength 2043
Certificale Msthority
Usage
Irtemnal CA Sefings | EAP Authentication: Usa carfificate for EAP profocols that use SSUTLS tunneling
¥ Admin: Use cartifcate to authenticats the 15E Admin Parlal
Certificats Templates
o paGRd: Lise codtificate far (e paGrid Contaller

External CA Settings | Poral; Use for pana



(EPS) dlgl dass o> doxs

:oblagYl < bVl o (Liolisl JSuiny Jlaso) EPS (ifas oz

/> Home  Operations | ¥  Policy | ¥
IR |dentity Management il Network Resources |28 Device Portal Management

Deployment Licensing Certificates Logging Maintenance Backup & Restore
Settings Endpoint Protection Service i

:= Client Provisioning

i= [Endpoint Protection Service |

i= FPS Mode Service Status Enabled ~

_:‘; Alarm Settings

J32ll el&ll/ =)l dadby plasiuw] 130 U au

Juszll aclod

- |
7 Home  Operations | Poliey|»  GuestActess | Adminstration |v

| &) Auhntication |4] Profiling |71 Postura |&f Chgnt Provisioning [z Trustsee ol Policy Elamants

Authorization Policy

Defing e Authorization Policy by configuring rules based on demtity groups andior other conditions, Drag and drop rules to changs tha ordar,
For Palicy Exporl go bo Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies -

¥ Exceptions (0)

Siandand
Status  Rulz Mame Conditions (identity groups and other conditions) Permissions
Dotix Quarantine { (DEVICE Device Type EQUALS All Device Types@®switch 200 fhen Permit_ICMF
SessionEPSSatus EQUALS Quaranting
B Drotis Full Access ! DEVICE:Device Typa EQUALS All Device Typas2swilch then  Permmit_ALL

RADIUS awls; LSsolip> 39130l Jsogll Jo,8 ai @ .apledl ddasi Jje sic baad JoVl saclall adslas pi,
el sl | plaziwly @aill 6521 Il Joxall @lo] Ly oS .COA

le>No]9 ellazVI Blasswl

:CLI plazswl, PXGrid d> o gaxidl Say

| i se/ adm n# show application status ise

| SE PROCESS NAME STATE PROCESS | D

Dat abase Li st ener runni ng 6717
Dat abase Server runni ng 51 PROCESSES



Application Server runni ng
Profil er Database runni ng
AD Connect or runni ng
M&T Sessi on Dat abase runni ng
M&T Log Col | ector runni ng
M&T Log Processor runni ng
Certificate Authority Service runni ng
pxGid Infrastructure Service runni ng
pxGrid Publisher Subscriber Service runni ng
pxGrid Connection Manager runni ng
pxGid Controller runni ng
ldentity Mapping Service runni ng

9486
7804
10058
7718
9752
9712
9663
14979
15281
15248
15089
9962

155 aiy (PXGId < elasVl auzas Jaw o855 < iz < 8,l]) pxGrid J Juasio slasi auuas Lyl Jld
pxgrid/pxgrid-9 pxgrid/pxgrid-jabberd.log % _,® <Ll p®! .pxGrid Ju> 9 clasVl auxas olals
.controller.log

By

pxGrid J Jexauil .1 69kl

.Tomcat Lieis ey aic Wlal pxLog gulai s e

do 15199 Jo=)l dul> _JI Jsosl go 1319) ISE 9 ouoxismall (o il Jizuwsis a8 pXGrid plaiiw
sopoxiimall iz < PxGrid ollas o0 s JlaST Sy (U

], pxLog - Application integrating IPS
CISCO

Homepage
Manage Rules
Pxgrid Operations
Logs

ClearLogs

Resources

Register users

Display Sessions
Display Sessions by IP
Display Profiles
Display SGT

Display Users

Check capabilities

Quarantine IP

Quarantine MAC
UnQuarantine IP
UnQuarantine MAC

This 15 the homepage of pxgnd applicaton mtegrating IPS wath ISE.

Lolali Jamdl Tay



AL pxLog - Application integrating IPS with Cisco ISE
CISCO

Homepage
Femstration

| The Eegmsiration process has started

Manage Rules

Pxgrid Operations
Logs Twe pEgrid clients are being registered on ISE
ClearLogs

Resources

Cme chent with Seasion privileges (to browse zession data) and other with EFS provilegas (to execute quarantme)

Fleaze logm to I2E and approve registration by chclkung *Approve®
Content of the page will be updated atematcally every 5 seconds to notifiy of the users are approved on ISE

“Waitmg For the status to be updated
Watmg for the status to be updat=d

aslalill aasdlgall Juasi pi) ISE e el ¢poaziwall e dadlgoll )95l (o >0l 0i® (9 .2
(ol S

<» Home  Operations | v  Policy|v  GuestAccess| v

v;"f System & |dentity Management [l Metwork Resources |8 Device Portal Management B paGrid Senices

Live Log

@ Enable @) Disable @nppme @ Group Wl Decline amlala - dé Refrash Total Pending Approval(Z) =

O Client Name Client Description = Capabilities Status Client Group
O » iseadmin-lise Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise-mnt-lise Capabilities(1l Pub, 0 Sub) Online Administrator
¢ pxclient session test Capabilities{0 Pub, 0 Sub) Pending Session

»  pxclient eps tast Capabilities(0 Pub, 0 Sub) Panding EPS

{(AJAX Jlasl ue) J9sauall pdel Lkl PXLOG poi olaicYl sz,

oession user: pxclient session regstered and approved succesfully
EFPS user: pxclient eps registered and approved succesfully

(oY a2y §loo ue) Offline gl Online J \oaiuall (pid > ISE Lo 2,

pxLog aclgd 195G .2 sglazll

aclgd >a> 2> 6acld ALY .al| saiwall wlel > Aaisg syslog Jilw, dxlleas pxLog pgéy ol o
26yl



v pxLog - Application integrating
CISCO

Homepage
Fules tor the Enforer module.

IFPS sending syslog messages, Enforcer receming and processing

Manage Rules

Pxgrid Operations

Logs When the match agamst configured rules 15 found

ClearLogs Enforcer 15 automatically executing quarantine via pxgrd

Resources

19 snort[

New Rule | | | Add New Rule |

@8 (ale jgiell a5 13] "[syslog: "snort dlu, 9 (RegEXp) sslell juseil 13D e 3lasVl 62>9 s oY
Jouaxll syslog puwd g1, omolll Jol> plags gila, 1389 .4 gsbudl Olgisdl 3339 IP (olic gio> (9 oy
Juw Je) a8 ST 6ac8 plaziw] Sy WS .PXgrid jue (o> lgall) IP wlsic Jje pi .ologleall (0 20 e

(adsill p3, comicis 35 o Jiall

dwl> First Dot1x .l aglazl

Cisco 0 AnyConnect NAM plaziw] pi .aSdlw Dot1x Jac duwl> dugi, Microsoft Windows 7 daxo pgés
(EAP-PEAP) gugiall a95Laall JsSg59m _soxall EAP Lolwl (1955 pi . JlaS

[

£y Cisco AnyConnect Secure Mobility Client o] @ |3

Ve

Metwork error. Unable to lookup host names.

—_ - Connect
T

Limited Access - DNS Failure

0 Network:

Connected (10.221.0.240)
peap

:JoSJl Jgogll pinl Jguogll ansld Jo iy Jo=oll pgs, .ISE Dot1x Full Access Jio= oy =i calo 1axi o



3750#show authentication sessions interface g0/17
Interface: G gabitEthernet0/17
MAC Address: 0050.b611l.ed31
| P Address: 10.221.0.240
User- Name: cisco
Status: Authz Success
Domei n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e- host
Oper control dir: both
Aut horized By: Authentication Server
VIan Policy: NA
ACS ACL: =xACSACLx-IP-PERMIT_ALL-53fc9dbe
Session timeout: NA
Idle tinmeout: NA
Comon Session ID: 0A01000C000037E6BAB267CF
Acct Session | D: 0x00003A70
Handl e: 0xA100080E

: Runnabl e net hods |i st
Met hod State
dot 1x Aut hc Success

3750#show ip access-lists interface g0/17
permit ip any any

agiidl J2uis il 4o =1 Microsoft Windows PC Juw,, .4 6glazdl

:TTL = 7 go Microsoft Windows do ;> 0 Jlw)yYb el 3] Saxy bo puog, 1329

c:\> ping 10.222.0.61 -i 7 -n 1
syslog b, Jlu] piy L) duisg .ani 88 a9 aoill éslel dlulw (8 usuidl xic dasll 01® Julasi aig
:pxLog o=

<- Sep 6 22:10:31 snort snort[6310]: [1:100124:0] ALERT {ICWP} 10.221.0.240
10.222.0. 61

pxLog .5 églazll

Loy <o I3 b3 ast (Say 138 IP wlsisd Jje szl g dgleys syslog dllu, pxLog i
O S |

Logs from the achons executed by the Enforer module

66 | SYSLOG | QUARANTINE | Sep & 22:10:31 snort snort[6310]: [1:100124:0] ALERT ICMP} 10.221.0.240 -> 10.222.0.61 | 10.221.0.240

ISE Jjc .6 dglazlI

P olgie Jje e pMedl ISE pg4,



B Arhesiationg .i‘! Engpom Fraisction Semice ' Trooblashzai

Tt Salietar Endpaint Pretection Service Audit
Favorites
Froin 09072014 12:00:00 AM 10 09072014 121648 A
Erdpaint B rotection Service Audt Lagged At Endpains D IF Addrazs Cparaion | Gperatin Operation O Audit Sassion D
T mhen 2014-00-07 0010350 ppcnpg 1 :ED:9] 10.371.0.240 Coiarantine SUCOEGSS 18 0A51 J0CCOINLETERRARRET

cporionType [an - 20140807 D0:L0:355  p.50.86:11-ED:31 I0.2ZL.0.240 fQuaranting  FUNNNG 15 0AD] ODOCO000STEEEAERET

* Time Ranga | Today -
|~ Fe

Joxall e gzl dl> cyaxi) RADIUS CoA Juw 9 (Jiodl Hlizyg (ol dwluw g2l @9 i axuisg
63320l 49 )l dasil el

. B
E 5':'_ m ok Hn 2 ““m al w = ‘ ek Abriate =

Haiwfigered lapplcens L L W LT ey T Pl Bregn | Lhard o] Pt poiei @iy Bapast (omtar |
o o o o o
n Tdm Lew Srdiand g MM a7 RS Cilased ¥ 'ﬂ Brfr it ﬂl-v"l---l'l:--rﬁ Bk Roary | swmigns ¥ hdm | | wieat 2O reconds | willhi | Qal T Raarw
— : 5|I’-'| [ — Haantsy L . Eadgant D * Aubansa on Facy E | efhorbatin Profid  Pafesd Diics | Davics Fest L | ldwaty drop '_ Fumit
T
I AoRETRRIRM -. o B i e Sl § L K- 00 fevuen e n Fated
SRTAGEET BRIRTD -] @ RARAL A FAR T TP (it DL R v ad baidasdad
DIASRET BRIBY] u o 11 Dwtpgh == Cuofls Guweenes Feomi KRF LA eI RE a0 Y Uy et By Grp . At K 00 s e
2IAEEET BRIRXD [ -] a Lt D n Sgfom Rl e
I ASAT L M n o ALK IR T BT B B, Dpmripnd Surcesded
P PERS SRl L ] @ 11 Oateel mm Dulls Pull A2Cddd Pamd L) e A NRTLY R o U ARy e AT e el

{(Permit_ICMP) 39120 Js09 _le Jgaxlly 33> dul> ey e L abiall 35 Ll COA dlu, D 0id

No. |5nurce | Destination |Prutoml |Length| Info

580 168.62, 71,140 16.62.97.40 RADIUS 326 Accounting-Request(4) (id=157, L=284)

581 10.62,97.40 10.62,71.148  RADIUS 238 Access-Accept(2) (id=113, 1=196)

582 10.62.97.40 18.62.71.148 RADIUS 62 Accounting-Response (5) (id=157, 1=208)
2536 10.62,97,40 10.62.71.140  RADIUS 176 Disconnec t-Request(48) (id=3, 1=134)
2537 108.62.71.148 16.62.97 .48 RADIUS 62 Disconnect-ACK({41) (id=3, 1=20)

2538 10.62,71,140 10.62,97,40 RADIUS 394 Accounting-Request(4) (id=158, 1=352)
2541 108.62.97.48 168.62.71.148 RADIUS 62 Accounting-Response (5) (id=158, 1=20)
2545 10.62,71,140 10.62,97,40 RADIUS 272 Access-Request (1) (id=114, 1=230)

2546 10.62.97.48 18.62.71.148 RADIUS 168 Access-Challenge (11) (id=114, 1=118)

1

# Internet Protocol Version 4, Src: 10.62.97.40 (10.62.97.40), Dst: 18.62.71.148 (10.62.71.14a)
¥ User Datagram Protocol, Src Port: 45006 (45006), Dst Port: mps-raft (1760)
= Radius Protocol
Code: Disconnect-Request (40)
Packet identifier: 0x3 (3)
Length: 134
Authenticator: 2ledScdafeachf8765%9a5e ldce0ddsos
[The tRiE: fEEE 25371
= Attribute Value Pairs
AYP: 1=6 t=NAS-IP-Address(4): 10.62.71.140
AVP: 1=19 t=Calling-Station-Id(31): ©0:50:B6:11:ED:31
AYP: 1=10 t=Acct-Session-Id(44): 00003AGE
AVP: 1=6 t=Acct-Terminate-Cause(49): Admin-Reset (&)
AVP: 1=t t=Event-Timestamp(55): Sep 7, 2014 00:00:00.000000008 CEST
AVP: 1=18 t=Message-Authenticator(80): 587cTbaf54760d8470021Fd233b06427
AVP: 1=49 t=Vendor-Specific(26) v=ciscoSystems(9)
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3750#show authentication sessions interface g0/17

Interface: G gabitEthernet0/17
MAC Address: 0050.b611. ed31
| P Address: 10.221.0.240
User- Name: cisco
Status: Authz Success
Domei n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Oper control dir: both
Aut hori zed By: Authentication Server
VI an Policy: NA

ACS ACL: XACSACLx-IP-PERMIT ICMP-53fc9dc5

Session tinmeout: NA
Idle tinmeout: NA

Comon Session |ID: 0A01000C000037E7BAB7D68C

Acct Session | D 0x00003A71
Handl e: 0xEO00080F

:Runnabl e net hods i st
Met hod State

dot 1x Aut hc Success

3750#show ip access-lists interface g0/17
permit icmp any any

PxLog Jje sl&)] .7 glazil

1030 aylgill s Jje eled] Jggumall 5,8, al>,all 01D 8

pxLog - Application integrating

UnQuarantme IF address

IP Address | |

UnQuarantine

succesfully unguarantined 1p: 10.221.0 240

ISE Ul oo 6 ,ilio i S galaiay dudasll Luss
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.ﬁuthenticatiuns _ Reports "‘\Truubleshunt

Endpoint Protection Service

Endpoint Operation

® *IP Address || | (Example: 1.2.3.4)
(O *MAC Address

* Operation | Quarantine || Submit |

Update Information

For a complete list, go to Operations = Repors = Endpoints & Users = Endpoint Protection Service Audit

Last Operation Status
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(ol Loy U o g8 PXGrid APl asllog auiogid PXLOG  Subas &S casi

ISE _lc EPS 9 JosJl dul> _oriowo Jazuws -
ISE e daidl Josll clul> 2> Jg> wlogleos Jiji +
(IP Olgie cuu>) ISE e duso daiiv Jac dwl> Jo> wlogleo Jojis -
(pioll pawl ) ISE e sax0 louis pastivwe Jg> wlogleos i -
(sl wlilo ¢ itio) liwosdl JS o8 wloslzo Jo,s -
ISE 9 a9,20Jl (TrustSec (SGTs ylol dcgazo wloMe Jg> wlogleo Lo e -
(pxGrid wlsl) HlauoYl o gaxil -
MACgi IP wlgie JI bliwl Jje el,>] -

MAC ol IP glgic JI bliwl Jj=ll elsl] -

sl U5 caslogll o 2 50) lagdasall g

:pxLog o dilidl clbs) jas, (L lowd

L pxLog - Application integrating IPS with
CISCO

Homepage

P List of the users wnth actve sessions downloaded from ISE wa pxgnd

Pxgrid Operations *
Logs cisco | User |dentity Groups:Employee,User Identity Groups:VPN,Unknown

ClearLogs

Resources

ifeann, pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Hamapaga

Mamage fules List of activs sessions oo ISE

ld User Demain MAC State  ESPStatus SGT Frofile  MAS P MAS Port
Lans 0 | clsco O 50 BA:11:ED: 3 Started Lnknoeen | 10.62.71.140 | GigabitEthemetd 17 | Acct-Session-ld O000EA72

Clearlags

Pigrid Operatians &




o] pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homsepage

Manage Rules Crsplay sesmoe by IF addrazs

Pxgrid Gperations  »

S IP Ackdress ﬁEI.."_ZI.I].]-!II Dim)la[.

ClearlLogs

Ressurces

Liat al'the sesmser fownd Ly IP
ld User Domain MAC State  ESPStatus SGT Profile  MASIP MNAS Part
clson 00:50:B6: 11 :ED: 3T Started Urknowm | 10.62.71.140 | GigabitEctherna 17 | Acct-Session-ld O00034A72

vifrane, pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homepage

Lust of SGT tags dowmloadad from ISE wa prgnd.

Manage Rules

Pxgrid Operations Id 56T Name SGT Description 56T number

Lags i aldbc?f0-3597-11e4-81d2-00505630 3113 | Marketing | 3

NN OcZca0fi-3506-1164-51d2-0050569¢3ff1 | Quarantined | Ukers violating pelicies, limited access | 2

e 8 | 0c03db0-3597-11e4-51d2-00505693FE | 1T ' 2
17 2075d0-3598- 11e4-31d2-0050569C 33 | Developement 3
Dfce9320-3546-1 1ed-81d2-0050569C 3F3 | WPN | Anyconnect lkevi sessions Z
006 T0B0-2002-11e4-907B-0050060F 20 | ANY Ary Security Group 5535
cff3b6d0-2c02-11e4-907b-0050566f2105 | Unknown - Unknown Security Group o
1ch527d0-35%8- 11e4-31d2-0050569c 2ff3 | Finance Only for audits ?

vtl1ar]1e pxLog - Application integrating IPS with Cisco ISE using pxgrid
CISCO

Homspags
Manage Rules List af the profile dowsndead Sraen ISE wa prgrd
Pagrid Operations Profile id Profile Hame Full Profile Mame
Leas Oadd0640- 20021 1ad-007h-0050500F 208 | ¥erox-WarkCentre-5020-dn Herow-DeviceXerce-WorkCentre-5020-dni
ihoce 16571 140-2c02- 1124- S0P b-0050565420n | Cisco-AP-Airanet-124D Cisca-Device:Cisen-Aeces-Paint: Cisco-AP-Airanst-1240
S Galetdbl-Fc02-11e4-907 b-00S056512f0a | ¥erox-Phaser-6140ch Herme-Oevice:Keron-Phaser-6130dn
120 100-2c02- 11 ed-807 L0050 5601 2i0a . WM are-Deyvice WWare-Device
FIETARID-2601-1 1 2d-207 b-DO505 6k 2108 ICis.n::--'ul'nl'Ll: Cisca-Devica: Cisen-WLC
Q01 30-2002-1 124 -007h-005056b 208 I Herax-Plhaser-8EE0mip Heroe-Deviceierse-Phaser-8860mip
Chdbazadl-Ze02-11e4-907 b-00505501 208 Weros-Plhasar-7 5000 Meraw-Davice:erou-Phaser-T500dx
I1ed3ed0-2e02-11e4-507 b-0000566720a | Philips-intellivae Firilips-Device:Philips-Intellive
15T (OAD-2602- 11 e4-907 b-00505 k12 [0a _IIILIr'lk-I].ﬂ.F‘-ﬁ';“l OLink-Device: DLink-DAP-1522
Oeb5500-2002-1124-2070-0050060 208 | Merox-WarkCentre-5235 Heroe-Deviceieroe-WorkCentre-5225
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olegore
Lo Lolasiwl isVI olialls 18,0 JS L5 81519 dcgamo L8 Igiac (ersimall) Jrasll eSs ol oS
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i whlgi (pxGrid (ISE g pxLog aSxill 6339 «Jradl <labas o JS S3 085 ol vy sl 553 LSy
:Java KeyStore clalo 9 639=>90l elliy pxLog  gulas lasixy . JlasW LgiygSs

(CA) e=l1ally Jrasdl wlslgin Jouin, - store/client.jks -
CA 65lgig (MNt) Le>Muolg elas VI WOLliSiuwly @Sl o)l sa5e 4,98 ISE dlwlw ,ouni - storefroot.jks -

WEB- _5 ;90| clalSy calall g8g0 uss Say .(Cisco123 1 o lLisVl) 19,0 dals, olalall dla> an
INF/web.xml

203> B awlas o0 cliwy wlglaxdl L Lloud

1 (DER (s 0655 ol iy CA (cert-ca.der 6lgi shuiwl 08 () $gig0) )i> awilen o0 clivy

pxgrid store # keytool -inport -alias ca -keystore root.jks -file cert-ca.der

2 uspe sl a>Y Lol pis (19 090 dalS i3] > aelée o j2e clisl eoss losie
laall

3249 ISE (0 8395lall d,oell 65lgi 9@ cert-mnt.der) ;i auiles e JI MNT d9® 65lgi 51wl
{(DER (guuuiiy 4955 0l

pxgrid store # keytool -inmport -alias mt -keystore root.jks -file cert-mmt. der
4 :CA 63l bl p8 Jsasll auilio o550 clivy
pxgrid store # keytool -inmport -alias ca -keystore client.jks -file cert-ca.der
5 ‘Jwosd] auilan e 9 o5 gliss clis]

- pxgrid store # keytool -genkey -alias clientcert -keyalg RSA -keystore client.jks
keysi ze 2048

6 ool o 0350 LS (CSR) 6sleis aidss b sl

- pxgrid store # keytool -certreq -alias clientcert -keystore client.jks
file cert-client.csr

:a=9gall Jra2ll 65lgi > 01wl cert-client.csr lc 299 .7

-pxgrid store # keytool -inport -alias clientcert -keystore client.jks -file cert



client.der

rixgall oblgidl Lo aslasll oo JS clgis] oo i3 .8

pxgrid store # keytool -list -v -keystore client.jks
pxgrid store # keytool -list -v -keystore root.jks

i) dxiy .CA b dljl pi oS cgegll 63lgin blamV L3 Jud ISE 1.3 6aic &b 5 e Lyics
.SSL/ServerHello @lu, 5 Ixi CA 63lgis 59, Y aistg 630> 63lgiv aisd 5 caoi sl ISE pasiiauy
alolS bl &5, (RFC J las9) gdgs sl Jrall e Jisall Juois I $28, lidg

cagiaall pul

JI a9 ISE o Sl Juais . SUo] §8x el (ool dl> Joji Jio) iy a2 PXGrid AP pgs,
pawY DNS =i el,>] Jwasdl J9lxy o5 .CLI JI 9 0l hostname JI « wise 955 sl (ISE hostname
Y ISE wwns pwY DNS Jd=xsi Jiwd dl> 9 .13 IP ylgie oo led>9 ol JLasVl J9lx9 138 cavaoll

bl sl e Jsasdl sl Jol

Jeall pawl s o] 13D 8 39290 909 (=l lig) 1asd awnoll puwl plasiuwl iy ail 1>y iz
olul 13® 9 lise.example.com g9 (FQDN) JolSIL g0l

wushall da>No
‘o 62>19 doj> JUd lgacy9 PXGrid oliulni dxo,y dg>l9 uiui CiSCO pgsi
pxgrid-sdk-1.0.0-167
e Szl o
a0l Clodeill o gaxill Java olale) dgguy B s S ¢Soy (ilg «olid wl3 JAR pxGrid wlals -

vl go Java zulaos giges -
PXGrid pasius (il Java Class gigas paviuw dldeles Logas gigos -

Syslog

2oligdl 03D po> Saug . p2leall IP ylgic plaziwl syslog Jibw,y Juw s (il QEDUI Jol> aeild L loud9
o8Sdl 9 daxy=all RegEXp 6acld paziows bl laJlb pxLog go agguu

L)

BTty
"l 13 syslog wleus snort Juw

[host[id] [sig_gen, sig_id, sig_sub] [action] [nmBg] [proto] [src] [dst



Jlo b Laud

snort[6310]: [1:100124:0] ALERT {ICWP} 10.221.0.240 -> 10.222.0. 61

295 & Lgiuall 3azi0 RegEXP cly Jgudl oo -(dgzs)l) L3V Ud Ll 68 p>lgall IP Glsic 6%y Lo Lasls
il L pSadl Jilw) JoSeing 100124 gidgill RegExp Jlio U . o> lgall IP Glsic 2|,5iwly 3320
: Jilw, U (ICMP)

*.snort[\.*:100124:.*| CW
Cisco o (ASA) dazall oY 65e21 Land

‘b WS dblaall syslog dlw; 9a6 (Jbadl Juw _Je) HTTP _le Jiwiaill ASA 055 o boaic

cMar 12 2014 14:36:20: 9%ASA-5-415006: HTTP - matched C ass 23
- Ms513-025_class in policy-map MS_Mar_2013 policy, UR nmatched
Dr oppi ng connection frominside: 192.168.60.88/ 2135 to
out si de: 192. 0. 2. 63/ 80

Jd il a>leall IP Glgic zlsiawly Ll 038 duai) o lgiuall sa2io REGEXP plaiuw] oSay «5,31 6,0
RSy

(Cisco Sourcefire Next Intrusion Prevention Systems (NGIPS Jakill (0 d;lox)l dalnsl

:Sourcefire j=iisiuwo dlawlgs lglw)l o5 (il dlwJl e Jlo L oy

Jan 28 19:46:19 IDS01 SFIMs: [CA | DS] [Policyl]l[119:15:1] http_i nspect: OVERSI ZE
[ REQUEST- URI DI RECTORY [Cl assification: Potentially Bad Traffic] [Priority: 2
TCP} 10.12.253.47:55504 -> 10.15. 224. 60: 80}

&99il9 2l puwl g5 piy LS . gulay slaiall Guis oY p>lgall IP glgic glsiw] Jeudl 0 ‘*SJ?'i 60 A
.wlgimall 631210 pxLog 6acl8 95 Ol Sy i

I < uig>

80)l9 a8Vl e el dagaall Juniper & oo WSl el Lehuw,i Ll dlwJl Lo Js L Lagdg

.dwo

dayl d="20061012" recordl d="0" ti meRecv="2006/10/12

"timeGen="2006/10/12 21:52: 21" donmi n="" devDonmVer2="0 "21:52:21

"devi ce_i p="10. 209. 83. 4" cat="Predefi ned" attack="TROJAN:SUBSEVEN:SCAN
"srczZn="NULL" srclntf="NULL" srcAddr="192.168.170.20" srcPort="63396

"nat SrcAddr ="NULL" nat SrcPort="0" dstZn="NULL" dstlntf="NULL

"dst Addr="192. 168. 170. 10" dstPort="27374" nat Dst Addr="NULL" nat Dst Port="0
"protocol ="TCP" rul eDormai n="" rul eVer="5" policy="Policy2" rul ebase="I|DS
"rul eNo="4" action="NONE" severity="LOW alert="no" el aspedTi ne="0" inbytes="0
"out byt es="0" totBytes="0" inPak="0" outPak="0" totPak="0" repCount="0
"packet Dat a="no" var Enun¥"31" m sc="<017>"interface=et h2" user="NULL
"app="NULL" wuri="NULL

syl Gusis a2 lgall Lol! IP Glgic 2l yskiw] oS



:JunOS il ol ayLiiyg

:[Jul 16 10:09: 39 Juni perJunCS: asp[ 8265

, (ASP_IDS_TCP_SYN ATTACK: asp 3. proto 6 (TCP
ge-0/0/1.0 10.60.0.123: 2280 -> 192.168.1.12:80, TCP
SYN fl ood attack

=Jun 15 23:37:33 netfilter kernel: |nbound IN=l o QUT

MAC=00: 13: d3: 38: b6: e4: 00: 01: 5¢: 22: 9b: ¢2: 08: 00 src=10.0.0.1 DST=10. 0. 0. 100 LEN=60
TOS=0x10 PREC=0x00 TTL=64 |D=47312 DF PROTO=TCP SPT=40945 DPT=3003 W NDOW-32767
RES=0x00 SYN URGP=0

ddanil Slasgll B,9¢5 il dorsiall Laslbgll plasiwl o=l o £65 Y syslog wlogleo Jlw,| liSey
s Jl by oVl dsylasg rpfilter g xtables 9 (JlasVl wsses Jio d9aall

(FreeBSD IPFirewall (IPFW

el s> IPFW J dlw,) Jls Ld

Sep 7 15:03:14 delta ipfw 11400 Deny UDP 10.61.216.50 10.81.199.2 in via fxp0
(frag 52639:519@1480)

CoA ixllaog VPN olSuis il

.CoA axlleo cu> o clulxll g95 e O il ISE gilaiuyg

0945 _illg (COA a9sLas osle| ISE Juw p «Sdw (802.1x/MAC (MAB adslanl _uil> J5a0) duuilly
awl a9las Jasiii

gl @85kas Js2is | 538 Low (COA clgl ISE Ju 802.1x/MAB Sl dSpiall dpumsll,

325 Y) 633> (DACL) Jguog)l LS aSs daild $18,] go ISE COA Juw ASA VPN dSuid dpumill, -
(il @slas

Jios ¥ S LW/ a8l & ludxl) dsmil, .COA dos> lasls Juwpy a8 o Jje iy poiy losic .dlagy EPS 6159

ASA COoA plisy loxic Sy .(Blas JSuis dl EAP dul> e, 802.1x olixle graz) (,Say) alsuirall 03

138 o Ll pasimall ayais ang VPN dul> iy a4l
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The secure gateway has terminated the VPM connection.
I-'& The fellowing rmisssage was received frorm the secune gateway: COA
inrhiated

(XML Gayss calo (8 aingSs a5) Lilal JLasVl 6slel le AnyConnect VPN HL>Y oMaixo oM> JUd

el Luds (VPN) ap,lall doll aSaid] dlon Jlasl 1éas boxie laid Jaz, silly AutoReconnect
oYl

Llal dwd=ll elis] 65le] AnyConnect e 0,99 Ja=s SUl9 «Jaiwdl il +
duwl> 0@ ISE jlas d4g=29 oo -0l 3192l Jac duul> 20 ASA iy 6xaxdl dwldxl elin] xie _i>9
Say ¥ Liayl (VPNS) ay,@lall dwolsdl olSuill duull, xall ;x| 6acld dg>lgal do,9 azgi V9 62>

S lwMl/asSLul dot1x dasdl o Y (d9e8 dlgill dlnsiy, Lol MAC ulgic plaziwl

0i® J53] pigw .dulz)l le cliy COA o auall gaill Jluwls ISE Jio il e EPS ] o J=JI
ISE o 1.3.1 lao¥l Ud dagbgll

pxGrid Jgl>9 cl5 b
ol>9 PXGrid elS uin daosld _L laud

aliadl AN Js5 olawlas dxop dg>l9 e - ((SIEM) &lasVl 6505l9 oIl logles) LogRhythm -
(REST)
REST API acx, - (Splunk (SIEM -
REST claulns dxo s dg>ly pcy - (HP (SIEM 0 Arcsight aol, -
PXgrid pc> lala> - (Sentinel NetlQ (SIEM -
PXgrid ac> lala> - (Lancope StealthWatch (SIEM -
PXgrid THCY15 ac» lala> - Cisco Sourcefire -
2014 J, 50l 5 PxGrid aca lalas - Cisco o (WSA) wusll lol jle> -
1531 Jol>s elS,i L lawd

O alld puss) @b -
(sl oM=illy o=l bladl) Emulex -
((10T) el oyl dwluwg (DLP) oLl ulaas gio) Bayshore oS -
((SSO) >V Joz Al Jexuss/(IAM) duoglly Jguogll 6,51) JLasVl HLis| arod -
(QRata (SIEM |5l -
(LogLogic (SIEM -
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