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SVIL0: 192.168.1.20

_ SVI20: 192, 168.2.20

3750X-6
G1,/0/1

Trunk (wlan 10,20)

G1/0/20
G1/0/48
(10.48.66,109) SVl 10: 192.168.1.10
G | 3750X-5

ISE
(10.48.66.74)

Vlanld

Default gateway:
192.168.1.10 {first scenarios)
192,168, 1, 20 (later scenarios)

Windows7
192.168.1.200
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bsns-3750-5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.36ce
IP Address: 192.168.1.201
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLxX-IP-PERMIT_ ALL_ TRAFFIC-5lef7dbl



URL Redirect ACL: REDIRECT_POSTURE
=URL Redirect: https://10.48.66.74:8443/guestportal/gateway?sessionId
COA8000100000D5D015F1B47&action=cpp
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000D5D015F1B47
Acct Session ID: 0x00011D90
Handle: 0xBBO00OD5E

:Runnable methods list
Method State
dotlx Authc Success

al>,all 03® (8 49 0)l l5,> guazy Jojidl abla)l (DACL) Jswogll Ld aSxidl dasld pouws

bsns-3750-5#show ip access-lists xACSACLx-IP-PERMIT ALL TRAFFIC-5lef7dbl
(Extended IP access list xXACSACLX-IP-PERMIT_ALL_TRAFFIC-51lef7dbl (per-user
permit ip any any 10
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1S53V 9,00l OlS,> gra> aei dolel ey

bsns-3750-5#show ip access-lists REDIRECT_POSTURE
Extended IP access list REDIRECT_POSTURE
(deny ip any host 10.48.66.74 (153 matches 10
deny udp any any eq domain 20
(deny icmp any any (10 matches 30
(permit tcp any any eq www (78 matches 40
permit tcp any any eq 443 50

:Jasimall o Loy VLAN awas JI 6 SVI _ali, 2laall

interface Vlanl0
ip address 192.168.1.10 255.255.255.0
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debug epm redirect

elasV amas gl ol oy Jrell dawwls, lglul ai ICMP do5> S

Jan 9 09:13:07.861: epm-redirect:IDB=GigabitEthernetl1l/0/2: In
epm_host_ingress_traffic_qualify

:Jan 9 09:13:07.861: epm-redirect:epm_redirect_cache_gen_hash
IP=192.168.1.201 Hash=562

Jan 9 09:13:07.861: epm-redirect:IP=192.168.1.201: CacheEntryGet Success
Jan 9 09:13:07.861: epm-redirect:IP=192.168.1.201: Ingress packet on
[idb= GigabitEthernetl/0/2] didn't match with [acl=REDIRECT_POSTURE]



{(ACL) Jswosll _d aSxill doild g>1, ashil

bsns-3750-5#show ip access-lists REDIRECT_POSTURE
Extended IP access list REDIRECT_ POSTURE
(deny ip any host 10.48.66.74 (153 matches 10
deny udp any any eqg domain 20
(deny icmp any any (4 matches 30
(permit tcp any any eq www (78 matches 40
permit tcp any any eq 443 50
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:(IP 192.168.1.10 wlsic go) _leV SVI dg=ly e Joxoll soixy il

192, 168, 1..281 192,168, 1.28 ICP 52 58251 = hitp [5YN] Seq=4l47236714 Win=8#192 Len=8 M55=1428 WS=4 SACK_PERM=1
192, 168, 1..28 192, 168, 1,281 ICP Ab http = SB251 [5YN, ACK] Seq=3805228432 Ack=4147236715% Win=4128 Len=B N55=1128
L9, 168, 1,201 L9, 168, 1.28 ToP Ak 53251 = hitp [ACK] Seq=al47236715 Ack=38052230433 Win=b4268 Len=0

L9, 1ad, 1,201 L9, 168, 120 HTTP Ak GET / HTTP/L, 1

192,168, 1,281 212 HTTP/L.1 302 Page Moved

b Frame 286; 212 byles on wire (1606 bibs), 212 byles capltured (1696 bils)
b Raw packel dala
¢ Internet Protecol Yersien 4, Sre: 192,168,1.20 (192,168, 1.28), Dst: 192,168.1,2081 192, 168,1.281)
b Transmission Contrel Pretocel, Src Port: hilp (BG), DsbL Porl: 58251 (58251), Seq: 3005220433, Ack: 4147237081, Len: 172
~ Wypertext Transfer Prolecal
o HTTRAL, 1 3082 Page Movedirin
Lacabion: hilps:/ /10 46,66, 74: 5443 fues LporLal fgaloway 7sess lonTd=CRAROAR10ASBENSDE L5F 1B4T6ac L on=cpphin
Pr'n-gnd ¢oma-cachey ryn
Cache-Contral: noe-c acheh ryn
Wy
[HTTP response 1/1]
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[epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2
[matched with [acl=REDIRECT_ POSTURE

=epm-redirect:Fill in URL=https://10.48.66.74:8443/guestportal/gateway?sessionId
COA8000100000D5D015F1B47&action=cpp for redirection

:epm-redirect:IP=192.168.1.201: Redirect http request to https
guestportal/gateway?sessionId=C0A8000100000D5D015F1B47&action=cpp/10.48.66.74:8443//



epm-redirect:EPM HTTP Redirect Daemon successfully created

Muassi i8SV elasVl aouas JYS o ds S Sy oS

debug ip http all

http_epm_http_redirect_daemon: got redirect request

'"HTTP: token len 3: 'GET

http_proxy_send_page: Sending http proxy page

. http_epm_send_redirect_page: Sending the Redirect page to

i glla, ¥ .(10.48.66.74:8443 _JI 6 il (SSL) d@oVl Juwogill i3l dado Joo dulxy Jrosdl Juai; 4
‘redirection lay,

epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2] didn't
[match with [acl=REDIRECT POSTURE
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epm-redirect:IP=192.168.1.201: Ingress packet on [idb= GigabitEthernetl/0/2] matched
[with [acl=REDIRECT_ POSTURE
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