odlod JJpod py9) ISE Guest og £ l,6 SMS
luvoobl [Js pild odosu zolj IUgHyuo 9lJuwlbiso

Slhgizall

do 280l

duw Y o lllaioll

ANIZYN]

do 2ol & bgSall

duwlwl o logles

SMS alg, 25l

oLl H9,0 a5,> 8959 aSuill _Jauasill puw )l
ol oSGl

(ISE) dsgpll oS wloas U >0
clasV| i

MailFilter go MailDrop

Juls

axoll o gaxill

(ISE) degll woisS wloas J 2o
clasVi P,

2l blawl

2l dssuai  Jole

Juls

cunll Wile

Le>Molg cllaz VIl SLiSiwl
(ISE) dsgell oS wloas U =0
o ol ologleo

doasoll
d9¢)l wloa> J,=0 2o (Channel g (MailDrop 9 (PostFix) ggicall jauanll Jol> gos dsS diwall 13D riog,
all ollwe> pg pil Guoasiuall JI (SMS) 6masll Slw )l doxs dlw, puasd Cisco o (ISE)

dawlw¥l ool

o lllaiall



;4] guolgolly @820 bl oS5 ol Cisco Luogs

Guest 9 Cisco ISE Jg.09 -
Shell 9 Linux axo,, -

dox o]l &ligSall
i Wl a5kl LgSally poll llaol L sl 13 L 63,le)l &logleall ik

&>l ol 91 1.2 lasYl (Cisco ISE -
2.10 ,lx0Y! PostFix -

2.6.0 ,laoYl MailDrop -

1.5.0 ,)luoYl Jsls -

Cisco pcxi V9 «é>gisall jsLaall Jol> & Channel 9 MailDrop g PostFix ol plell >, sV
Joliv > puasid 31 ol go ISE god Sou v dboluwy JWI 0950l Jlio pasyg .o lxiiall 01

8362Vl o> ol .aols dlass iy S 539290l 8562V (o Aiiall 13D 5 83,1l ologleall elis] o
Y Jaizall Lglll clagd oo ST 16 iolo cliSais olS 13] .(Liolidl) poman oSy Ainuall 13D 9 doriuwall
ol

dwlwl logleo

clolially Hlg3llg Beuall sxle W39 «aSuidl I edsoll Jouooll Bows wllwe clisl ISE U aouy
bzl elin] xie . Sl dlgy e eMaSl uoasiaall dawlss oblusl 038 clis] aiy oMol ¢ Likiaually

paziuall Wld I 6ile SMS plasiwly _Saolys JSuin 3Ll ai; Jg09 1950 dals’ Jlu| oSanll oo
-l Jlg=Jl

Logal 3, Jas JoSei9, plaziwly (59 iUV Al e 03® slaie¥l @bl Cisco ISE Juw of oSy
SMS adus ¢ dgguo dlgdl 03 .Mail2SMS 6,Le _JI (SMTP)

oSl

SMS alg, xilgd

Jio (dalizo V95959 v plaziwl ollll sl ésle pgiSay . ol 9 Mail2SMS 6,le] 63a2i0 Jgl> 1293
oIl JI owudl ool JgSgig ) HTTP 9 ([FTP 9 ((Short Message Peer-to-Peer (SMPP 9 .SMTP

sazall Jgaxall wilgll _JI SMS @b, Jluls (sl oloxsg (SOAP)
L Loy oy 989 .l doll SMS Jilw, dilgy elis] JiadVl (o ¢eSy 19

51 dig,0 -

(Soixall e dnild bl e dnild (e8g)l e daild) agidl Jo> &S0 acled cliy e 6,14l -

Active Directory wlegaxal dalizo agi g Jlall Juw ) ddxall oLyl acled go JolSill -
(dalsall

()5 doas Jilio @da) a>1> V) S5l dloixo Juseiisi aglSG -



39S 20 S5l S Lglw,lg ISE dlawls, B5Lis] oo il dall olguisl) Ling] Sl 130 plackiw] 5] -
a3 @023 go Lol lgos piy dwasiis SMS 6)Le - dlaliso Lis aloc cl>] uaall o oSy 18

byl 39,0 &,> 39359 &yl lagasadl puw I

EMI/SEMASGSM
(/dev/tty®)
ISE Sponsor : \
: SMPP (tepf1775)
Pottal Phone with " /,, External
SIM card 5MS
1
Gateway
SMTP (tep/25) \
Postfix wit Kanne Kanne
HTTP 13013 bfar&rbanit:pﬁﬂﬂﬂll
Maildrop (tep/ : Smshox Bearerbox
:Lééaﬂl_g_a )

Ty - paziiol) Jgaxoll wislgll a9 96, laS SMS pMel go caro s clisl, JiaSIl pasiuall pgi,
JuiS oo | (o) sraall wlsic e aiisSs @5 SUI SMTP o315 I 59, e @l ISE
sms@test- . Jlall 130 _9) ISE _lc ple JSuin (J]) dg>0)l wloic o655 ai (> L a0

09,0l 4alSy pasimall punl Jio o> 09lis] po sVl pasimall Jg> Juoladl gia> 1>95 .(Cisco.com
SV 2l 3D ai 51

2 S . Jxo pduisi JoleS audl Jlu)l plaziiwl aigSs a5 sl PostFix ps5 Il (s9,uIV adl Sy
Jal (9 2l daas Jole e 20 Jlw)] dlawlss el pis 6,uile SMS paziae 2,0 Jd> I auduid]
oblll a5 e Hgiell pi 1319 «(39,aSIVI 2l Jud=i MailFilter _uaill ol il pgsy . pasiumall s )l
HTTP GET ollb sgixs . JslS clowl g0 JJI HTTP GET Llb Jlu,Y wget pasiuy w18 (a9 2]l
Kannel . pasisll, Loll Jlgxdl cailgll a8,9 49,00l dalS pasimmall punl go dpaill dlw I e
JLu,Y caoasiwall o Slllall 818 Jous) aslaziw] e sl Kannel J _oloVl W lall ¢® smsbox
.(Kannel BearBox _JI o,,,0i) SMS

3 .SMS Sl Jlul ddodus Jaxi silly (JslS i giye I ol 13d JulS clowl g0 Ju

.Bearebox _lc ligSs pi il (SMSCs) 6 masll Jilw Jl doas 51,09 aclgdll o wa=ll JUd 955 29 4
pi9 doldl dgeull Wxo Juaio Jlo> wil® dug dldoc juais . >3 SMPP 0515 Jloll 138 paiw
0> e (Kannel bearerbox 9 Kannel smsbox 9 Postfix) J=JI 13D (0 didnas 62>9 JS M IA O
e Luss e aigSs piy (JUall 13D 9 dblul J21 o . Juasio

ol oSl



(ISE) dysgll S oloxs I oo
ISE JI oSy steps in order to 13® ¢l

S paiawall @09 pir9 (o iOVI ISE (955 plaiw] o (Jliadl 13D (8 . JeSIl JS a0 paiaawe pn95G
:SponsorAllAccount dcgo>o

B = EaiiE 4> Home Operations|w Policy| v  Administration | v

n;.f System ? Identity Managemeant i Metwork Resources |_§‘ Web Portal Management [.g_,‘ Feed Service
Identiies = Groups External ldentity Sources Identity Source Sequences Seftings

Hetwork Access Users List > New Network Access User

Identities

¥ MNelwork Access User
L Pl
&~ - *Name [ sponsor
O Users s Status Enabled
; Endpeints

Email i

) Latest Manual Network Scan Res.. ¥ | sponsor@test-cisco.com| I

* Password

*Password | | Meedhelp

* Re-Enter Password | |

¥ Lser Information

First Mame | |

Last Mama | |

* Account Options

Description |

Change password on next login [

¥ User Groups

- [Sponsorallaccount O |

~JasIl dlgs o a>Y Juasdl pastiaall (g SV 2l (19SS Sy

2 :SponsorAllAccount dcgaxo) auol iVl wljlioVl =i 29 SMS loMe| Jlu)l o S



: BEMACE 'Engine <> Home Operations|v  Policyl ¥  Administration

%o System  GU Identity Management [ Network Resources | [y Web Portal Management | |[o, Feed
Sponsor Group Policy ~ Sponsor Groups Settings

Sponser Group List = SponsorAllAccounts
Sponsor Group

General Authorization Levels Guest Roles Time Profiles

Allow Login | Yes |
Create Single Account | Yes v]

Create Random Accounts | Yes -
Import CSV | Yes -

Send Email | Yes v|
Send SMS | Yeq .

Vow GusstPasswod
Allow Printing Guest Details | Yes -

ViewiEdit Accounts | All Accounts e
SuspendReinstate Accounts | All Accounts -

*AccountStartTime[1 | Days (valid Range 1 to 999999999)
* Maximum Duration of Account S | Days (valid Range 1 to 999999999)

SMS Jlw)| 5kiol Judaei piy (ol 9l JSuin

3 DNS cblac] éxo o0 a5kg SMTP o315 e 28

ces Engine

Servi

e,

¢ Home Operalions| v Policy| ¥+  Administration | v

E Systam G dentity Managemant [ Metwork Resources |2 Web Portal Managemant | Feed Senice
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Settings SMTP Server Settings
i Chient Provisioning *SMTP 35[\'5![ smtp.test-cisco.com | (#.9. email.example.com)
i= Endpoint Protection Service Guest User Settings
= FIPS Made (® Use email address from Sponsor ) Disable Nofifications
1= Alser Seftings (*) Enable Motific ations
b [ Posture () Usa Default email address _
1= Profiing * Defaull email address
» [ Protocols Save Resat
i Prowy
2 Securlly Group Access
iz System Time
i2 Policy Sets

ISE Jglx; ¥ .smitp.test-cisco.com cawao _JI wloMeYl aoll 9,V 2l Jilu) gro> Jlw)l ai
(Jo S 139 SMTP o315 g0 Jolill o) lginoSs p5 il cYlrall DNS MX c¥oxw 0 $aill

4 SMS pMelS alu,| piy s3I iV Al Lawass



el
E;Q" Identity Services Engine /> Home Operations|v Policy| v  Administration | v

=% System Z4 Identity Management i Metwork Resources |i!:: Web Portal Management |g Feed Senvice

Sponsor Group Policy Sponsor Groups Seftings

Spensor Portal Language Template List = English

Settings
—p— Language Template
= i
~ [ Sponsor Configura Template Definition
1= Authentication Sowrce

= Configure Home Page
* || Language Templale

i= ChineseSimpified_{&] i+ ¢ =
iz ChineseTradtional ¥ & o =

Configure Login Page
Configure Change Password
Configure Common Table Headers

i= Czech_Cedtina
:= Dutch Nederlands Configure Create Single Guest Account
i= Enghish Configure Create Random Guest Accounts
i= French_Frangais Configurs Impont Guest Accounts
iz German_Deutsch Configura Bulk Create Status Display
iz Hungarian_Magyor Configure Bulk Print Tabular Display
i= Ralian_Raliano : i
= Configure Sponsor Settings Customizations
i= Japanese_ b 4 i
— Configura Emaill Notifications
2 Korean_EH = 0]
i= Poligh_polski
££ Portuguese_Portuguls *Subject | Guest Text Notification
i= Russian_Pyccrs
; Spanish Esoad * Destination | sms@test-cisco.com
v ] My Devices user:UserName
» 5 Guest password:password

apl_id:AccountID
to:$mobilenumber§
text:Your guest account details:

1|

Sgaaz Jlul iy .08 a5 aiy @) Sl x>l slaeYl 989 digoll oIV il Gloic S o8
.sms@test-cisco.com _lc J| Jo> usi go luws augSs a5 SMTP o35 juc wlode)l

I3 2o ells s Sy oS . s9iSIV | e agidl elodel Jlu,Y ISE o685 Saall (o rdla>e
e Jasio Clus plaziwl, Cisco puas .algaxall wilogll Il 6,08 Jiluw,S & lewisdl Jlw,Y 2 sl
.(alert@test-cisco.com . JlaJl Juw _Jc) 0Vl lig Postfix psl>



fi
qnin

e e itngine 7 Home Operations|v  Policy| ¥  Administration | =

«% System | 5L IdentityManagement | MNetworkResources [ Web PortalManagement |5, Feed Senice

Deployment Licensing Cartificates Logging Maintenance Backup & Restors Admin Access Seftings
Settings Alarm Settings

1= Clhent Provisioning

52 Endpoint Protection Service Alarm Configuration

i FIPS Mode

i Alarm Settings Enter Email addresses to receive alarm notification
v 5 Posture

= Profiing
» [ Protocols :

32 proxy Enter muitiple e-mails separated with comma:

i= Security Group Access

i= SMTP Server Enter sender &-mail :

i= System Time

E Policy Sets Save Resat

elasVl aas

vasy cliuwl (ol oVl ueSil plasuuw] pis ISE o (59,8IV all Jilw Jusiwy SMTP o315 9 PostFix
99 S steps in order 1o 13® il .dgs il ol usill

ok Jole 0955 Loyl pgall 09 test-cisco.com Jlxa) dldxall dg2oll 9SG I PostFix (950 09

nyhost name = sntp.test-cisco.com

mydomai n = test-cisco.com

nydestinati on = $nyhost name, $nydomain, | ocal host
| ocal _transport = maildrop

.2 :master.cf 9 auxall jlawll jusi .master.cf (9 x| blaw| adoac lagiis 9 aJlll glaxll Jiai

mai ldrop unix - n n - - pi pe
{fl ags=DRhu user=vmail argv=/usr/bin/maildrop -d ${user

{recipient} daleoll 0 Vo, {user} doleall plaziw] pi d,dW Yo 9y Ao s ddac Y |yla;
W

IV 2l Sy Ll Lgolasil gty il lxall Sl SMS il oS o8

neptun ~ # useradd sms

neptun ~ # passwd sms

: New password

BAD PASSWORD: it is too sinplistic/systematic
: Ret ype new password



passwd: password updated successfully
/neptun ~ # chown -R sms:sms /home/sms

sl g elin] a SMS 023 pastias Il awono JSaisr lgasbus o2y iSOV 2l Sl JS W
630 J9Y Li9,iSIV sl el Losic Lslali 9 asUYI

MailFilter g0 MailDrop

lid e giall a5 13] . paismall (g )l JJa)l (3 MailFilter. o,e ail Jlwl g 6 ibbo asbu] Jid
1058 paiumall e calall oljliol s ol ooy .oiis iy (uaill zobdl G (alall

neptun sns # touch /home/snms/.mailfilter
neptun snms # chnod go-rwx /hone/sns/.mailfilter

ralall sgixo L Lowd

Mai | filter script for parsing | SE SM5 nessages #
Author: M chal Garcarz at cisco.com#
Date: 1 Dec 2013 #

"/ DEFAULT="$HOVE/ . mai | di r #
" DATE="dat e
"SHELL="/ bi n/ bash

Qur log file #
"logfile "/hone/sns/ maildrop.|og

Qur verbosity inthe log file #
" VERBOSE="5

R log "------------- SM5 MAI LFI LTER LOG
"log "Email received at: $DATE

(/7*.if (/+Subject:.*Guest.*Text.*Notification

}
"l og "Enmmil processed by script sending SM5 via Kanne
'" =USERNAME
""" =PASSWORD
""=TO
(if (/*text:Username:(.*)/:b
}

"l og "Usernane exists $MATCHL
USERNAMVE=$MATCH1

{

(if (/+text:Password:(.*)/:b

}
"l og "Password exists $MATCHL
PASSWWORD=$MATCH1

{

(if (/4to:(.*)/:b

}
"l og "Mbile phone exists $MATCHL
TO=$MATCH1

{

(»" if ($USERNAME ne "" && $PASSWORD ne "" && $TO ne

}



"l og "Sending via HTTP to kannel usernane=$USERNAME passwor d=$PASSWORD t 0=$TO
"DATA="| SE Cuest portal Usernane: $USERNAME Password: $PASSWORD

al so curl can be used instead of wget#

=xfilter "wget -O/dev/null \"http://192.168.112.100:13013/cgi-bin/sendsms?username
<<tester&password=foobar&to=$TO&text=$DATA\" >> /tnp/ mail drop-kannel .l og 2
"t np/ mai | dr op- kannel . | og/

{

(deliver to maildir (not used since xfilter returns !=0#
/to $DEFAULT

{
‘uaill

ISE e aiysSi a5 bo s 68 goigall oS 13 bo §ax,
(ISE (o LiolyidVl Ll plasiaw] pis) oSOV sl Ladl Jeasdl I 9all dalSs pasiuall puwl ,a,

&o Kannel SMSBOX _JI HTTP GET Jlw,Y Get :JgaxJl a915 59>9 dl> 9 >3 goliy cleaiw] -
URL ulsie 9 auso slaicl olly plasiw] piy al 16>V .o loleall a8lS
JslS 9 aigSi pi SVl paianll slaiel olly (@ 0@ .((username=tester&password=foobar
SMS Jlw)| ol;lisl,

e il plalo a>g,

il 2ol ! uais (o oMw - home/sms/maildrop.log/ -
dlogll Juaii o M=l - tmp/maildrop-kannel.log/ -

Js5

il > SMPP 0515 (5653l 138 paziow .5 ,00)l walall (0 bearebox 9 Smsbox 0 JS (1655 Sy
95l .SMPP SMS aoa3 3950 6,le (& el wod 3] wogll e 63azi0 wloas e jgiell Jeuwll ¢yo
2>19 SMPP ,9¢0 Jlw,Y laad I 130 paciaw .lgg>ei9 SMS Jilw, sl Jl >l 5929 pasl Lk dauw

.an|):ihul9

-etc/kannel/kannel.conf/ ;0o walniso Li®

bear er box#

group = core

adm n-port = 13000

adm n- password = bar
snsbox- port = 13001

|l og-level =0

"/var/| og/ kannel / kannel . | og
"/var/| og/ kannel / access. | og

"log-file
"access-1 og

SMSC SWPP #

group = snscC

SnBC = snpp

host = ****_com

port = 1775
smsc-username = 41jt7wi3
***k*x* = gmsc-password

= systemtype

= addr ess-range



SMSBOX SETUP #

group = snsbox

bear er box- host = | ocal host
sendsns- port = 13013

"-+ sendsns-chars = "0123456789
gl obal - sender = 12345

"log-file = "/var/l og/ kannel / snsbox. | og

|l og-level =0

"access-log = "/var/log/ kannel /access. | og
= white-1list

= bl ack-1ist

= reply-coul dnotfetch

= repl y-coul dnot r epr esent
= reply-requestfailed

= repl y- enpt ynessage

SEND- SM5 USERS, this credentials has been used in wget script #
group = sendsns-user

username = tester

password = foobar

"k ok x *" = user-deny-ip

"* * user-allowip = "192.168

SM5 SERVI CE Default #

(there should be default always (this is for receiving SM5 nessages - nhot used #
group = sns-service

keyword = defaul t

"text = "No service specified

:GSM SMSC (6559 USB e Jlg> aild Juogs o,Sanll oo

group = snscC

SNBC = at #type = GSM

snec-id = usb0- nbdem

ny- nunmber = 1234

, mdent ype = auto #types: wavecom sienens, sienens-tc35, falcom
noki aphone, ericsson

device = /dev/ttyUSBO #phone devi ce seen on server

Android il pliai o0 2.2 0ol 9 (Jbiall Juw e p3eall wsllog lagiis Loyl pjl sl alass 9
USB i8lio/algaxall di>Lull boladl Juoesg Settings/Tearing (9 aisai ai «5a>Y obluoYly

:Jlio L La$ .smsbox 9 BearBox ¢, JS Jsuiw ol ,Si

neptun ~ # /etc/init.d/kannel-bearerbox start

[ Starting kannel bearerbox ... [ ok *
neptun ~ # /etc/init.d/kannel-smsbox start
[ Starting kannel smsbox ... [ ok *

neptun ~ # netstat -atcpn
(Active Internet connections (servers and established

Proto Recv-Q Send-Q Local Address Forei gn Address State Pl D/ Pr ogr am nane
tcp 0 0 0.0.0.0: 13013 0.0.0.0:* LI STEN 24170/ smsbox
tcp 0 13000 * LI STEN 24151/ bearerbox

o o

0 0.0.0: 0.0
0 0.0.0: 13001 0.0. * LI STEN 24151/ bearerbox

0. . 0:
tcp 0 0. . 0:
el J2l o aieSs a5 JSYI e a>1g SMSC _le BearBox soixy ol vy

auall o faxil



2o JSuin ousSil Jac S pud)l 13D paziwl

(ISE) dyegll caidsS oloas >0

https://ise.test- _J| Jo> I Jouniy JuaSIl pod, .(8443) JuaSIl alod ol ,idV dsiol plaiw| piy
cisco.com:8443/sponsorportal

gblag] (9 o oSl A oloie a) JiaSIl ol oo ST

il ]n -
ciIsco Sponsor Fortal  Welcome sponsar | My Settings | Sign Out

My Settings
Language template: | English v [Ause browser locale
Location: | |
Your email address: | SPONSOr@Lest-clsco.com | [ Rocaivs amal confemation
Guest role [defaul): | Guest -|
Account duration (default): | DefaultEightHours .|

* Time zone (default): | GMT +01:00 MWWW-|

Motification language (defaul): |Engli3]'| -|
ald password: | |
Mew password: | | Meed help with passwand palicy?
Caonfirm password: | |
Save | | Cancel

:SMS pMel plasiwly caall Gl clisl



Create Account

First name

Last name:

Email address

Phone number:

Company: [

Optional data 1
Optional data 2

Optional data 3

Optional data 4:

Optional data S:

* Guest role

* Account duration

*Time zone

* Notification language

: [juhn
Smith

i [guest@test-cisca.mm ¥ Send email notification
48504 ¥ Send text notification

|

|

3

: [Guaﬁt -l

; [DaﬁaultElth:chrs -rl

! [ GMT +01:00 Europe,fWars-l

: [ English -l

(cance

r2lxis 0dlinl i il Glu> ol last ali



Successfully Created Guest Account:

Username:
Password:

Frst name:

Last name:

Email address:
Phone number:
Company

Status:
Suspended:
Optional data 1:
Optional data 2:
Optional data 3:
Optional data 4:
Optional data 5:
Guest role:

Time zone:
Motification language:
Account duration:
Account start date:

Account expiration date:

jsmith02

teub79_&r

John

Smith
guest@test-cisco.com

485

Awaiting Initial Login

false

Guest

GMT +01:00 EuropefWarsaw
English

DefaultEightHours
2013-11-30 22:39:00

2013-12-01 06:39:00

9SS o5 SUI SMTP o315 JI (9,68] a0 JLo)l ISE e oy

elasV aouas

L& .(sms@test-cisco.com) _Ixoll L lwxdl I lgoubwid 2l Jlw)| pasiowny dlw Jl SMTP o5l sliy

:var/log/messages/Jl ;,» wahiso

[ Nov 30 22:39:47 neptun postfix/sntpd[18460]: connect from unknown[192.168.112.1
Nov 30 22:39:47 neptun postfix/sntpd[ 18460]: 2B36030B32: client=unknown
[192.168.112. 1]

=Nov 30 22:39:47 neptun postfix/cleanup[18463]: 2B36030B32: nessage-id

<JavaMai | . root @ se2. 563762958. 941385847586377>

=Nov 30 22:39:47 neptun postfix/gmgr[32658]: 2B36030B32: from



(size=689, nrcpt=1 (queue active

, <Nov 30 22:39:47 neptun postfix/pipe[18464]: 2B36030B32: to=<sms@ est-ci sco.com
relay=maildrop, del ay=0.18, del ays=0.14/0/0/0.04, dsn=2.0.0, status=sent (delivered
(via maildrop service

il blaw|

ubiis pody Sl home/sms/.mailfilter/ juai 2l Jd> poss SMS Jilw, JI (s9,8IV 2l Jlw,yl S

Do el >

:home/sms/maildrop.log g990 0 wilniso id

----------- SM5 MAILFILTER LOG ------------

Emai | received at: Sat Nov 30 22:39:47 CET 2013

Emai | processed by script sending SM5 via Kannel

User nanme exists jsmth02

Password exists t6ub79_6r

Mobi | e phone exi sts 4850XXXXXXX

Sending via HTTP to kannel username= jsmith02 password= t6ub79_6r to=4850xXxXXXXXX

2l duai Jole

Slaleall @5 ;a1 Wget clexiwl, poi; il Xfilter s poig o Ulyl @15 MailFilter _uall aob,Jl 1,4,
o)l ]|

:tmp/maildrop-kannel.log/ ;0 walnise i

=http://192.168. 112. 100: 13013/ cgi - bi n/ sendsms?usernane 22:39:47-- --2013-11-30
:t est er &passwor d=f oobar &to0=4850xxxxxxx&text=ISE%20Guest%20portal%20Username
%20%20jsmith02%20Password:%20%20t6ub79_6r

. Connecting to 192.168.112.100: 13013... connected

HTTP request sent, awaiting response... 202 Accepted

[Length: 24 [text/htn

'Saving to: “/dev/null

oK 100% 1. 14M=0s

[MB/s) - “/dev/null' saved [24/24 1.14) 22:39:47 2013-11-30
HTTP GET (b Jgu9 pi

Jsls

ad Lol g0 Ll Sl 13 Jlu,l o8 iy Wget oo HTTP Ul ail o, oMeYl, Kannel smsbox pgé,
SMS Sl Ak

:var/log/kannel/smsbox.log/ 0 wlhiso i®



<I NFO. snmsbox: Got HTTP request </cgi-bin/sendsns [5] [18184] 22:39:47 2013-11-30
<from <192. 168. 112. 100
INFO sendsms used by [5] [18184] 22:39:47 2013-11-30

<INFO sendsns sender:<tester:12345 [5] [18184] 22:39:47 2013-11-30
:to:<4850xxxxxxx> msg (192.168.112. 100)

<jsmith02 Password: t6ub79_6r
-DEBUG Stored UUI D fd508632- 9408-49el-9eda [5] [18184] 22:39:47 2013-11-30
3ce8d4b939d4
DEBUG nessage | ength 57, sending 1 nessages [5] [18184] 22:39:47 2013-11-30
<.DEBUG Status: 202 Answer: <Sent [5] [18184] 22:39:47 2013-11-30
DEBUG. Del ayed reply - wait for bearerbox [5] [18184] 22:39:47 2013-11-30
-DEBUG Got ACK (0) of fd508632-9408-49el-9eda [0] [18184] 22:39:47 2013-11-30
3ce8d4b939d4

2 haJl Jaw 9 a2l SMPP o35y JulS 68 6LS gy ,0 Juai,

:var/log/kannel/kannel.log/ ;o walniso L

DEBUG boxc_receiver: sms received [8] [18165] 22:39:47 2013-11-30

<DEBUG send_nsg: sending nmsg to box: <127.0.0.1 [8] [18165] 22:39:47 2013-11-30
: [:DEBUG SMPP[SMPP:***** _ com:1775/0:41jt7wi3 [6] [18165] 22:39:47 2013-11-30
(t hroughput (0. 00, 0.00

:[: DEBUG SMPP[ SMPP: ***** com 1775/ 0: 4l jt7wi 3 [6] [18165] 22:39:47 2013-11-30
. Sending PDU

: DEBUG SMPP PDU 0x2056bf0 dunp [6] [18165] 22:39:47 2013-11-30

DEBUG: type_nane: subnmit_sm[6] [18165] 22:39:47 2013-11-30

DEBUG command_i d: 4 = 0x00000004 [6] [18165] 22:39:47 2013-11-30

DEBUG conmmand_status: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30

DEBUG sequence_nunber: 5 0x00000005 [6] [18165] 22:39:47 2013-11-30
DEBUG: service_type: NULL [6] [18165] 22:39:47 2013-11-30

DEBUG source_addr_ton: 2 = 0x00000002 [6] [18165] 22:39:47 2013-11-30
DEBUG source_addr_npi: 1 = 0x00000001 [6] [18165] 22:39:47 2013-11-30
"DEBUG source_addr: "12345 [6] [18165] 22:39:47 2013-11-30

DEBUG dest_addr_ton: 2 = 0x00000002 [6] [18165] 22:39:47 2013-11-30

DEBUG dest_addr_npi: 1 = 0x00000001 [6] [18165] 22:39:47 2013-11-30

"DEBUG destination_addr: "4850xxxxxxx [ 6] [18165] 22:39:47 2013-11-30
DEBUG esmclass: 3 = 0x00000003 [6] [18165] 22:39:47 2013-11-30

DEBUG protocol _id: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30

DEBUG priority_flag: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30

DEBUG: schedul e_delivery_time: NULL [6] [18165] 22:39:47 2013-11-30

DEBUG validity_period: NULL [6] [18165] 22:39:47 2013-11-30

DEBUG regi stered_delivery: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30
DEBUG replace_if_present _flag: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30
DEBUG data_codi ng: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30

DEBUG smdefault_nsg_id: 0 = 0x00000000 [6] [18165] 22:39:47 2013-11-30
DEBUG sm | ength: 57 = 0x00000039 [6] [18165] 22:39:47 2013-11-30

: DEBUG short _message [6] [18165] 22:39:47 2013-11-30

: DEBUG Cctet string at 0x205ec70 [6] [18165] 22:39:47 2013-11-30

DEBUG len: 57 [6] [18165] 22:39:47 2013-11-30

DEBUG size: 58 [6] [18165] 22:39:47 2013-11-30

DEBUG imutable: 0 [6] [18165] 22:39:47 2013-11-30

DEBUG dat a&col on; 49 53 45 20 47 75 65 73 [6] [18165] 22:39:47 2013-11-30

6f 72 74 61 6¢C ISE Guest portal 70 20 74
DEBUG, dat a&col on; 20 55 73 65 72 6e 61 6d [6] [18165] 22:39:47 2013-11-30



3a 20 20 6a 73 6d 69

DEBUG dat a&col on; 74 68 30 32 20 50 61 73 [6] [18165]
:6f 72 64 3a 20 20
DEBUG dat a&col on; 74 36 75 62 37 39 11 36 [6] [18165]
t6éub79.6r

. DEBUG Cctet string dunp ends [6] [18165]
. DEBUG SMPP PDU dump ends [6] [18165]
:[: DEBUG SMPP[ SMPP: ****** com 1775/ 0:4ljt7wi 3 [6] [18165]

:[: DEBUG SMPP[ SMPP: ****** com 1775/ 0: 41 jt7wi 3 [6] [18165]

: DEBUG SMPP PDU 0x2056bf 0 dunp [6] [18165]

DEBUG type_nane: submit_smresp [6] [18165]

DEBUG command_i d: 2147483652 = 0x80000004 [6] [18165]
DEBUG: command_status: 0 0x00000000 [ 6] [18165]

DEBUG sequence_nunber: 5 = 0x00000005 [6] [18165]

" DEBUG: nessage_i d: "4128473611307259 [6] [ 18165]

. DEBUG SMPP PDU dunp ends [6] [18165]

:[: DEBUG SMPP[ SMPP: ****** com 1775/ 0:4ljt7wi 3 [6] [18165]

Username: jsmi 65
22:39:47 2013-11-30
th02 Password 77 73
22:39:47 2013-11-30

22: 39: 47
22: 39: 47
22: 39: 47
(t hr oughput
:[: DEBUG SMPP[ SMPP: ****** com 1775/ 0:4ljt7wi 3 [6] [18165] 22:39: 47
(t hr oughput
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ISE Guest portal Username:
jsmith02 Password: t6ub79 6r
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