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ALarm i monitnr suthonzaton results and scive sestions.
Suggested Acticns

Chisck yidur histwork of Clico ISE configuration changes fof any discnpancies.

The number of
Authorizations in

Rows/Page 4 1 n Go 4 Total Rows

configured time period . B

with Authorization Profile
¥ Rafrash Aknowledgn - - [ad_user]; in the last

B0 minutes Is & which is

groater than the
[] Time Stamp Description configured value 5 Detalls
O Oct08 2021 00:40:00.016 AM The number of Autharizations in configured time period with Authorization Profile - [ad_user]; in the 1351 60 minutes k... A
O Oct02 2021 14:40:00.013 PM The number of Authorizations In configured time period with Authorization Profile - [UDN; ad_user]; in the tast 80 min.. a
O 0c10z 2021 14:20:00.011 PM The number of Authorizations in configured time period with AuThorizaton Profile = (UDN: sd_userl; in the 1st 60 min, A
O ©ct02 2021 14:00:00.082 PM The number of Autharizations in canfigured time period with Autharization Profile - [UON; sd_user); in the last &0 min, a8

cuwsole ISE 3.1 luwoubl [ds volisg IJegssd - ol uosd IJouwse

luvoduiles IJIgble 9] oJlzol
S99, 031 ldBuwe pedsple spdud [uwaislpol Jlgweduld igble IJodssy sluadlzol.

Jlgwed ol ié]olc lJouwse sluadlzoli sgw wepdsu pdsy Cisco-mnt g_J..s_&éxS IJPJU.._JSS
(MnT) e lple cB8sSp lIJooese eds €928 MnT. luedd s IJgpdsle > lgvoduilo IJIRble
Sluadlzol > pglde wuoese IUIgble > wdg sy yved IJIé_JoIn. e IJers ldos wgpd gdsol grple
IJeol 306 980 woéssy puvess duved Is ouorse léble Iuve 1Jpdse Cisco-mnt Jel o9
PILPT:

= Cisco ISE Operations - Troubleshoot a @
Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration o List > Is8131.A8ncy.com

Debig Log Canfiguration

Debug Level Configuration

Gomponent Name ~ Log Lovel Description Log file Hame
bootstrap-wizard INFQ Bootstrap wizard messages ise-psc.log
ca-serdce NFG A Serice mossages caparvice log
Ca-gdivice-cor INFOH Ch Service Cort messsges is@=pac fog
CacheTrackes WARN BSC cache related detug messages tracking lag
cortprovisioningEons INFQ Gertificate Provisioning Poral dubug messages Questleg

DEBUG WA I
client-webapp OFF Chent Provisioning admin server debug ma guest.iog

collecion EATAL Debug colleciorn on MET nodes callecor log
epi-lustéring EAROR Nodé group runlime messagis ise-pac bog
cpm-mnt WARN Dobug MAT Ul logging Ise-psc.log

EDF INFO Ennty Dalirtion Framewsrk logging edtiag
sdi-remating LI EDF Remating Framewcrk Ise-psc.log
O12- parsistance FEEs EDF2 Parsistance Fromework ise=psc.lop
andpoint-analvics INFO EA-ISE bnearation &a.loa

cuwsole ISE 3.1 Igwaubl lds wokseg IJogssd - odaso wuoese lgble ISE

ouwesd ldouoluole gus ouvgsd IJouuse.

2021- 10- 06 00: 40: 00, 001 DEBUG [ MhT-Ti mer Al ar ns- Thr eadpool - 4] [ ]



mt . common. al ar ms. schedul e. Al ar niTaskRunner -::::- Running task for rule: AlarmRule[id=df861461-
89d5-485b-b3e4-68e61d1d82fc,name=AD user

profile, severity=2,i sMandat ory=f al se, enabl ed=true, descri pti on={65, 108, 97, 114, 109, 32, 116, 111, 32,1
09, 111, 110, 105, 116, 111, 114, 32,97, 117, 116, 104, 111, 114, 105, 122, 97, 116, 105, 111, 110, 32, 114, 101, 115,1
17,108, 116, 115, 32, 97, 110, 100, 32, 97, 99, 116, 105, 118, 101, 32, 115, 101, 115, 115, 105, 111, 110, 115, 46},

suggest edActi on={ 67, 104, 101, 99, 107, 37, 50, 48, 121, 111, 117, 114, 37, 50, 48, 110, 101, 116, 119, 111, 114, 107
, 37,50, 48, 111, 114, 37, 50, 48, 67, 105, 115, 99, 111, 37, 50, 48, 73, 83, 69, 37, 50, 48, 99, 111, 110, 102, 105, 103, 1
17, 114,97, 116, 105, 111, 110, 37, 50, 48, 99, 104, 97, 110, 103, 101, 115, 37, 50, 48, 102, 111, 114, 37, 50, 48, 97, 11
0, 121, 37, 50, 48, 100, 105, 115, 99, 114, 101, 112, 97, 110, 99, 105, 101, 115, 46}, det ai | sLi nk=#pagel d=page_r ep
orts_detail s&oul | Qut | d=aut hori zati onResul t Al ar nDet ai | s&defi nition=/Di agnosti cs/ Aut hori zati on-
Result-Alarm Detail s. xnl,

al ar niTypel d=1065, i sUser Def i ned=t r ue, cat egoryl d=1, enabl edSysl og=t r ue, erai | Addr ess=[], cust onErmai | T
ext ={}, i dConnect or Node=f al se]
2021-10- 06 00: 40: 00, 001 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmmon. al arms. schedul e. t asks. ScopedAl arnifask -::::- Running custom alarm task for rule: AD user
profile

2021-10- 06 00:40: 00,010 INFO [ MT-Ti ner Al arns- Thr eadpool -4][]

conmmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Getting scoped al arm conditions

2021-10-06 00:40: 00,011 INFO [ MT-Ti ner Al arns- Thr eadpool - 4] []

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Building attribute definitions based on

Al 'arm Condi ti ons

2021-10- 06 00:40: 00,011 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition is:

Al ar nCondi ti on[i d=bb811233- 0688- 42a6- a756-

2f 3903440f eb, fil ter Condi ti onType=STRI NG 2),filterConditi onNane=sel ected_azn_profiles, filterCondi
ti onOperator=LI KE(5),filterConditionValue=,filterConditionValues=[ad_user],filterld=]

2021-10- 06 00:40: 00,011 DEBUG [ M1T-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition is:

Al arnCondi tion[id=eff11b02-ae7d- 4289- bae5-

13936f 3cdb21, fil terConditi onType=I NTEGER(1), filter Conditi onNane=ACSVI EW TI MESTAMP, filterConditi o
nQOper at or =GREATER_THAN( 2), fi |l t er Condi ti onVal ue=60, fil ter Condi ti onVal ues=[],filterld=]

2021-10- 06 00:40: 00,011 INFO [ MT-Ti ner Al arns- Thr eadpool - 4] []

common. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Attribute definition nodified and al ready
added to |ist

2021-10- 06 00:40: 00,011 DEBUG [ Mn1T-Ti ner Al ar ns- Thr eadpool -4][]

common. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Query to be run is SELECT COUNT(*) AS COUNT
FROM RADI US_AUTH 48 LI VE where (sel ected_azn_profiles like '%ad_user,% OR

sel ected_azn_profiles like "ad_user' OR selected_azn_profiles like '%ad_user’' OR

sel ected_azn_profiles like 'ad_user,% ) AND (ACSVI EW TI MESTAMP > SYSDATE - NUMIODSI NTERVAL( 60,
"M NUTE' )) AND (ACSVI EW TI MESTAMP < SYSDATE)

2021-10- 06 00:40: 00,011 DEBUG [ Mn1T-Ti ner Al ar ns- Thr eadpool -4][]

ci sco. mt. dbms. ti mest en. DbConnection -::::- in DbConnection - getConnecti onWthEncryPassword
cal |

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool - 4] []

conmon. al ar ms. schedul e. t asks. ScopedAl arnifask -::::- Threshold Operator is: Geater Than
2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

conmon. al arms. schedul e. t asks. ScopedAl arnifask -::::- Alarm Condition met: true

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

ci sco.mt. conmon. al arns. Al ar mMAdrker -::::- df 861461-89d5-485b- b3e4-68e61d1d82fc -> Enabled :
true

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

ci sco.mt.common. al arns. Al armAorker -::::- Active MNT -> true : false

2021-10- 06 00: 40: 00, 015 DEBUG [ MnT-Ti ner Al ar ns- Thr eadpool -4][]

ci sco.mt.comon. al arnms. AlarmMrker -::::- trip() : Al arnRul e[id=df 861461- 89d5- 485b- b3e4-

68e61d1d82f c, name=AD user

profile, severity=2,i sMandat ory=f al se, enabl ed=true, descri pti on={65, 108, 97, 114, 109, 32, 116, 111, 32,1
09, 111, 110, 105, 116, 111, 114, 32,97, 117, 116, 104, 111, 114, 105, 122, 97, 116, 105, 111, 110, 32, 114, 101, 115,1
17,108, 116, 115, 32, 97, 110, 100, 32, 97, 99, 116, 105, 118, 101, 32, 115, 101, 115, 115, 105, 111, 110, 115, 46},

suggest edActi on={ 67, 104, 101, 99, 107, 37, 50, 48, 121, 111, 117, 114, 37, 50, 48, 110, 101, 116, 119, 111, 114, 107
, 37,50, 48, 111, 114, 37, 50, 48, 67, 105, 115, 99, 111, 37, 50, 48, 73, 83, 69, 37, 50, 48, 99, 111, 110, 102, 105, 103, 1
17,114, 97, 116, 105, 111, 110, 37, 50, 48, 99, 104, 97, 110, 103, 101, 115, 37, 50, 48, 102, 111, 114, 37, 50, 48, 97, 11



0, 121, 37, 50, 48, 100, 105, 115, 99, 114, 101, 112, 97, 110, 99, 105, 101, 115, 46}, det ai | sLi nk=#pagel d=page_r ep
orts_detail s&oul | Qut | d=aut hori zati onResul t Al ar nDet ai | s&defi nition=/Di agnosti cs/ Aut hori zati on-
Result-Alarm Detail s. xnl,

al ar niTfypel d=1065, i sUser Def i ned=t r ue, cat egor yl d=1, enabl edSysl og=t r ue, erai | Addr ess=[], cust onErmai | T
ext={}, i dConnect or Node=fal se] : 2 : The nunber of Authorizations in configured tine period with
Aut horization Profile - [ad_user]; in the last 60 mnutes is 9 which is greater than the
configured value 5
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