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28U, @+@*U"U...USZo

@UfUUSUT U... @U@ NES U...Ut U @83-U100 &PP-@+ @8U. BEU PSU... B+
@UfUUSUt U... 3@ @' ISE 98U, U...0U. US

U fUUSUtT @suU. U..argU @ @ @sU, U...0U. USU...Ut U'gsa-Utge @sU. U... IR U...

@8U, @+@*U"U...USZO

@UfUUSUT @80, U.. 20" @ @t @§U. U...@U. USU... Ut UG§3-U100 @%@ O+
28U, BV @8U... O+

28U. %30, U, U...Ut @8V, @@0

28U, 70U, U, & @5p3@Pded BsU... U@§p-Utde @8V, V... FPaeT U. .
@8U.@+@rU"U.. . USPO

@8V, PV, U, O B8P@Po®@ @8U... CLI (U @83-U00 @*0-@+ @8V, BEU BSU ... B+)
sV f @SV € B8V, BEPRP-080; U"2¥PuU,B80Ut08

@8U,U...U,0U...g0

USU @10 Ut@°a§ @suU, U... Ut UfUSU@USQ© @2UfU"USUT U...2°2°U" @ @' @'U,,U%o
U..00+Uf 2®@ U...080° @8U, UtU"US@®© (ISE).

@80, U...0%3-U, & @802 @8U,, DEDDEDU SPO
280, U...2°0.U, 0'080°

@ @S Cisco I'BEUT U fUUT U, T USUf U...03+U €00 @ @80, U...U 0829 USD"
@8V, 2°@8U,USQ©:

e U..0'0+U€©00 B£B*0580USO0© @ U...00+Uf @0 U..080° @§U,UtU USB© (ISE)



. U...0'0+U€©00 PL£B*D580USO0 @ 3080 U... @ @+U @*U"Ufu~u, Utu,U,
@8U,U..U,U€D8@° (FTP) U"@®®sD U... 3" @+U"@2U"Ufu"U, UtU,U,
@8U,U...U, U€DED? SSH (SFTP)

28U, U...UfU"Ut@sze @sU, U...23223e@ U... g0

oo Ute 280,U...010,U°U...082° @8V, U080+ @0 UeUS Ut@°0s @8U,U...0°0°Ut0 "~
@¥U,U%0 O¥0ud 280+080° @8U,0 @+@8U...0- U"@8U,U...UfU Ut@80?
@8U,U...080 US@© @8U,2°08U,USQO:

« Cisco |dentity Service Engine@E @8U, D¥O@ D8D+ 2.x
. Z2RPEFU... FTPUG.USU@US U"0®@8D U... SFTP

... ¥UtD @8@; @8V, U...20U, U"U...0827 38U, U 080+@ @© U@ US Ut@°ds
@80,U..2°2°Ut@" U...Ut @8U,0£8-U2?0© ?8U,U..U"0-U 0 0o U€eUS 3" USSP ! 00
U...0"'U...U,USQ0© 0®D83u00. 3" @ B£2? @-U..USP" @8U,0£3-Ui0*00©
280,U..U02°0°0®0 U...00 U@US Uid°as 98U, U...2°0°U1t0~ @ @2Ufu"USUt
U..U0..2°0"0 (28U € 2°0+@809US). 0¥@°08§ Uf@s8UT0° @' @ Uf@2Uf U,USD™

80, 2°0 @°USU,0CE U 2°0£Uf@~ U...Ut U@ULU...Uf U, U, 2°0£B«USP+ @8U,U...00°U...U,
U, @£US B£U...0+.

U...0W, U U...080° BEB3B8BRUSTO

@*U...3 U, Uf Cisco @ MUTD @380 U... 3300 @ B1@sa@ U g U€Uids U...Ut @®U,28U,,
U..? @®U, 08U,0¥0 @80+00©. USU...UfUTUS o¥U1t0 @8@; Ut@°Ut @8U,B£UTU 080"
U...Ut @8U,U...0°0°U "0 @'080°:

U, d+0u

FTP

SFTP

NFS

U...00tUf O£V, B+asai ... 21200 3-00
HTTP

HTTPS

U...U, 2803 @©: USU B% @' @£UT USUFUUT U, F USUf @3-U... U...2Pa0U g @t
USa U, @° 10 @3-USP-a8a@ @sUS2e U, @'U...U, US@sar @sU, Utd @+ @8V, @@°U ST+@0
(100 U1V, 3-@© UtU1@sUSgo @EU” BEU, U, )BE U” 100 3-UST-D5F @5V SR

U, 2U...U,USzs82° @sU, Ute @+ @sU, U...@3)" B3D-BOBE U" 200 B-USP-I8F @8U SR
U,2tU...U, USoser @8V, Ute @+ @8V, U@ USD+J0.

USU...UfUt @2UfU USUt U...2%P0° g @@8@? ISE U...UT UfU, U...Ut U 28@-U1@0
@8V, U...2¢roe@ U... @8V, @+@U"U...USgo (GUI) U U B8a-Utd0 &30 O+

@80, PEU @8U...B+ (CLI) B8V, ZRBEB@O @ ISE U"USU...UfUt o¥Paraed @sU... U8
U, U3@°Ut @80, BED°D+DEDT:

- 28U, Uteroe o8V, 2802705050 US U, 0 USsU 1082 2rUUSEIg0 U...og+Uf
oed U...052° 98U, UTUUSEO (1SE) U 2eUSU, U10§ U 08P aa'asa o°U+as



@¥+U,USge U, ISE

DD USSR & B+@8U... 7~ @8V, ZPo@USD

@@ USo+ @8V, @' US@8UTasa? (28U, @?U, @8@+US@+) U...Ut @8U, U... 0t
@8U,U...z3z0, U,

@@ USo+ oarU...00 @8V, g @U... U...Ut @U,J @O ISE

U...U, 9800 @0©: @8U, V... @ B'@8@° @8U, 2US US@?U... @UfU USUtTUT@s U... .Ut
U 283-U100 @°@-@+ @8V, BEUBSU...@+ U, 21U, 3 20 I1SE UtUS U... 3300 & BLaisar
U...0U,US@o U, UfU, 2U,J @0 U'ZARU... o¥r@sU, @?U108 'UTD O¥D'DSD @O
@?pU...USU, 28U, 2'U, @ @©. USZAU... UT@Ra® @sU, U...a3aRrU & B\a8@R @sU, @US
US@?U... 22U fUUSUtTUT@g U...UT U @80-U1@0 @8U, U...ZPZPa®T U. ..

@80, 2+2e0"U...USEO (GUI) 28U, 2RD8B@O @ I1SE P¥U, U% @-U...US @80, 21U, &~
U,USg@8U, Ut @+ U'U, 3§ 22 ... o¥zr@sU, 2rU0s U tD O¥P8a DO
@?U...USU, 98U, 2'U, T J©.

@8U, @ fU USUT
@0 fUUSUT U...0°020 G B FTP

@UfUUSUt U...2%0%0"° 3 @ FTP U...Ut U'@82-U100 B8V, U.. 333 3ed U...
@8U, B+@3U"U...USZO

Q§l:J,, Q®®-QAQ© 1. U,,Q%fUAUéUTUW%Ag_Ql U, U%o !SE@CE‘U, U... QWQTUEU,,
@8U, @ O®U U, @¥U, U% U @83-Uta© @8U, U...ZFFI®J U... @8U, d+@RUU...USZO ISE
U asUTt@RU, U, @¥U, U%o Administration > System > Maintenance > Repository. @«U ... @8UTU, @+ AddDE
UfU...@8 UtU" U...U 212 U@ US @8U,0uU"0+00.

‘thals Identity Services Engine Home  » ContextVisibility  » Operations  » Policy | TLL

« System ¢ |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment Licensing » Certificates » Loggng | ~Maintenance | Upgrade » Backup & Restore  » Admin Access b .

o
Patch Management Repository List
Repository -
r{' Edit | s=Add | ==Generate Key pairs gl Export public key = € Delete /- Validate
Operational Data Purging
[] Repository Name ~  Protocol Host

@8V, 20@-U"@0 2. 20" U@ USD+ Repository Name U"PAB®ZDED+ Fp Uf@ @xU 20" UfUU,. @<U...
BED D®U,, Server Name, Path, User Name,U” PassworddE @«U ... @8UTU, @+ submitdE UfU...a8 UTU"
U...U022



‘oses'  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

¢ Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging | ~Maintenance | Upgrade » Backup & Restore  » Admin Access
[ <]

Reposi i i
Patch Management epository List > Add Repository

Repository Configuration

Repository

' Repository Name | FTP-Repo

* Protocol | FTP 'I

Location

Operational Data Purging

* Server Name | 10.106.37.174 |

*Path |/ |

Credentials

* User Name | ftpuser |

* Password

Submit Cancel

@2UfUTUSUT U...0%0"@ @t FTP U...Ut U"@80-U100 000+ @8U, JEU DSU...0+

223-U'0, @80, 3 @eU"U, @¥U, U% U @80-U00 0°0-0t @50, BEU"8U... B+ (CLI)
U,2'0,8 00 |SE 8\ @+ @'@+U"g?U"UfU"U, SSH U'g' @°U* U, 98U, ZEUD8U... o
@8U, 2728, USZ©.

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository FTP-Repo
ise/admin(config-Repository)# url ftp://10.106.37.174/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

@0 fU USUT U...03020 @ @ SFTP

@UfUUSUT U...2%0%0" 3 @ SFTP U...UT U"d8@-U1d© @8U, U...3*0 R0 U. ..
@8U, @+@°0"U...USZO (GUI)



@8V, 20@-U"@0 1. U,2UfU"USUT U...332°U @ @ @'U, U%0 | SEGE U,U... &' @a3@-USU,
280, 200U, @¥0, U% U"0§0-U120 @80, U...2%7ae@ U... @8U,2+@°0"U...USg0 ISE
U ad8Ut@U, U, @¥U, U%o Administration > System > Maintenance > Repository. @«U... @8UTU, 3+ AdddE
UfU...@8 UtU" U...U 212 U@ US @8U,0uU"0+00.

il Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy || EL ]

« System | » ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing b Certificates  » Loggng | - Maintenance | Upgrade r Backup & Restore F Admin Access b
<]

Patch Management Repository List

Repository

_ﬁ Edit :ﬂ:Aﬂd :[I':Eenerate Key pairs (gl Export public key =~ € Delete Validate

Operational Data Purging
[ ]| Repository Name « | Protocol Host

@50, 200U @0 2. @ U@USO+ Repository Name U @B®ZD8D+ srrp Uf@ @U@0 UfUD,.
B«U... OED D®U,, Server Name, Path, User Name,U” Password@E B«U... @8UTU, @+ submitdE UfU...d8 UTU"
U...U 212 U@ US 28U,0uU"0+00.



thulie Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |DEEE

= System | » ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment Licensing » Certificates  » Logging | * Maintenance I Upgrade  » Backup & Restore  » Admin Access  »
o

Repository List > Add Repository
Repository Configuration

Patch Management

Repository

* Repository Name | | SFTP-Repo
Operational Data Purging )

* Protocol || SFTP =]

Location

* Server Name| | 10.106.37.34

“paty [/

Credentials

* Enable PKI authentication [}

*User Name | pan

* Password| sesssses

=B o

280, 200-U"00 3. 30D Uf @3V, D3O submit,d- @D, U@+ @+@33380, @0 U...Utd @«U, JO.
&3-080, 3 Uf @8V, B+P@sU, 30 & B8B3d®@ ?sU... CLI U, 2¥2105U €20 U...U0°080
28U,U..09USU€ U,2®080 U... SFTPOE UfU..08 UiU" U..U @92 U6 US B8U,0uU"0+00.

Host key of sftp server must be added through CLI using 'crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

280,200-U0°20 4. U,U... 0'0a°0-U3U, 280,80 2eU"U, 2¥U, U% U080-U100 0°0 o+
@80, 2E0" 28U ... @+ (CLI) U, 20,3 @O |SE 2@+ SSH U'@s2°0rge@ U... @8U, PEU... B+ aypro

host_key add host <ip address of the server> U, D¥P28U € 2© U...U € D080 98U, U...0USU €.

ise/admin# crypto host_key add host 10.106.37.34
host key fingerprint added
Operating in CiscoSSL FIPS mode

# Host 10.106.37.34 found: line 1



10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1pROiTP6xS+LBmtIXPfnk
ise/admin#

@2UfUUSUt U...23020° @ @t SFTP U...UT U282-U100© @°0-@+ @8U, @EU B8U...0+

2°0-U' U, 280, @@U"U, @¥U, U% U @83-U00 2°0-g+ 98U, @EU @8U. .. @+ (CLI)
U,2'0,8 00 |SE 2\ @+ @'@+U" g UfU"U, SSH U'g' 2°U* U, 98U, ZEUD8U... o
28U, @80, USg©:

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository SFTP-Repo
ise/admin(config-Repository)# url sftp://10.106.37.34/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

@2UfUUSUT U...@3020° @ @ NFS

@UfUUSUT U...23%0%0°F @ NFS U...Ut U"080-U10© @8U, U...333*3RT ...
@8U, @+@3U"U...USZO

@80, 20@-U°g0 1. U,2?0fU"USUt U...22P0 @ @ @0, U%. ISEGE U, U... @'@AzP@-US0,
78U, d @®U"U, @¥U, U% U 383-Ut@0 @8U,U...BZI®D U... @8U, @+@RU"U...USZO ISE
UA®§UT®"’U, U,, ®¥U,, U%o Administration > System > M aintenance > Repository. Q«U v Q§UTU, g+

o¥PP8U@ 20O UFU...08 UtU~ U...U" 090 U€@US @8U,08uU"0+00.



hutl |dentity Services Engine Home  » ContextVisbilty  » Operations  » Poiicy | [EENTERcd

« System | » ldentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng | = Maintenance | Upgrade  » Backup & Restore  » Admin Access  »
o

Patch Management Repository List

Repository

/7 Edit | S=Add | == Generate Key pairs gl Export public key = € Delete ) Validate

Operational Data Purging

[ ]| Repository Name « | Protocol Haost

750, 3R@-U" B0 2. AU U@ USD+ Repostory Name U ZAB®IED+ NFs U fB @+U"@U UfU U, . B«U...
PED BOU,, Server Name U” pah@E BU... @EUTU, B+ submit@E UfU...38 UTU" U...U 13 U US
28U,0uU"0+00.

"asco’  Identity Services Engine Home  » ContextVisibility  » Operations  » Policy

* System I ¢ |ldentity Management  » Network Resources  » Device Portal Management  pxGrid Service

Deployment Licensing » Certificates  » Logging l +* Maintenance I Upgrade P Backup & Restore
L<

PalchiMaragement Repository List > Add Repository

Repository Configuration

Repository

* Repository Name | NF5-Repo

Operational Data Purging

I * Protocol | NFS d

Location

* Server Name | 10.106.37.200

* Path | /nfs-repo




@UfUUSUt U...3*030°0 @t NFS U...UT U"@80-U100 @0 @+ @8U, EUD8U...0+

@°g-0'U, 280,28 800U, @¥U, U% U 050-U100 o°0 @+ @50, 3EU"@8U.. @ (CLI)
U, 20,8 80 |SE 23 @+ @'@+U g UfUU, SSH U’ 20 U, 28U, EU 8L o+
@80, 278U, USgo:

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository NFS-Repo
ise/admin(config-Repository)# wurl nfs://10.106.37.200:/nfs-repo
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

@2U fU"USUtT U...@3@20" g @ | SE @8U, U...@U, US

@0 USUT 28U, U... 2070 g 2t @80, U...20, US U... Ut U'gsa-Utgo
?8U,U...33%3®d U... 38U, +@PU"U...USZJO

@8U,20@-U"@0 1. U, 22U fUUSUT U...a3@rU @ @t @U, U%. ISE@E U, U... @ @2P@-USU,
@8, @®U U, @¥U, U% U 280-Utz0 @8U,U...*a®7 U... @8U, @+@PUU...USZO ISE
U @gsUTt@RU, U, @¥U, U%o Administration > System > Maintenance > Repository. @«U ... @8UTU, @+ AdIDE
UfU...28 UtU" U...U 292 U€US 28U, 0uU"3+00.

whalis |dentity Services Engine Home  » ContextVisbilty  » Operations  » Policy || ELT ]

* System ¢ Identity Management » Metwork Resources ¥ Device Portal Management  pxGrid Services

Deployment  Licensing v Certificates ¢ Loggng | - Maintenance | Upgrade » Backup & Restore b Admin Access b
o

Patch Managament Repository List

Repository

J Edit :[,':Add :'I}-Generate Key pairs gl Export publickey =~ 3¢ Delete ) validate

Operational Data Purging

[] Repository Name « | Protocol Host

780, 203U 2. 33U U@ USD+ Repository Name U ZRI®PHBED+ pisk UfD @+U"@U UfUU, .
... BEFD®U, path UB8UTU, @+ U@U U, suomtFE UfU...a8 UTU" U...U 313 U@ US



?8U,0uU"0+00.

"tseo  ldentity Services Engine Home » Context Visibility » Operations » Policy

I v System | » |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing » Certificates  » Logging I = Maintenance I Upgrade  » Backup & Restore
o

Repository List > Add Reposito
Patch Management i L poestey

Repository Configuration
I Repository

* Repository Name ' Local-Repo
Operational Data Purging

* Protocol | DISK ;I

Location

*Path |/

@20 fUUSUT @80, U... 2300 @ @ @80, U...oU, US U... Ut U"gsg-Utge 0°0 g+
28U, 2£U°@8U... O+

2°0-U' U, @80, 0 @®U"U, @¥U, U% U @80-U100 2°0-0+ @8U, 2EU @8U...@ (CLI)
U,2'0,@ 20 ISE 2'0'@+ @'@+U 2?0 UfU"U, SSH U’ geUr U, 28U, 2EU @80 ot
@8U, 2728, USg©:

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository Local-Repo
ise/admin(config-Repository)# url disk:/
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#

U...U, 2800, 00: oroegrUSUtT @ USpsU@se” @sU, U...0%a U " @ 28U, U...0U, US
U...20, U328 @0, U% U, B+B|SE.

@sU, 73U, U, U...Ut 38U, I@D©



USU...UfUt 280,270, U, U...Ut @8V, U...2°z0°@ @t U...Ut UfU, U...Ut U"@8@-U120
280, U...2¢°pe@ U... @8U,2+@0"U...US@0 (GUI) U"U 08@-Ut00 B°0- Ot
@80, PEU"@8U...B+ (CLI) U, 28 U... ISE.

28U, 2°0U,U, 0" 050°0°000 @8U... Ugsa-U1pe 28U, U...030°06eg U. ..
@80, @+2°U"U...USZO

U, 250°0°0®@ B8U... U"@8z-U120 @8V, V... 2°e@ U... @8U,2+@%0"U...USa0 (GUI)

uU,U, U, U, U...Ut @@@© @8U, U... 333 0 G'@E B8UTU, U, B¥U, U%o Administration > System >
M aintenance > Repository@E @7 @ @8U, U... 3 "F BPE B«U... @8UTU, O+ UQUAU, ValidaedE
UfU...@8 UtU" U...U"292 U US 28U,0uU"0+00.

"tsel Identity Services Engine Home » Context Visibility » Operations » Policy

I - Adn

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing r Certificates * Logging I * Maintenance I Upgrade » Backup & Restore ]

<]
Patch Management Repository List
Repository I
J/ Edit ==Add =f=Generate Key pairs (b Export public key € Delet
Operational Data Purging
Repository Name a Protocol Host
FTP-Repo ftp 10.106.37

Q"@lﬂ_@ﬁl‘),, UTU,‘@i‘ ValidateUé@—lQ"" QEUT‘WQU,,‘ @}U,, l:J%o Repository validated successfully le,, U%o
U @8a-Utad© @8U,U...Pd®d U... @8U,3+@PUU...USBOGE UfU...08 UTU" U...U 3T1a

U€US 28U,0uU"0+00.

F Server Response
Repository validated successfully

@80, 230U, U, & 080°0°0®@ B8U... CLI (U"@§3-U100 &0 Ot
@80, EU"D8U...Ot)

U,U,2%0,0, U...Ut 2@20 @80, U...2°00 3 @ U...Ut U'08@-U100 3300+

@8V, 20" @8U...2+@E U, U... @' @*@-USU, @80, @@U U, @¥U, U% 2'U,d PO ISE 2'0" @+
SSH U U,U... '@ @°USU, @8U, DEU... D+ show repository <name of the repository>. US@RO+@
NORD+D8D- P8V, BEV...o+ @8V, U...U, U B§0° @8U,U..U 0-U 0 @© UeUS
?8U,U..0°0°0 0 @".

ise/admin#

ise/admin# show repository FTP-Repo
Config-Backup-CFG10-200307-1043.tar.gpg
ise/admin#



o8zl fo @3sU€ 08U, O£0®D-080; U"0¥0uU, 0580U+08

U, POV SD BESRB-B5D; @8V, U...3300" T @' U@ US ISEQE O£0°0*0®@ U... 2*0u@USd
28U, 0£0®3-080; @8U,0*?8U,USPO:

<#root>

ise-1/pan#

debug copy 7

ise-1/pan#

debug transfer 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info]
transfer:
transfer:
transfer:
transfer:
transfer:
transfer:
transfer:
transfer:
transfer:

7

NO O NN NN NN

[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:

[debug]
[debug]
[debug]
[debug]
[debug]
[debug]
[debug]
[debug]
[debug]

[info] transfer:
[info] transfer:

[debug]

transfer:

transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo requeste

cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util
cars_xfer_util

.c[2017]
.c[2029]
.c[2040]
.c[1928]
.c[1941]
.c[1962]
.c[1966]
.c[1972]
.c[1976]

[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:

ftp get dir for repos FTP-Repo
initializing curl

full url is ftp://10.106.37.174/ISE/
initializing curl

full url is ftp://10.106.37.174/1ISE/Config-
res: 0

res: 0----- filetime Config-Backup-CFG10-20¢
filetime Config-Backup-CFG10-200307-1043. t:
filesize Config-Backup-CFG10-200307-1043. t:

cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-:
cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.@ OpenSSL/1.0.2s :
cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/ISE/Config-t

USgU... @32'3-USU, ZAo@USD @8V, BEGRD-@8D; UfU...88 UTU" U...U @10 UUTDE:

ise-1/pan#

ise-1/pan# no debug copy 7
ise-1/pan# no debug transfer 7

ise-1/pan#

U,210...2801 U"g-U g o50°o@sU, o@USo @'0SUt ISE U'gegsa U... @80, U...2°0°0 g o
28U, 2°US @U... gUfU USUTUIBE U,U... 0'0¥2 s @50 @80, 00, 080 @2°U...20 U...Ut
U"@8@-U120 08U, U...2°0°0e0 U... 98U, 2+2eU"0...USge (GUI) U, ISE:

1. @8UTZU, U, @¥U, U% @8V, V..U, USBEDR > BEF@U fo @8V € @8V, 0£0®0-080;
U~0¥ouU,050Ui0s > 0£0 U~ 0502 05U, 0°0 0®USON > 0°U6B+US@° TCP.
2. GEFT P®U, @8U, U, USU...00 98U, U...Ut0szg oo UeUS "@'@gsU...U,,

28U,0°0uU€USgo" U200 @ "@8U,02Ut@>USU,".

3. Z8UTU, @+ WU, U%o O T Jj.
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» RADIUS  Threat-Centric NAC Live Logs  » TACACS I * Troubleshoot I Reports

| - Diagnostic Tools I Download Logs

L
= General Tools TCP Dump
RADIUS Authentication Trouble... Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Status ﬂ Stopped Start
Evaluate Configuration Validator
Posture Troubleshooling HISHESNS
EndrointBlatug Network Interface |  GigabitEthemet 0

I TCP Dump
Off

i 9 On
Session Trace Tests Promiscuous Mode

» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg’

Farmat I Raw Packet Data

L:JU'I' QEQ—JU‘,, VW'QOUSU,, TN @QiUf@@ Q§L:J,, U Q‘iUAQi" Q¥U,, U%o @8V, U... PR T O
U dg8U, AUS USSP~ B¥DRDAD DB8B+UTASBE B8UTAPU, U, @¥U, U%o Administration > System >
Maintenance > Repository@E @ @ @8U, U... 33U T GYBE D«<U... @8UTU, T+ UQUAU, vaidate. D«U...
@8UT@U, U, @¥U, U%o Operations > Troubleshoot > Diagnostic tools > TCP Dump@E @8UTU, B+ U@UAU, StopPE
U @?01t@2030, @8V, U, 980 @8V, @2?U...20 UfU...@8 UU" U...U 313 U@ US
?8U,0uU"0+00.



‘tses’  Identity Services Engine Home » Context Visibility » Policy » Administration

» RADIUS  Threat-Centric NAC Live Logs  » TACACS | = Troubleshoot] Repors

+ Diagnostic Tools I Download Logs

o
= General Tools TCP DLII'I'"I[J
RADIUS Authentication Trouble. .. Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Metwork Device Comm... staus B Stopped m
Evaluate Configuration Validator
Host N isg-1 ~
Posture Troubleshooting e == L
SR CRE Sl Network Interface GigabitEthernet 0
TCP Dump I )
Session Trace Tesls Promiscuous Mode ien o
¢ TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg'

Format Raw Packet Data ;
Dump File
Last created on Tue Apr 21 07:37:24 IST 2020
FileSize : 9062 bytes |
Format : Raw Packet Data
Host Name : ise-1

Metwork Interface :  GigabitEthernet 0
Promiscuous Mode - On
Filter : ip host 10.106.37.174
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