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Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©
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Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©
Ø§Ù„ØªØÙ‚Ù‚ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… CLI (ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø±)
Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§

Ø§Ù„Ù…Ù‚Ø¯Ù…Ø©

ÙŠÙˆØ¶Ø Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ÙƒÙŠÙ�ÙŠØ© ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ Ø¹Ù„Ù‰ 
Ù…ØØ±Ùƒ Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ© (ISE).

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª

ØªÙˆØµÙŠ Cisco Ø¨Ø£Ù† ØªÙƒÙˆÙ† Ù„Ø¯ÙŠÙƒ Ù…Ø¹Ø±Ù�Ø© Ø¨Ø§Ù„Ù…ÙˆØ§Ø¶ÙŠØ¹ 
Ø§Ù„ØªØ§Ù„ÙŠØ©: 
 

Ù…Ø¹Ø±Ù�Ø© Ø£Ø³Ø§Ø³ÙŠØ© Ø¨Ù…ØØ±Ùƒ Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ© (ISE)•



Ù…Ø¹Ø±Ù�Ø© Ø£Ø³Ø§Ø³ÙŠØ© Ø¨Ø®Ø§Ø¯Ù… Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ Ù†Ù‚Ù„ 
Ø§Ù„Ù…Ù„Ù�Ø§Øª (FTP) ÙˆØ®Ø§Ø¯Ù… Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ Ù†Ù‚Ù„ 
Ø§Ù„Ù…Ù„Ù�Ø§Øª SSH (SFTP)

•

Ø§Ù„Ù…ÙƒÙˆÙ†Ø§Øª Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…Ø©

ØªØ³ØªÙ†Ø¯ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ 
Ø¥Ù„Ù‰ Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬ ÙˆØ§Ù„Ù…ÙƒÙˆÙ†Ø§Øª 
Ø§Ù„Ù…Ø§Ø¯ÙŠØ© Ø§Ù„ØªØ§Ù„ÙŠØ©: 
 

Cisco Identity Service EngineØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 2.x•
Ø®Ø§Ø¯Ù… FTP ÙˆØ¸ÙŠÙ�ÙŠ ÙˆØ®Ø§Ø¯Ù… SFTP•

ØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ 
Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ù…Ù† Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ø¨ÙŠØ¦Ø© 
Ù…Ø¹Ù…Ù„ÙŠØ© Ø®Ø§ØµØ©. Ø¨Ø¯Ø£Øª Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© 
Ø§Ù„Ù…Ù�Ø³ØªØ®Ø¯Ù…Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¨ØªÙƒÙˆÙŠÙ† 
Ù…Ù…Ø³ÙˆØ (Ø§Ù�ØªØ±Ø§Ø¶ÙŠ). Ø¥Ø°Ø§ ÙƒØ§Ù†Øª Ø´Ø¨ÙƒØªÙƒ Ù‚ÙŠØ¯ 
Ø§Ù„ØªØ´ØºÙŠÙ„ØŒ Ù�ØªØ£ÙƒØ¯ Ù…Ù† Ù�Ù‡Ù…Ùƒ Ù„Ù„ØªØ£Ø«ÙŠØ± Ø§Ù„Ù…ØØªÙ…Ù„ 
Ù„Ø£ÙŠ Ø£Ù…Ø±.

Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø£Ø³Ø§Ø³ÙŠØ©

ØªØ³Ù…Ø Ù„Ùƒ Cisco Ø¨Ø¥Ù†Ø´Ø§Ø¡ Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª ÙˆØØ°Ù�Ù‡Ø§ Ù…Ù† Ø®Ù„Ø§Ù„ 
Ù…Ø¯Ø®Ù„ Ø§Ù„Ø¥Ø¯Ø§Ø±Ø©. ÙŠÙ…ÙƒÙ†Ùƒ Ø¥Ù†Ø´Ø§Ø¡ Ù‡Ø°Ù‡ Ø§Ù„Ø£Ù†ÙˆØ§Ø¹ 
Ù…Ù† Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª:

Ù‚Ø±Øµ•
FTP•
SFTP•
NFS•
Ù…ØØ±Ùƒ Ø£Ù‚Ø±Ø§Øµ Ù…Ø¶ØºÙˆØ·Ø©•
HTTP•
HTTPS•

Ù…Ù„Ø§ØØ¸Ø©: ÙŠÙˆØµÙ‰ Ø¨Ø£Ù† ÙŠÙƒÙˆÙ† Ù„Ø¯ÙŠÙƒ ØØ¬Ù… Ù…Ø³ØªÙˆØ¯Ø¹ 
ÙŠØ¨Ù„Øº 10 Ø¬ÙŠØ¬Ø§Ø¨Ø§ÙŠØª Ù„Ø¹Ù…Ù„ÙŠØ§Øª Ø§Ù„Ù†Ø´Ø± Ø§Ù„ØµØºÙŠØ±Ø© 
(100 Ù†Ù‚Ø·Ø© Ù†Ù‡Ø§ÙŠØ© Ø£Ùˆ Ø£Ù‚Ù„)ØŒ Ùˆ 100 Ø¬ÙŠØ¬Ø§Ø¨Ø§ÙŠØª 
Ù„Ø¹Ù…Ù„ÙŠØ§Øª Ø§Ù„Ù†Ø´Ø± Ø§Ù„Ù…ØªÙˆØ³Ø·Ø©ØŒ Ùˆ 200 Ø¬ÙŠØ¬Ø§Ø¨Ø§ÙŠØª 
Ù„Ø¹Ù…Ù„ÙŠØ§Øª Ø§Ù„Ù†Ø´Ø± Ø§Ù„ÙƒØ¨ÙŠØ±Ø©.

ÙŠÙ…ÙƒÙ† ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª ISE Ù…Ù† ÙƒÙ„ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) ÙˆÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) Ø§Ù„Ø®Ø§ØµØ© Ø¨ ISE ÙˆÙŠÙ…ÙƒÙ† Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ 
Ù„Ù‡Ø°Ù‡ Ø§Ù„Ø£ØºØ±Ø§Ø¶:

Ø§Ù„Ù†Ø³Ø® Ø§Ù„Ø§ØØªÙŠØ§Ø·ÙŠ Ù„Ø¨ÙŠØ§Ù†Ø§Øª ØªÙ‡ÙŠØ¦Ø© Ù…ØØ±Ùƒ 
Ø®Ø¯Ù…Ø§Øª Ø§Ù„Ù‡ÙˆÙŠØ© (ISE) ÙˆØªØ´ØºÙŠÙ„Ù‡Ø§ ÙˆØ§Ø³ØªØ¹Ø§Ø¯ØªÙ‡Ø§

•



ØªØ±Ù‚ÙŠØ© Ø¹Ù‚Ø¯ ISE•
ØªØ«Ø¨ÙŠØª Ø¨Ø±Ø§Ù…Ø¬ Ø§Ù„ØªØµØÙŠØ•
ØªØµØ¯ÙŠØ± Ø§Ù„Ø¨ÙŠØ§Ù†Ø§Øª (Ø§Ù„ØªÙ‚Ø§Ø±ÙŠØ±) Ù…Ù† Ø§Ù„Ù…Ø¹Ù‡Ø¯ 
Ø§Ù„Ù…Ø³ØªÙ‚Ù„

•

ØªØµØ¯ÙŠØ± ØØ²Ù…Ø© Ø§Ù„Ø¯Ø¹Ù… Ù…Ù† Ø¹Ù‚Ø¯Ø© ISE•

Ù…Ù„Ø§ØØ¸Ø©: Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª Ø§Ù„ØªÙŠ ÙŠØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù…Ù† 
ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± Ù„Ø¹Ù‚Ø¯Ø© ISE Ù‡ÙŠ Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª 
Ù…ØÙ„ÙŠØ© Ù„ÙƒÙ„ Ø¹Ù‚Ø¯Ø© ÙˆØªØªÙ… Ø¥Ø²Ø§Ù„ØªÙ‡Ø§ Ø¹Ù†Ø¯ Ø¥Ø¹Ø§Ø¯Ø© 
ØªØÙ…ÙŠÙ„ Ø§Ù„Ø¹Ù‚Ø¯Ø©. ÙŠØªÙ… Ù†Ø³Ø® Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹Ø§Øª Ø§Ù„ØªÙŠ 
ÙŠØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) Ø§Ù„Ø®Ø§ØµØ© Ø¨ ISE Ø¥Ù„Ù‰ Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø¹Ù‚Ø¯ 
Ù‚ÙŠØ¯ Ø§Ù„Ù†Ø´Ø± ÙˆÙ„Ø§ ØªØªÙ… Ø¥Ø²Ø§Ù„ØªÙ‡Ø§ Ø¹Ù†Ø¯ Ø¥Ø¹Ø§Ø¯Ø© 
ØªØÙ…ÙŠÙ„ Ø§Ù„Ø¹Ù‚Ø¯Ø©.

Ø§Ù„ØªÙƒÙˆÙŠÙ†

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ FTP

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ FTP Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù„ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ Ø¹Ù„Ù‰ ISEØŒ Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© ISE 
ÙˆØ§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > Maintenance > Repository. Ø«Ù… Ø§Ù†Ù‚Ø± AddØŒ 
ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªÙˆÙ�ÙŠØ± Repository Name ÙˆØªØ®ØªØ§Ø± FTP ÙƒØ¨Ø±ÙˆØªÙˆÙƒÙˆÙ„. Ø«Ù… 
Ø£Ø¯Ø®Ù„ Server Name, Path, User Name,Ùˆ PasswordØŒ Ø«Ù… Ø§Ù†Ù‚Ø± SubmitØŒ ÙƒÙ…Ø§ Ù‡Ùˆ 
Ù…ÙˆØ¶Ø 



Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ FTP Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø±

 Ø³Ø¬Ù‘Ù„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) 
Ù„Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ SSH ÙˆØ´ØºÙ‘Ù„ Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ø§Ù„ØªØ§Ù„ÙŠØ©.

 

ise/admin# 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository FTP-Repo 
ise/admin(config-Repository)# url ftp://10.106.37.174/ 
 
ise/adminconfig-Repository)# user <Username> password plain <Password> 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#

 

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ SFTP

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ SFTP Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI)



Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù„ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ Ø¹Ù„Ù‰ ISEØŒ Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© ISE 
ÙˆØ§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > Maintenance > Repository. Ø«Ù… Ø§Ù†Ù‚Ø± AddØŒ 
ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªÙˆÙ�ÙŠØ± Repository Name ÙˆØªØ®ØªØ§Ø± SFTP ÙƒØ¨Ø±ÙˆØªÙˆÙƒÙˆÙ„. 
Ø«Ù… Ø£Ø¯Ø®Ù„ Server Name, Path, User Name,Ùˆ PasswordØŒ Ø«Ù… Ø§Ù†Ù‚Ø± SubmitØŒ ÙƒÙ…Ø§ Ù‡Ùˆ 
Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.



Ø§Ù„Ø®Ø·ÙˆØ© 3. Ø¨Ø¹Ø¯Ùƒ Ø³Ù„ØØ³Ø© Submit,Ø¬ ØªØ¸Ù‡Ø± Ø±Ø³Ø§Ù„Ø© Ù…Ù†Ø¨Ø«Ù‚Ø©. 
ØªØ·Ø§Ù„Ø¨Ùƒ Ø§Ù„Ø±Ø³Ø§Ù„Ø© Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… CLI Ù„Ø¥Ø¶Ø§Ù�Ø© Ù…Ù�ØªØ§Ø 
Ø§Ù„Ù…Ø¶ÙŠÙ� Ù„Ø®Ø§Ø¯Ù… SFTPØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 4. Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) Ù„Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± SSH ÙˆØ§Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø£Ù…Ø± crypto 

host_key add host <ip address of the server> Ù„Ø¥Ø¶Ø§Ù�Ø© Ù…Ù�ØªØ§Ø Ø§Ù„Ù…Ø¶ÙŠÙ�.

 

ise/admin# crypto host_key add host 10.106.37.34 
host key fingerprint added 
Operating in CiscoSSL FIPS mode 
 
# Host 10.106.37.34 found: line 1 



10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1pR0iTP6xS+LBmtIXPfnk 
ise/admin#

 

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ SFTP Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø±

Ø³Ø¬Ù‘Ù„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) 
Ù„Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ SSH ÙˆØ´ØºÙ‘Ù„ Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository SFTP-Repo 
ise/admin(config-Repository)# url sftp://10.106.37.34/ 
 
ise/adminconfig-Repository)# user <Username> password plain <Password> 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin# 
 

 

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ NFS

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ NFS Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù„ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ Ø¹Ù„Ù‰ ISEØŒ Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© ISE 
ÙˆØ§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > Maintenance > Repository. Ø«Ù… Ø§Ù†Ù‚Ø± 
Ø¥Ø¶Ø§Ù�Ø© ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.



Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªÙˆÙ�ÙŠØ± Repository Name ÙˆØªØ®ØªØ§Ø± NFS ÙƒØ¨Ø±ÙˆØªÙˆÙƒÙˆÙ„. Ø«Ù… 
Ø£Ø¯Ø®Ù„ Server Name Ùˆ PathØŒ Ø«Ù… Ø§Ù†Ù‚Ø± SubmitØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ 
Ø§Ù„ØµÙˆØ±Ø©.



ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ NFS Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø±

Ø³Ø¬Ù‘Ù„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) 
Ù„Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ SSH ÙˆØ´ØºÙ‘Ù„ Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository NFS-Repo 
ise/admin(config-Repository)#  url nfs://10.106.37.200:/nfs-repo 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#

 

ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ ISE Ø§Ù„Ù…ØÙ„ÙŠ

ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ø§Ù„Ù…ØÙ„ÙŠ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù„ØªÙƒÙˆÙŠÙ† Ù…Ø³ØªÙˆØ¯Ø¹ Ø¹Ù„Ù‰ ISEØŒ Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© ISE 
ÙˆØ§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > Maintenance > Repository. Ø«Ù… Ø§Ù†Ù‚Ø± AddØŒ 
ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªÙˆÙ�ÙŠØ± Repository Name ÙˆØªØ®ØªØ§Ø± DISK ÙƒØ¨Ø±ÙˆØªÙˆÙƒÙˆÙ„. 
Ø«Ù… Ø£Ø¯Ø®Ù„ Path ÙˆØ§Ù†Ù‚Ø± Ù�ÙˆÙ‚ SubmitØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ 



Ø§Ù„ØµÙˆØ±Ø©.

ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ø§Ù„Ù…ØÙ„ÙŠ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø±

Ø³Ø¬Ù‘Ù„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) 
Ù„Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ SSH ÙˆØ´ØºÙ‘Ù„ Ø§Ù„Ø£ÙˆØ§Ù…Ø± 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository Local-Repo 
ise/admin(config-Repository)# url disk:/ 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#

 

Ù…Ù„Ø§ØØ¸Ø©: ØªØ®Ø²ÙŠÙ† Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ø§Ù„Ù…ØÙ„ÙŠ 
Ù…ØÙ„ÙŠØ§ Ø¹Ù„Ù‰ Ù‚Ø±Øµ ISE.

Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØµØØ©



ÙŠÙ…ÙƒÙ† Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ù…Ù† ÙƒÙ„ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) ÙˆÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø± (CLI) Ù„Ø®Ø§Ø¯Ù… ISE.

Ø§Ù„ØªØÙ‚Ù‚ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… 
Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©

Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) 
Ù„Ù„ØªØÙ‚Ù‚ Ù…Ù† ØµØØ© Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > 

Maintenance > RepositoryØŒ ØØ¯Ø¯ Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ØŒ Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ ValidateØŒ 
ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø¨Ø¹Ø¯ Ø§Ù„Ù†Ù‚Ø± ValidateÙŠØ¬Ø¨ Ø£Ù† ØªØØµÙ„ Ø¹Ù„Ù‰ Repository validated successfully Ø¹Ù„Ù‰ 
ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ©ØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø 
Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.

Ø§Ù„ØªØÙ‚Ù‚ Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… CLI (ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø±)

Ù„Ù„ØªØÙ‚Ù‚ Ù…Ù† ØµØØ© Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ù…Ù† ÙˆØ§Ø¬Ù‡Ø© Ø³Ø·Ø± 
Ø§Ù„Ø£ÙˆØ§Ù…Ø±ØŒ Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø¹Ù‚Ø¯Ø© ISE Ø¹Ø¨Ø± 
SSH ÙˆÙ‚Ù… Ø¨ØªØ´ØºÙŠÙ„ Ø§Ù„Ø£Ù…Ø± show repository <name of the repository>. ÙŠØ³Ø±Ø¯ 
Ø¥Ø®Ø±Ø§Ø¬ Ø§Ù„Ø£Ù…Ø± Ø§Ù„Ù…Ù„Ù�Ø§Øª Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ 
Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹.

 

ise/admin# 
ise/admin# show repository FTP-Repo 
Config-Backup-CFG10-200307-1043.tar.gpg 
ise/admin#

 



Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§

Ù„ØªØµØÙŠØ Ø£Ø®Ø·Ø§Ø¡ Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ Ù�ÙŠ ISEØŒ Ø£Ø³ØªØ®Ø¯Ù… ØªØµØÙŠØ 
Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ Ø§Ù„ØªØ§Ù„ÙŠØ©:

 
<#root>

ise-1/pan# 

debug copy 7

ise-1/pan# 

debug transfer 7

ise-1/pan# 
ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo requested 
7 [25683]:[debug] transfer: cars_xfer_util.c[2017] [system]: ftp get dir for repos FTP-Repo 
7 [25683]:[debug] transfer: cars_xfer_util.c[2029] [system]: initializing curl 
7 [25683]:[debug] transfer: cars_xfer_util.c[2040] [system]: full url is ftp://10.106.37.174/ISE/ 
7 [25683]:[debug] transfer: cars_xfer_util.c[1928] [system]: initializing curl 
7 [25683]:[debug] transfer: cars_xfer_util.c[1941] [system]: full url is ftp://10.106.37.174/ISE/Config-Backup-CFG10-200307-1043.tar.gpg 
7 [25683]:[debug] transfer: cars_xfer_util.c[1962] [system]: res: 0 
7 [25683]:[debug] transfer: cars_xfer_util.c[1966] [system]: res: 0-----filetime Config-Backup-CFG10-200307-1043.tar.gpg: Sat Mar  7 10:55:39 2020 
7 [25683]:[debug] transfer: cars_xfer_util.c[1972] [system]: filetime Config-Backup-CFG10-200307-1043.tar.gpg: Sat Mar  7 10:55:39 2020 
7 [25683]:[debug] transfer: cars_xfer_util.c[1976] [system]: filesize Config-Backup-CFG10-200307-1043.tar.gpg: 181943580 bytes 
6 [25683]:[info] transfer: cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-1587433372/Config-Backup-CFG10-200421-0712.tar.gpg requested 
6 [25683]:[info] transfer: cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.0 OpenSSL/1.0.2s zlib/1.2.7 libidn/1.28 libssh2/1.4.2 
7 [25683]:[debug] transfer: cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/ISE/Config-Backup-CFG10-200421-0712.tar.gpg

 

ÙŠØªÙ… ØªØ¹Ø·ÙŠÙ„ ØªØµØÙŠØ Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù‡Ù†Ø§:

 

ise-1/pan# 
ise-1/pan# no debug copy 7 
ise-1/pan# no debug transfer 7 
ise-1/pan# 

 

Ù„Ø¶Ù…Ø§Ù† ÙˆØ¬ÙˆØ¯ Ø§ØªØµØ§Ù„ ØµØÙŠØ Ø¨ÙŠÙ† ISE ÙˆØ®Ø§Ø¯Ù… Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ 
Ø§Ù„Ø°ÙŠ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ØŒ Ù‚Ù… Ø¨Ø¥Ø¹Ø¯Ø§Ø¯ Ø§Ù„ØªÙ‚Ø§Ø· ØØ²Ù…Ø© Ù…Ù† 
ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI) Ù„ ISE:

Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø¹Ù…Ù„ÙŠØ§Øª > Ø£Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ 
ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ > Ø£Ø¯ÙˆØ§Øª Ø§Ù„ØªØ´Ø®ÙŠØµ > ØªÙ�Ø±ÙŠØº TCP.

1. 

Ø£Ø¯Ø®Ù„ Ø§Ù„Ù‚ÙŠÙ…Ø© Ø§Ù„Ù…Ù†Ø§Ø³Ø¨Ø© Ù�ÙŠ "Ø¹Ø§Ù…Ù„ 
Ø§Ù„ØªØµÙ�ÙŠØ©" ÙˆØØ¯Ø¯ "Ø§Ù„ØªÙ†Ø³ÙŠÙ‚".

2. 

Ø§Ù†Ù‚Ø± Ø¹Ù„Ù‰ Ø¨Ø¯Ø¡.3. 



Ù…Ù† Ø£Ø¬Ù„ ØªØ´ØºÙŠÙ„ Ø¨Ø¹Ø¶ ØØ±ÙƒØ© Ø§Ù„Ù…Ø±ÙˆØ± Ø¥Ù„Ù‰ Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ 
ÙˆØ§Ù„ØªÙŠ ÙŠØ¬Ø¨ Ø¥Ø®ØªØ¨Ø§Ø±Ù‡Ø§ØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Administration > System > 

Maintenance > RepositoryØŒ ØØ¯Ø¯ Ø§Ù„Ù…Ø³ØªÙˆØ¯Ø¹ØŒ Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Validate. Ø«Ù… 
Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Operations > Troubleshoot > Diagnostic tools > TCP DumpØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ StopØŒ 
ÙˆØªÙ†Ø²ÙŠÙ„ Ø§Ù„ØªÙ‚Ø§Ø· Ø§Ù„ØØ²Ù…Ø© ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ 
Ø§Ù„ØµÙˆØ±Ø©.





ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


