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Home * Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * | ' TAC hd |

Resource group * bl |
Create new

Instance details

Storage account name * (3) sftprepository |

Region * {0 [US]) East LUS b |
Deploy to an Azure Extended Zone

Preferred storage type [ Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Leam more

Performance * [ lii; Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (O Locally redundant storage (LRS) L

logwle gowle ceisu

2. 108y V93 IJulds oz edlps Idowsse gshlo po@res: 23 glus IUlResh) cpdsy puwlesd
IJluwp 1Joypess. 03l 1Jgsh IJ)les. spdo wpdsy SFTP Wb Jeuwlole puwlzs 1Uluwe [Jo)pss.

3.2 ¢lus IJIgosl) wpdsy SFTP.



4. 10,9 wdsé IJgshle JIBbe,luosé 19 pugs,é 986l Jeobdulod.

Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics workloads, and enables access control lists (ACLs) Learn more o

Enable hierarchical namespace (5) .

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more o

Enable SFTP () '

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the
SFTP endpoint after storage account is created.

Enable network file system v3 (@) [:I

Blob storage

Allow cross-tenant replication (@

@ cross-tenant replication and hierarchical namespace cannot be enabled
simultanecusly

Access tier (5} =
® Hot
Optimized for frequently accessed data and everyday usage scenanos

O Cool

Optimized for infrequently accessed data and backup scenarics

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed |dentity for SMB (D) ]

Require Encryption in Transit for SME = (2 -

TR ... oo

odysu puvle IJegiso

5. 109y W98 IJelds Jodssu Iduvods.

6. vessu lUsvesd IUs lduvods Jopdso 1dyuesd IUele po zpse Iubodle.



7. 088U wI9osd Idugzse gds wozso UvwJo Microsoft.

N
pdlzbd: pdlebs: Vs wssle IUluolz e ©dsss 1Usuo9d IUs ubllle IP pesws
(euldsu IP Jg$s6 ISE) wluwegsle 99les 2ol 1dzelss gds euvle 1degsso.

Home * Storage center | Blob Storage
Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Public metwork access = (T Ei: Enable

Allow inbound and outbound sccess with the option o restrict select nbownd

SCCEES LiSIng resoiCe aLress O nfigurations for this resoumes

O Disable

Restict inbound acceds while allowing cwthound aéceds
O Secure by penimeter (Most restricted)
Restrict inbound and sutbaund acoess wsing a network security perimeter. Secure by

perimeter offers the greatest bevel of inbound and outbound restriction to secure

YO resource

Public network access scope * [E. Enable from all networks

O Enable from selected virtual networks and |P addresses
di Enabling public network access will make this resource available publicly.

Unless public access is required, consider using the most restricted access
configurations.

Private endpaoint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center

-+ Add private endpoint

Name Subscription Resource g... Region Target sub-...  Subnet Private DN...

Click on add to create a privale endpoint

MNetwork routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

Rout f : .
uting preference * ':'_,\- Microsoft network routing

O Intermet routing

| Previous | | Mext Review + create

lesh Iduveds
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12. Gp w099, luwe 2loss. byl $s sgJs.

13. Iuod P oEdp w)9w9ded SFTP Lldluedld IJs IJleshble > SFTP Ws @lises 1Js> IUsuw)s.
bbb §s suosI puweged peds ssuvdd IJolds:

lJSspd lJz8d
luwe 9,29S Username
392 pS8losz SSH — Jl cgwegse Jps 1Jen9) lwdow 1deuol>$8

lowwgsle Idpolz 1Je9z9s (wp loilge Vs 1Ugbgo 1.

lJpoelz id_rsa.pub) oo lpocle lele J SSH

N

edlebs: B 1oy poess IJeds guspl oo PAN Il wlswss 9 MNT Ui ul jusé
£ SU pUBLEJUSU S29S pJ id_rsa.pub eds pSlosz RSA IUgles oo JJ oo
€8> PAN IJIwl usé 9 MNT 1Jigulpwss.

14. Jluwodsle Idpolz IUgle 1Je9z9s wopu ¢l pdluse SSH lwee pJwid_rsa.pub Ws pz))
VLI U lRoshd slogwg Juod Il pu pcle IJe s (woel o SSH-rsa sluwole o
root@your_node_name) ¢ vJdd puduod pu gdld 1Jud) 9938 |uols pulz pyosu.

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COcNNMTKMOQE9fT1IQ6GoC



Add local user
5y Emmmsfip | SFTP =

15. lo@, B9 Igule. 235 1zlass IJos wp lugiliel B o030 1Jgbgs B IJwslss: &p Bp
votssu b Jdzlass s 1J@)les slddolews 9lddlses 9ldziwe gldlouile.

16. cessu ldrdsd 1yssuws IUs 235 1Jz19ss.
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Jol sds:

IJSsed

lJz9J
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lgwe IJpguegoe

SFTP

lJon9e9dsd

<storage_account_name>.blob.core.windows.net

lowe gl

Hld>dsd 1des))

Pl




PKI IJpuol> 86

<storage_account_name>.<container_name>.<sftp_local_userName> lwe lJpuw e e

oy BLE JJeé 1Jers,

2.109) B998 buwld Jedb 1Jpweyse.

Repository Configuration

Azure-SFTP

odysy puww9se ISE SFTP

02d3Sy Sew luolws puulz IJpuosd Jglbp SFTP oy ¢JIJ CLI Cluwegsle 1Ule)
IJoudsis crypto host_key add §od lguaesle 03l ldpuuagse. wlds lsuol po wllud
wwduwds pBdole 1Jpeos pe luwe 1Jpuo s IJpuedse S euslu URL 1JElL0
wodysu ldeuwegre. Jsuesd Ids Idpuwesse 1Uss wp wpdso PRI vod 9p wlugble
Lisle Idedlose po 9lzosd IJpumetse Irumspss (GUI) souoss) Idpedclz IJgle [Us
IJzols IJpedes el wd. logug 03l ldpdelz IUgle e ehp SFTP IUss wp wpdse PKI
sluolwe |Js pJuwd 'authorized_keys'.

3. wad 1¢9d IJs IJ po €828 1Jpuwudsd IJlumluws 96838 IJpl3ws 1wl mss sluod pdolz
PSS IJoivds) wluwaedsle 1Ule, crypto host_key and host <sftp server>. olds oo (95,0 £826
ISE eJs 2 luwpe puosd SFTP.

<tfroot>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob. core.w ndows. net



host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: Tine 1
xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd2ocEkToBq6xG74g

4. Lee 1Js 9lgod ldpuworp louw9ess ISE (oo Idpuwesse 925 Idpuwegse 1Uss wp logblyo
sl 9o, W98 IJeedd pu lduors. wp ldoedd pu wors Idpuwesse woele

Server Response

Repository validated successfully

wele Ideedd pu wozs ldeuwe9se

S

pdlels: 599 2sb IJerds o Lozs Idpuwesse lJerdd pu wdyso ldpuvesse
VOYb eds €926 1Jpw99d IUluwlyws.

)
pdlebo: Vs zlds lugvle puwe9se SFTP Cluwegsle pdolz RSA IJglec Jl swp 0w
lJeuwwgrele IJos op logvlol oo gJld 9lzes IJpuwedse IUyuw9pess (GUI) s 9lzos

wwlo, 1Jlsles 9l sop wuwt IJpumwessele Idos op lobldel eo ¢dId 9lzes uwb, 1JIsle)
(CLI) B 3lzos wlo,y IJisle). Jodsss obuw Idpuuesse eds sleos wlo,y 1Ulsle, (CLIY
991z06 IJpwegse lyuwsess (GUI): §p wluusle plose RSA IUgleé eds JJ oo CLi g
GUl 9o o) Il Idpdlose [Js e SFTP.

odysu puww9de ISE CLI

1. SSH 1l¢J CLI (9lz06 Lwlo, 1Ji9lo)) Je 836 11516 IJIuwluss. $p wluolds pldely o ids,
eds JJ £826 B 1oy 2 wiss 1U9uod IJs puveyse SFTP e weos 1Us PKI pU CLI
(9lzos yulo, 1JI9le)).

2. louble pBdele RSA IJgle Jslzos Lub, 1Jisle,.

isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>



3. 8p oSy pd Idpdolz Igle 103s we loublde IUs puwesse IUGiue Ieeds (s
puww9dE Spdoud 1Jsuosd [Jse Joujsd ldpdws).

isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>

4. 8p wouisd 03l 1Jpded pu ldpuwesse 98ozo B e Juuesue Juuwe Idedelz Igle
JJ9uo9d 1Js 9lz0s ywloy 1JI9l 0.

5. ugpsd pdulz SSH IJgle [Js Azure: pod pdclz GUIIU3s weo luoldeo sopes yuluve
louble ldpowetse Ipedes J Azure SFTP (o0 1Jgbs 3).

6. lu¥) V938 luolWs pulz 9Juold pdulz SSHIJgle IJJled (Bs 28J pdwlz SSH IUJglp).
7. wuvdd Roshs: $p woads) 9,09 Iuwluus (eds pwwsd IJpeld. ISE-CLI-Key).

8. 1u@) W9 IJulds spdb.

IJozdd eu Iduogs

1. 0288 pu 9u29d CLI Js puwe9se SFTP Clyweésle IJi o, "show repository <name>". 909
S&ue IJpdile 1degius eds gbe SFTP o3l.

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236.tar.gpg
ops-0PS10-260525-1026. tar.gpg

2. 223838 pu 929 Sleod IUpwetse lhuwsess (GUI) IUs puwegre SFTP pu 2dId Iluo@ld
IJs Idpuwesse 9oeass Idpuwesse 1Jss op loublye sl 9oy 998 1Jeedd pu lduors. wpe
IJozdd pu wors Idpuvesse wuele.

o Server Response

Repository validated successfully




3. luewd IJs 1JbLe > |J({Jb|p > |Jogwe Idlzoslbs gldlgueglss . Gp ..,i'as uwed lzoslbss
JJodssy wp loowdd IUs luvdd o3 IJowdz6: 9235 puwe9se SFTP LTS lJodssu 98I0
lJouwg IJlzoslbs 1JIRs) poissl JJlgwoglss.

‘W ldentity Services Engine Administration / System

J|  Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—

[ ]
B%  Dashboard I Backup & Restone

Pollcy Export
1] context Visibility oliey Expont

A operations Configurational Backup Details Operational Backup Details
azure-backup

Azure-SFTP

© Fri Jun 12 14:01:20 15T 2026
backup azure-backup-

1) Policy

4. Administration

CFG10-260812-

A Work Centers 1401 tar.gpg to repasitory
Azure-SFTP: success
Scheduled no
Triggered Form &Ll
Exgcute On
Interactive Features Exsoteaty .
Bestora
Azure-SFTR r Add Repository
Configuration Operational
Flle Name Modifled Time Repository
]
szure-backup- CFG10- 260 Sat Jan 8 00:00:00 0 Azure-SFTP 0 Bytes Restare
esbackup-CFG10- 260522 Tuw Jan & 00:00-00 0 ATure-SFTP 0 Bytes Reslore
tesibackupZ- CFG10-2608 Twe Jan 11 00:00:00 0 Azure-SFTP 0 Bytes Hestare

IJozdd pu woes puwegse SFTP

odlebs: Luwuy Igble Cisco IDCSCwu68863 I oz psdsé: Sop 502 eee lJuuwe
IJlzoslbso eds wgiso Azure ool gds luo 0 wlse 9dIdu Jl 9> oles,) 9]@5;:'9\5.
SpJu luwogls odo lduuwe IJlzoslbss wogle 13 e 1Ule).

lpweduuldd IJigble 5l oJlzol

1. B 9lzos IJpuwegsp lyuwspss ISE: sebs 1doedd pu woesd lJpuuesse o3l Igbl:


https://tools.cisco.com/bugsearch/bug/CSCwu68863

Error

b

2288 p0 luwesils Ipdolz Igle 1Juozst 8Js e SFTP Uops pdlese SSH (lzg 1gloss 2
pu wdysy SFTP gds ;uuly oS Azure). sgad o3l 1Jglol 31 Jlg [dpuuegspe 9> Ole wlouble
i9z p8lost 228> pd 1S eds 9lzod Idpuwe e Isumsess (GUI) wes welz IJozdd pu wozd

Iqu.uo_s.)g.

2. uze IJeedd pu Lo pUwedE Slz0d IJeuwetse Ihuwspss 9JJo Jl soe> ole pu 1)
show repository <sftp>.

- wisenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

b

S2dd pu luolWs pdwlz RSA IJgle IU3s wp logildo pu slzes yul, IUIsle, Jops wId9se Azure
ssh.

3. pu lad 38> pu luwed uld gble puue9se SFTP gluodlzol B wopdsy IJle, debug:

isenodel/iseadmin#debug transfer 7



=isenodel/iseadminddebuy transfer 7
sisencdel/iseadn: show pository Azure-SFTP
3 [395485):[info) transfer: cars_xfer.c[333] [system]: sftp dir of repository Azure-5FTF requested

info] transfe: cfer_util.c[2755] [system]: Server validation successful § = s .core.windows.net

debug] transfer: sftp handler.c[1281] [system]: Running sftp command: e p.blob.core.windows . net g —

info i sftp handler.c[689] [system]: DEBUG: local user: igeadmin UID: 0 sftp run parent FD: 7 remote h . .ee windows

u — . . ommand: 1s -1

debug] transfer: sftp_| .c[699] [system]: £d is:

debug] transfer: sftp handler.c[327] [system]: Executing SFTP command: 0 iseadmin
rEnownHostsFile=/home/iseadmin/.ssh/known_hosts -oPasswordAuthentication=no = Tnw . w T frw— pu— ‘@ .blob.core.windows . net

error] transfer: sftp handler.c[445] [system]: sfetp read Error: read failed

handler.c[914] [system]: sftp_run_parent Error: read(command prompt) failed
sftp parent status -306

usr/bin/sftp -oIdentityFi home/iseadmin/.ssh/id_rsa -oUse

H connect error
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