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Entering configuration mode terminal
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vmanage (conf
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od9sy ISE J TACACS+

lJglo9sé 1. 9p wopdsy 306 31,6 [Jgol).
SpIdu IJbsle w3JdY pu b6 gdlple Uog;_;g..ﬂs-__, > duble > 1Jogu, >eeys) (ISE PSN
Node)>lJwez 8l pu wpdsu 306 1o IJlgojs.

= e identity Services Engine Administration / System

Backmarks Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Sattings
Dashboard

Contaxt Visi E Adr T

Operat

SECONDARY

IJz s 2. |_ol b Catalyst SD-WAN Jzol; svods s ISE.

Spdo 1ddsle w3dd po b gdles IJowsse > el Iuiuds > izej6 1 s,



Il

I Bp wog, s (Catalyst SD-WAN) | e zolj 1w Js 9lP.
w- (IRosbs) cuousd wae IJzols Juib pzeses Iuer.
z- wpdsu lesbloe puol> 96 TACACSH.

3. 0ESSU uvy TACACSH ldpuue,yd.

= e dentity Services Engine Administration / Network Resources
)| Backmarks Network Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  External MDM  pxGrid Direct Connectors
——
A — g Vatuont Davicas List o Catahat_SO-WAN ™
Network Devices
! Context Visibility
4 Operations Mame Gatalyst_5D-WAN
U Policy a Description
4. Administration
Al Work Centers 1P Afdrnnn *IP Cata|y$| SD-WAN IP Ioas
\ v,
Sksrmciive g Dovice Profile & -
Model Name ~r
Software Varsion v

Metwork Device Group

Location All Locations ~  Set To Default

IPSEC Ha - Set To Default

b ( Divich Typa Catalyat SD-WAN ~  SetTo Dafa D

[0 =~ RADIUS Authentication Settings

« TACACS Authentication Settings

d Gﬂurcu SEraR e 5-u~.\) | motire

[] Enabte Single Connect Mode

9]

© Legaty Cisco Device

() TACGACS Dratt Compliance Single Connect Supperi

O~ TAGAGS over TLS Auentication Setings
zol; b Js ISE (Catalyst SD-WAN) J TACACS+

IJ¢b9o 3. logile pdd wg)sd TACACS+ JJJ »9, Catalyst SD-WAN.
logvle w9 o5l TACACSH:

1. catalyst_sdwan_admin: Je_wwgses Super Admin.
2. Catalyst. SDWAN_ReadOnly: Jpveédpes [J@)les WO b.

5pI01UGsle w309 po edled IJcusse phd 1gpd > bl Izels > goluas Iuwislss >
IJuolsg > pdle wg)swd TACACS > | olws.



dentity Services Engine Werk Centers / Device Administration

J'  Bookmarks Overview Identities User Identity Groups Ext Id Sources Network Resources Palicy Elements Device Admin Policy Sets Reports Settings

B2 Dashboard
Conditions

5 Profes 7 Gatalyst_SDWAN_admin
2 Context Visibility TACACS Profile
Network Conditlons

4. Operations

Ressits b
Catalyst_SOWAN_Admin
Il Policy Allowed Protocols
THEACS Command Sats
4. Administration
| TACACS Profiles Dascription

Al Work Centers.

Interactive Help
Task Attribute View Raw View

Common Tasks

Comman Task Type Shell e
Dt P ~  [Select Ot 15)
olault Privite o

~  (select 010 15)

Masimum Privilegs

Accoss Contral List

Aute Comenand

~ (Select true or false)

No Escape
Timecan ~  Minutes (0-99399)
O il Time ~  Minutes (0-9993)

Custom Attributes

Trash “

Type Name Valus

Mandatory - Viptela-User-Group super-admin 4

pJU o 58 TACACSH - (Catalyst. SDWAN_Admin)



= il Identity Services Engine Weork Centers / Device Administration

J'  Bookmarks Overview Identities User Identity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings

¥ Dashboard
EeasiEtes TAGAGS Profies * Gatalyst_SDWAN_ReadOnly
Context Visibility TACACS Profile
Network Conditions

4. Operations
—— Name
Catalyst_SDWAN_ReadOnly
1 Policy Alicwed Protocols

TACACS Command Sats

4. Administration

I TACACS Prodiles Dascription
Al Work Centers
p:
Interactive Help
Task Attribute View Raw View
—
Common Tasks
Comman Task Type Shell e
i
Dalauh Privite g ~ (Select O to 15)
~  (select 010 15)
-
i B ~ (Select true or false)
No Escape
~  Minutes (0-9933)
Timaoat
T ~  Minutes (0-9993)
Custom Attributes
Type Name Value
Mandatory v Viptela-User-Group readonly il

pJU og )59 TACACSH - (Catalyst. SDWAN_ReadOnly)
IUglo9s 4. |uuile pze9es puwedspsu luol8s puucerpsu pedssu Jeuos.
Spdu lJ8sle w3 po edlps IJowsse pild; 1deed > Lo Ideols > pregele 0956 Idpyucioe.

louble presgcsw Jogsé IJpuuisp:

1. Super_Admin_Group
2. ReadOnly_Group



Identity Services Engine Administration / Identity Managem

)| Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

BT Dashboard
Usar Identity Groups 2 Super_Admin_Grompy

Identity Groups

il Context Visibility Identity Group

£ |
A, Operations = o
. g * Name Super_Admin_Group
{ Policy » [ Endpoint Identity G "
ndpoint Identity Groups SDOWAN Rade { popere
1 » [T User identity Groups
4 Administration Description
Al Waork Centers &

2 Interactive Help

Member Users

Users
+ Add G Dalete
Status Emall Username ~  Flrst Name Last Name

( D B Enabled § Supeér_user )

p2P9IES 0956 lJp s e - (super_admin_group)

' Identity Services Engine Administration / Identity Management

)| Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

BS  pashboard

User Identity Groups 2 ReadOnly_Group

Identity Groups

)l Context Visibility - Identity Group
A, Operations = o
- g * Name ReadOnly_Group
I Policy » ) Endpoint Identity Groups
Catatyst SD-WAN Role (readonby)
3 Administration » [T User Identity Groups Dossilotian
Al Waork Centers I a4l

?)  Interactive Help

Member Users

Users
+ Add ~ G Dalete
Status Emall Username #  Flrst Name Last Name

( O B Enabled % readonly_user )

P2L9ES 0956 IJp e - (ReadOnly_Group)

IJgb96 5. (lgwshs) o pze9eé wog TACACSH.



Sedu IJdsle w3Jd pu wilb IJowssw Work Center (o1 1g pd) > 1516 1Jiz0j6 > pzpsgle
wog L6 [Jlgzoj6.

Izl
I lody B9 gpdsle slze, (Ilz v 2> lgdlo).
- Gp wopdSd luwe pzeses lduwsluwle.

2 O wOESSU Uil pzeses IJuwsluwle Jozass use Idzols 1Uds Sew vluublise puvedl B
(IJzlo9é 2 > b).

3. 9p wogssu IJwswsdsdle Idpyuese wol.
o-. 18, W99 b,

9. 108, V9IS (3) b,ys @6 &2 presed IUuwslunle Jodasu @sles IUpuolb §6 sldedgso.

= ik Identity Services Engine Work Centers / Device Administration
[ - Qverview Identities User identity Groups Ext id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Sattings
I D
Palicy Sets m
- ¥
A op SetMame  Deseript s Cesdiens . Anowed Protocols [ Server Se quence  Hits  Actioms  View
U Foliey
3. Administeation
&
Woark Centers
&

pee9Es uvslusle ISE
lJglo9é 6. odysy ywsluwd puol> 96 TACACSH.

sedu IJdsle w3JI po gdles Idowsse eld; Idged > 11,8 1zols > pzesele usluwle 11,8
IUlz0;6 > lud) 998 (>).

lJIz)le
I lod,y B9 gpdsle slze, (ILlz v zoss lgdlo).
e 9P wuedSd luwpe woz IUpol>96.

2 8p wOUESSU Uinb usluws 1dpeuolb§6 923> g Izols IUss Sew vluuilse puwedl B
(IJg b9 2 > b).

3. UESSU luwwesle vog ldpuolb 96 Jeuod,) 1Jogss.

o-. 18, W99 9 O b.



= b ldentity Services Work Centers / Device Administration

}  Bockmarics Overview Identities User Identity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reparts Settings

Palicy Sets— Catalyst SD-WAN Policy

Visisaity
\ Cperations Status  Policy Set Name Description Conditiens Allowed Protocols | Server Sequence  Hits
1) Policy
2. Administration
. =
Al Werk Centes
i . Cenditlons o e oms Retlens
( (-] Catatyat ) gé:,
© o 3
Auh Lezal E:
A
voz IJpob s

IJglbogs 7. o dsy ywsluwo wv9s o TACACSH.

;,_Sr?GJQ lJosle w3Jd pu edlpd IJowsse poldj ldged > L6 [Jgoly > pzesele yuwsluwle )6
IUlze6 > 1ud, 996 (>).

030 lJgbges Jlugvle oz IJwgosd JIJJ >9, Catalyst SD-WAN:

+ Catalyst SD-WAN Authz (super-admin): o w99d Jos)
« Catalyst SD-WAN Authz (JJ,leé W 9b): JJ§,les W §b

IJlz)le
I lody B9 gpdsle slzo, (Ilz v zoss lgdlo).
v 9p wueds luwpe voz IJugssd.

2 9P woesSU Uinb Jusluws 1Jogasd 9233 peeses Idpuwegspsu IJos Gpo wlugulsel Bs
(IJebys 4).

3. 8p wUESSU pdVle we s PolicyShell 9oz pddle wg)yswd TACACS IJos Gpw
cloublisel s (IJgbys 3).

o-. 18, 999 WO b.



= ik Identity Services Engine Work Centers / Device Administration

§l  Boskmarics Overview  Identities  User identity Groups Extld Sources  MetworkFesources  Policy Elements  Device Admin Policy Sets  Reports  Seitings

Daikboard
Palicy Sets— Catalyst SD-WAN Palicy o vel Boisl Palicy Se1 Hit Counts m

Context Visibity

ABowed Protocols | Server Sequence  Hits

A operations Stwius Policy Set Hame Deseription Conditlons
U Poiicy
2. Asministration
© oty 3DowAN Poscy B DIVICEDevica Type NOUALS AN Device Typaeall Casabyad S0-WAN
4 Werk Eentars

Irteractive Help

A thesaiza tiom Policy(3)
Rosults

Satus  Rule Name Conditians Command Sets Shell Prafiles Hits  Aztlons

vor Hsrnraruep BQUALS. Uses kfentiny Growss: Svpes. Adrmin, Drss s @
ermallver identyGroep EQUALS User kdentity Growps:-AeasOnly_Grows fisi]

513

a
& 1

wwsluws 1Jegsd
lJozdl pu wdysy TACACSH

1- 500 eduwlo gpd puveispe Catalyst SD-WAS Catalyst SD-WAN: 1J]>156 > 1Jpuw e e9u
9ldouesd > eduwle ldpuweoe.

sedud £ruo Slises Ideuwepsu IUEbessu IUssu §lpsl vouwesd 13¢9d gy RADIUS JlsJ
p8. 9owopu IJpedsple Idpe s od luvele IJpuucespsu sldlbsb.

Users and Access

=
Rl Uy Uit Sasuions
A
. L N5 &
ul
S e Fram—e [ Tessas Bamsin ——— [T [, Crvatiin Bune Lot e Tt
°

eJuvlo gpd puwegsp Catalyst SD-WAS

2-1SE - g pdsle Iduwzdle IJpuluiné J TACACS > TACACS > lJwzdle I el ins.



s Engine Operations / TACACS

§i Bookmarks

Dashbosrd

Context Visibi

A, Operstions
[
&, Administration

Al Werk Centers

7 Intaractive Help

Live Logs
—_—
Logge Time Status Details  Identity Type Austhestic stion Posicy
b ~ Mantity o Atheralion Pty

a a readonly_user

B 8 readonly_uier 1 Catalyst SO:WAN Policy »» Gatalyat S0 WAN Auth
Sap 11, 2026 01220 -] 3
Sep 18, 2025 01388, -] & wper_us BO-WAN Policy »» Ga

Last Updated: The Sep 11 2025 13:33:45 GMT+0300 [Central Eurapsan Susmmer Time)

IUowedle 1eoluiné

Authorization Pelicy

Autpilertien Putey

Canay

SDWAN Policy 53 Catabyy

WAN Aums [nesdo.

0 WAN Paliy b Catabrit SO-WAN Authi [sugar

Show

wiin

v Lateat 30 recondE o Last § minuter -

Shelt Profile

1_SCMAN_Riascndy

Dawice Typ

uiee Tye

Duwvice Trpall

Dwvica Typal

e ]

Dwvice Typal

Records Shown: 4



Protocol Tacacs

Type Authorization

Service-Argument ppp

Protocol-Argument ip

MetworkDeviceProfileld b0699505-3150-4215-aB0e-6753d45bf56¢
AuthenticationldentityStore Internal Users

AuthenticationMethod Lookup

SelectedAccessService Default Network Access

RequestLatency 27

ldentityGroup User ldentity Groups:ReadOnly_Group

SelectedAuthenticationldentit
Internal Users

yStores

AuthenticationStatus AuthenticationPassed

UserType User

CPMSessionlD 3165684755210.127.198.7438561 Authorization3 165847552

IdentitySelectionMatchedRule  Catalyst SD-WAN Auth

1=0;2=0;3=4;4=3;5=4;6=0;7=2;8=1;9=0;10=8;11=2;12=3;13

SteplLatency -0:14=0:15=0

TotalAuthenLatency 27

ClientLatency ]

TacacsPlusTLS false

Metwork Device Profile Cisco

IPSEC IPSECHIs IPSEC DevicefiNo

EnableFlag Enabled

Response {duthor-Reply-Status=PassAdd; AVPair=Viptela-User-

Group=readonly; }
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AuthenticationPassed

User
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false

Cisco

IPSEC IPSECHIs IPSEC DeviceMo
EnableFlag Enabled
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Response {Author-Reply-Status=Pass : air=Viptela-User
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