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o) ISE IJpwegsp s o3l Ileols:

0) Hostname ~  Personas Role(s)
O ise341-PAN Administration, Monitoring PRI(A), PRI(M)
O ise341-SAN Administration, Monitoring SEC(A), SEC(M)
O ise341-psn1 Policy Service, pxGrid
j ise341=-psn2 Policy Service, pxGrid
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J|  Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

us
87 Dashboard Glient Frovisioning

FIPS Mods Data Connect

Security Setiings

2. operations Qverview

Alarm Settings

11 Context Visibility

This feature provides read-only ODBC access to the ISE database. You can extract any configuration

) Policy Gameral MOM F UEM Settings of operational data about your network depending on your business requirement and use it to
generate insightful reports and dashboards,
Pasture
4 Administration
peofiling

nll  Work Centers

Endpaint Scripts

7 Interactive Help Settings

Pecay

To allow connection to Cisco ISE Ovacle Database, enable the Data Connect toggle button and set a

SMTP Server now password,

SMS Gateway

@) Data Connect

Fyatom Timg
Data Connect feature
AP Settings User Name dataconnect — anabled on Secandary
’/ Manitoring node
Data Connect Hosiname/|IP ise341-5AN. poongarg_local |
Network Success Diagnostics Pt 2454
Service Name epm10

CHECR DS Gorieen Password Expites on 16 June 2025 a1 09:55 UTC

Max Sessions
Light Data Distribution Change Password
Endpaint Replication Pasiwaord

Interactive Features

Passward Expiry
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CES g Defaultselfsignedservercerti.pem
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lJglogs 2: wJdosy goly Windows
I woouse wulee wubésd ODBC 9¢psd Oracle |uosl) 64 Lo pu p9$e Oracle g.lis lUsse

1. Gp wouisd e "Jeesd 1JB39,s" Idpoluuws Jubled IUluvluss. cobdo zest gedslo
IJoowse 2506 1Jluoled 1 luwluusé 19 1Jlguluwss. of wpo uuwaése IJluesl, 23.7.0.25.01

2. §p Vlweple 1dpdSle 50§l IUs 1desde IJIde,luos Jeesd Oracle o
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4. 9p wouisd gjeo ODBC Juwuw IJluosl).

5. 8p votuse wuler oubgsd ODBC: $p wlpwoplz pdod ZIP glowt prossloo Us
lJ>dsd 138 Bpo voowse IUgpsd 18,6 Vso (peld: Cilinstantclient_23_7)

6. 8p wouvEsd pJud odbe_install.exe Wb sJsd 1Jg psd 1JB9)s. Il oddse wpss) lolu:
Bludy B8 1ess> sluwer woubgsdo eds lsé 2lJ.

Ip vuduwsw JDeveloper Studio J Windows 64-ow pu p9.9¢ Oracle gJs 1J9sw
WO o3l Idpgwey: luwwgspul pJud jdev_suite_121300_win64.exe.
wdysu pdsle ODAC

1. Vs J9go wedpe Windows: luodd IUs pogs)le IJwsso.

2. ol pugs) uble zos> Jugisu pddle ODAC.

3. luwpe IJpoés) Idds pusop luwegslpo 09 TNS_ADMIN 98506 IJpcés) os puwh pddle
lJogisu.

4. §p wlols IJpze9s Jel 09 p9o |Js salnet.ora 1Je9z9> Vs pogs) TNS_ADMIN (ol
Lab TNS_ADMIN: C:\instantclient_23_7\network\admin).

#SQLNET . AUTHENTICATION_SERVICES= (NTS)
NAMES .DIRECTORY_PATH= (TNSNAMES, EZCONNECT)


https://www.oracle.com/in/database/technologies/instant-client/winx64-64-downloads.html
https://www.oracle.com/in/database/technologies/instant-client/winx64-64-downloads.html
https://www.oracle.com/in/tools/downloads/jdeveloper-12c-downloads.html

WALLET_LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA = (DIRECTORY = %path to wallet with the dataconnect certificate which we

)
SSL_CLIENT_AUTHENTICATION=FALSE

5. 140 IJpeu9s Jpl 09 p90e toName.oralocated B puul, TNS_ADMIN IJpwés) LAB
TNS_ADMIN: C:\instantclient_23_7\network\admin). |uvowsdo lJpuos IP pg lJpgbsle

©9uosd 8926 guslu.

TestDB =
(DESCRIPTION
(ADDRESS (PROTOCOL = TCPS) (HOST = host 1ip) (PORT = 2484))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = cpml0)
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https://docs.oracle.com/cd/A57673_01/DOC/net/doc/NWUS233/apb.htm
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1 Micrazoft Access Ted Drnver ", "oy 16.0

. . “ wdsm, “ sdsb) 16.0
Orache in instantchent_23 7 23.0
L Server 10.0

Back | Fmish |  Cancel
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B Registry Editor
ile Edit View Favorites Help

‘ormputer\HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINSTINMNOracle in instantclient_23_7

5 Valatile Erndronment
w T HEEY_LOCAL_MACHINE
» BCOO0000000
3 DRIVERS
» HARD\WARE
¥ SAM
SECURITY
- SOFTWARE
Classes
» Clients
CVEM
DefaultUserErvironment
] Google
3 Irmmiunet Protect
Intel
b3 JwwaSoft
Microsoft
Mozilly
> miozilla.org
MozillaPlugins
~ T ODBC
QDBC.INI
~ T QDBCINST.INI
Microsoft Access dBASE Driver (*.dbf, *.ndx
Microsoft Access Drver (*.mdb, *.accdb)
Microsoft Aecess Text Drnver ("txt, ".eav)
Microsoft Excel Drrver (*acls, *xlsx, *xlsm, *
ODBC Core
QODBC Drivers
ODBC Translators
Orucle in instantclient_23_7
SOL Server
OEM
OpeniiH
» ORACLE

lesh Idywed

Hame
ab| (Default)
b AP|Level

b CannectionFun...

ab| CPTimeout

ab| Diriver

35 DinverODBCVer
ab| Filelsage

ab| Satup

ab] SOLLevel

Tpe

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

1

¥YY..,

@
Chinstantclient_23_MSQ0RA3Z.AII...
0351,

0

Ci\instantclient_#3_MSQORASIZDLL...

BBl Jp sbo, Iduwed woler Idoubgsd: Selod lehs wubgsd IJuglds: sldl w2 dd pu sl
oSy wuleg wuvesd ODBC:

1. bgd luwp puosy wslole. eds uvwsd IJpold. TextExcel.
2. ¢ luwp 308 TNS Jpl 09 p9 0z Wb tnsnames.ora. pold; sop luuegsle TestDB B o3l

lJpuwows.

3. 1>¢J DataConnect Jpog ;8 |Jp ueésp 909 luup IJpuuegsp UG, luos JJlouold o ISE

DB.
4. 9109, 999 OK.



& ODBC Data Source Administrator (64-bit)

UserDSN  System DS File DSN  Drivers Tracing Connection Pooling  About

User Data Sources:

Name Platform  Driver Add...

Oracle ODBC Driver Configuration

o Cancel
Description |

Help

TNS Service Name |TEStDB

TestC ti
User ID dataconnect est Connection

Application (Qracle ‘Workarounds SOLServer Migration e

Enable Result Sets B Enable Query Timeout @  Read-Only Connection )

Enable Closing Cwisors (] Enable Thread Safety &

Batch Autocommit Mode Commit only if all statements succeed

Numeric Settings Use Oracle MLS settings

w0sisé wyulpe wuvesd Oracle ODBC
louble ppdbs Llguegsle bbls Gulo, I9le, Orapki

w8 IJendse Uolee JJpdde IJpuiend: wupoe lluds poles eds 1esde
C:\Oracle\Middleware\Oracle_Home\oracle_common\bin.

Remove

Data Source Name textexcel Configure...

BC\Oracle\Middleware\Oracle_HomeYoracle_commaonibin ~
MName B Date modified Type Size
S r rer e e et e Ve
(%] mkstore 5/12/2014 4:28 PM Windows Batch File
[%] obfuscatePassword 12/30/2013 212 PM Windows Cormrma...
g B obfuscatePassword 12/30/2013 2:12 PM SH Source File
D orapki 5/12/2014 4:29 P File

euvb lluwds

ne indicated data provider. A

Q

2KB

3KB

4KE

5 KB



1. luolWo puwly Orapki |Js pogs)y puwly Windows (Igoshs).

2. J@s luuslol 8298l luwpe ppdlbs Orapki Jppdlbs b Idpuwl
C:\Users\cisco\Documents\Wallet. §oJ o bésd 1Jie, orapki.

3. Vo pebs IJbl$o 90z 96 Runorapki loile ppdbs -lJpezdlbs Zpath to Wallet/ -
auto_loginto |uile pzdlbo Orapki.

4. 15¢d JJpd 039, pEI0 G886 23836 gwd bduwol Judw IUie,.

PS C:\Users\cisco> cd C:\Oracle\Middleware\Oracle_Home\oracle_common\bin

PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin> .\orapki wallet create -wallet C:\Users\cisco\Do
Oracle PKI Tool : Version 12.1.3.0.0

Copyright (c) 2004, 2014, Oracle and/or 1its affiliates. All rights reserved.

Enter password:
Enter password again:
PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin>

lovesyl guolo Idew9sd Jedro louold Idoslule |Js pedlbs Orapki

1. 9p wudd ol ISE IJos wp wujsdel Ws 1Jglbss 11Js Idgpsd Idpeds 985d luwpe
19226 (Itoshs) vbssl suved weasso (s Idpgow Spul vogssiol lds
secmoncert.pem) gl_owol |Js gpsd Orapki Jel 09 1Jzld pe IJogdsps 1w pzso.

2. |uolW6 ppdlbs Runorapki -lJpzdbs “Path |Js ez dlbs Orapkis -trusted_cert -cert zPath
to Certificatex g Js PowerShell.

3. bed IJpé p19) peiv 86 23836 £ud bduol Juduw 1Jie,.

PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin> .\orapki wallet add -wallet C:\Users\cisco\Docum
Oracle PKI Tool : Version 12.1.3.0.0
Copyright (c) 2004, 2014, Oracle and/or 1its affiliates. All rights reserved.

Cannot modify auto-Tlogin (sso) wallet
Enter wallet password:
PS C:\Oracle\Middleware\Oracle_Home\oracle_common\bin>

C:\Users\cisco\Documents\Wallet v | G
Mame Date modified Type Size
ﬁ cwvallet.sso 3/18/2025 11:56 &AM SS0O File 5 KB
D cwallet.sso.lck 3/18/2025 11:56 AM LCK File OKB
. ji' evvallet 3/18/2025 11:56 Ak Personal Informati... 5 KB

D ewallet.p12.Ick 3/18/2025 11:56 &AM LCK File OKE




IJo2dd pu ldedSle Bs puwl Ipzdlbs

4. 108 puwl) 1Upebbé tosglnet.ora pJus.

< v N » This PC > Local Disk (C) » instantclient_23_7 » nebtwork » admin
J Downloads # Name Date modified Type
=| Docurnents # D README 27282025 119 PM File
admin | sqlnet 3/1/2025 6:15 PM ORA& File
instantcliant 22 | ] tnsnames 3/12/2025 218 PM ORA File
%5 Local Disk (C)
- sqlnet X T

File Edit View

HSQLNET . AUTHENTICATION_SERVICES= (MNTS)
MAWMES.DIRECTORY _PATH= (TNSNAMES, EZCONMECT)

WALLET_LOCATION =
(SOURCE =

(METHOD = FILE
(METHOD_DATA = [(DIRECTORY = C:\Users\cisco\Documents\Wallet )})
)

SSL_CLIENT_AUTHENTICATION=FALSE

luol9s p9de IUpzdbs s pJud sqlnet.ora

ltool) wosisé wyulpz wuvesd Oracle ODBC

1 KB

1 KB

1KB

lowwd IJs C:\windows\system32\odbcad32.exe gg»> testexcel Jpod) ldoslule 1Uss wp
logulge prosel. bybgs suvdd. bdb o ool wysosd. luowe 1UJJes 9b§b§o ok.
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i Oracle ODBC Driver Configuration

oK
Data Source Name texstexcel
Description Lancel
. : iy Help
TS Service Name Qracle ODBC Driver Connect X —
Test Connection
User ID .
Service Name —
TestDB
Application (Qracle Wi¢ User Name
t .
Enable Result Sets s Cancel tion [
Enable Closing Cursors Password About...
............Oﬂ
Batch Autocommit Mode v
Numeric Settings Use Oracle NLS settings v

Izl louold ODBC

op lzooh IJlouald vuogle.



Testing Connection X

Connection successtul
| 1

| [ OK ]

louold ulze
oJdgsy Windows MS Excel

1. lebé wuvesd/use MS Excel.

2. lvodd s edlpd IJowgse "wslole” slud) B8 IJeuesd eds Iduslule > po puols,
I2)s > po ODBC.
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1
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19 _b'Q From Active Directory
20 —A
21 [ .
From Microsoft Exchange
22 ME e
23

"
=

| _a From ODBC



sedud lpweple ks wslule edasu ls cubgsd 29d Idubeds 383! Jpobdule IJgpd 1Jgl06
wd slgwegsleel Jluuile wdbsy 9dsele pedyple 986 235> by 86 g0 "Bless Idoslule”
IJplodsws 1o, WB98 wresd 9 wrosd Ioslule.

Navigator

Select multiple items

Display Options ~ D

‘4 E. ODBC (dsn=textexcel) [9] |

p 8 CEPM
b 8 CTXSYS
|A_DATAC0NNECT [70] |
[ AAA_DIAGNOSTICS_VIEW
[ ADAPTER_STATUS
E ADAPTIVE_NETWORK_CONTROL
] ADMIN_USERS
[ ADMINISTRATOR_LOGINS
[ AUP_ACCEPTANCE_STATUS
[ AUTHORIZATION_PROFILES
[ CHANGE_CONFIGURATION_AUDIT
[ COA_EVENTS
[ ENDPOINT_IDENTITY_GROUPS
[ ENDPOINT_PURGE_VIEW
[ ENDPOINTS_DATA
[ EXT_ID_SRC_ACTIVE_DIRECTORY
[ EXT_ID_SRC_CERT_AUTH_PROFILE
[ EXT_ID_SRC_LDAP

A

3/17/2025 1:08:52 AM
3/17/2025 1:56:31 AM
3/17/2025 2:09:12 AM
3/17/2025 2:55:04 AM
3/17/2025 2:55:11 AM
3/17/2025 3:06:46 AM
3/17/2025 3:23:28 AM
3/17/2025 3:25:04 AM
3/17/2025 4:02:23 AM
3/17/2025 4:02:26 AM
3/17/2025 4:02:36 AM
3/17/2025 4:02:40 AM
3/17/2025 4:34:43 AM
3/17/2025 5:30:51 AM
3/16/2025 10:46:18 PM
3/16/2025 11:51:47 PM
3/18/2025 2:28:27 AM
3/18/2025 2:29:46 AM
3/18/2025 2:57:46 AM
3/18/2025 7:03:26 AM
3/18/2025 8:35:23 AM
3/17/2025 12:43:39 AM
3/17/2025 6:08:49 AM

ADMINISTRATOR_LOGINS

TIMESTAMP_TIMEZONE

TIMESTAMP ISE_NODE ADMIN_NAME IP.
3/17/2025 8:08:52 AM ise341-5AN admin

3/17/2025 8:56:31 AM ise341-SAN admin al
3/17/2025 9:09:12 AM ise341-SAN admin
3/17/2025 9:55:04 AM ise341-psn2 admin
3/17/2025 9:55:11 AM ise341-SAN admin
3/17/2025 10:06:46 AM ise341-psnl admin
3/17/2025 10:23:28 AM ise341-PAN admin
3/17/2025 10:25:04 AM ise341-psn2 admin
3/17/2025 11:02:23 AM ise341-psn2 admin
3/17/2025 11:02:26 AM ise341-PAN admin
3/17/2025 11:02:36 AM ise341-5AN admin
3/17/2025 11:02:40 AM ise341-psnl admin
3/17/2025 11:34:43 AM ise341-SAN admin
3/17/2025 12:30:51 PM ise341-psn2 admin
3/17/2025 5:46:18 AM ise341-5AN admin
3/17/2025 5:51:47 AM ise341-SAN admin
3/18/2025 9:28:27 AM ise341-5AN admin
3/18/2025 9:29:46 AM ise341-PAN admin
3/18/2025 9:57:46 AM ise341-SAN admin
3/18/2025 2:03:26 PM ise341-PAN admin
3/18/2025 3:35:23 PM ise341-PAN admin
3/17/2025 7:43:39 AM ise341-SAN admin

3/17/2025 1:08:49 PM ise341-5AN admin et

>
load |~ Transform Data Cancel

2

wp louold MS Excel o ISE Read OnlyDatabase

5. 23 ¢sh crasd Idoslole 98 votuosue odus) IJoslule 90381 Jleeslelod. B ol
Ipolde 0@9p wislsé &0 RADIUS_AUTHENTICATION_SUMMARY JoLoWb.sé &pdslo

lJpeo1> 86 w9luuloé £.956 ISE.

O w860 lJgp9> ISE_NODE 935> PSN IJpgss.

0Q| |.J|uuo&_.J|roI

= Table.SelectRows (RADIUS_AUTHENTICATION_SUMMARY_View, each ([ISE_NODE] = "ise341-psnl"))
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RADILE AUTHENTICATION_SUIMMARY « Power Quesy Edior

_ Home  Toadomm  AddColumn Niew
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> X v fr || el (_SUPMARY_View, each ([ISE_MODE] = =ize3d1-psnl®)) v

§ M. B rmestame - % E_NODE 7| B USERWAME - |l CALUNG STATION_ID |- | f, IDENTITY_STORE = % wweNTITY_GROUP |~ | Al DEVICE_NAME - . DEVICE_TYPE = b LOCATION

& $/I8/2025 5:5200PM [eddl-penl 15 LAS2ATARTA 151R 5229 AATA it ot 10.48.26.61 A Device Types Al Location
2 A/18/2025 55100 PM ise3dL-panl FOFFABADLDT FOFFABIADIDT ell ol 10,48 36,61 A Device Types All Location
3 SRES2025 55200 PM Ine34l-ponl 538366 ICACT 518366 B0 AT L et 1048 2661 A Device Types All Lpiation
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