leshs puolb 96 ISE 3.4 590 puwsgle U909
lJpzes wsu ISE 9 NAD J TrustSec

lowed ild iz ble gl o, l>ol

lJp 9500

supS Ieuwoos Ilesh IJlsds JJodsso 290 puuséle 1d9ue9d IUpzes wsu gedle ISE 9 NAD
Jouisd wslule wssé TrustSec.

IJecbdole IJlul jusé
lJpolbdolo

 IJog,u gds Cisco TrustSec JgJ loly Lo Js.

© pe,W6 peyd E3ple 1Jo9ss (ISE) Jbblys Tely I v Js.

* 1JG0p Uipwluws Jossesdsd 1Upuols 86 Ipesuwe (EAP) Jlbl, Judd pedsele
lJeol>96.

lJpdovlo Idpuuweispd

|dentity Services Engine (ISE). |Jl_o>l, 3.4.x

Cisco I0S® 17.15.1 19 Ie Js

op quuls: |Jro&J_9lo|u IJgIJ)o u_95 o.>| |Jrou.uuu.) ,pu UlaoJo I._J,ogagm g_9§ PR roE_roJ&o Cluoo.

Srded Is> Uuuv&sJ Selds po Bopd Jdeles) Ippopd Jis lm

peJd9ple



BS IUPE 30 9290 pum9El 9,29 pzes (PAC): sdou wuldss uusluwle TrustSec Ivod Jlvol
J cobde puwséle 9029d pzes (PAC): sldos wdsu ghé plbdyws Jdlouoldle IJlews wso
Uig_o_jé 9o eple 1Jo9ss (ISE). 95Uy 03l Iduog pdssl wuvdd Eluo Vs Idussle Idos
2098 £JS £83 ISE pugsss. B zlds £3p louold 1Jg 96 1JIuwluwss: spdo JJizoss ldowssd
odllissl lds gpdsd uuwe lewslbs x9u 1delzd 1Js lebs [ouble wslule IUlgo el 1Jgluos Lol
rel s8JJ eldle Ipslbes. wepd Idpuobds Idos Jl veoss eds puwsele 9u09d pzes (PAC)
eds couwsb IJgpdss: ppl szedol 198, Blodss Jobys) slde, gwosds S IUlgweisle: Jol
g p luwldso IUlely 1dzsse6 1Jpesld 86 pe pulsis logsle 1Je@6.

B 03l 1o og: wusl Ilzess whuwld bdo soupes luve puvese 99Je6 £19). 9SSR SY
|JPE_O) J|,_§C;J|a E_d) C\JU“"O TPoé-SvPEﬁ !E_)b aJu.uo LJE_,OJ 0o §3L§J ISE |.Jp&_J_9ro|Q |J|o0p6
1JJpd Joip.§o IJlouold. sswuopu 3JY pule JJi,olo 9ldovdlosd pod 0960 1Jgbe

9998 Sw0. 9o uwEdpe 030 IJpedsple Jupelu 1Usuosd IUles 9ldpuwe ey 1Js IJuwsluwle
sldeslule IUuo,9)86.

lJodssu

lJodssule

oJ9su ldpwsd

B 03l ldpwows sop wdoso leshs IJpuol$s 118 po PAC Cluwegsle 1dezsd Cisco C9300

switch. spJo Jis peod sepd wldluosl, 17.15.1 Dy |uosl, leds le)le puol>86 590 pun9é 9,09
oS PAC Cluwesle pgyd e3ple 1Jogss (ISE).

IJg96 1: 9p wodssu Elbp RADIUS 9020986 RADIUS gds 1dezsd bopu 9226 IJodssu
Ik, 8s6 JJpzsd.

s1>0 RADIUS:

radius server

address ipv4

auth-port 1812 acct-port 1813

key



pzp9e6 RADIUS:

aaa group server radius trustsec
server name

Ué_]ogé 2: uab..sb PTPIEC égbp RADIUS |Js QL.93..§U'0 CTS g dot1x .J.quobéé ;_;|u.uoé)|ro

wessu CTS:
<#root>
cts authorization Tist

cts-nlist

// cts-mlist is the name of the authorization 1list

euelb g6 dotlx:

<#root>

aaa authentication dotlx default group

aaa authorization network
cts-mist

group

IJgboos 3: UvdJe 1 CTS-id 9dJpé e I enable igudyw gds Idpdelz



cts credentials id

password

wdysu ISE

1. eJs ISE: Qp wodsu golj Iduveds wew IUbL6é > el IUbods > iao_jé lJuveds. lug)
999 luolwws Jlolwe 1Jpezed 1Js e ISE.

= -hol |dentity Services Engine Administration / Network Resources

)i Bookmarks Network Devices Network Device Groups Netwerk Device Profiles External RADIUS Servers RADIUS Server Sequences More
#%  Dashboard Notwark Dovices
; Osts Network Devices

Context Visibility

Hame IPMask Profile Name Location Typa Dezcription

%, Operations
| Policy
F

Administration

Al Werk Centers

2. 8p wluols gu9ly NAD IP Ws 28d gudlu IP JIs s 990 ISE wpgldzs bdo RADIUS
Jeuol 96 TRUSTsec pu 1Jpeod.

3. 8p vopdsu leshble puol> 96 Radius Jgpsd NAD glsgd Idpclz IUgws Idpuveyd J
RADIUS.

4. 9p wopIdsy labbl? TrustSec lJpw 9306 9023858 luwp Idgoly pg CTS-ID 928d JJpd 1Jp,9)
p& JJpo 1Jp,9) pu Idle) (wslule lgepls pg 8 <CTS-ID> JJpes 1Je, 9, <password>).
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Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 11 0 0

Refrash Show Within
Never ~ Latest 20 records «+ Last 3 hours W
& Ty Expart To Filter
Time Status Details Repea... ldentity Endpoint ID Endpoint Profile Authentication Policy Authorizath
bos o Identity Endpoint ID Endpoint Prafile Aythentication Policy Authorizatior
Feb 23, 2025 08:16:12.0... a HCTSREQUESTH —_— NetworkDeaviceAutharization NetworkDevie
Feb 23, 2025 08:16:05.7... a HCTSREQUESTH e — NetworkDeviceAutharization HetworkDevic
Cisco ISE
Steps
Overview P
Eiarit . Step 1D Description Latency {mz)
11001 Recelved RADIUS Access-Roquest
aafmame HCTSREQUESTH RADIUS created & niew session a
Encpoir 90:77:EE:EC: 78:B0 & 12237 PAC-less request 0
1z Generated a new session 1D 1
Endpoint Profile
15012 Selected Access Service 1]
Authentication Policy NetworkDeviceAutharization 12238 Succossfully processed PAC-loss o
Authorization Palicy MetworkDeviceAuthorization >> Dafault 15036 Evaluating Authoerization Palicy o
15008 Matched Default Rule &
Authorization Result
11002 Returned RADIUS Access-Accept 3

Authentication Details

Source Timestamp 2025-02-23 19:14:46.407

Recetved Ti 2025-02-23 19:14:46.407

Policy Server Ise341

Usernama HCTSREQUEST#
Endl a 9077 EEEC:78:80
Calling Station id 907 eei0c:TE:80
Awthentication Method webauth

lpwoduld IJIgble 9l odlzol

Jluwedupld 1Jigble gl odlzol Iszle wuvgsd gpdsle wuoese IJigble oo gds IJpzoJ:

Debug Command:

debug cts environment-data all
debug cts env

debug cts aaa

debug radius

debug cts ifc events

debug cts authentication details



debug cts authorization all debug

debug snippet:

*23 Bl 14:48:14.974: CTS env-data: &, 0 cesse lJoslole lJossssdole [Joe 0x2
*23 b, ls, 14:48:14.974: CTS env-data: o jsJ transport-type = CTS_TRANSPORT_IP_UDP

*23 B ls) 14:48:14.974:  cts_env_data full: eole zlJé env_data_complete: wp lJzuo9d £Js
|Jz>< O(env_data_request)

*23 Woyls) 14:48:14.974: Yo pd @@Q@ cts_env_data: env_data_complete ->
env_data_waiting_rsp

*23 Wols) 14:48:14.974: env_data_waiting_rsp_enter: |JzlJé = waiting_response

*23 Buls) 14:48:14.974: S92 pele low eds Idzoly wlog wujsd I wie puol> 96 PAC-Less-
PAC o0 IJpzod

*23 W ls) 14:48:14.974: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG ATTR_q(0)
*23 Wo,ls,) 14:48:14.974: env_data_request_action: IJzlJé = waiting_response
*23 B ls) 14:48:14.974: env_data_download_complete:
status(false). req(x0). rec(x0)
*23 B ls) 14:48:14.974:  status(false). req(x0). rec(x0). expect(x81).
wait_for_server_list(x85). wait_for_multicast_SGT(xB5). wait_for_SGName_mapping_tbl(x1485).

wait_for_SG-EPG._tbl(x18085). wait_for_default_ EPG_tbl(xC0085).
wait_for_default_SGT_tbl(x600085) wait_for_default SERVICE_ENTRY_TBL(xC00085)

*23 Wols) 14:48:14.974: env_data_request_action: IJzlJo = WAITING_RESPONSE: <
oddsol = 0x0 IJbJe = 0x0

*23 W ,ls) 14:48:14.974: cts_env_data_aaa_req_setup : aaa_id = 15

*23 Wo,ls, 14:48:14.974: cts_aaa_req_setup: (CTS env-data SM)ewo9 IJezeseo IJgluoo pswo.
clod luuble pzpsgs glpd

*23 B ls) 14:48:14.974: cts_aaa_attr_add: AAA req(0x7AB57A6AA2C0)
*23 Wols) 14:48:14.974: | ywpe lJpvegsp = #HCTSREQUESTH#

*23 Bl 14:48:14.974: Lub | ol b6 Lusl§ AAA: (CTS env-data SM)attr(Jz o)



*23 Wols, 14:48:14.974:
*23 Wols) 14:48:14.974:
*23 By ls, 14:48:14.974:
*23 B ls) 14:48:14.974:
*23 By ls) 14:48:14.974:

*23 B,ls, 14:48:14.975:

IJp>£900)

*23 B ls) 14:48:14.975:
*23 B ls)y 14:48:14.975:
*23 Wo,ls) 14:48:14.975:
*23 Wols, 14:48:14.975:

23 Bls, 14:48:14.975:

AAA.

*23 B ls,) 14:48:14.975:
*23 B ls) 14:48:14.975:
*23 By ls) 14:48:14.975:
*23 B ls) 14:48:14.975:
*23 Bols) 14:48:14.975:
*23 B ls) 14:48:14.975:
*23 Wols, 14:48:14.975:
*23 Wols, 14:48:14.975:
*23 W ,ls, 14:48:14.975:

*23 Bls, 14:48:14.975:

RADIUS 10.127.196.169

*23 Bls, 14:48:14.975:

*23 Bls, 14:48:14.975:

CTS-Environment-Data = [¢ool,

cts_aaa_attr_add: AAA req(0x7AB57A6AA2CO0)

o luols ywsl§ AAA: (CTS env-data SM)attr(env-data-fragment)
CTS-device-capability = env-data-gment

cts_aaa_attr_add: AAA req(0x7AB57A6AA2CO0)

o luoles yusl§ AAA: (CTS env-data SM)attr(ecgss 1Jg9ls e-IP

32,6 zoly CTS = pugss IJE9lse-ip 1pog9ps
cts_aaa_attr_add: AAA req(0x7AB57A6AA2CO0)
o luols sl g AAA: (CTS env-data SM)attr(wnlx)
CLID = wnlx

cts_aaa_req_send: wp |)uvlJ AAA req(0x7AB57A6AA2C0) wugle IJs

RADIUS/ENCODE(000000F):ORIG. y9¢ IJpd9y = CTS
RADIUS(000000f): wd9sy NAS IP: 0.0.0.0

vrfid: [65535] IPv6 tableid : [0]

9Sp06 IDB os NULL

RADIUS(000000f): wd9sw NAS IPV6: ::

RADIUS/IJo s, (000000f): acct_session_id: 4003
RADIUS(000000f): lssl>

RADIUS: 9o PAC IJi8J. 9lJ ) 09295

RADIUS: ¢po |uolds Luwes CTS Logu zie lJs bdo RADIUS wuoglz

RADIUS/IJo sy 1B od gusle IP ppds 10.127.196.234 Jzlse

RADIUS: 9_sg PAC IJi$J: 91U w,y 9295

RADIUS(000000f): |, ywld bJdo 1Jsuesd |Js 10.127.196.169:1812

IJpe, 8 1645/11. len 249 /1 b 1s,o9J [Js RADIUS oo 1 pz9J

RADIUS: e 059 78 800500 ES D3 DD F1 - B4 82 57 E2 1F 95 3B 92



*23 Wols, 14:48:14.975:
*23 Wols, 14:48:14.975:
*23 By ,ls, 14:48:14.975:
*23 Bo,ls, 14:48:14.975:

*23 B ls) 14:48:14.975:
gment"

*23 Bols, 14:48:14.975:

*23 B ls) 14:48:14.975:
supported"

*23 Wo,ls) 14:48:14.975:
*23 Wols, 14:48:14.975:
*23 W ,ls, 14:48:14.975:
*23 By ,ls,y 14:48:14.975:
*23 B ls,) 14:48:14.975:

*23 Bls, 14:48:14.975:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

lowe [dpuwwgse [1] 14 #CTSREQUEST#

lJe9,>. Cisco [26] 33

Cisco AVpair [1] 27 "CTS-environment-data=test"
lJe9,>« Cisco [26] 47

Cisco AVpair [1] 41 "CTS-device-capability=env-data-

Jlise. Cisco [26] 58

Cisco AVpair [1] 52 "CTS-device-capability=multi-server-ip-

JJeé pr9) Idpumetse [2] 18
Call-Station-ID [31] 8 "wnlx

u9e U206 [6] 6 IJ ol [5]
NAS-IP-Address [4] 6 10.127.196.234
IUp9,: Cisco [26] 39

Cisco AVpair [1] 33 "CTS-PAC-CAPABILITY=CTS-PAC-

less" // CTS PAC Less CV-pair attribute oo [Js bdo ISE Jpgldzé [Jzies JJpuol> 86 390

PAC

*23 B, ls, 14:48:14.975: RADIUS(000000f): |, wlJ 2506 IPv4 RADIUS

*23 B, ls, 14:48:14.975: RADIUS(000000f): wse poJs 5 &sly

*23 Wu)ls) 14:48:14.990: RADIUS: wpe IUluwedle oo lJpg 8 1645/11 10.127.196.169:1812.
IIoele Idpuol> 96

Access-Accept. len 313.

RADIUS: 1Jpu0>8 92 4¢c 21 5¢ 99 28 64 8b - 23 06 4b 87 F6 FF 66 3¢

*23 Wols,) 14:48:14.990: RADIUS: | wpe ldpuwegse [1] 14 #CTSREQUESTH#

*23 Woyls) 14:48:14.990: RADIUS: IJuwiso [25] 78

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

43 4143 53 3a 30 61 37 66 63 34 61 39 54 37 68 [CACS:0a7fc4a9T7h]
3979444270 2F 7A 64 66 66 56 49 55 74 D [9yDBp/zjdffVIUtM]

78 34 68 63 50 4C 4A 454976 7579 51 62 4C 70 [x4hcPLJEIvuyQbLp]
3148 7A 355045 39 38 3a 69 73 65 33 34 31 2F [1 o, ;5PE98:ISE341/]

35 32 39 36 36 39 30 32 31 2F 32 31 [ 52969021/21]



*23 Bls, 14:48:14.990:

*23 Vo ls)y 14:48:14.990:

less"

*23 Bols, 14:48:14.990:
*23 Bls, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bo,ls, 14:48:14.991:
23 Bls, 14:48:14.991;
23 Bls, 14:48:14.991;
23 Bls, 14:48:14.991:

*23 Woyls) 14:48:14.991:

vele Idlgwoelod

*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:

*23 Bols, 14:48:14.991:

IJp>8900)

*23 b, ls, 14:48:14.991:
23 Bl 14:48:14.991:
23 Bl 14:48:14.991;
23 Bl 14:48:14.991;

*23 Wols) 14:48:14.991:

FALSE

*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:

*23 Bls) 14:48:14.991:
Ihouisd »

u.uph;'; AAA.

RADIUS: 1Je9,>. Cisco [26] 39

RADIUS: Cisco AVpair [1] 33 "CTS-PAC-CAPABILITY=CTS-PAC-

RADIUS: _lssg. Cisco [26] 43

RADIUS: Cisco AVpair [1] 37 "cts:server-list=CTSServerList1-0001"
RADIUS: Clisg. Cisco [26] 38
RADIUS: Cisco AVpair [1] 32 "cts:security-group-tag=0002-00"
RADIUS: 1Jp9,>. Cisco [26] 41
RADIUS: Cisco AVpair [1] 35 "cts:environment-data-expiry=86400"
RADIUS: 1Jp9,>: Cisco [26] 40
RADIUS: Cisco AVpair [1] 34 "cts:security-group-table=0001-17"
RADIUS: 9_og PAC IJi8J. 9lJ v, 09295

RADIUS(000000f): wp IJluvedle po ldeg w8 1645/11

cts_aaa_callback: (CTS env-data SM)AAA req(0x7AB57A6AA2C0)

AAA CTX Frag Clean: (CTS env-data SM)attr(lz o ol))
AAA CTX Frag Clean: (CTS env-data SM)attr(env-data-fragment)

AAA CTX Frag Clean: (CTS env-data SM)attr(ewgs> [Jgglse-IP

AAA CTX Frag Clean: (CTS env-data SM)attr(wnlix)
AAA ATTR: u9¢g €5, pE19YO (450).
AAA ATTR: 09 €5, pE9YO (1324).
AAA ATTR: server-list = CTSServerList1-0001.

luwpe SLIST IJpuwedpe. lesls cts_is_slist_send_to_binos_req |Js

AAA ATTR: £Jlp06 pzp9eé IJlole, = 0002-00.
AAA ATTR: luoole Lodless wslule Idusiss = 86400.

AAA ATTR: g>9d pgpe9ed Uirolg = 0001-17.CTS env-data: «J9s
slole Josss



CTS_AAA_SLIST
op wJdds luwpe slist(CTSServerList1) W l9Jd §w9d 9,09
lwp slist(CTSServerList1) 09z9>
CTS_AAA_SECURITY_GROUP_TAG
CTS_AAA_ENVIRONMENT_DATA_EXPIRY = 86400.
CTS_AAA_SGT_NAME_LIST
op odds Iz2sd (0001) B lsd Gusd suesd
S wouwt [Jz29J (0001) po IJpsww Is Ipuwade Jese lole s oéss).
New name(0001). gen(17)
CTS_AAA_Data_END

*23 Wo,ls) 14:48:14.991:  cts_env_data waiting_response: leole clJé env_data_waiting_rsp.
wp ldzuesd eds Idese 1(env_data_receive)

*23 B ls) 14:48:14.991: @@@ cts_env_data WAITING_RESPONSE: env_data_waiting_rsp ->
env_data_evaluation

*23 Wyls) 14:48:14.991: env_data_evaluation_enter: 1J>9Js = lJo 985S0

*23 B ls) 14:48:14.991: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG ATTR_q(0)

*23 Wols) 14:48:14.991: env_data_evaluation_action: 1J>9Js = lJo 9SS e

*23 B ls) 14:48:14.991: env_data_download_complete:
status(false). req(x81). rec(xC87)

*23 Wols) 14:48:14.991: 9 de pl wp luwedlpo

*23 Wo,ls) 14:48:14.991:  status(TRUE). req(x81). rec(xC87). expect(x81).
wait_for_server_list(x85). wait_for_multicast_SGT(xB5). wait_for_SGName_mapping_tbl(x1485).

wait_for_SG-EPG_tbl(x18085). wait_for_default_EPG_tbl(xC0085).
wait_for_default_SGT_tbl(x600085) wait_for_default SERVICE_ENTRY_TBL(xC00085)

*23 Bo,ls,) 14:48:14.991:  cts_env_data evaluation: Ioole $sle lJzlJé env_data_evaluation.
wp ldeuoed eds IJzae 4(env_data_complete)

*23 B ls) 14:48:14.991: @@ @ cts_env_data Evaluation: env_data_evaluation ->
env_data_complete

*23 Woyls) 14:48:14.991: env_data_complete_enter: 1JzlJo = 1U]JelJ



23 Bls, 14:48:14.991;

IJepdsé

23 Bols, 14:48:14.991:
23 Bls, 14:48:14.991;
*23 Bls, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:
*23 Bols, 14:48:14.991:

23 Bl 14:48:14.991:

CTS-IFC-EV: $p lodlg wslole 1Us Uiusluus: Idooszs: veee

env_data_install_action: IJzlJé = Complete Completed.Types 0x0
env_data_install_action: o b covse l)dse<->z>9J sgname
Cubsd $lises sg-epg lJes o od

cubsy §lised juwlisd IJwyss IUIGe,)lupsé 1Jpewwd
env_data_install_action: we cesrse blgdé meast_sgt

wpdsu pilpud Idoslule [Js gldé IJlguogsls 2

SLIST 09 b w IJoprse Iduwled. Jl 2lzs JLuwldo |Js Binos

CTS-SG-epg-events:|gsl> default_sg 0 |Js wslule env



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



