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launchd (init)
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————  System Starter
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el Jdentity Services Engine Work Centers / Posture

] Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Palicy Sets Troubleshoot Reports Settings

[ H tions List > macOS-Service-Condition
Gonditions w

1 Service Condition

< Anti-Malwiare
..\ Anti-Spyware * Name

Anti-Vi
Ii=Yine macOS-Service-Condition

' Application

2 Compound Description

Dictionary Compound

ﬂ1 Dictionary Simple

* Operating System
Disk Encryption P 9 3

Mac 05X w
Extarnal DataSource
)
Flle .
Compliance Module
Firewall Any version

Hardware Attributes .
* Service Nama

Patch Management
com.apple.sysmand

Registry
Seript Service Type
I Service Daemon Or User Agent ®
UsE
Service Operator
Loaded & Runnin
Remadiations >
exit code
Requirements o ']

Allowed Protecols
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Overview Metwork Devices Client Pravisioning icy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Remediation Action Detalls
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macG5-Service-Aequinme for  Mac 05X sing 4% 01 fat sivg Agent otit




Sopen IJBsle w3dd: coped IUgbys IJizs,6 Bs cdsse vog 1Jsuoe [3s suveese
lJpolbdo IUss wp logulgoe.
lowdd IJs ISE > p)ld; 1Jg pd > Posture (9,08.56) > Jusluws Posture (9 ogs0) Jlouvle

Ip wvupdsu lduog Uz 9p vouvpswo Jel oyew 923 Idpobde 1U3s Ypo wlugilise
JJuws.

= s Mentity Services Engine ‘Work Centers / Posture

] Gverview Hetwork Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reparts Settings

Posture Policy (EXIZD

ag 1 0N OerAEng: KySIaM BnTar Dther wervice]
1
Simbus Palicy Options  Rule Hama ¥ Group perating s liance Module Posiurs Typs Diiver Conditions Requiremanis
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Cisco Secure Client.

5 .: Iy ] ® Statistics ) - f@j

Cisco Secure Client  AnyConnect VPN ISE Posture

AnyConnect VPN: ISE Posture

Connected to FTD.

= Statistics = Security Products  Scan Summary ~ Message History
Disconnect

Updates Status
ISE Posture: 1 + macOS-Service-Requirement Done
Compliant,

MNetwark access allowed. Scan Again
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= b |dentity Services Engine

System User ruben
’
Usar Domain s
-
AY Instalied
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‘\ Gatekeopor; 14,3, 15 Xprotect:2 186,
[
F |
e Posture Report
Posture Status Compliant
Logged At 2024-02-78 09:44:28.926

Posture Policy Details

Polley Name Enforcomant Type Status Passod Conditions Ealled Conditions Skippad Conditions

macOS-Sorvice-PosturePolicy macOS-Service -Aequirement Mandatary Passed mac05-Service-Condition

Rows/Page 1 e
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Cisco Secure Client

Security Warning: Untrusted Server Certificate!
AnyConnect VPN:

Connected to FTD. Cisco Secure Client cannot verify server: ise-demo-6.ivillega.com

Disconnect I Certificate is not trusted.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the

ISE Posture: error condition is known.

Scanning system ...

Scan Again

Connect Anyway Cancel Connection

Il wpe 1lublis puvedl: cobdye 2lJs Igres baols prdses. po lduusss v sdso IUghe
p9&93] wuiol>s gpdiss IJeuwe IJupsiss JIsuve.
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ISE Posture Details

l|||l|||| %
cisco ISE Posture 0

Time Remaining:
1 Update(s) Required 3 Minutes I

X Action Required to Enable Access

Updates are needed on your device before you can join the network.

macOS Service is non compliant

More Details \/
Updates Status
1 (%] macOS-Service-Requirem... Required (Manual)

Cisco Secure Client

The requirement cannot be evaluated since you are
connected to an untrusted server. Please contact your Cancel
system administrator.

sIoUd 9236 ISE Posture [Juelosé 9150 PSN [0l wgluubs oy IP 19 Iuwpe 1Jpzld 1Jpd0d
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® ivillega-CA-2024

> ivillega-CA-2024

Bl  Root certificate authority
- Expi day, 30 January 2025
-

ivillega-CA-2024 . it

[ age .
o Root certificate authority Trust

When using this certificate: | Always Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust

¥ Extensible Authentication (EAP) Always Trust
W& Cisco Root CA M1

§ Cisco Umbrella Root CA
¥ com.apple.kerberos.kde

IP Security (IPsec) Always Trust
Code Signing = Always Trust
Time Stamping | Always Trust
X.509 Basic Policy Always Trust

com.apple.systemdefault

Device Management Root CA

Internal Private Root certificate
ivillega-CA-2024 certificate
JSS Built-In Signing Certificate certificate
QuoVadis Root CA 2 certificate

Trusted Device SubCA
1 L Common Name ivillega-CA-2024

Details
Subject Name
Domain Component com
Domain Component ivillega

Cisco Device CA - PROD

com.apple.kerberos.kdc

com.apple.systemdefault

com.apple.kerberos.kde

com.apple.systemdefault

Remote Pairing [dentity Remote Pa Serial Number 24 2C DD 93 3138 C2 87 45 AC BC 7E A6 AF FF 32

Issuer Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

~Nooo-c-o-c I HNANAN

9> w9lzgo Iduwded IUglbis zos gus wepsd Iduvols wuvdd Logse 91JsVdle Lzpse pobdolo
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w83 3JY luedd s IJobusd IUb,uds b uble IJouvgsd MacOS sl o3l 1Ule,: sudo
lusr/bin/security add-trusted-cert -r trustRoot -d -k /Library/Keychains/System.keychain

{euwl bobss Ipsze IJpuo 8}

eds uwwosd Idpeld: Bl dlpe guobod Vs b IUpdoo [JElo wd Bly Uip_) o9 IJuolds:
sudo /usr/bin/security add-trusted-cert -r trustRoot -d -k /Library/Keychains/System.keychain
/Users/JohnDoe/Downloads/CA_certificate.crt

w8 wudss Uley $p wlghs cuvgsd Iddpwssc) &p 2lod p)8 13)s.

weley Weuo Cisco Secure Client

98> wolzo ksl Huwlsd 1Jgbl "wibs Idde o 1Ules JJgpdle oo Cisco” 9"Jp Swp wdas
wwodod Jlgweslp 9dsd 9,oes6 ISE py Cisco™



O ® Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:
Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Your network is not configured to use Cisco ISE Posture
Agent.

wbo) 030 I)uwlds Jesp 929> woLosIle wp odysuel Vs lesh Idgpsd W ISE > o)ld; 1dgpd
> Posture > !p.)b |J&p.§J > uu@kyuh& !ro)b IJEP\SJ

eJs 1Usép pu 10 B> wus Uinb Jiobes ousvgsd Mac OSX. |l y 3JY Jl sgus lud ogbs JJ
luoshle MacOS.

Jobdd 1Be,luos: Jl souopw ISE Iz [uoshle wble IJouuésd MacOS. »oJ Sequoia
(15.6.X): Joguw pod o030 lUyuwldé wlds pu lu IUgLoe wp wdsswo.

Sew edsd w8 p9e) 9w IUsune pu ISE > p)ldj 1dgpd > IUsuoe > IUlgsble > crssele
IJoolez > wessele IUyuoe.

@pdo OIS o3l |J|0J!_9 vl |J!OQ_)OQ ro:._;|ub_)5 PU ISE |3 290 |QUD|J y-1V) E_J|J roJo_Q Zip @pdg
wuisdo oul pu p9.9¢ Posture Offline

puwlisd Ig)s

Il Joo ouss 1Usgad B IJodluosd: spdud wzpse 256 DART oy zol; MacOS. Joil szw o
SY9U U5 9226 DART povwédc wgs 3Jdi pg luwyld ebosy Cisco Secure Client IJoulb |Js
Jis 1Jslses 9lug) W99 Cisco Secure Client &p O logile odls) IJogvgsue.


https://www.cisco.com/web/secure/pmbu/posture-offline.html
https://www.cisco.com/web/secure/pmbu/posture-offline.html

Cisco Secure Client Edit

About Cisco Secure Client
Preferences...

Generate Diagnostics Report

pdlzbs: po 1dpop 10 sop wpdsu tsh cuppsu wedle IJuble gus louble 25p



DART. 9|lJI W]u gjpd DART Ju wouopu pedspele 9226 ISE Posture (9 ogs6 peyd
$30le 1Jo9sé (ISE)).

Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

v Include System Logs
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[Tue Feb 27 10:30:58.576 2024][csc_iseposture]Function: createCheckXMLString Thread Id: O0x4A9FD7CO File

macO0S-Service-Condition



303

com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: processPostureData Thread Id: Ox4A9FD7CO File: Au

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition

303



com.apple.sysmond

running

(mac0S-Service-Condition)

[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: SMP_initCheck Thread Id: Ox4A9FD7CO File: SMNavPo

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

",isElevationAllowed:1,nRemediationTimeLeft:0}

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: createCheckXMLString Thread Id: Ox4A9FD7CO Fi

macO0S-Service-Condition

303



com.apple.sysmond

running

)

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: doCheck Thread Id: Ox4A9FD7CO File: Rgmt.cpp
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: doCheck Thread Id: 0x4A9FD7CO File: CheckSvc.
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: completeCheck Thread Id: Ox4A9FD7CO File: Rqgm
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~§fdod od9su puww9s Iduved 03l pu ISE > Operations > T['OUbleShooting (eIl
IJIgble 9l odleol) > Debug Log Processor (pglde wuozse IUIgble) > Debug Log Configuration.
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luwegsle 0B w IJpold Juinb $306 MacOS. sedod 1o wys gwedle peleds Lopeu I ise-
psc.log:

2024-02-27 10:30:58.658 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.runtime.Pos

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:30:58.659 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.util.Status



ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(macO0S-Service-Condition)



2024-02-27 10:31:06.044 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-8][[]] cisco.cpm.posture.util.AgentU
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