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lpcbdole | lwl_w,sé

Ipobdole

ledoule | L2200
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IJecbdole IJlul jusé

* 9029d ERS JJ,led gldIclos.

o Jls9zd Ebp 9dsd wsu ISE g Catalyst Center.

* Sdip wedsu PxGrid gJs ISE.

* FQDN pbJye JJodled: sdsuw B8b gusly IP (uolss).

o BlYoo oguodse "siolé Lolsyé gu pduuwe"™ Blzulz [Js VIP + IP 2 858s Jpzeosd
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 wslule lgepls slzos yulo, IUlsle, (CLI) gds ISE IJes Jp o> ouwaise Jdodled sop
38p 19009 IJpuwews IJs 81206 wyped IJobossle (AP B @b.
© sdip 999, lpdluss 1UsLosd 1Js 1P .

lJpolbdolo

w9os Cisco yig oJ9y s pgy9s wldpesluose 1Joldss:

* Identity Services Engine 3.3
* Lust Idubveds 1) 8psé pu Cisco

lJpdovlo IJpuuwespd

ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jpbss IJeldse:



* Identity Services Engine. IJ]_»>l, 3.3
* Lust Idubvods 1) 8ps6 pu Cisco

op logule Idegdsele 1Uglys6 B 03l IJpuwews pu 1Jiz06 1J092936 Bs wsisé pgpdsé gl os.
o zese lzosd IJpuworps O o3l lJpuwows wodssu peumst (Be)lups). Bl dive
dvwdod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed JIs ).

ped9ple Iuluss

Swpe w99S) ed 1J9uo9d 1Js SD pu gdld peesed oo wlpez Cisco Catalyst Center 9 Cisco®
Identity Services Engine (ISE) 9lJiub e [Jl wluss JJizos6 Iduwddss sldJludIss IJos
oubwed eds 9blsw IJouss.

Sup wedsu ldlopws sldoedsdle 9lpdluss 1J9s6 9L e Cisco Catalyst oo gl wolez

Cisco Catalyst Center. sg> 9,09J SD zicl pu 03l IUo,ulpz 9swp [uwegslpo Jouopse yivwJs

lJezeele IduwdIdso 9lddluwdIdso 1U39s6 pe o plu 909960l subus ol o wosd logile
oo IJuwJs.

S&> ISE pdgul iwluu§l o pdyule SD-Access Joudss gwsluws Idogde Vs 1Uguoed IUs
IJuvods. s89p wulez ISE oudss IJuwsluws pel sepd eds wpdso IJogsso
Ibssolesds Jdpuvotsesu sldizess IJs pzesele Blods JJobss,: Suadl go cuumsh
£0Js6 ©udsy Lusluws IJlely IJuileds. 908s wble ISE. s p &0 IJpuuegspse 9lizoé B
9lzod L wslsd 9p,06. Swp dpg ISE pg p,d; Cisco Catalyst Lluuwgsle Cisco Platform Exchange
Grid (PXgrid) sslzole w,ypzs IUcbusdle (APl Jodd 1Jzlds IJeedsdss (REST) Jledlele 2o
uldbé IJuolss sldouvgsd IJodyliss Jodsole Idywsluws eds ISE.

0 120908 Bop b p2rd 0l 1Je9iss (ISE) pu Cisco g 2iel 2ol pu o0 wussd Idubods
IUyB056 (DNA) o0 Cisco. Bos w9, 1Ugsplo IUluuluuss 1JElses £Js 0sé pesus pid:

1. 1d 01386 9ldeB9s o 9ldpzlumwas (AAA) (w9939 RADIUS 9+TACACS)
2. |pIdluso H9s0 IdyvwJo

3- Loe ldeuwetrpso 9ldizess

4 - |Jgwsluwle Ulooss

5-1Jogjise IJIJJsé sldzjisss

Jlgwodsle odo IUgsple: Szw ez pds wusd IJuveds IJ,8p86 pu Cisco pg ISE Jlogule gJ196
293938 wol. 99, 03l IUsJsd Lubble ¢lbgs wglbgs JlJeld gpdso IJodlpd.

lJodosy
oJdosu ISE

lJglb9es 1: sew wpdsy PxGrid gJs ISE .



Stw wpdsy 206 PxGrid _o ey System > Deployment > Edit Node > PxGrid: Jel 09 p9_oz WS
lJuos,é:

Administration / System
J|  scoemarks Deployment Licensing Certificates Legging Maintenance Upgrade Health Checks Maore
———— T E ] -

1%  Dashbaard

Heagnar i Fams kv
':' Canbext Vislbility B iand i
9. Oporations

IP A e ses 10.127.196.72
I Pcilicy

HMode Typss Idarmity Sarvices Engirs [ISE)
4. Administration Finle SECONDARY

Al Work Centers
Administration
Interacilve Help

»  Monitoring

Policy Service

-0 . Gig




pdlzbo: Vs 21Jo 929> wSiSo 09586« Spdud wubgsd uvguosle pxgrid eds g9ro8
ISE. coped IJe9uoss O wsisé p9je6 I wubvésd pxgrid persona gJs IJeds &)
IJologs JJpun9sd.

IUg k096 2: o pdse el 1les (ERS) JUb,les/lJIolus:

p0 led wpdso erelo 08 1UelJs IJopesdss (REST) 93lz06 wyees IJobosdle (AP) eds
ISE. szo wpdso ERS JJ@)leslJIolus cpe Idbls > Idoble > 1lgsble > |esble ERS >
cpdsu ERS JJ6)leslJIolus. Jol 09 po oz B IUL09,6:



il |dentity Services Engine Administration / System i Evaluation Mode B3

Bookmarks Deployment Licensing Certificates Legging Maintenance Upgrade Health Checks More
Posture
Dashboard =
API| Settings
Prefiling
Contaxt Visibility
Cwverview APl Service Settings ARG
Protocals
% Operations
B tings for Primary Administration Node
. Endpaint Scripts
| Policy
Promy @l ERS (Read/Writs)
L Administration
SMTP Server B Open APl [Read/Writa)
Work Centers SMS Gataway

System Time

AP Sattings

Interactive Help . .
Data Cannect @ ERS [Read)

@l Cpen AP (Read)

Network Success Disgnostics

< CSRF Check [ only for ERS Settings )

{0) Enable CSRF Check for Enha

o Security (MNat

D Disable GSRF For ERS Request (compatible with ERS cllants older than I5E 2.3)

Irtaractive Haln




pdlebs: B wsisé ISE 1Jpgjes: olds pu wpass wpdsu ERS JJ@)les. ol spdu I
obo) gduwd ERS gds IJpwdsd IUsissuws 9JIJo Jsur bs IJelugs.

lJglbgs 3: ol pu wedsy JJl IUleshbso Jpl 09 p9 oz wew b6 > gyple pxGrid > |esblo.
opdso IUesldge oddliss! eds Ideuvlole 1Jzrss6 Idpugwowss IJs Iduvoble.
opdsu lduwele lugble Ideuwle 1dpgwews [Us IJpd 1de)9).

903l s ez wldpslv go wdilissl ds gpdle PxGrid.

= il Identity Services Engine Administration f puGrid Services

] Bookmarks Summary Client Management Diagnostics Settings

5%  pashboard

Settings

! Context Visibility

A, Operations

' Folicy
4 Administration

Work Centers

d Interactiva Help

odIsu wuss Idyveds 1U)8es6 pu Cisco
lIJgb9es 1: o uywesd 1Ux¢9d 1Us wuss dyveds 19086 pu CiscoGUI.

lJglogs 2: luowd Ids Igsble IJouble > 1Jlgsble > 1deuol>96 98900 [Juog.



System [ Settings i admin

e

il Catalyst Center

Policy Servers

authenticate Catalyst Center users. Cisco ldentity
upply policy and user infarmation,

Protocol = Type Slas Actions

RADIUS ISE ACTIVE

= il Catalyst Center

Samings | Extarmal Sericas

Authentication and Policy Servers

T Pl e bty
Services Engine (ISE) servers can also supply policy and user information,
& add - T Export Asaf: Jun 8, 2035 255 PM 23
SHMP 1P Address Frotocol - Type Siatus Actlons
ICKF Ping
19.127.196.71 RADIUS ISE
)

I Authentication and Policy Servers

Imteqrity Verification

IJgo96 4: 1LV zese IJoBdluosd Jpl 09 psLoe:
£0slo IP JJéhpe: £0slo IP Jg§s6 euussd ISE 1wl puss.

o pUbind: 03l 09 vy RADIUS IJpinesyd Jezsdlc gus s8¢l 1Js ISE wsluubé Cisco DNA
Jizos6 Lo Js.

luwe IJpuwwgse 19dpeo 1Ue,9): wslule lew el puwgsd ISE.
luwe IJpeld IJedod wlJIled (FQDN): £.956 pw99d ISE |Jiu.u|u.u._§5 FQDN.

lowe |Jpuve,yd: 03l 09 IUlwpe IUblo, Lopo Pxgrid Services g Js ISE gus 9l DNA oo Cisco
wwosss bdo luve,ld J ISE Pxgrid.



Edit ISE server X

Server IP Address

10.127.196.71

Shared Secret

Username®

admin

Password*

FQDN*

kavinise33ppan. puEEag™

Subscriber Name
pxgrid_client_1749316904

=l -




ISE server Integration X

This is the first time Cisco Catalyst Center has seen

this certificate from Cisco ISE, and it is not yet trusted.
Do you want to accept this certificate and establish
trust?

Integration of 10.127.196.71 is waiting for user input

v ° Initiating connection...
less than a minute ago

This is the first time Cisco Catalyst Center has seen this
certificate from Cisco ISE, and it is not yet trusted. Do yo
u want to accept this certificate and establish trust?

View certificate

=

O Establishing trust...
Reading, validating, and storing trusted certificates

@O Discovering nodes...

Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes



Integration of 10.127.196.71 is in progress...

° Initiating connection...
Connecting to Cisco ISE and validating credentials

@ Establishing trust...
Reading, validating, and storing trusted certificates

@ Discovering nodes...
Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes

O Connecting to pxGrid...
Loading and validating pxGrid certificates, subscribing to pxGrid topics

IJo2ld0 pu lduors

s luedd IJslesble 1Iduble > leshble > g9be 1Jp ol 86 9lJuog.
. wobo, 21Us odled ISE J Active.



Authentication and Policy Servers

Use this form to specify the servers that authe
Services Engine (ISE} servers can also supply p

atalyst Center users, Cisco ldentity

External Services
nd user infarmation.

I Authentication and Policy Servers

y Verification @ Add T, Export

\ceis mpatibility Matrix

P Address Protocol = Typo Status Actlons

P Address Manager

10.127.196.71 RADIUS ISE

Cloud Access Login

loedd [Js 1Jlesble >lJolble 360:

wbo, 9 ISE Jpl 05 098,86 Lopu IUlubes IJpouods ¢hzsl Jpl 09 9 oe:

= il Catalyst Center

System 360 System Health ~e Explorer
Software Management Backups Application Health
- -,,\ ® No backups server Configure @ Automation
: configured @ Assurance
LS ,/‘I

Externally Connected Systems

Identity Services Engine (ISE) IP Address Manager (IPAM)
Primary 10.127.196.71 ' Awailable “Update ® No IPAM server configured, Configure
Secondary 10.127.196.73 [ Available

pxGrid-Active  10.127.196.72 [7 Available

pxGrid-Standby 10.127.196.74 [ Available

luved il 1Jizble ol odlzol
oo o3l pdyy gus debug pweys Vs ISE:

» PxGrid
s lJdouss IJlgwljuso
[ ] a)l-)



edlebé: dud wae wdlod Cisco DNA-ISE. §p woowg uvedle 1Ugspé Lluwogsle 1Jisle,
lJoldsé:

Sedu IJopdd po lduwedlo poluing s slzos wb, I9le, (CLI) DNA pu Cisco wlguesle
lJIgle, IJoldse:

« wedlo 206 MAGCTLS - RF ISE-Bridge

« wedlo 506 MAGCTLS - cuopse Uvwds RF - oo dé-oopsSp - C 300
IJBuwe | w8 $ Huwlisd Iduwed s wosé Iduvwds 1,886 oo Cisco pu lzd
wdlpd vlee
lIJgb9es 1: leuol valule lgwels ISE.

2025/06/07 17:21:41 [cuozSe Ui'ablc]gube http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step



http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

025-06-07 17:21:41,905 | peJ9plw | essagelistenerContainer-6 | | c.c.a.c.impl.AARasClientimpl |
AARasClientimpl - [oble 9lz06 wypzé wlbws@le. RBAC ulD - wl,¢ | correlationld=1978f306-
0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | peJ9ple | essagelistenerContainer-6 | |
c.c.a.c.s.trust.CiscolSEManager |

---------- | correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | peJ9plw | essagelistenerContainer-6 | |
c.c.a.c.s.trust.CiscolSEManager | IUgbb9é: Iz ol luwe IJpuwegs o isePassword. iseHostIP.
iseHostName. iseSshKey. apicEmlp. apicEmFqdn | correlationld=1978f306-0857-467d-b974-
64442163742

2025-06-07 17:21:41,917 | peJ9plw | essagelistenerContainer-6 | |
c.c.a.c.s.trust.CiscolSEManager |

---------- | correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | peJ9ple | essagelistenerContainer-6 | |
c.c.a.c.s.trust.CiscolSEManager | | jvwsgle 306 GO Jluvle & 96 ISE | correlationld=1978f306-
0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | peJ9plw | essagelistenerContainer-6 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil | Joile API Pyaload Jlwesgle g300 GO Jlouile bde ISE
wluwedsle IP: 10.127.196.71 gl w e |JposW9: | | correlationld=1978f306-0857-467d-b974-
6444a163f742

IJgbo9s 2: ¢bol Bs IJ uolss B loebly IJdwsd uusle Jloo 1duiolss 3less 1Jesdse 9&s)
LIS wol.

06/07 17:21:42 [cuoese IJigble] Lo uwe https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:21:42 [copse IJigble] IUz o] s
https:/10.127.196.71/admin/API/PKI/TrustCertificates

2025/06/07 17:21:44 [cuozST Idiablc]_gu'o(c_ http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025-06-07 17:21:44,730 | peJyple | qtp480903748-238 | |
c.c.a.c.c.IselntegrationStatusController | ¢lb9é glds wIled ISE JJElb9é StepName
=INITIATE_CONNECTION_TO_ISE | correlationld=831¢c9¢36-d534-415d-86d6-

2025-06-07 17:21:44,964 | 'aJoi | essagelistenerContainer-6 | |
c.c.a.c.s.h.CreateAaaMessageHandler | IJuol>6 Vs lucbly §w9d IJpuweése {3
correlationld=1978f306-0857-467d-b974-6444a163f742

com.cisco.apicem.commonSettings.service.exception.CertificateWaitingUserAcceptedException:
{"i18n":{"code":"NCND80015"}}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/TrustCertificates
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

at
com.cisco.apicem.commonSettings.service.util. GoTrustEstablishmentUtil.callGoServiceForTrustProcessir
~[w¢sle/:na]

at
com.cisco.apicem.commonSettings.service.trust.CiscolSEManager.establishTrustWithPAN(CiscolSEMan
~[class/:na]

at
com.cisco.apicem.commonSettings.service.trust.CiscolSEManager.establishTrust(CiscolSEManager.java
~[classes/:na]

at
com.cisco.apicem.commonSettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation((
~[class/:na]

at
com.cisco.apicem.commonSettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation((
~[class/:na]

at
com.cisco.apicem.commonSettings.service.handler.CreateAaaMessageHandler.handleRequest(CreateA:
~[class/:na]

at
com.cisco.grapevine.amqp.impl.grapevineMessageListener.invokeHandler_aroundBodyO(grapevineMess
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at
com.cisco.grapevine.amqp.impl.grapevineMessageListener$AJCclosure1.run(grapevineMessageListener
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at org.aspectj.runtime.reflection.JoinPointimpl.proceed(JoinPointimpl.java:167) ~[aspectjrt-
1.9.6.jar:na]

at
com.cisco.enc.i18n.localization.aop.enablel18nOnRequestHandler.getEmptyResponse(enablel18nOnRec
~[i18n-7.1.722.60901.jar:7.1.722.60901]

at
com.cisco.grapevine.amqp.impl.grapevineMessageListener.invokeHandler(GrapevineMessageListener.ja
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at
com.cisco.grapevine.amqp.impl.grapevineMessageListener.onMessage(GrapevineMessagel.istener.java:
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.dolnvokeListener(AbstractV



~[spring-rabbit-1.7.15.Release jar.na]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.invokeListener(AbstractMes
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$001(SimpleMessage
~[spring-rabbit-1.7.15.Release.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$1.invokeListener(SimpleMes
~[spring-rabbit-1.7.15.Release.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.invokeListener(SimpleMessa
~[spring-rabbit-1.7.15.Release.jar:na]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.executeListener(AbstractMe
~[spring-rabbit-1.7.15.RELEASE .jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.doReceiveAndExecute(Simpl
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.receiveAndExecute(SimpleM
~[spring-rabbit-1.7.15.Release jar.na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$1800(SimpleMessag
~[spring-rabbit-1.7.15.Release jar.na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$AsyncMessageProcessingC
~[spring-rabbit-1.7.15.RELEASE.jar:na]

W9 java.base/java.lang.Thread.Run(Thread.Java:834) ~[na:na]

2025-06-07 17:21:46,284 | peJ9plw | qtp480903748-916 | |

c.c.a.c.s.util. CommonSettingsUtil | | uvoglyé 9sp6 DB J MultiCisco DNACconfigurationTable =
MultiCisco DNAConconfigurationTable[clusterUuid=878771ce-8f93-44a5-82c9-
3561e14c2d77.createTime=2024-08-2314:11.381.inMultiCisco DNAMode=false.LastUpdated
lJ9.90,=2024-08-23 14:18:11.381.multiCisco DNAFeatureEnabled=false.instanceUuid=7f606daa-
ca05-472b-45c-

fe8dfead1717.instanceld=7007.authEntityld=7007 .authEntityClass=158601731.Instance Tenant
id=66c88fc4104bfb741d052de9._orderListOEIndex=<Integer>._creationOrderlndex=<Integer>._isChange
| correlationld=5888c4bb-f407-4771-97e6-e5c9a9e08746



lJglb9é 3: wp luwwsgle 9u9d [duuolss.

17:22:05,574 | ped9plw | qtp480903748-909 | | c.c.a.c.s.controller.aacOntroller | Juol>é
9136 p9w9Jd pu Yud Idpuwegs et Lozse | correlationld=8b73524a-a3b1-4ebd-9d3a-
b70830d64c83

2025-06-07 17:22:05,581 | peJ9plw | essagelistenerContainer-9 | |
c.c.a.c.s.h.CreateAaaMessageHandler | 1>¢lJ py2Jé |91 Ubolsé [Jpuwegse |
correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | pgJ9plw | essagelistenerContainer-9 | |

c.c.a.c.s.trust.CiscolSEManager |
---------- | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | peJ9plw | essagelistenerContainer-9 | |
c.c.a.c.s.trust.CiscolSEManager | |U¢lb9é: le ol luwpe IJpuwegs e isePassword. iseHostIP.
iseHostName. iseSshKey. apicEmlp. apicEmFqdn | correlationld=8b73524a-a3b1-4ebd-9d3a-
b70830d64c83

2025-06-07 17:22:05,605 | peJ9plw | essageListenerContainer-9 | |
c.c.a.c.s.trust.CiscolSEManager |

---------- | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | peJ9plw | essagelistenerContainer-9 | |
c.c.a.c.s.trust.CiscolSEManager | [ uuwsgle 306 GO J ISE Trust CERT_ACCEPT |
correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | peJ9plw | essagelistenerContainer-9 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil | |oule APl Pyaload Jlwwsgle 306 GO J CERT_ACCEPT
bJo ISE pg IP: 10.127.196.71 9 hostname: | correlationld=8b73524a-a3b1-4ebd-9d3a-
b70830d64c83

Uz boss 4: Lole 1Jed6.

2025-06-07 17:22:06,365 | peJ9plw | qtp480903748-246 | |
c.c.a.c.c.IselntegrationStatusController | ¢lb9é zlJé wIled ISE JJElb9é StepName
=INITIATE_CONNECTION_TO_ISE | correlationld=c1bfde32-4cec-4c9f-afab-06291f1bc4 37

2025-06-07 17:22:06,375 | peJ9ple | qtp480903748-909 | |
c.c.a.c.c.IselntegrationStatusController | cesse ¢lbogs eldé wdled ISE J StepName
=Creating_TRUST_WITH_ISE | correlationld=fbba646c-bdae-4554-8c70-0a5836f4c860

IUz b9 5: 1Jezdd po odosy ISE ERS.

2025/06/07 17:22:06 [wozse IJigble] IJz 09 eds
https://10.127.196.71/admin/APIl/NetworkAccessConfig/ERS

{"asctime":"2025-06-07T17:22:07.529Z2" "correlationld":"."level":"info"."msg":"w.J9su ERS IJglds
eJs ISE {XMLName:{Space: pzJs:ersConfig} id:1 ISCSRF:false IsPAP:true


https://10.127.196.71/admin/API/NetworkAccessConfig/ERS

IsSPSNS:true}""packagename™:"|>1,6 loold ISE"}

lJglo9é 6: [Jog 8l pu Loeéd luesl) ISE.

2025/06/07 17:22:07 [ouozse IJIgble] Louwe hitps://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:07 [cozse Jigble] IUzuo9d s
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

{"asctime":"2025-06-07T17:22:09.065Z"."correlationld":"."level":"info"."msg":" | o>, ISE o9
{Version:3.3 Patch:0 PatchList:0}"."Packagename":"ISE Connection Manager"}

IUgboss 7: leuoly pedsple coue 1dlpuatsle.

2025/06/07 17:22:09 [cuozSe IJi'aJoIc] lJzuosd eds
https://10.127.196.71:9060/ers/config/telemetryinfo

{"asctime":"2025-06-07T17:22:10.161Z""correlationld":""level":"info"."msg":"Telemetry id
30d43265-1577-4e02-a10b-6b549099f544""packagename":"Utilities"}

{"asctime":"2025-06-07T17:22:10.1612" "correlationld:""level":"info"."msg":"lJwe 9.9 pou OpenAPI
supdsuo gds £9> ISE" "packagename™:"|>)6 loold ISE"}

lJglbgs 8: leol) 2ldé 9lzes w)pes IJobosdle pu ISE.

2025/06/07 17:22:10 [cozse IJigble] Lo we https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:10 [cuozsSe Ui'ablc] lJzuesd eds
https://10.127.196.71/admin/APl/apiService/get

{"asctime":"2025-06-07T17:22:11.2912" "correlationld":"."level":"info"."msg":"OpenAPI » oIy
wlJwgJ: {true}""packagename":"ISE Connection Manager"}

IJglogs 9: 1Jepd logble 1036 pg ISE.

{"asctime":"2025-06-07T17:22:11.2912" "correlationld":""level":"info"."msg":"we>s & 1Jgldé IJgl 0
lJs 09899 wo""packagename™:"ISE Connection Manager"}

2025/06/07 17:22:11 [cuozSt Ui'ajols:] lJzue9d eJs http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:11.304Z" "correlationld":""level":"info"."msg":",uwlJ werse glJs

lJe9>6 |Js NDS. 1Jzesdé {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\".\"ciscolseList\":[{\"ciscolseld\":\"acc84e0a-cfdb-48a4-

2f56eafe5490\"\"|Jg od\" \\"lJ v J IJuwo o\ \"\"\"fgdn\":\"I\" \"ipAddress\":\"10. 127. 196.
71\"\"operationType\":\"UPDATE\"\"|J>9,\":\"PRIMARY\" \"STATE\"\"ACTIVE\" \"subscriberName\":\"pxgt
lJeuslo\":\"10.127.196.71\" \"iseConnectionType\":\"TRUST\"}"."packagename":"ndsutil"}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/telemetryinfo
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/apiService/get
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

2025/06/07 17:22:11 [oopse 1 Igble] 9_o¢ http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatuslnfo

{"asctime":"2025-06-07T17:22:11.3192" "correlationld":"."level":"info"."msg":"z1Jé wesse 1Jg 826
IJs NDS. 0 Idluwwelos 200 OK""packagename:"ndsutil"}

{"asctime":"2025-06-07T17:22:11.319Z""correlationld":"."level":"info"."msg":", wlJ |Jvoble |Js
NDS"."packagename":"ISE Connection Manager"}

{"asctime":"2025-06-07T17:22:11.319Z" "correlationld™:"."level":"info"."msg":"| jol96
{1748737175958362366089997042 CREATE}"."packagename":"ndsutil"}

{"asctime™":"2025-06-07T17:22:11.319Z2" "correlationld":"."level":"info""msg":",uwld wesse glJs

lJew9>6 |Js NDS. 1Jgesdé
[{\"serialNumber\":\"1748743717595836236608997042\"\"lJ o ,o>,\\"CN=\"\"IJ¢g pJs6 Type\":\"CREATE\

2025/06/07 17:22:11 [cuozse IJIgble] 9 o¢ http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts

{"asctime":"2025-06-07T17:22:11.3292" "correlationld":"."level":"info"."msg":"z1Jé wesse 1Jg 826
IJs NDS. 0 IJluwoglos 200 OK"."packagename:"ndsutil"}

{"asctime":"2025-06-07T17:22:11.329Z2" "correlationld":"."level":"info"."msg":"wz>s < glbogs ISE
Creating_TRUST_WITH_ISE pg IJopld IJzlJs" "packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.329Z"."correlationld":"."level":"info"."msg":", wlJ bJo |Js NDS
{\"StepName\":\"Creating_TRUST_WITH_ISE\"\"StepStatus\"\"COMPLETE\"}"."Packagename":"ndsutil"}

2025/06/07 17:22:11 [cuozse IJigble] 9 o¢ http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

IJgbbss 10: Ideunldd IUgds B o, ISE.

{"asctime":"2025-06-07T17:22:11.339Z2" "correlationld":""level":"info"."msg":"wz>se ISE Step
discovery_node olJglJé IN_PROGRESS."packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.339Z2" "correlationld":"."level":"info"."msg":"|, uwlJ bJe |Js NDS
{\"StepName\":\"DISCOVER_NODES\" \"StepStatus\":\"IN_PROGRESS\}"."Packagename":"ndsutil"}

2025/06/07 17:22:11 [cuozSe Idiablc]_gu'o(c_ http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:11.348Z" "correlationld":"."level":"info"."msg":"¢ bbgs wJlpJ ISE
lJesedd Ids NDS. 0j luwezleé http=200""packagename":"ndsutil"}

2025/06/07 17:22:11 [cuozse IJIgble] Lo wuwe https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:11 [ouopse IJigble] IJzu09d eds
https://10.127.196.71/admin/APV/Infra/Node/SimpleList



http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/Infra/Node/SimpleList

{"aSCtime"I"2025-O6-
07T17:22:12.5122" "correlationld":"."level":"info"."msg"."66c88fc4104bfb741d052de9:b745dd4f-
2a22-47d8-a216-6a5a85f3eab9 wp wd9s 4 £9> pu ISE5 ey ISE9 "Packagename:"lsL,s loolJ
|SE"}

{"asctime":"2025-06-07T17:22:12.512Z" "correlationld:"."level":"info"."msg":"| ol IJlg>Dle

lJeedsé Je9>6 PAN IJiquu»§633ppan/10.127.196.71‘ role primary"."packagename":" p>s,
louold ISE"}

de localize33ppan/10.127.196.71. role primary"."packagename":"ISE Connection Manager"}

2025/06/07 17:22:12 [cozse IJigble] Lo we https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:12 [cuozSe IJi'aJoIc] lJeuesd eds
https://10.127.196.71:9060/ers/config/node/name/ise33localspan

{"asctime":"2025-06-07T17:22:13.612Z" "correlationld":" "level":"info"."msg":"| jol 96 g 9>6 PAN
lJelo9so i

{"asctime":"2025-06-07T17:22:13.612Z"."correlationld":"."level":"info"."msg":"| o8 £.836 MnT
I ul ussd

2025/06/07 17:22:13 [cozse IJigble] Lo we https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:13 [cuozSe IJi'aJoIc] lJzuesd eds
https://10.127.196.71:9060/ers/config/node/name/ise33seclocal

{"asctime":"2025-06-07T17:22:14.737Z" "correlationld™:"."level":"info"."msg":"| ol 96 g §>0 pxgrid

2025/06/07 17:22:14 [ouopse I I ble] Louwe hitps://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:14 [oopse IJigble] IUz o] s
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025

{"asctime":"2025-06-07T17:22:15.863Z" "correlationld":" "level":"info"."msg":"| Jol 96 g 9>6 PSN
isepxgrid2025.localad.com/10.127.196.74"."packagename":"ISE Connection Manager"}

2025/06/07 17:22:15 [cozse IJigble] Lo we https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:15 [cuozSe IJi'aJoIc] lJzuosd eds
https://10.127.196.71:9060/ers/config/node/name/localise33ppan

{"asctime":"2025-06-07T17:22:17.047Z" "correlationld":"."level":"info"."msg":"| ol 96 g 956 PSN
1/10.127.196.71"."packagename":"ISE Connection Manager"}

IJgbogs 11: 1 pd 1ol 1Jg 8>,


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/ise33kavinspan
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/ise33seckavin
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/kavinise33ppan

2025/06/07 17:22:17 [cuozSe I.Ji'aJoIc] lJzue9d eds http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:17.843Z2" "correlationld":"."level":"info"."msg":",uwlJ wesrse 2ldé

lJe 96 |Js NDS. |Uzesdé {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3ea69\".\"ciscolseList\":[{\"ciscolseld\":\"49523ddb-e1d5-c53d-1e20-
01f8509a3c28\"\"IJg o d\"\"\"IJbjiuJ lJ v\ \"\"\"fqgdn\":\" \"ipAddress\":\"10. 127. 196.
73\"\"operationType\":\"CREATE\"\"role\":\"SECONDARY\"\"state\":\"ACTIVE\".\"subscriberName\":\"pxg
lJewslo\"\"10.127.196.71\" \"iseConnectionType\":\"TRUST\"}"."packagename":"ndsutil"}

2025/06/07 17:22:17 [cuozSe Idiablc]gu'og http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:17.860Z" "correlationld":"."level":"info"."msg":"z1Jé wesse 1Jg 956
IJs NDS. 0 IJluwwgleé 200 OK""packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z" "correlationld":""level":"info"."msg":"wz>se ISE Step
discovery_node pg 908 COMPLETE"."packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z"."correlationld":"."level":"info"."msg":", ywlJ bJo |Js NDS
{\"StepName\":\"Discover_NODES\"\"StepStatus\"\"COMPLETE\"}"."Packagename":"ndsutil"}

IJgboss 12: ooy Luolsle ISE 1 ppJuss.

{"asctime":"2025-06-
07T17:22:17.871Z"."correlationld":"."level":"info"."msg":"GetCertChainForlISERole. >9, EAP

9lde >0 "packagename™:" o35, IJolsle"}

{"asctime":"2025-06-07T17:22:17.871Z" "correlationld":""level":"info"."msg":"lz Lo, IJ bolsle
lJeeJsé pu ISE 10.127.196.71"packagename”:" p>.s, I ubolsle"}

2025/06/07 17:22:17 [ouoese I Igble] Louwe hitps://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:17 [oozse Jigble] IUzuo9d s
https://10.127.196.71/admin/API/PKIl/LocalCertificates

{"asctime™":"2025-06-07T17:22:19.264Z" "correlationld":""level":"info"."msg":" juJuJé p9l> IJoule

Jig,ls 1Jig)l . lJg9>6=10.127.196.71:cname="."packagename":" o>, |Jiol>6"}
{"asctime":"2025-06-07T17:22:19.264Z" "correlationld":"."level":"info"."msg":"lJ juol>6 09,986
Slosl. subject=cn and issuer=cn. v¢bs wule wduwds [duobsle" "packagename”:"Certificate

Manager"}

{"asctime":"2025-06-07T17:22:19.264Z" "correlationld™:"."level":"info"."msg":"|>,lz Vs

iseCerts"."packagename":"dal"}

{"asctime":"2025-06-07T17:22:19.276Z""correlationld":" "level":"info"."msg":"w p IJI>)lz vuzlz Bs
IseCerts".Packagename:"DAL"}


http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/LocalCertificates

2025/06/07 17:22:19 [cuopse IJIgble] Louwe hitps://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

lJgloys 13: Wz o louold Pxgrid.

{"asctime":"2025-06-07T17:22:19.3362"."correlationld":"."level":"info"."msg":"PxGrid
opJu"packagename":"ISE Connection Manager"}

{"asctime":"2025-06-07T17:22:19.336Z" "correlationld":"."level":"info"."msg":"wz>s< ISE Step
PXGRID_CONNECTION p¢ IJzlJé IN_PROGRESS."packagename":"ndsutil"}

{"asctime™":"2025-06-07T17:22:19.336Z" "correlationld":"."level":"info"."msg":", wld bJe |Js NDS
{\"StepName\"\"PXGRID_CONNECTION\".\"StepStatus\":\"IN_PROGRESS\}"."packagename":"ndsutil"}

2025/06/07 17:22:19 [cozse IJigble] 9 o¢ http://inetwork-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:19.349Z2" "correlationld":"."level":"info"."msg":"¢ lbbgs o JlpJ ISE
lJesedd Ids NDS. ;5 luvezleé http=200""packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.349Z2" "correlationld:""level":"info""msg":" v Jwdé Juobsle
leuob slousle JJg 956 10.127.196.72" "packagename:" p>s,) [Jvolslo"}

{"asctime":"2025-06-07T17:22:19.349Z2" "correlationld":"."level":"info"."msg":"[z Lol, Jbol>é [J¢l>p
J 10.127.196.72" "packagename:" p>s, |Juvolslo"}

{"asctime™":"2025-06-07T17:22:20.907Z2" "correlationld":""level":"info"."msg":" juJ v Jé ¢>p pg>9J
J J J10.127.196.72. byd |Jywduwdé 4" "packagename™:" o35, lJuol>6"}

{"asctime™":"2025-06-07T17:22:20.907Z" "correlationld":"."level":"info"."msg":"wz. 9.9 pel 131 Jlu

IJobs,) 9> 99, pwduwdo Jvoble Jledo. byd Iduwdundoe=4""packagename":" o>, IJiol>le"}

{"asctime":"2025-06-07T17:22:20.907Z2" "correlationld":""level":"info"."msg":"Lule/wzss e
wwduwds ldguoble JJg9>6=10.127.196.72:cname="."packagename":" p>s, lJuwol>lo"}
{"asctime":"2025-06-07T17:22:20.907Z" "correlationld":" "level":"info"."msg":"|>,lz Ws Slg>o
wslule Ise-Bridge. Issuer=cn=Certificate Services Node CA - localize33ppan:
Subject=CN=Certificate Services Endpoint Sub CA - ISE33Seclocal: 1J,30
lJouwdunds=336164adfo9b4663b51c7d8787b671e2"."packagename™:" o>, IJvolsle"}

2025/06/07 17:22:20 [cuozSe I.Ji'aJoIc] lJzue9d eds http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:20.920Z" "correlationld":"."level":"info""msg":", wlJd wesse glJs
lJe 936 |IJs NDS. Iz p9dé {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\".\"ciscolseList\":[{\"ciscolseld\":\"dad546ca-fe8f-28d9-a112-
56ecade00239\"\"lJg o d\"\"\"IJjuvJ IJ v\ \"\"\"fgdn\":\"\"\"ipAddress\":\"10. 127. 196.
72\"\"operationType\":\"CREATE\".\"lJ>9,\:\"PXGRID\" \"lJzlJs\":\"g s,
uunb\"\"subscriberName\":\"pxgrid_client_1749316904\" \"TrustState\:\" 099 9\}].\"ip


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

lJewslo\"\"10.127.196.71\" \"iseConnectionType\":\"TRUST\"}"."packagename":"ndsutil"}

2025/06/07 17:22:20 [cuozST Ui'a]olc]gu'oe http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:20.9362" "correlationld":"."level":"info"."msg":"z1Jé wesse 1Jg 826
IJs NDS. 0 IJluwogloé 200 OK"."packagename:"ndsutil"}

lJgloes 14: wesrse Iduuolss.

{"asctime":"2025-06-07T17:22:22.585Z" "correlationld":""level":"info"."msg":"lz ol, vwlisg v 8o
lJuolss pu ISE  \u0026{CertTemplateName:pxGrid_Certificate_Template Format:PKCS8_Series
JJpé 1Jp)9): bdo IJubol>6:{SAN:52:ad:88:67:42:58
Cn:admin_66c88fc4104bfb741d052de9}"."Packagename":"PxGridClient"}

2025/06/07 17:22:22 [oozse IJigble] Lo wue https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:22 [oozse IJigble] s oe
https://10.127.196.71:9060/ers/config/endpointcert/certRequest

{"asctime":"2025-06-07T17:22:24.071Z" "correlationld":" "level":"info"."msg":"|>,lz s
iseCerts"."packagename:"dal"}

{"asctime":"2025-06-07T17:22:24.072Z" "correlationld":""level":"info"."msg":"w o IJI>,lz wuzle Vs
IseCerts".Packagename:"DAL"}

IJgbogé 15: coginsb & psd PXGrid.

{"asctime™":"2025-06-07T17:22:24.074Z" "correlationld":"."level":"info"."msg":"w 0 wgesd

PrivateKey vugle pu uidlb IJuolss" "packagename:"PxGridClient"}

{"asctime":"2025-06-07T17:22:24.074Z" "correlationld":""level":"info"."msg":"e> ¢lJle 1 volsé
Vs wwduvds uolo IJgpsd 1" "packagename™:"PxGridClient"}

2025/06/07 17:22:24 [cLozse IJigble] Lo ue
https://10.127.196.72:8910/pxgrid/control/AccountActivate

{"asctime":"2025-06-07T17:22:25.247Z" "correlationld":"."level":"info"."msg":"Get Response 200. J
url https://10.127.196.72:8910/pxgrid/control/AccountActivate"."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:25.2472" "correlationld":""level":"info"."msg":"z yul GOT
cugush IJlveeles: \u0026{AccountState:Enabled
Version:2.0}"."Packagename":"PxGridClient"}

2025/06/07 17:22:25 [cuozST IJi'aJoIc] N
https://10.127.196.72:8910/pxgrid/control/ServicelLookup

{"asctime":"2025-06-07T17:22:26.311Z""correlationld":"."level":"info"."msg":"Get Response 200. J
url https://10.127.196.72:8910/pxgrid/control/ServiceLookup"."packagename":"PxGridClient"}



http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/endpointcert/certRequest
https://10.127.196.72:8910/pxgrid/control/AccountActivate
https://10.127.196.72:8910/pxgrid/control/AccountActivate
https://10.127.196.72:8910/pxgrid/control/ServiceLookup
https://10.127.196.72:8910/pxgrid/control/ServiceLookup

{"asctime":"2025-06-07T17:22:26.311Z2" "correlationld":""level":"info"."msg":" pzl9Jé w9 _05J
lJg>p06 1J9,856 \u0026{Name:com.cisco.ise.pubsub nodeName:~ise-pubsub-ise33seclocal

properties:map[wsUrl:wss://:8910/pxgrid/ise/pubsub]} "."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.311z""correlationld":"."level":"info"."msg":"ISE Pubsub Web
Service url: wss://10.127.196.72:8910/pxgrid/ise/pubsub”."packagename:"PxGridClient"}

2025/06/07 17:22:26 [wozse IJigble] wogue
https://10.127.196.72:8910/pxarid/control/AccessSecret

{"asctime":"2025-06-07T17:22:27.461Z"."correlationld":"."level":"info"."msg":"Get Response 200. J
url https://10.127.196.72:8910/pxgrid/control/AccessSecret"."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:27.461Z" "correlationld":"."level":"info"."msg":" pzl9Jé IUbJo |Js
wsurl wss://10.127.196.72:8910/pxgrid/ise/pubsub”."packagename":"ws-endpoint"}

{"asctime":"2025-06-07T17:22:28.479Z2" "correlationld":""level":"info"."msg":" e o oJ
wss://10.127.196.72:8910/pxgrid/ise/pubsub o uzlz "packagename:"ws-endpoint"}

2025/06/07 17:22:28 [oozse IJigble] Lo we https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

{"asctime":"2025-06-07T17:22:28.479Z" "correlationld":"."level":"info"."msg":"lJlg s> Jg 956 pxgrid
uubbé."packagename":"PxGridClient"}

{"asctime™":"2025-06-07T17:22:28.533z" "correlationld":"."level":"info"."msg":"wz>se ISE Step
PXGRID_CONNECTION p¢ IJzlJs COMPLETE""packagename™:"ndsutil"}

{"asctime":"2025-06-07T17:22:28.533Z"."correlationld":"."level":"info"."msg":", wlJ bJo |Js NDS
{\"StepName\":\"PXGRID_CONNECTION\"\"StepStatus\":\"COMPLETE\"}"."packagename":"ndsutil"}

2025/06/07 17:22:28 [cuozST Ui'a]olc]gu'oe http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025/06/07 17:22:28 [w ozt IJigble] IJeosd eJs hitp://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f{-2a22-47d8-a216-6a5a85f3ea69

lJglbgs 16: wujsd TrustSec Sgt.

{"asctime":"2025-06-07T17:22:34.370Z" "correlationld":""level":"info"."msg":"IJoujsd €5
lJezee J SERVICE com.cisco.ise.config.trustSec Topic

SecurityGroupTopic"."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z" "correlationld":"."level":"info"."msg":"e ulgssw URL IJglod
wuwujsd BulkDownload:
[https://10.127.196.71:8910/pxgrid/ise/config/trustsec]"."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.3712" "correlationld":"."level":"info"."msg":" pzl9Jé |J o jsJ
lJzples J com.cisco.ise.config.trustSec ol wwésle
https://10.127.196.71:8910/pxqrid/ise/config/trustsec/getSecurityGroups"."packagename":"PxGridClient"}



https://10.127.196.72:8910/pxgrid/control/AccessSecret
https://10.127.196.72:8910/pxgrid/control/AccessSecret
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
https://10.127.196.71:8910/pxgrid/ise/config/trustsec
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups

2025/06/07 17:22:34 [oopse 1 Igble] Louwe
https://10.127.196.71:8910/pxarid/ise/config/trustsec/getSecurityGroups

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"."level":"info"."msg":"Get Response 200. J
url
https://10.127.196.71:8910/pxqrid/ise/config/trustsec/getSecurityGroups"."packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:35.4242" "correlationld":"."level":"info"."msg":"|g|>6 ool 31J,6

IJoisu 1Jpsde Jpzeoes IJiely." "packagename":"cache"}

{"asctime™":"2025-06-07T17:22:35.424Z" "correlationld":"."level":"info"."msg":"wz>s & 31,6

IJogisu 1dpsde Jpzeses IJiely" "packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"."level":"info"."msg":"  slule SG

bulkdownload: ACA ¢, puwedd Jol wesc Jl w¥p wlduogb gJs
RMQ""packagename":"IJp b, Jd9o"}

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld™:" "level":"info"."msg":"w p |Jlbo,ld Os

zese Idpsosglo sldoujsdle lJpgped |dpdopds" "packagename":"pss,) louold ISE"}
IJSuwe vl wx 88 Huwlisd Iduwed eJs ISE (uwed ISE PSC)

Iglogs 1: ool oluosd 1Je$2s.

2025-06-07 22:45:22.788 pgJ9plw [ers-http-pool15][]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- uele |Jpol> 96 Il wl pwsé. lJp v o e:
P99

2025-06-07 22:45:22.788 o ozse lJigble [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -::::- ######## MaxThreadsFilter.doFilter —>
getPathinfo=/node

2025-06-07 22:45:22.788 ozt Ui'ablc [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- #H#H#### MaxThreadsFilter.doFilter —>
GetMethod=GET

2025-06-07 22:45:22.788 o oese lJigble [ers-http-pool15][]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- #H#H### MaxThreadsFilter.doFilter —>
getRequestURL=https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node

2025-06-07 22:45:22.788 o _oese lJigble [ers-http-pool15][]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ##H#H#H## MaxThreadsFilter.doFilter —>
getRemoteHost=10.62.113.211

2025-06-07 22:45:22.788 o _ozse lJigble [ers-http-pool15][]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ##### MaxThreadsFilter.doFilter
—>getLocalPort=9060

2:45:22.794 o ozt IJitJoIc [ers-http-pool15][]] ers.app.impl.handlers.NodeCRUDHandler -::::-


https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node

pedople wuopse IJigble — IJuwsgé com.cisco.cpm.ers.app.proxy.HostConfigProxy @2ff9a8ef

2025-06-07 22:45:22.794 & ogse IJigble [ers-http-pool15][]]]
ers.app.impl.handlers.NodeCRUDHandler -:::- pg J9ple wuozse IJigble — IJooszs
com.cisco.cpm.ers.app.proxy.HostConfigProxy@39c¢857df

2025-06-07 22:45:22.794 v oesSe IJi'aJoIs: [ers-http-pool15][]]]
ers.app.impl.handlers.NodeCRUDHandler -:::- pg J9ple wuoese IJigble — IJuoses
com.cisco.cpm.ers.app.proxy.HostConfigProxy@24e4889c

2025-06-07 22:45:22.794 o ozse |Jigble [ers-http-pool15][]]]
ers.app.impl.handlers.NodeCRUDHandler -:::- pg J9ple wuozse IJigble — IJowszs
com.cisco.cpm.ers.app.proxy.HostConfigProxy@73eb7edf

2025-06-07 22:45:22.802 pgJ9plw [ers-http-pool15][]]] cisco.cpm.ers.fw.CRUDSservice -::::-
IJopd wuele bdo IJeuesd eds zese 1deshs Juse 1es,» 'node’

IJ¢bgo 2: Wz o IJluosl) eds ISE.

2025-06-07 22:48:39.847 peJ9plw [ers-http-pool15][]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- |Jpol> 96 IJiquuu§6 ulees. [dpuw s e:
P99J

2025-06-07 22:48:39.848 «ozst IJigble [ers-http-pool15][]
cpm.ers.app.web.CertificateAuthenticator -::::- g w s Ipuol> 86 gds JJpd 1Jp,9): pg wibs
lJpolb 96 [Jpumweusd |Js Idyuolsé

2025-06-07 22:48:39.848 DEBUG [ers-http-pool15][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- MaxThreadsFilter.doFilter —> getPathinfo=/op/systemconfig/iseversion

2025-06-07 22:48:39.848 v _oese IJi'aJoIc [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- #H#H### MaxThreadsFilter.doFilter —>
GetMethod=GET

2025-06-07 22:48:39.848 v _oese IJi'aJoIs: [ers-http-pool15][]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ##H#H#H## MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39.848 DEBUG [ers-http-pool15][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ##HHHHE MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39.848 = ozt |Jigbls [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- #H#H#### MaxThreadsFilter.doFilter —>
getLocalPort=9060

2025-06-07 22:48:39.848 DEBUG [ers-http-pool15][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ## RateLimitFilter Service => pologs bdo ERS. g5 1Usdle 1Jglds 09: 49

2025-06-07 22:48:39.848 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PICFilter -:::::::-#####


https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

PICFilter.doFilter —> getPathInfo=/op/systemconfig/iseversion

2025-06-07 22:48:39.848 v _oese IJi'aJoIc [ers-http-pool15][]] cpm.ers.app.web.PICFilter -:::::-
#it### PICFilter.doFilter —> GetMethod=GET

2025-06-07 22:48:39.848 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PICFilter -::::.:-#####
PICFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39.848 v _ozse IJig_JoIs: [ers-http-pool15][]] cpm.ers.app.web.PICFilter -:::::::-
#H#### PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39.849 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PAPFilter -:::....-###H##
PAPFilter.doFilter —> getPathInfo=/op/systemconfig/iseversion

2025-06-07 22:48:39.849 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PAPFilter -:::::- ####HHE
Papfliter.doFilter —> GetMethod=GET

2025-06-07 22:48:39.849 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PAPFilter -::::::- ######
PAPFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39.849 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PAPFilter -:::::::.-##H####
PAPFilter.doFilter —> getRemoteHost=10.62.113.211

IUgboss 3: [ Lol pedsple coue Idlgustsle.

2025-06-07 22:48:41.371 pgJyple [ers-http-pool15][]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- 1o ol5 88 |JIuwluss wlzes. [Jpuwoése:
pum99J

2025-06-07 22:48:41.371 DEBUG [ers-http-pool15][]] cpm.ers.app.web.CertificateAuthenticator -
- ogoed ldpuob 96 gds JJpd 1dey9) pe wilbs Idpuolb 96 1dpuwowss |Js Idgielss

2025-06-07 22:48:41.371 v oesSe Ui'alolc [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ###### MaxThreadsFilter.doFilter —>
getPathinfo=/telemetryinfo

2025-06-07 22:48:41.371 o ozse IJig ble [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ###### MaxThreadsFilter.doFilter —>
GetMethod=GET

2025-06-07 22:48:41.371 DEBUG [ers-http-pool15][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ##HHHE MaxThreadskFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41.371 v oeSe IJitJoIc [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- ###### MaxThreadsFilter.doFilter —>
getRemoteHost=10.62.113.211


https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41.371 v oeSe IJi'aJoIc [ers-http-pool15][]]
cpm.ers.app.web.MaxThreadsLimiterFilter -:::::- #H#H#### MaxThreadsFilter.doFilter —>
getLocalPort=9060

2025-06-07 22:48:41.371 DEBUG [ers-http-pool15][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ## RateLimitFilter Service => polugé bdo ERS. g5 IUsdle 1dglds 09: 49

2025-06-07 22:48:41.371 DEBUG [ers-http-pool15][]] cpm.ers.app.web.PICFilter -::::::-###H#
PICFilter.doFilter —> getPathInfo=/telemetryinfo

2025-06-07 22:48:41.371 v oz Se I._Ji'ajols: [ers-http-pool15][]] cpm.ers.app.web.PICFilter -:::::-
#i### PICFilter.doFilter —> GetMethod=GET

2025-06-07 22:48:41.371 v oeSe IJi'aJoIc [ers-http-pool15][]] cpm.ers.app.web.PICFilter -::::::-
##### PICFilter.doFilter —> getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41.371 v oeSe IJi'aJoIc [ers-http-pool15][]] com.ers.app.web.PICFilter -:::::::-
##### PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:41.372 v oeSe Ui'alolc [ers-http-pool15][]] cpm.ers.app.web.PAPFilter -::::::-
#i#H## PAPFilter.doFilter —> getPathIinfo=/telemetrylnfo

2025-06-07 22:48:41.374 pgJ9yple [ers-http-pool15][]]
ers.app.impl.handlers.TelemetryInfoCRUDHandler -:::- jopu 9lzoé w,pzé wbosyle GET ALL

2025-06-07 22:48:41.377 pgJ9plw [ers-http-pool15][]]] cisco.cpm.ers.fw.CRUDSservice -::::- ¢
wugle [deld bdo 1Uzuesd eds zpse 1Ueshs Juse 1Upg)s telemetrylnfo’

IJglogs 4: swp luvegsle IUbdole IJpgvewss |JJs REST pu God ISE Jedow 1Upgdsple WOs
lJodled.

2025-06-07 22:49:00.957 pgJ9plw [ers-http-pool18][]]
cpm.ers.app.web.BasicAndTokenAuthenticator -:::- 1 p o136 1l wlusé ulees. Idpuweése:
P99

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ##HHHE MaxThreadsFilter.doFilter —> getPathinfo=/sessionserviceOde

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- HHHHE MaxThreadsFilter.doFilter —> GetMethod=GET

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###HHE MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###HHHE MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###HH# MaxThreadsFilter.doFilter —> getLocalPort=9060


https://10.127.196.71:9060/ers/config/telemetryinfo
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ## RateLimitFilter Service => polougé bdo ERS. g5 1Usdle 1Jglds 09: 49

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.PICFilter -::::::-###HH
PICFilter.doFilter —> getPathIinfo=/sessionserviceOde

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.PICFilter -::::::-#####
PICFilter.doFilter —> GetMethod=GET

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.PICFilter -::::::-###HH
PICFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00.957 DEBUG [ers-http-pool18][]] cpm.ers.app.web.PICFilter -:::::::-###H#H
PICFilter.doFilter —> getRemoteHost=10.62.113.211


https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode

agy 030 IJUjapd )
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